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Abstract

Food-medication interactions are an important daily health concern because medications
are often taken alongside foods, drinks, herbs, or supplements that may change how a
medication works. Missing an interaction can create a false sense of safety, especially when
a screening system shows a risky pair as having no known interaction. The risk becomes
more serious in edge-based screening because the evidence table, Al model, policy file,
prescription input, or displayed recommendation can be modified or tampered with. These
concerns motivate iMediFood-Shield, a secure edge Al framework for food and medication
interaction screening. The framework combines evidence-based lookup, safety-gated Al
prediction, prescription text extraction with user confirmation, input coverage checking,
and tamper-evident verification of protected files and recommendation outputs. The
signed screening workflow and tamper-evident verification layer were also implemented
and validated on a Raspberry Pi edge device to evaluate practical edge deployment. In
the DDID-based evaluation, the balanced Al baseline achieved 91.86% accuracy with a
5.29% false-safe rate. The strict screening mode of MedSafe-GATE v1 achieved 90.99%
accuracy while reducing the false-safe rate to 0.62%, providing the strongest safety-focused
performance among the evaluated settings. The prototype security layer detected all
implemented tampering attacks. On the Raspberry Pi, provenance verification completed
in 167.79 ms on average for verified cases and 159.71 ms on average for failed-verification
cases over 30 runs. The results show that reliable food-medication screening needs both
accurate Al and security-aware edge verification, and that the proposed framework can
support practical tamper-evident screening on resource-constrained edge hardware.

Keywords: Trustworthy Al; Secure edge Al; Al security; Internet of Medical Things; Food—
medication interaction screening; Tamper-evident verification

1. Introduction

Medication use is part of everyday life, but medications are rarely taken in isolation.
A person may take a tablet, drink coffee or juice, eat meals, and use herbs, supplements, or
over-the-counter products without considering possible interaction effects. In the United
States, 49.9% of people used at least one prescription drug in the past 30 days during
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2017-March 2020, and 24.7% used three or more prescription drugs during the same
period [1]. Since food, drinks, herbs, and supplements are common in daily routines, =
food-medication interaction awareness is important for patients, older adults, caregivers, =
pharmacists, clinicians, and general users who need quick screening support. 3

Food-medication interactions can change how a medication works in the body. A drug
interaction may occur when a drug is taken with certain foods, supplements, other drugs,
or medical conditions [2]. Food—drug interactions can affect medication effectiveness, 3
side effects, and medication administration decisions [3,4]. Grapefruit juice is a common s
example because its interaction effects can be drug-specific and clinically important [5,
6]. Food and herb interactions may also affect drug release, absorption, metabolism, 3
bioavailability, toxicity, or therapeutic effect [7-9]. 40

Figure 1. User Uncertainty Before Food—Medication Screening.

Figure 1 shows a user with a prescription and several food or meal options. The &
scenario represents uncertainty about which items may be risky with the medication. a2

These decisions often happen quickly and outside a clinical visit. If a risky pair is 4
shown as having no known interaction, the output can give the user a false sense of safety.
Missing food—-drug and herb—drug interactions can lead to serious outcomes, including s
reduced therapeutic effect, toxic drug effects, and other severe clinical consequences [7, 4
10,11]. Therefore, false-safe outputs are especially important in medication-aware food «
recommendation systems. a8

Figure 2. iMediFood-Shield-Assisted Food—Medication Screening.

Figure 2 shows how iMediFood-Shield screens selected food-medication pairs. The 4
prototype displays avoid, caution, and no-known-interaction outcomes from the selected 5o
source. 51

Al-based screening can organize interaction evidence and support faster decision =
making, but accuracy alone is not enough. Machine learning has shown strong potential s
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in medicine, but clinical Al systems require careful validation, deployment planning,
and safety-focused evaluation beyond technical accuracy [12,13]. The NIST Artificial
Intelligence Risk Management Framework describes trustworthy Al using properties such
as validity, reliability, safety, security, resilience, accountability, transparency, explainability,
privacy enhancement, and fairness [14]. Security-focused Al studies in other domains,
such as deepfake audio detection, also show the importance of reliable Al systems for
trust-sensitive detection tasks [15]. In food-medication screening, the system must handle
exact evidence, uncertain model predictions, missing coverage, prescription text errors,
and conservative decision-making when false-safe outputs may be more harmful than
over-cautious warnings.

Security is important because the final output depends on the evidence table, trained
model, policy file, prescription input, logs, and displayed recommendation. If any of these
assets are modified or rolled back, the system may still appear normal while showing an
unsafe recommendation. In healthcare and Internet of Medical Things (IoMT) settings,
such tampering can affect integrity, availability, privacy, and user safety. FDA guidance
emphasizes secure design and cyber-resilient systems [16], while prior medical-device
research shows the risk of safety-relevant attack surfaces when security is not built into the
design [17]. Hash-based integrity checking and HMAC authentication provide established
ways to detect unauthorized changes to protected files and signed records [18,19].

Edge deployment increases this risk because evidence resources, model files, policy
files, logs, and recommendation outputs are stored locally. For a food—medication screener,
changing one protected file or displayed recommendation may be enough to turn a cau-
tionary result into a false-safe result. Therefore, edge-based screening needs security-aware
verification along with Al prediction [14,16].

The Diet-Drug Interaction Database (DDID) provides a curated starting point for diet-
drug interaction evidence, including drugs, foods, herbs, interaction effects, and interaction
records [20,21]. However, a database alone is not enough. A practical system must decide
when to use exact evidence, when to apply Al prediction, when to reject unsupported
inputs, and how to verify that the evidence, model, policy, and displayed recommendation
have not been tampered with.

These challenges motivate iMediFood-Shield, a secure edge Al framework for food
and medication interaction screening. The framework combines evidence-aware screening,
safety-gated Al prediction, prescription input confirmation, input coverage control, and
tamper-evident verification. This is a research prototype and is not clinical decision support.
Always confirm recommendations with a licensed healthcare professional.

2. Related Work

Research related to iMediFood-Shield spans food logging, dietary assessment, med-
ication management, diet-drug interaction resources, edge-Al healthcare systems, and
healthcare cybersecurity. Earlier loMT-based healthcare systems have shown how edge
devices and deep neural networks can support smart-health monitoring tasks such as stress-
level detection [22]. Related IoMT-based food monitoring systems such as iLog focused
on automatic food-intake monitoring and stress-related eating behavior [23]. More recent
diet-management systems have also explored computer-vision-based dietary assessment
for smart healthcare applications [24]. These works provide an important foundation for
automated health and food monitoring, but their main goal is physiological or dietary
tracking rather than medication-aware food safety screening.

Food and nutrition Al systems mainly focus on estimating calories, nutrients, food
category, or food volume from user input or food images. For example, iLog 2.1 studied
calorie estimation for pizza using Mask R-CNN and federated learning [25]. iLog 3.0
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extended this direction by estimating food volume from 2D images using Mask R-CNN
and monocular depth estimation [26]. Similarly, iLog 2.2 addressed volume and nutrition
estimation for mixed foods [27]. These systems are useful for nutrition monitoring, but they
do not directly check whether a selected food, herb, or drink may interact with a patient’s
medication.

Diet—-drug and herb—drug interaction research provides the clinical foundation for
this problem. Bushra et al. discussed general food-drug interaction mechanisms and their
relevance to drug response [3]. Ased et al. further reviewed clinically significant food—drug
interactions that may affect patient safety [4]. Amadi and Mgbahurike focused on selected
food /herb—drug interactions and explained their mechanisms and clinical relevance [7].
These studies show that food and herbal products can change drug absorption, metabolism,
or therapeutic effect, which makes medication-aware food screening important.

Several works and resources have also focused specifically on herbal medicine and
structured diet-drug interaction knowledge. 1zzo and Ernst reviewed interactions between
herbal medicines and prescribed drugs [8], while Posadzki et al. summarized systematic
reviews on herb-drug interactions [10]. More recently, DDID was introduced as a compre-
hensive resource for visualization and analysis of diet-drug interactions [21]. In this work,
DDID is important because it provides structured diet-drug interaction evidence that can
support food /herb/drink coverage control in the proposed screening pipeline.

Interaction evidence management has also been studied in the context of clinical
decision support. Scheife et al. provided consensus recommendations for evaluating
drug-drug interaction evidence for clinical decision support [28]. Grizzle et al. studied
how drug interaction experts search for potential drug-drug interaction evidence [29].
Hochheiser et al. proposed a minimal information model for describing potential drug-
drug interactions, showing the need for structured and shareable interaction evidence
[30]. These works support the need for evidence-aware and traceable interaction screening
rather than model-only prediction.

Medication-management applications address a different part of the problem. Tools
such as Medisafe and MyTherapy mainly support medication reminders, dose schedules,
adherence tracking, refill alerts, and medication-list management [31,32]. Nutrition appli-
cations such as MyFitnessPal, Cronometer, and Lose It! mainly focus on calorie counting,
nutrient tracking, diet goals, and weight management [33-35]. These tools are useful in
their own categories, but they generally separate nutrition tracking from medication-aware
interaction screening.

Standalone interaction checkers provide another useful category of existing tools.
Drugs.com and Medscape provide drug interaction lookup functions that can help users
identify unsafe drug, food, alcohol, or supplement combinations [36,37]. Prior work has
also evaluated consumer mobile applications for potential drug—drug interaction checking,
showing that mobile interaction tools can support patient empowerment but still vary in
quality, content, and functionality [38]. However, these tools are generally lookup-based
systems rather than integrated edge-Al frameworks. They do not combine prescription
confirmation, DDID-based food /herb/drink selection, Al-supported prediction, false-safe
reduction, and tamper-evident recommendation verification in one pipeline.

Security-focused healthcare research shows why integrity and verification are impor-
tant in medical and IoMT systems. Halperin et al. demonstrated that medical devices
such as pacemakers and implantable cardiac defibrillators can face serious security and
privacy risks [17]. Recent IoMT security surveys also show that healthcare edge and IoMT
systems face physical, network, privacy, and integrity threats, which supports the need
for lightweight verification mechanisms in medical-facing edge systems [39]. Broader
guidance from NIST and FDA also emphasizes trustworthy Al, cybersecurity, and risk
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management for healthcare and medical-device systems [14,16]. These works support the
need to treat medication-aware screening not only as an Al task, but also as a safety and
security problem.

Tamper-evident verification is also relevant because medical recommendations should
not be silently modified after generation. Secure hash standards and HMAC-based authen-
tication provide established mechanisms for integrity checking and message authentication
[18,19]. In iMediFood-Shield, these ideas motivate the edge-level verification layer, where
the recommendation record and related artifacts can be checked for tampering before being
trusted.

Table 1 summarizes representative research works related to food—drug interaction
knowledge, food and nutrition Al, and healthcare security. These studies provide strong
building blocks, including interaction reviews, curated diet-drug resources, food-intake
monitoring, calorie estimation, food-volume estimation, diet management, and security
analysis. Still, they do not directly combine medication-aware diet-drug screening with
safety-gated Al decision-making and edge-level tamper verification.

Table 1. Comparison Of Research Works Related To Food-Medication Screening, Nutrition Al, And

Healthcare Security.

Reference

Focus Area

Method/Resource

Missing Element

Bushra et al. [3]

Ased et al. [4]

Amadi and Mg-
bahurike [7]

1zzo and Ernst [8]

Posadzki et al. [10]

Hong et al. [21]

Rachakonda et al.
[23]

Siripurapu et al. [25]
Siripurapu et al. [26]
Siripurapu et al. [27]
Veeramreddy et al.

[24]
Halperin et al. [17]

Food-drug interac-
tion

Clinically signif-
icant food-drug
interactions

Food/herb interac-
tion

Herb—drug interac-
tion

Herb—drug interac-
tion

Diet—-drug interac-
tion data

Food monitoring

Pizza nutrition

Food volume
Mixed-food nutri-
tion

Diet management

Medical security

Interaction review

Clinical review

Clinical mechanism re-
view

Updated systematic re-
view

Review of systematic
reviews

DDID knowledge base

IoMT food logging

Mask R-CNN and FL

Mask R-CNN
depth

and

Mask R-CNN and FL

Food recognition

Wireless attack analysis

No AI screening or secu-
rity layer.

No computational or
edge-based  screening
framework.

Not a computational
screening system.

No prescription-aware Al
screening pipeline.

No integrated patient-
facing decision system.

No integrated Al predic-
tion, prescription confir-
mation, or tamper verifi-
cation.

No medication interaction
screening.

No medication-aware risk
screening.

No interaction or security
check.

No food-medication risk
screening.

No secure medication-
aware screening.

No food-medication Al
screening.

Table 2 summarizes representative commercial and consumer-facing tools. Over-

all, existing applications show a clear separation between nutrition tracking, medication
tracking, and interaction lookup. The remaining gap is the lack of an integrated frame-
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Table 2. Comparison Of Application-Level Tools Related To Food Logging, Medication Tracking,
And Interaction Lookup.

Application/Tool Primary Use Typical Functionality =~ Missing Element
MyFitnessPal [33] Food and fitness Calories and macros No'food—mec!lcatlon inter-
action screening.
Cronometer [34] Nutrition tracking ~ Macro and micronutri- No m.edlcatlon—aware n-
teraction check.
ent logs
. . . Focuses on diet goals, not
Lose It! [35] Weight loss Calorie and fasting logs -
medication safety.
Medisafe [31] Medication track- Pill reminders and ad- NO f.ood-base(?l medica-
. tion risk screening.
ing herence
MyTherapy [32] Medication re- Logs and refill re- No | seeure food-
. . medication screening.
minders minders

No edge AI, OCR, or

Drugs.com Checker Interaction lookup Drug, food, and alco- .
signed output.

[36] hol checks

No model or evidence in-

Medscape Checker Clinical lookup Drug, food, and supple- tegrity verification.

[37] ment checks

work that treats food—-medication screening as both an Al safety problem and a security
problem. iMediFood-Shield addresses this gap by combining evidence-aware food and
medication screening, safety-gated Al prediction, prescription input confirmation, DDID-
based food /herb/drink coverage control, false-safe reduction, and tamper-evident edge
verification within a single screening pipeline.

3. Novelty of the Proposed Solution

Motivated by the gaps identified in the research and application comparisons,
iMediFood-Shield introduces a security-centered edge Al framework for food-medication
interaction screening. Existing nutrition systems primarily address food logging, calorie
estimation, nutrient analysis, or diet management, while medication applications usually
focus on reminders, adherence tracking, and medication schedules. Interaction checkers
provide useful lookup support, but they are generally separated from Al-based screening,
prescription input confirmation, coverage-aware decision control, edge deployment, and
recommendation integrity verification. As a result, current solutions do not fully address
the combined risk of false-safe Al outputs and tampered healthcare-facing recommenda-
tions.

The novelty of iMediFood-Shield is its integrated treatment of food—medication screen-
ing as an Al reliability, safety, and security problem. The framework is designed not only
to predict interaction risk, but also to protect the evidence source, model artifact, policy
logic, prescription-derived input, and displayed recommendation from integrity attacks.
The prototype is further validated on Raspberry Pi hardware to show that tamper-evident
verification can be executed on a practical resource-constrained edge device. This creates
an end-to-end trustworthy screening pipeline where Al prediction, evidence grounding,
input validation, edge execution, and tamper-evident verification operate together. The
major contributions are summarized as follows:

*  Security-aware food—-medication screening framework: iMediFood-Shield advances
beyond conventional food logging, medication tracking, and interaction lookup by
combining screening intelligence with security verification. The framework treats
recommendation integrity as a core design requirement rather than an optional post-
processing step.
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¢ DDID-based evidence grounding with safety-priority aggregation: iMediFood-Shield
forms a pair-level screening dataset from the Diet-Drug Interaction Database (DDID).
Original interaction effects are mapped into practical screening labels, and conflicting
records are resolved using a safety-priority rule. This prevents lower-risk labels from
overriding higher-risk interaction evidence during dataset formation.

*  Evidence-first decision policy: The framework prioritizes exact DDID evidence before
applying Al prediction. When a medication and food /herb pair exists in the evidence
table, the evidence-derived label is returned directly. This improves trustworthiness
by grounding recommendations in curated source evidence whenever exact evidence
is available.

e  False-safe-aware Al screening: MedSafe-GATE v1 is designed around the safety-
critical false-safe problem, where a risky pair is incorrectly shown as having no known
interaction. Instead of only maximizing overall accuracy, the safety gate reduces un-
certain no-interaction outputs by shifting them toward a cautionary recommendation
when confidence is insufficient.

*  Prescription input protection through RxOCR-Guard: The framework supports pre-
scription image and PDF input while reducing the risk of OCR-driven medication
errors. RXOCR-Guard extracts medication candidates and requires user confirmation
before screening, preventing unverified prescription text from directly controlling the
recommendation pipeline.

e Coverage-aware rejection of unsupported inputs: iMediFood-Shield checks whether
the medication and food /herb inputs are covered by the DDID-derived vocabulary.
If either input is outside the supported evidence space, the framework returns an
insufficient-evidence response instead of forcing an unsupported Al prediction.

*  Multi-layer tamper-evident verification: The security layer protects the evidence table,
trained model file, inference policy, logs, and recommendation outputs using hash-
based verification and signed records. This enables detection of evidence modification,
model replacement, policy rollback, log tampering, and displayed recommendation
manipulation.

*  Raspberry Pi edge validation: The tamper-evident verification layer is implemented
and tested on a Raspberry Pi edge device. This validates that provenance verification
can run locally on resource-constrained hardware and supports the practical edge-Al
goal of the framework.

*  Attack-aware evaluation of recommendation integrity: iMediFood-Shield evaluates se-
curity behavior using simulated tampering attacks against protected assets and signed
outputs. This connects Al screening performance with cybersecurity validation and
demonstrates how recommendation integrity can be assessed in an edge healthcare
pipeline.

¢ Integrated Al, security, and edge-performance assessment: The framework is eval-
uated using accuracy, false-safe rate, evidence lookup behavior, tamper detection,
signing overhead, verification overhead, secured inference latency, and Raspberry
Pi validation timing. This evaluation positions iMediFood-Shield as an integrated
trustworthy edge-Al framework rather than a standalone classifier or lookup tool.

4. Methodology

The iMediFood-Shield methodology is organized as a secure food—-medication inter-
action screening pipeline. The framework begins with a curated diet-drug interaction
evidence source, forms screening-oriented labels, processes prescription input through
OCR and user confirmation, applies evidence-aware Al screening, rejects unsupported
inputs, and protects each recommendation through layered integrity verification. The
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methodology connects prediction reliability with security because a model error and a
tampered output can both create the same user-facing risk: an incorrect food-medication
recommendation. Figure 3 summarizes the methodology flow, including evidence forma-
tion, prescription input, coverage checking, Al screening, security protection, Raspberry Pi
deployment, attack modeling, and evaluation.

DDID Evidence Label Formation Pair-Level Evidence Lookup
Source Aggregation
SE "% X
-
b
Al Screening Coverage Check RxOCR-Guard Prescription
Q@ (1
9
Security Raspberry Pi Attack Model Evaluation
Protection Deployment . . Metrics

Figure 3. iMediFood-Shield Methodology Workflow From DDID Evidence Formation To Secure Edge
Evaluation.

4.1. Dataset Source and Label Formation

The Diet-Drug Interaction Database (DDID) was used as the primary evidence source
for food, herb, and medication interaction records [21]. DDID provides curated diet-drug
interaction information, including drug names, food or herb names, interaction effects,
and interaction records. The interaction information file was used as the main source for
evidence table formation and Al model development.

The raw DDID records were cleaned by normalizing medication names, food/herb
names, interaction types, and effect labels. Normalization was applied to reduce format-
ting differences between records and to support consistent lookup, vocabulary coverage
checking, and model input formation. The original DDID effect labels were converted into
three screening-oriented labels. Harmful interactions were mapped to “Avoid”. Possible,
positive, and negative interactions were mapped to “Use caution” because they indicate
that an interaction effect exists or may exist. No-effect records were mapped to “No known
interaction in selected source”. This wording avoids claiming universal safety and only
reflects the selected DDID source.

A pair-level dataset was then created because the same medication and food/herb
pair can appear in more than one DDID record. When multiple records for the same pair
produced different screening labels, a safety-priority aggregation rule was applied in the
following order:

Avoid > Use caution > No known interaction in selected source.

This rule preserves the strongest available caution level for a medication and food /herb
pair. The cleaned row-level dataset contained 23,950 interaction records, and the final
pair-level dataset contained 17,693 unique medication and food /herb interaction pairs.
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4.2. Evidence Lookup Layer

The pair-level dataset was converted into an evidence lookup table. Each lookup key
was formed using the normalized medication name and normalized food /herb name. The
lookup value stores the evidence-derived screening label generated from the safety-priority
aggregation rule. This evidence lookup layer is used before Al inference so that exact
DDID-supported pairs are grounded in curated evidence rather than replaced by a learned
prediction.

When a user-selected medication and food /herb pair exactly matches the lookup table,
iMediFood-Shield returns the evidence-derived label directly. This layer reduces unneces-
sary model dependence and helps maintain traceability between the recommendation and
the selected evidence source. If no exact pair is found, the workflow proceeds to the input
coverage and Al screening layers.

4.3. Prescription Input Layer with RxOCR-Guard

Prescription input can be provided as a PDF or image. Selectable-text PDFs are
processed through direct text extraction. Scanned PDFs and image files are processed
through optical character recognition (OCR). RxOCR-Guard applies image preprocessing
before OCR, including grayscale conversion, enlargement, contrast adjustment, sharpening,
and thresholding. These steps improve the readability of medication names before text
recognition. Tesseract OCR was used as the OCR engine, supported by its current open-
source documentation and software resources [40].

The extracted prescription text is not used automatically as the final medication input.
RxOCR-Guard compares extracted text with the DDID-derived medication vocabulary
and generates candidate medication names through exact and approximate text matching.
Candidate names are then presented for user confirmation before screening. This step is
important because prescription images may contain dosage values, instructions, provider
names, patient names, dates, and other text that should not control the recommendation
pipeline. Only the confirmed medication name is passed to the screening workflow.

4.4. Input Coverage Layer

The input coverage layer checks whether the medication and food /herb inputs are rep-
resented in the DDID-derived vocabulary. If either input is outside the covered vocabulary,
iMediFood-Shield returns “Insufficient evidence” instead of forcing an Al prediction. This
layer prevents unsupported recommendations for random, misspelled, or out-of-source
entities.

The coverage layer acts as a safety boundary between supported screening cases and
unsupported inputs. A model prediction is allowed only when both entities are recognized
by the covered vocabulary and no exact DDID pair is available. This design reduces the
chance that the model produces a confident-looking result for an input that was never
represented in the evidence source.

4.5. Al Screening Layer

MedSafe-GATE v1 is the Al screening layer used in iMediFood-Shield. The model
input is a text representation formed from the normalized medication name and normalized
food/herb name. The text representation is converted into term frequency-inverse docu-
ment frequency (TF-IDF) features using unigram and bigram terms. TF-IDF was selected
because it provides an interpretable sparse representation for text-based medication and
food/herb pair classification.

Several model settings were evaluated during development, including a majority-
class baseline, logistic regression, balanced logistic regression, and balanced LinearSVC.
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Balanced learning was included because class imbalance can strongly affect classifier
behavior and minority-class recognition [41]. The balanced LinearSVC configuration
provided the strongest baseline behavior among the evaluated model settings. MedSafe-
GATE v1 was then designed as a safety-gated extension focused on reducing false-safe
outputs.

A false-safe output occurs when a truly risky pair, labeled as “Avoid” or “Use cau-
tion”, is predicted as “No known interaction in selected source”. This error type is more
safety-sensitive than a conservative warning because it can create a false sense of safety.
MedSafe-GATE v1 therefore applies a screening gate to no-interaction predictions. If the
confidence for “No known interaction in selected source” does not meet the selected thresh-
old, the output is shifted toward a cautionary label instead of being displayed as no known
interaction.

4.6. Security Methodology

The iMediFood-Shield security methodology protects the digital assets that influence
the final recommendation. The protected assets include the DDID-derived evidence lookup
table, trained model file, inference policy file, label mapping records, dataset summaries,
recommendation logs, and signed recommendation outputs. The goal is to detect integrity
violations that could change the recommendation while allowing the system to appear
normal to the user.

The first security layer protects evidence integrity. The evidence lookup table is hashed
using SHA-256, which is specified in the NIST Secure Hash Standard [18]. If an attacker
modifies an interaction label, removes a risky pair, or replaces the evidence table, the
recomputed hash differs from the protected manifest.

The second security layer protects model and policy integrity. The trained model
artifact and inference policy file are included in the protected manifest. This layer is
important because model replacement or policy rollback can change whether a pair is
handled through exact evidence, Al prediction, coverage rejection, or cautionary gating.

The third security layer protects recommendation-output integrity. Each recommen-
dation output is serialized with key decision information, including the medication input,
food/herb input, normalized names, recommendation label, decision source, and relevant
asset hashes. The record is signed using HMAC-SHA256. NIST describes HMAC as a
keyed-hash message authentication code that supports detection of unauthorized data
modification [19]. If the displayed recommendation is changed after generation, output
verification fails.

The fourth security layer supports provenance-style verification. The signed manifest
stores the expected hashes of protected files. During verification, the manifest signature
is checked and protected file hashes are recomputed. A successful verification indicates
that the protected prototype files match the signed state. A mismatch produces a failed
verification status. The current implementation uses a software demonstration key, so the
security layer is described as tamper-evident prototype verification rather than a complete
hardware-rooted security system.

4.7. Edge Deployment Methodology

The Raspberry Pi deployment evaluates whether the iMediFood-Shield tamper-
evident verification layer can run locally on a resource-constrained edge device. The
edge validation focuses on security verification rather than clinical deployment. The pro-
tected files are transferred to the Raspberry Pi along with the signed security manifest and
the software HMAC-based verification script. The device then recomputes protected-file
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hashes, checks the signed manifest, and returns either VERIFIED_PROVENANCE for an
unchanged trusted state or FAILED_VERIFICATION when tampering is detected.

The Raspberry Pi methodology includes two validation states. First, the unchanged
protected assets are verified to confirm that the trusted local deployment can reproduce
the signed manifest state. Second, a tampered copy of a protected asset is checked against
the same signed manifest to confirm that the edge device detects the integrity mismatch.
Verification timing is measured across repeated runs to evaluate whether local tamper-
evident checking is practical for edge-based screening. This deployment uses a software
demonstration key and does not claim hardware-rooted trust. This is not clinical decision
support. Always confirm recommendations with a licensed healthcare professional.

4.8. Attack Model

The attack model focuses on integrity attacks that can alter the food—-medication
screening result or the trustworthiness of the displayed output. The evaluated attacks
include evidence table tampering, model file tampering, policy modification or rollback,
output log tampering, and displayed recommendation tampering. These attacks were
selected because each one can influence the recommendation pipeline without necessarily
preventing the application from running.

Each attack is applied after the trusted manifest or signed output has been generated.
Verification is then executed to determine whether the modified asset is detected. The
expected secure behavior is a failed verification status when any protected file or signed
output record is changed. This attack model aligns with the broader concern that healthcare-
facing Al systems require security, resilience, and integrity protection across the lifecycle
[14,16].

4.9. Evaluation Methodology

The evaluation methodology includes Al screening behavior, false-safe behavior,
evidence lookup behavior, security attack detection, runtime overhead, and Raspberry Pi
edge-validation timing. Al performance is measured using accuracy and macro Fl-score.
False-safe rate is used as a safety-focused metric because overall accuracy alone may not
capture the risk of showing a risky pair as having no known interaction.

This is consistent with prior work showing that standard aggregate metrics can be
less informative under class imbalance and that task-specific error analysis is important for
imbalanced classification settings [42].

Security behavior is evaluated through tamper detection and overhead measurement.
Tamper detection is measured by applying the implemented attack simulations and check-
ing whether verification changes from verified provenance to failed verification. Runtime
overhead is measured for file hashing, manifest verification, recommendation signing,
output verification, and secured inference.

Raspberry Pi edge validation is measured using repeated verification timing for
verified-provenance and failed-verification states. This evaluates whether local tamper-
evident checking is practical on resource-constrained edge hardware.

This combined evaluation allows iMediFood-Shield to be assessed as both an Al
screening framework and a security-aware edge recommendation pipeline.

5. Implementation

This section presents the implemented iMediFood-Shield pipeline using mathematical
definitions, algorithms, and security verification logic. The implementation follows the
same order as the screening workflow: DDID-based dataset construction, prescription
text extraction, input coverage checking, MedSafe-GATE v1 inference, recommendation
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signing, and tamper-evident verification. The equations define the computational logic

of the framework, while the algorithms summarize how the steps are executed in the

prototype.
Dataset RxOCR- Screening Signing and Edge/Prototype
Builder Guard Module Engine Verification Output
- annnnn
W — - -
= 2 ] 2@ 2 )
- . — : -
- D= g =
annnnn
* Read DDID file * Read image/PDF * Check exact * Hash assets Runon
* Clean names « Preprocess image evidence * Create manifest Raspberry Pi
* Resolve conflicts ¢ RunOCR » Check coverage * Sign Test tampered
* Build lookup ¢ Confirm ¢ Run model recommendation state
table medication branch * Detect tampering Measure timing
¢ Generate result Show Figma
workflow

Figure 4. iMediFood-Shield Implementation Workflow Showing the Main Prototype Modules.

Figure 4 summarizes the implemented pipeline, including DDID dataset construc-
tion, RxOCR-Guard prescription processing, evidence-aware screening, recommendation
signing, tamper detection, Raspberry Pi execution, and Figma prototype output.

5.1. Notation and Screening Classes

Each raw DDID interaction record is represented as a tuple, as shown in Eq. (1). This
representation keeps the medication, food /herb entity, interaction type, effect label, and
source evidence together before cleaning.

ri = (di/fi/ ti, eilsi)/ 1)

where 7; is the ith raw interaction record, d; is the medication name, f; is the food or
herb name, ¢; is the interaction type, e; is the original DDID effect label, and s; denotes
supporting source information available in the interaction record.

The screening output space contains three labels, as defined in Eq. (2). These labels are
used consistently in dataset formation, model training, inference, and final recommendation
generation.

()

where ¢, denotes “Avoid”, cc denotes “Use caution”, and ¢y denotes “No known

C ={ca,ccen},

interaction in selected source”. The label cy is intentionally source-bounded because the
framework does not claim that an interaction is impossible outside the selected evidence
source.

Text normalization is applied before lookup construction and model training. As
shown in Eq. (3), the normalization function standardizes input strings so that the same
medication or food /herb name is represented consistently across the pipeline.

)

where x is an input string, strip(-) removes leading and trailing spaces, lowercase(-)

1(x) = clean(lowercase(strip(x))),

standardizes letter casing, and clean(-) removes formatting noise. This normalized repre-
sentation is used for evidence lookup keys, vocabulary coverage checking, OCR candidate
matching, and model input construction.
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5.2. DDID Label Mapping

The original DDID effect labels are converted into screening-oriented labels using the
mapping rule in Eq. (4). This step translates database labels into user-facing screening
categories.

ca, if e; = Harmful,
¢(e;) = { cc, ife; € {Possible, possible, Positive, Negative}, 4)
cy, if e; = No Effect.

In Eq. (4), harmful records are mapped to the strongest warning class. Possible,
positive, and negative records are mapped to “Use caution” because they indicate that
an interaction effect exists or may exist. No-effect records are mapped to “No known
interaction in selected source” to avoid overstating safety beyond the selected DDID
evidence.

After label mapping, each cleaned row-level record is represented as shown in Eq. (5).
This record becomes the basic unit for pair-level aggregation.

i = (di, fi, B yi), ®)
where d; = y(d;), fi = 1(f;), } = 5(t;), and y; = ¢(e;). The full cleaned row-level
dataset is defined in Eq. (6).

Drow = {71' fiy (6)

where D, is the cleaned row-level dataset and N = 23,950 is the number of cleaned
DDID interaction records used in the implemented pipeline.

5.3. Safety-Priority Pair-Level Aggregation

The same medication and food /herb pair may appear in multiple DDID rows. There-
fore, each row-level record is first converted into a normalized pair key, as shown in

Eq. (7).
ki = (di, fi), (7)

where k; is the normalized medication—food /herb pair key. For a given pair key k, all
row-level labels associated with that pair are collected using Eq. (8).

Ve = {yi | (d;, fi) = k}. (8)

Here, ) is the set of mapped screening labels assigned to the same medication—
food/herb pair. When conflicting labels exist, iMediFood-Shield uses the safety-priority
score in Eq. (9).

3, ify=cyu,
p(y) = 2/ lfy = C¢, (9)
1, ify =cn.

In Eq. (9), larger values represent stronger safety warnings. The final pair-level label is
selected using the maximum safety-priority value, as shown in Eq. (10).

Yy = argmaxp(y). (10)
yedk
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Eq. (10) prevents a lower-risk record from overwriting a higher-risk record for the
same pair. The resulting pair-level dataset is defined in Eq. (11).

Dypair = {(kj, Y ) 1Ly, (1)

where D, is the pair-level dataset, k; is the jth unique medication—food /herb pair,
Yy, is its final aggregated screening label, and M = 17,693 is the number of unique pairs.

Algorithm 1 summarizes the implemented dataset formation process. The algorithm
follows the flow described in Eq. (1)-Eq. (11): raw records are normalized, labels are
mapped, pair keys are formed, and final labels are selected using safety-priority aggrega-
tion.

Algorithm 1 DDID-Based Pair-Level Dataset Formation

Require: Raw DDID interaction table D4,
Ensure: Pair-level screening dataset D,y

1: Initialize D;pyy + @
2: for each record r; = (d;, fi, ti, €;,s;) in Dyary do
3 Normalize fields using Eq. (3)
4 Map effect label y; <— ¢(e;) using Eq. (4)
5: Create cleaned record #; using Eq. (5)
6
7
8
9

Add 7; to Doy

: end for

. Initialize Dy < @

: for each unique pair key k in Dy, do
10: Collect label set Yy using Eq. (8)
11: Select aggregated label Y} using Eq. (10)
12: Add (k, Yk) to Dpair
13: end for
14: return D,

5.4. Evidence Lookup and Coverage Guard

The pair-level dataset is converted into an evidence lookup table. The lookup rule
is shown in Eq. (12) and allows exact DDID-supported evidence to be used before Al
inference.

L{(d, )] =Yg 5. (12)

In Eq. (12), £ is the evidence lookup table, (d, f) is the normalized medication—
food/herb key, and Y|z 7)is the final safety-priority label for that pair. This lookup layer
is placed before the model so that exact curated evidence is not replaced by a learned
prediction.

The supported medication vocabulary is defined in Eq. (13), and the supported
food/herb vocabulary is defined in Eq. (14). These vocabularies form the input cover-
age boundary of the system.

Vi = {Jl (‘{/f) € Dpuir}/ (13)

Vf = {f| (l{/f) € Dpair}' (14)

In Eq. (13), V; contains all medications covered by the pair-level dataset. In Eq. (14),
Vy contains all food and herb entities covered by the same dataset. If either user input is
outside these vocabularies, iMediFood-Shield returns an insufficient-evidence response
instead of forcing a model prediction.
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5.5. RxOCR-Guard Prescription Processing

RxOCR-Guard allows prescription images and PDFs to be used as medication input.
The text extraction route is selected using Eq. (15).

T TextExtract(P), if P contains selectable text, (15)
P =
OCR(y(P)), if P is scanned or image-based.
In Eq. (15), P is the uploaded prescription file, Tp is the extracted prescription text, and
{(P) is the preprocessed image representation used for OCR. The preprocessing sequence
is defined in Eq. (16).

{(P) = Threshold (Sharpen(Contrast(Resize(Gray(P))))). (16)

Eq. (16) represents the image enhancement flow used before OCR. Grayscale conver-
sion reduces color variation, resizing improves character visibility, contrast adjustment
and sharpening improve text edges, and thresholding separates text-like foreground from
background.

After OCR, medication names are detected by comparing extracted text against the
DDID-derived medication vocabulary. Approximate string matching is used to handle
spelling variation and OCR noise, following the broader class of edit-distance and error-
tolerant string matching methods [43]. The matching score is defined in Eq. (17).

S(qm,v) = max (Smct(qm,v),Sfuzzy(qm,v)), (17)

where g, is a candidate text span extracted from Tp, v is a medication name from Vy,
Sexact(+) is the exact substring score, and Sy, (-) is the approximate string-matching score.
Candidate medications are selected using Eq. (18).

Mp={v€V;|S(qmv) > Tocr}- (18)

In Eq. (18), Mp is the prescription-derived medication candidate set and T, is the
OCR matching threshold. The candidate set is not used automatically. RxOCR-Guard
requires the user to confirm the medication before screening, which reduces the risk of
using dosage text, provider names, or noisy OCR fragments as medication input.

Algorithm 2 summarizes the prescription-processing flow. It connects Eq. (15)-Eq. (18)
with the user-confirmation step.
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Algorithm 2 RxOCR-Guard Prescription Input Confirmation

Require: Prescription file P, medication vocabulary V;, OCR threshold ,¢,
Ensure: Confirmed medication d or insufficient-confirmation status
1: if P contains selectable text then
2 Extract text Tp using Eq. (15)
3: else
4: Preprocess image using Eq. (16)
5: Extract text Tp using Eq. (15)
6: end if
7: Initialize candidate set Mp < @
8: for each medication name v € V; do
9:  Compute S(q,,v) using Eq. (17)
10: if S(qm,v) > Tocr then

11: Add v to Mp
12: end if
13: end for

14: Present M p for user confirmation

15: if a candidate is confirmed then

16: Set confirmed medication d

17: return d

18: else

19: return insufficient-confirmation status
20: end if

5.6. Model Input Representation

For the Al branch, each medication and food /herb pair is converted into a structured
text input. The input string is defined in Eq. (19).

z=d || [SEP] || f, (19)

where z is the model input string, || denotes string concatenation, [SEP] separates
fields, d is the normalized medication name, and f is the normalized food/herb name.
Eq. (19) preserves field boundaries while allowing the model to use a text-based represen-
tation.

The model input is converted into a TE-IDF vector [44]. Term frequency is computed
using Eq. (20).

tf(a,z,) = _nam) (20)

B Zu’ezh n(a,/ Zb) '
where a is a unigram or bigram feature, z;, is the bth training input string, and n(a, z;)
is the count of feature 4 in z;. Eq. (20) measures how strongly a term appears within one
input pair.
The inverse document frequency is computed using Eq. (21).

idf(a) = log(dfl?;)__ll_l) +1, 1)

where B is the number of training input strings and df(a) is the number of training
inputs containing feature a. Eq. (21) gives lower weight to terms that appear in many
training inputs and higher weight to more specific terms.

The final TF-IDF value is shown in Eq. (22).

xp, = tf(a, zp) - idf(a). (22)
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In Eq. (22), x4, is the TE-IDF value of feature a for input z,. The complete vector
Xy = [Xp1,Xp2,---,%pp] is used as the model input, where p is the number of selected
unigram and bigram features.

5.7. MedSafe-GATE v1 Model

MedSafe-GATE v1 is implemented as an interpretable safety-gated classifier built on
sparse TF-IDF features and a balanced linear decision layer. The linear support-vector
formulation is grounded in margin-based classification theory [45], and support-vector
methods have been shown to be effective for high-dimensional text classification problems
[46]. For each class, the model computes a linear score, as shown in Eq. (23).

ge(x) = wlx +b. (23)

In Eq. (23), gc(x) is the score for class c, x is the TF-IDF feature vector, w, is the learned
class-specific weight vector, and b, is the class bias. This structure supports interpretability
because each feature contributes w ,x, to the score of class c.

The baseline prediction is selected using Eq. (24).

1 = . 24
Yoase = aArg I?EaCX 8c (X) (24)

Eq. (24) selects the class with the highest linear score before safety gating. To reduce
the effect of class imbalance, class weights are computed using Eq. (25).

B

- 25
Clne (25)

(%

where a is the weight for class ¢, B is the total number of training examples, |C| is the
number of classes, and 7, is the number of training examples in class c. Eq. (25) increases
the training influence of underrepresented classes.

The class-weighted linear support vector objective can be written at a high level as
Eq. (26).

B
min1 Y wel3+C Y ay, max (O, 1— gy, (xp) + maxgc(xb)). (26)
Wh 2t =1 FYe
In Eq. (26), W contains all class weight vectors, b contains the bias terms, C is the
regularization parameter, x; is the bth training vector, yj, is its true label, and ay, is the
class weight for that label. This objective penalizes misclassification while giving more
importance to underrepresented labels.
Because the safety gate requires a confidence score for the no-interaction class, cali-
brated class confidence values are represented using Eq. (27).

p(x) = x(g(x)), (27)

where g(x) = [g¢,(X), §cc (%), ey (X)] is the score vector, k(-) is the calibration function,
and p(x) = [pa(x), pc(x), pn(x)] is the calibrated confidence vector. The value py(x) is
used by the safety gate.

Calibration is included because classifier scores do not always behave as reliable
probability estimates, especially when confidence values are used for downstream decision
rules [47].

The false-safe count is defined in Eq. (28). This metric counts cases where a risky pair
is predicted as no known interaction.
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Q
FS=Y T(y; € {cacc} Nig=cn), (28)
g=1
where FS is the false-safe count, Q is the number of evaluated examples, y; is the
true label, g, is the predicted label, and I(-) is the indicator function. The false-safe rate is
computed using Eq. (29).

ZQ_ I €{cq,cct N, =c
FSR — g=1 (]/q {ca,cc} Yq N). 29)

222:1 I(yq € {ca cc})

Eq. (29) measures the percentage of risky examples that are incorrectly displayed as no

known interaction. This metric is central to MedSafe-GATE v1 because a false-safe output
can create a misleading sense of safety.
The MedSafe-GATE v1 decision rule is shown in Eq. (30).

Dgate = cc, if Ppase — cy and pn(x) < v, (30)
Jpases Otherwise.

In Eq. (30), Jgate is the final safety-gated model output, Ty is the no-interaction confi-
dence threshold, and py(x) is the calibrated confidence for cy. A no-interaction result is
allowed only when the model confidence reaches the selected threshold. Otherwise, the
output is shifted to “Use caution” to reduce false-safe behavior.

Algorithm 3 summarizes the training flow for MedSafe-GATE v1. The algorithm
connects the text representation in Eq. (19), the TE-IDF representation in Eq. (20)-Eq. (22),
the balanced classifier in Eq. (26), and the safety threshold used in Eq. (30).

Algorithm 3 MedSafe-GATE v1 Training

Require: Pair-level dataset D,,;, and class set C
Ensure: TF-IDF vectorizer, trained classifier, calibration function «(-), and threshold y
1: Split D,y into train, validation, and test sets without pair overlap
for each training pair do
Build input string z using Eq. (19)
end for
Compute TF-IDF features using Eq. (20)-Eq. (22)
Compute class weights using Eq. (25)
Train the class-weighted linear classifier using Eq. (26)
Calibrate decision scores using Eq. (27)
Select Ty using validation false-safe behavior from Eq. (29)
return trained model components and Ty

—
e

Algorithm 4 summarizes safety-gated inference. The algorithm first predicts the
baseline class and then applies the false-safe-aware gate.

Algorithm 4 MedSafe-GATE v1 Inference

Require: Normalized medication d, normalized food/herb f, threshold Ty
Ensure: Safety-gated prediction gt
1: Build input string z using Eq. (19)
: Transform z into TF-IDF vector x using Eq. (22)
: Compute class scores using Eq. (23)
: Select baseline prediction using Eq. (24)
: Compute calibrated confidence using Eq. (27)
: Apply the safety gate using Eq. (30)
: return ﬁgate

NN U WN
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5.8. End-to-End Recommendation Logic

The end-to-end recommendation begins with either a manually entered medication or
a medication confirmed through RxOCR-Guard. The normalized user inputs are defined in
Eq. (31).

d=n(d), f=n(f) (31)

where d is the confirmed or manually entered medication name, f is the selected
food /herb input, and d and f are their normalized forms. The decision source is selected
using Eq. (32).

EvidenceLookup, if (d, f yeL,
Q = { MedSafe-GATE, ifd € Vy, f € Vy, and (d, f) ¢ L, (32)
CoverageGuard, otherwise.
In Eq. (32), Q2 records whether the recommendation came from exact evidence, Al
screening, or coverage rejection. This decision-source field is included in the signed

recommendation output for traceability.
The final recommendation label is assigned using Eq. (33).

L[(d, f)], if ) = EvidenceLookup,
R = 4 Jgate, if Q) = MedSafe-GATE, (33)
Insufficient evidence, if (3 = CoverageGuard.
Eq. (33) gives priority to exact DDID evidence, uses MedSafe-GATE v1 only for covered
non-exact pairs, and rejects unsupported inputs with an insufficient-evidence response.

Algorithm 5 summarizes the complete screening flow. It combines RxOCR-Guard, evi-
dence lookup, input coverage checking, MedSafe-GATE v1 inference, and output signing.

Algorithm 5 End-to-End iMediFood-Shield Screening

Require: Medication input d or prescription file P, food /herb input f, lookup table £,
vocabularies V; and V
Ensure: Signed recommendation record Syutput
1: if prescription file P is provided then
2 Obtain confirmed medication d using Algorithm 2
3: end if
4: Normalize inputs using Eq. (31)
5: Select decision source () using Eq. (32)
6: Generate recommendation R using Eq. (33)
7: Create recommendation record using Eq. (40)
8: Sign recommendation using Eq. (41)
9: return Soytput

5.9. Tamper-Evident Security Manifest

The security layer protects all digital assets that influence the final recommendation.
The protected asset set is defined in Eq. (34).

A={A1, Ay ..., A} (34)

where A is the protected asset set, A, is the gth protected file, and G is the number of
protected files. In the prototype, protected assets include the DDID-derived evidence table,
model artifact, policy file, label mapping file, dataset summaries, output logs, and signed
recommendation records.
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For each asset, a SHA-256 digest is computed as shown in Eq. (35). 641

he = H(Ag), (35) e

where H(-) is the SHA-256 hash function and /, is the digest of asset Ag. Eq. (35) e
provides a compact integrity fingerprint for each protected file. 644
The manifest body is defined in Eq. (36). 645

B ={(Aghg)}g_- (36) s

In Eq. (36), B stores the expected hash value for each protected asset. To protect the e
manifest itself, HMAC-SHA256 is used. The HMAC computation is shown in Eq. (37). 648
HMACk (m) = H((K' @ opad) || H((K' & ipad) || m)), (37) oo

where K is the secret key, K’ is the block-sized key derived from K, m is the message, s
H(-) is SHA-256 in this implementation, & denotes bitwise exclusive OR, || denotes con- o
catenation, and opad and ipad are the outer and inner padding constants. A canonical s
serialization format is used before signing so that the same manifest or recommendation s
record produces the same byte representation during signing and verification. Eq. (37) is  es
used for both manifest signing and recommendation-output signing. The use of HMAC is s
also supported by prior cryptographic work on keyed hash functions for message authenti- s

cation and formal analysis of HMAC security [48,49]. 657
The manifest signature is computed using Eq. (38). 658

03 = HMACk (Serialize(B)). (38) e

Here, 0 is the authentication tag for the manifest body. The signed manifest is  ec
represented in Eq. (39). s61
Smanifest = (B/ UB)' (39) o2

Eq. (39) defines the trusted reference state used during verification. If a protected asset e
is modified after manifest creation, verification fails because the recomputed hash does not e
match the stored value. 665
Algorithm 6 summarizes the manifest-creation process. 666

Algorithm 6 Security Manifest Creation

Require: Protected asset set A and HMAC key K
Ensure: Signed manifest Syyqpi fest

1: Initialize manifest body B < @

2: for each asset Ag € A do

3 Compute asset digest h¢ using Eq. (35)

4 Add (Ag, hg) to B
5: end for
6
7
8

: Compute manifest signature using Eq. (38)
: Form signed manifest using Eq. (39)
o return Sygpifest

5.10. Recommendation Output Signing 667

Each recommendation output is signed so that post-inference modification can be s
detected. The recommendation record is defined in Eq. (40). 669

0= (dAI f/ d, f/ R,Q, hdutar hmodelr h A)r (40) o

policys
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where O is the unsigned recommendation record, d and f are the user-facing medica-
tion and food/herb inputs, d and f are the normalized inputs, R is the recommendation
label, Q) is the decision source, 4,4, is the evidence-table hash, 1.4, is the model-file hash,
hpolicy is the policy-file hash, and A represents metadata such as timestamp and record
identifier.
The output signature is computed using Eq. (41).
0o = HMACk Serialize(O)). (41)
In Eq. (41), 0o authenticates the recommendation record. The final signed output is
represented in Eq. (42).
Soutput = (0,00). (42)

Eq. (42) links the recommendation to the input names, decision source, and protected
asset hashes. Any change to the displayed recommendation or its metadata causes signature
verification to fail. This design follows the same general motivation as secure audit-log
mechanisms, where generated records should not be modified silently after creation [50].

5.11. Verification Logic

Verification checks both the signed manifest and the signed recommendation output.
The manifest signature is recomputed using Eq. (43).

0 = HMACk (Serialize(B)). (43)

In Eq. (43), 033 is the recomputed manifest signature. It is compared with the stored
signature using Eq. (44).

Viig = (055 = 05). (44)

Here, Vs;; = 1 means the manifest signature is valid, while V;;, = 0 means the manifest
signature check fails. Each protected file is then rehashed using Eq. (45).

h; — H(Agurrent). (45)

In Eq. (45), hg is the current digest of protected asset Ag,””e”t. File integrity is checked
using Eq. (46).

G
Viites = H]I(h; - hg). (46)
g=1

Eq. (46) returns 1 only when every protected file matches its stored digest. The
complete manifest verification result is computed using Eq. (47).

Vmanifest = Vsig : sz'les- (47)

In Eq. (47), Viuanifest = 1 indicates that the manifest signature and all protected file
hashes are valid. Output verification is performed by recomputing the recommendation
signature, as shown in Eq. (48).

0 = HMACk (Serialize(0)). (48)

The signed recommendation is accepted only when Eq. (49) returns 1.

Voutput = ]I(U'Ek') = 0'(9)- (49)
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Eq. (49) detects unauthorized changes to the recommendation label, decision source, 7o
input names, or protected-asset hashes stored in the signed output. 708
Algorithm 7 summarizes the complete verification process. The algorithm first val- 7
idates the manifest, then validates the recommendation output, and finally returns the 70
provenance status. m

Algorithm 7 Tamper-Evident Verification

Require: Signed manifest S,;,,,; Fests protected assets A, signed output Soutput, HMAC key
K
Ensure: Verification status
1: Recompute manifest signature using Eq. (43)
Check manifest signature using Eq. (44)
for each protected asset Ay € A do
Recompute current hash using Eq. (45)
end for
Check protected file integrity using Eq. (46)
Compute manifest verification result using Eq. (47)
Recompute output signature using Eq. (48)
Check output integrity using Eq. (49)

10: if Vipgnifest = 1 and Vourpur = 1 then

11: return VERIFIED_PROVENANCE

12: else

13: return FAILED_VERIFICATION

14: end if

5.12. Edge Implementation 72

The Raspberry Pi edge implementation executes the tamper-evident verification logic 7
locally on a resource-constrained device. This implementation does not retrain MedSafe- 7
GATE v1 on the Raspberry Pi. Instead, the protected files, signed manifest, software HMAC 75
key, and verification script are deployed to the edge device to test whether the local system 76
can reproduce the trusted manifest state and reject a tampered state. The implementation 7
follows the verification logic defined in Algorithm 7 and extends it with repeated timing 7
measurements for edge validation. 719

For each Raspberry Pi validation run, the manifest-level status is computed from the 7o
manifest signature check and protected-file hash checks, as shown in Eq. (50). ™

S VERIFIED_PROVENANCE,  if Vianitestr = 1, (50)
== 722
" | FAILED_VERIFICATION,  if Vianitests = 0.

In Eq. (50), S, is the verification status for Raspberry Pi run 7, and Vipanifest » is the manifest 7
verification result for that run. A verified status means that the signed manifest and 7
protected-file hashes match the trusted state, while a failed status means that at least one s
verification check fails. 726

The runtime for each Raspberry Pi verification run is measured using the elapsed time 7
between the start and end of the verification procedure, as shown in Eq. (51). 728

At, = ¢end _ pstart, (51) 7o

In Eq. (51), At, is the elapsed verification time for run r, £% is the timestamp before 7o
verification begins, and t"? is the timestamp after verification completes. 731
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The average Raspberry Pi verification time across repeated runs is computed using
Eq. (52).

1 R
HURPT = ﬁ Z Aty. (52)
r=1

In Eq. (52), prpr is the mean Raspberry Pi verification time, R is the total number of repeated
validation runs, and At, is the elapsed time for run r.

The runtime variation across repeated Raspberry Pi verification runs is computed
using Eq. (53).

1 R
ORPL =\ | T r:l(Atr — urpr)”. (53)

In Eq. (53), orpy is the standard deviation of Raspberry Pi verification time. This value
shows how stable the local verification runtime is across repeated edge-device runs.

Algorithm 8 summarizes the Raspberry Pi edge validation procedure. The algorithm
verifies the trusted protected-asset state, verifies a tampered state, records the resulting
status values, and stores timing values for later reporting in the Results and Discussion
section.

Algorithm 8 Raspberry Pi Edge Verification and Timing

Require: Signed manifest Sy nifest, protected asset set A, HMAC key K, number of runs R
Ensure: Verified-state timing list Tyerifieq, failed-state timing list T¢,j1e4, Verification statuses
1: Initialize Tyerified ¢ @
2: Initialize Tp,jeq +— @
3: forr =1to Rdo
Record ttart
Verify unchanged protected assets using Algorithm 7
Record ¢4
Compute At, using Eq. (51)
Store Aty in Tyerified
Store verified-state status S, using Eq. (50)
10: end for
11: forr =1to R do
12: Apply a tampered protected-asset state
13:  Record t$tart
14: Verify tamgered protected assets using Algorithm 7
15: Record 5"
16: Compute At, using Eq. (51)
17: Store At, in Tiajleq
18: Store failed-state status S, using Eq. (50)
19: end for
20: Compute mean timing using Eq. (52)
21: Compute timing variation using Eq. (53)
22: return Tyerified, Ttailed, and verification statuses

O X® NG

The Raspberry Pi implementation therefore validates the same tamper-evident secu-
rity layer on local edge hardware. The implementation is limited to prototype security
validation with a software HMAC-based key and does not claim hardware-rooted trust.
This is not clinical decision support. Always confirm recommendations with a licensed
healthcare professional.

5.13. Attack Simulation

The security evaluation simulates integrity attacks against files and outputs that
influence the final recommendation. The implemented attack set is defined in Eq. (54).
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T = {Tdatar Tinodels Tpolicyr Tlog/ Tdisplay}r (54)

where Ty,;, denotes evidence-table tampering, Ty,y4.; denotes model-file tampering,
Tpolicy denotes policy modification or rollback, Tj,, denotes output-log tampering, and
Tyispiay denotes displayed recommendation tampering.

Each attack modifies a protected asset or signed output after manifest or output
signing. This attack operation is represented in Eq. (55).

Ag,thk — T](Ag), (55)

where T; is the jth attack and Ag,t“”k is the modified version of protected asset Ag. A
successful security response means that verification fails after tampering, as expressed in
Eq. (56).

Vattuck(Tj) =0. (56)

In Eq. (56), Vutmck(Tj) = 0 indicates that the tampered state is rejected by the verifica-
tion layer. The attack-detection rate is computed using Eq. (57).

Z]”:"l H(Vattack(Tj) = 0)
T '

Eq. (57) measures the fraction of implemented tampering attacks detected by the

ADR = (57)

prototype. This metric is used only for the implemented attack simulations and does not
imply complete security against all possible attacks.

5.14. Implementation Summary

The implementation combines the dataset logic in Algorithm 1, the prescription
confirmation flow in Algorithm 2, the MedSafe-GATE v1 training and inference procedures
in Algorithm 3 and Algorithm 4, the full screening workflow in Algorithm 5, and the
verification process in Algorithm 7. Together, these components define how iMediFood-
Shield forms evidence-grounded labels, screens medication and food /herb pairs, reduces
false-safe outputs, signs recommendation records, and detects tampering of protected files
or displayed recommendations.

6. Results and Discussion

This section presents the experimental results for iMediFood-Shield. The evaluation
includes DDID dataset formation, Al screening performance, false-safe reduction, evidence
lookup behavior, tamper-evident security validation, runtime overhead, Raspberry Pi edge
validation, and mobile prototype demonstration. The results are interpreted as research-
prototype findings and do not represent clinical validation.

6.1. Dataset Formation Results

The DDID interaction file was processed into row-level and pair-level datasets for
food, herb, and medication interaction screening. Table 3 summarizes the main dataset
formation outputs. The raw interaction file contained 23,950 records and 26 columns. After
cleaning and safety-priority pair aggregation, the final pair-level dataset contained 17,693
unique medication—food /herb pairs.
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Table 3. DDID Dataset Formation Summary for iMediFood-Shield.

Dataset property Value
Raw DDID interaction records 23,950
Raw DDID columns 26
Clean row-level records 23,950
Unique medication—food /herb pairs 17,693
Pair-level herb records 13,964
Pair-level food records 3,729
Pairs with effect conflicts 495
Pairs with paper-label conflicts 285

Table 3 shows that the dataset contains a larger number of herb-related records than
food-related records. The conflict counts show why pair-level safety-priority aggregation
was needed, since some medication—food /herb pairs appeared in multiple DDID records
with different effect labels or screening labels.

The screening-label distribution after DDID effect mapping is shown in Table 4. The
row-level dataset is dominated by “Use caution” records, and the same trend remains
after pair-level aggregation. The “No known interaction in selected source” label is source-
bounded and does not claim clinical safety outside the selected DDID evidence source.

Table 4. Screening-Label Distribution Before and After Pair-Level Aggregation.

Screening label Row-level count Pair-level count
Use caution 21,183 15,766
No known interaction in selected source 2,374 1,566
Avoid 393 361

Table 4 shows a strong class imbalance, with “Use caution” representing most records.
This imbalance motivated the use of balanced classifiers and false-safe-aware evaluation
rather than relying only on overall accuracy.

Table 5 reports the train, validation, and test split sizes. The split was performed at
the unique pair level, and no medication—food /herb pair appeared in more than one split.

Table 5. Train, Validation, and Test Split Summary.

Split property Value
Full pair-level dataset 17,693
Training set 12,385
Validation set 2,654
Test set 2,654
Train—validation pair overlap 0
Train—test pair overlap 0
Validation—test pair overlap 0

Table 5 confirms that the evaluation avoids exact pair leakage across train, validation,
and test sets. This is important because repeated medication-food /herb pairs across splits
could overestimate model performance.

6.2. Al Screening Performance

Table 6 compares the main Al screening settings on the DDID-based test set. The
balanced Al baseline is the TF-IDF + LinearSVC balanced model. MedSafe-GATE v1 adds
a safety gate to reduce uncertain no-interaction outputs.
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Table 6. Al Screening Performance and False-Safe Behavior on the Test Set.

Model setting Threshold Accuracy Macro F1 False-safe count False-safe rate Operating role

Balanced Al baseline - 91.86% 74.01% 128 5.29% Strongest non-gated base-
line.

MedSafe-GATE v1 balanced-safety mode 0.60 91.67% 68.60% 47 1.94%  Balances accuracy and false-
safe reduction.

MedSafe-GATE v1 strict-screening mode 0.70 90.99% 61.57% 15 0.62%  Strongest safety-focused

operating point.

Table 6 shows that the balanced Al baseline achieved the highest macro F1 among the &
listed settings, while MedSafe-GATE v1 strict-screening mode achieved the lowest false-safe s
rate. The strict mode slightly reduces accuracy and macro F1 because it intentionally shifts s
uncertain no-interaction outputs toward caution. 814

Figure 5 shows the row-normalized confusion matrix for MedSafe-GATE v1 strict- s
screening mode. The matrix gives class-level detail for the strict operating point reported s
in Table 6. a7

Figure 5. Row-Normalized Confusion Matrix for MedSafe-GATE v1 Strict-Screening Mode.

Figure 5 shows that strict-screening mode keeps false-safe predictions low. Only 1 = &
true “Avoid” case and 14 true “Use caution” cases are predicted as “No known interaction sw
in selected source”. The matrix also shows conservative behavior: many true “No known s
interaction in selected source” cases are shifted to “Use caution”. This behavior is expected sz
because strict-screening mode prioritizes reducing false-safe outputs over maximizing s
no-interaction recall. 623

6.3. False-Safe Reduction Analysis 62

False-safe outputs are the most safety-sensitive error type in iMediFood-Shield because s
they occur when a truly risky pair is shown as “No known interaction in selected source”. s
Table 7 summarizes the false-safe reduction across model settings. 827
A calibrated balanced baseline is also included as an intermediate comparison to show e
how calibration alone affects false-safe reduction before applying MedSafe-GATE v1. 829
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Table 7. False-Safe Reduction Across Evaluated Model Settings.

Model setting Count Rate (%) Reduced Rel. red. (%)
Balanced Al baseline 128 5.29 - -
Calibrated baseline 96 3.97 32 25.00
MedSafe-GATE v1, 0 = 0.60 47 1.94 81 63.28
MedSafe-GATE v1, 8 = 0.70 15 0.62 113 88.28

Table 7 shows that the strict-screening threshold reduced false-safe cases from 128
to 15. This corresponds to an 88.28% relative reduction compared with the balanced Al
baseline.

Figure 6 visualizes the same reduction trend. The figure is useful because it directly
shows the main safety improvement of MedSafe-GATE v1.

Figure 6. Reduction of False-Safe Predictions Across Baseline, Calibrated, and Safety-Gated Settings.

Figure 6 shows that increasing the safety threshold reduces false-safe outputs. The
strict-screening setting gives the strongest safety-focused result, but this comes with more
conservative caution predictions, as also shown in Figure 5.

6.4. Evidence Lookup Guard Analysis

The final inference policy applies DDID exact-pair evidence lookup before Al predic-
tion. This design is important because exact evidence should not be replaced by a model
prediction when the pair exists in the selected source. Table 8 summarizes the evidence
lookup guard behavior for the remaining strict-screening false-safe cases.

Table 8. Evidence Lookup Guard Behavior for Strict-Screening False-Safe Cases.

Evidence lookup guard property Value
Strict-screening false-safe cases before evidence guard 15
False-safe cases with exact DDID pair-level evidence 15
Exact-evidence false-safe cases blocked by lookup guard 15
Remaining exact-evidence false-safe cases after lookup guard 0

Table 8 presents an ablation-style analysis of the deployed evidence-first policy. The
15 remaining strict-screening false-safe cases had exact DDID pair-level evidence in the
selected source. Therefore, in the deployed pipeline, these model-only false-safe outputs
would be blocked because the evidence lookup layer returns the DDID-derived label before
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model output is used. This result supports the use of evidence-first screening rather thana s
model-only recommendation pipeline when exact curated evidence is available. a4

6.5. Security Attack Detection 849

The tamper-evident security layer was evaluated using implemented integrity attacks s
against protected files and signed recommendation outputs. Table 9 summarizes the s
evaluated attack cases and verification outcomes. 852

Table 9. Tamper-Evident Security Attack Detection Results.

Attack case Tampered asset or output Verification status Detection result
DDID lookup table tampering Evidence lookup table modi- FAILED_VERIFICATION Detected
fied after signing
Model file tampering Trained model artifact modi- FAILED_VERIFICATION Detected
fied after signing
Policy modification or rollback Inference policy changed af- FAILED_VERIFICATION Detected
ter signing
Output log tampering Recommendation output log  FAILED_VERIFICATION Detected

modified after signing
Displayed recommendation tampering  Signed recommendation la- FAILED_OUTPUT_VERIFICATION Detected
bel changed after generation

Table 9 shows that all five implemented tampering attacks were detected in the s
prototype evaluation. This result means that the evaluated modifications caused verification s
failure. It does not imply complete security against all possible attacks or deployment s
conditions. 856

6.6. Runtime and Security Overhead 857

Table 10 reports the measured overhead of hashing, manifest verification, recommen- e
dation signing, and signed-output verification in the software prototype. These values s
measure the cost of the tamper-evident security layer. 860

Table 10. Security Overhead for Protected-File Hashing, Manifest Verification, and Output Signing.

Operation Target Target size Average time
SHA-256 file hashing DDID lookup table 12.80 MB 15.485 ms
SHA-256 file hashing Raw interaction file 18.39 MB 21.556 ms
SHA-256 file hashing Model file 0.49 MB 0.577 ms
Full manifest verification 9 protected files - 48.539 ms
Sign one recommendation One recommendation - 0.030 ms
record
Verify signed outputs 5 signed records - 0.143 ms
Verify tampered signed outputs 5 records with one tam- - 0.143 ms

pered record

Table 10 shows that recommendation signing and signed-output verification add very s
small overhead in the software prototype. Full manifest verification is larger because it s
recomputes hashes for multiple protected files. 863

Table 11 reports secured inference latency for representative cases. The measured time s
includes recommendation generation and output signing. 865

Table 11. Fast Secured Inference Latency for Representative Screening Cases.

Medication Food/herb item Recommendation Decision source Average time

Ibuprofen Ginkgo Biloba Avoid DDID exact-pair evidence 0.057 ms
lookup + signing

Atorvastatin High-Fat Meal Use caution DDID exact-pair evidence 0.056 ms
lookup + signing

RandomDrugXYZ RandomFoodXYZ Insufficient evidence Coverage guard + signing 0.061 ms

Known DDID entities without exact pair  Known food/herb item Model-derived label =~ Known-entity model branch + 3.614 ms
signing
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Table 11 shows that exact lookup and coverage-guard branches are faster than the s
model branch. The known-entity model branch is slower because it requires TF-IDF s
transformation, model inference, safety-gate processing, and output signing. 866

6.7. Edge Validation 869

The Raspberry Pi validation evaluates whether the tamper-evident verification layer s
can run locally on resource-constrained edge hardware. Table 12 summarizes the device
configuration used for the Raspberry Pi tests. an2

Table 12. Raspberry Pi Edge-Device Configuration Used for iMediFood-Shield Validation.

Parameter Value

Operating system Linux 5.10.103-v71+
Python version 39.2

Machine architecture armv71

CPU cores 4

CPU model Cortex-A72

CPU maximum frequency 1500 MHz

RAM 3.75 GB

Table 12 defines the Raspberry Pi hardware and software context for the edge valida- &
tion. The CPU, memory, and architecture values show that the validation was performed on s
a resource-constrained local edge device rather than only on a desktop-class environment. &5

Figure 7 shows the Raspberry Pi execution of signed food-medication screening sz
examples. 877

Figure 7. Raspberry Pi Execution of Signed Food-Medication Screening Examples.

Figure 7 shows that the Raspberry Pi prototype executed evidence lookup, coverage s
guard behavior, and recommendation signing locally. Exact DDID-supported pairs returned s
evidence-derived labels, while an out-of-vocabulary medication—food pair returned an s
insufficient-evidence response. 881
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The same Raspberry Pi screening outputs are summarized in Table 13. The table
defines the medication input, food /herb input, recommendation label, decision source, and
signed-output status for each local edge example.

Table 13. Raspberry Pi Signed Recommendation Examples.

Medication Food/herb item Recommendation Decision source Signed
Ibuprofen Ginkgo Biloba Avoid DDID exact-pair evidence lookup  True
Omeprazole Grapefruit Use caution DDID exact-pair evidence lookup  True
Atorvastatin High-Fat Meal Use caution DDID exact-pair evidence lookup ~ True

RandomDrugXYZ RandomFoodXYZ Insufficient evidence Coverage guard blocked out-of-  True
vocabulary model prediction

Table 13 shows that signed outputs were generated for both supported and unsup-
ported input cases. The unsupported case is important because iMediFood-Shield does
not force a model prediction when the medication or food /herb item is outside the DDID-
derived vocabulary.

Figure 8 shows the verified and tampered verification states on the Raspberry Pi.

Figure 8. Raspberry Pi Verification of Original and Tampered Protected Assets.

Figure 8 shows that the unchanged Raspberry Pi deployment returned VERI-
FIED_PROVENANCE. The tampered DDID lookup-table copy produced a hash mismatch
and returned FAILED_VERIFICATION. This confirms that the local edge device detects
protected-asset modification.

Figure 9 shows the Raspberry Pi security refresh and attack-detection summary.

Figure 9. Raspberry Pi Security Refresh and Attack-Detection Summary.

Figure 9 shows that the refreshed signed manifest verified the protected assets, re-
ported no missing assets, and detected all five implemented tampering attacks. The same
security-refresh output is summarized in Table 14.

Table 14. Raspberry Pi Security Refresh Summary.

Security refresh property Value

Verification result VERIFIED_PROVENANCE
Protected assets 5

Missing assets 0

Implemented attacks detected 5

Attack detection rate 100.0%

Table 14 shows that the Raspberry Pi deployment successfully verified the protected
local asset set and detected all implemented attack cases in the prototype test. The 100.0%
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value refers only to the implemented attack simulations and should not be interpreted as a
complete security guarantee.
Figure 10 shows the repeated Raspberry Pi verification timing output.

Figure 10. Raspberry Pi Repeated Verification Timing Output.

Figure 10 shows that 30 Raspberry Pi verification runs were executed for both verified
and failed-verification states. The timing values from this output are summarized in
Table 15.

Table 15. Raspberry Pi Verification Timing Over 30 Runs.

Verification state Runs Meantime Std.dev. Min.time Max. time
VERIFIED_PROVENANCE 30 167.790ms 0.137ms 167.504 ms 168.050 ms
FAILED_VERIFICATION 30 159.709ms 0.436ms 159.093ms 161.527 ms

Table 15 shows that local Raspberry Pi verification completed in less than 0.2 seconds
on average for both verified and tampered states. The low standard deviation values
indicate stable repeated verification timing in the prototype edge validation.

6.8. Mobile Prototype Demonstration

The mobile prototype interface demonstrates how iMediFood-Shield can present
prescription input, OCR confirmation, food/herb selection, and interaction results to a
user. The interface screens were drawn in Figma [51] as a mobile app prototype interface
for demonstrating the user workflow. The Figma prototype is not a fully deployed clini-
cal application. The real OCR, recommendation, security verification, and Raspberry Pi
validation components were implemented separately in the backend prototype.

Figure 11 shows the prescription-side workflow, including the home screen, prescrip-
tion upload page, OCR processing view, and detected medication selection.
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Figure 11. iMediFood-Shield Mobile Prototype Workflow Drawn in Figma for Prescription Upload,
OCR Processing, and Medication Selection.

Figure 11 shows how the Figma prototype guides the user from starting a check
to selecting a detected medication. The OCR flow is demonstrated using a synthetic
prescription, and the medication is confirmed before interaction screening.

Figure 12 shows the food /herb selection and result-display screens.

Figure 12. iMediFood-Shield Figma Prototype Screens for Food/Herb Selection and Interaction-
Result Display.

Figure 12 shows representative output categories in the user interface, including
“Avoid”, “Use caution”, and “No known interaction in selected source”. The result cards
also include evidence notes, recommendation text, source information, and a reminder to
confirm recommendations with a licensed healthcare professional.

Table 16 summarizes representative mobile prototype demonstration cases. The cases
cover avoid, caution, no-known-interaction, and insufficient-evidence outcomes.
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Table 16. Representative Mobile Prototype Demonstration Cases.

Medication Food/herb/supplement Displayed result Purpose in prototype

Ibuprofen Ginkgo Biloba Avoid Demonstrates a high-warning inter-
action output.

Warfarin Cranberry Avoid Demonstrates an avoid result in the
mobile interface.

Omeprazole Kale Use caution Demonstrates a cautionary DDID-
supported interaction.

Atorvastatin High-Fat Meal Use caution Demonstrates a food-related caution
result.

Simvastatin Garlic No known interaction in selected source Demonstrates a source-bounded no-
known-interaction result.

Warfarin Meal No known interaction in selected source Demonstrates no-known-

interaction ~ wording  without
claiming universal safety.

RandomDrugXYZ RandomFoodXYZ Insufficient evidence Demonstrates the coverage guard
for out-of-vocabulary inputs.

Table 16 shows that the prototype interface supports multiple user-facing outcomes.
The “Insufficient evidence” case is included because unsupported inputs should not be
forced through the AI model.

6.9. Overall Discussion

The combined results show that iMediFood-Shield addresses food—medication screen-
ing as an Al, safety, and security problem. The DDID-based dataset provides structured
evidence for medication—food /herb pairs, while MedSafe-GATE v1 reduces false-safe pre-
dictions compared with the balanced Al baseline. The evidence lookup guard further
prevents exact DDID-supported risky pairs from being overridden by model predictions.
The security results show that all implemented tampering attacks were detected in the
prototype evaluation, and the Raspberry Pi validation shows that local tamper-evident
verification can run on resource-constrained edge hardware. The Figma mobile prototype
demonstrates how the workflow can be presented to users, but the system remains a re-
search prototype. This is not clinical decision support. Always confirm recommendations
with a licensed healthcare professional.

7. Conclusion and Future Work

iMediFood-Shield presents a secure edge Al framework for food—medication interac-
tion screening by combining DDID-based evidence lookup, RxXOCR-Guard prescription
processing, input coverage checking, MedSafe-GATE v1 safety-gated prediction, signed
recommendation outputs, tamper-evident verification, Raspberry Pi edge validation, and
a Figma-based mobile prototype interface. The DDID-based evaluation produced 23,950
cleaned row-level records and 17,693 unique medication—food /herb pairs. MedSafe-GATE
v1 strict-screening mode achieved 90.99% accuracy and reduced the false-safe rate from
5.29% to 0.62%, lowering false-safe cases from 128 to 15. The evidence-first lookup guard
blocked all 15 remaining exact-evidence false-safe cases, and the prototype security layer
detected all five implemented tampering attacks. Raspberry Pi validation showed local
verification times of 167.790 ms for verified cases and 159.709 ms for failed-verification
cases over 30 runs.

Future work will extend iMediFood-Shield with additional curated food, herb, supple-
ment, and medication interaction resources, stronger RxOCR-Guard validation using larger
prescription-image datasets, improved medication-name recognition, and pharmacist-
reviewed testing. Future security work will strengthen the current software HMAC/SHA-
256 prototype with hardware-backed key storage, secure boot, rollback protection, device
attestation, broader attack testing, and additional edge-device evaluations. The current
system remains a research prototype. This is not clinical decision support. Always confirm
recommendations with a licensed healthcare professional.
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