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ABSTRACT Ring Oscillator (RO) is widely used to address different hardware security issues. For example,
the RO-based physical unclonable function (PUF) generates a secure and reliable key for the cryptographic
application, and the RO-based aging sensor is used for the efficient detection of recycled ICs. In this paper,
a conventional CMOS inverter with two voltage control signals is used to design a configurable RO (CRO).
With its control signals, the proposed CRO can perform both i.e., accelerate or lower the impact of aging
on the oscillation frequency. Due to this vital feature of the proposed CRO, it can be used in PUF and RO-
based sensors. The performance of both the proposed modified architecture, i.e., CRO PUF and CRO sensor,
is evaluated in 90 nm CMOS technology. The aging tolerant feature of the proposed CRO enhances the
reliability of CRO PUF. Similarly, the aging acceleration property of CRO improves the rate of detection of
recycled ICs. Finally, both the proposed architectures are area and power-efficient compared to conventional
architectures.

INDEX TERMS Aging, Bit Error Rate (BER), Challenge-Response pair (CRP), Configurable Ring

Oscillator (CRO), Physically Unclonable Functions (PUFs), Process Variation (PV), Recycled IC

I. INTRODUCTION

N this current era of technology, the security of IC along

with its power, performance, and area becomes more crit-
ical due to IoT, IoE [1], [2], globalization of Semiconduc-
tor Companies, etc. So, the communication among several
electronic systems in a group must be reliable and safe from
the attack by adversaries. A malfunction due to a malicious
attack on any device may propagate among the group and
lead to the failure of the whole system. Further, globalization
and complexity in the IC supply chain led to the presence
of counterfeited IC [3] by the untrusted foundry, untrusted
supplier, etc., which is also related to the security of IC.
A Counterfeit IC may be a tampered, cloned, copied, over-
produced, or recycled IC. The report in [4], [5], indicates a
revenue loss of U.S. $169 billion to chip makers due to these
counterfeited ICs. Although these ICs function properly their
reliability is questionable. This scenario is a matter of concern
in critical applications like aerospace, defense, lifesaving
appliances, etc. As reported in [5], out of several types of
counterfeited IC, a major share is occupied by recycled ICs.
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So during the design and fabrication of ICs, security issues
must be addressed along with its VLSI metrics like power,
performance, and area. Although there are several security-
related issues associated with IC manufacturing [6], in this
research work, two major issues are being addressed i.e.

1) Highly reliable crypto key generation using PUF.

2) Efficient detection of recycled IC using RO sensor.

A. RELIABLE KEY USING PUF

The conventional approach includes storing of crypto-key in
an external ROM. This approach is vulnerable to attack from
adversaries [7], area overhead, and higher power consumption
due to bulky ROM architecture. As a solution, in the last
decade, PUF [8] has emerged as a promising breakthrough
in generating secure keys. PUF explores the secret of the
inherent manufacturing PV [8], which is difficult to clone
or model. This manufacturing PV is a unique phenomenon,
which produces a difference in behavior between two identi-
cal ICs fabricated by the same designer in the same foundry
using the same process technology. PUF [8]-[11], [42] gener-
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ates the key only when it is powered up, in contrast to memory
where the secure key is stored in ROM. Further, any attack
on PUF to leak the key led to permanent damage to PUF
functionality.

A PUF is characterized by different security metrics [10]
like uniqueness, reliability, uniformity, strict avalanche con-
dition (SAC), etc. These metrics are measured by collecting a
group of response bits (called secure keys) from PUF after ap-
plying a set of challenges. These challenges and correspond-
ing responses are termed challenge-response pairs (CRPs).
Uniqueness is a measure of the variation among the response
bits when the same challenge pattern is applied to different
instances of the same PUF. It measures how two or more
instances of the same PUF, differ from each other. Reliability
measures, how efficiently a PUF can re-produce the secure
key against temperature variation, aging, etc. In this work, the
main objective is to design a PUF with higher reliability, i.e.
to lower the impact of aging, and temperature variation on
response bit. So, the generated key must be highly resilient
against temperature variation or aging.

B. RECYCLED IC

A recycled IC is generally a removed IC from an obsolete
PCB or electronics system, which undergoes cleaning, re-
marking, repackaging, and sold as a new one [3], [12], [13].
The aging of an IC is a slow but continuous process. It
becomes severe at lower technology nodes; hence, a used
or recycled IC experiences higher degradation in its aging-
dependent parameter as compared to a fresh or unused IC.
Several circuit-level techniques were proposed in the litera-
ture to accelerate this aging mechanism for efficient detection
of recycled ICs.

In literature [8], [10]-[13], several circuit-level techniques
are proposed to address both these security issues. Differ-
ent types of PUFs with temperature and aging compensa-
tion circuits are proposed to generate highly reliable re-
sponse bits. Similarly, the recycled IC detection approach
uses lightweight aging sensors using RO [13] to predict the
amount of aging experienced by the IC under test. Based on
the prior research works it can be identified that the common
issues related to PUF and sensors are; the impact of aging on
PUF must be lowered to improve its reliability and simulta-
neously, the aging must be accelerated to improve the rate of
detection of recycled IC by sensor. Based on these challenges,
and focusing on area and power-efficient design, the objective
of this research work includes:

1) To design a configurable ring oscillator (CRO), which
can enable both acceleration and retardation of aging
depending on its application as sensor and PUF respec-
tively.

2) The proposed PUF must be highly reliable, and the
proposed sensor also improves the rate of detection of
recycled IC compared to conventional existing archi-
tectures.

The rest of this paper is organized as follows. Section II
summarizes the prior research work on different types of RO-
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based PUF, RO sensors, and the scope for further improve-
ment. The novel contribution of the current research work to
the state of the art is presented in Section III. The proposed
CRO architecture and its functionality are briefed in Section
IV. Section V, presents the application of proposed CRO as
PUF and sensor. The results and discussions are presented in
Section VI, and a comparison summary is outlined in Section
VII. Finally, this research work is concluded in Section VIIIL.

Il. RELATED PRIOR WORKS

In the last decade, researchers have worked on the design
of different types of PUF, recycled IC detection circuits, and
different techniques to improve its performance are proposed
in the literature. For PUF [10], [11], the proposed techniques
aim at improving its VLSI and security metrics. Similarly,
lightweight RO sensor [13] is used to improve the rate of
detection of recycled ICs. Further, it is observed, that the ring
oscillator is one of the most suitable primitives found in both
PUF and sensor circuits. The reason to use RO is:

° Simple architecture, only cascaded inverter.

. Oscillation frequency is explored by PV, hence suit-
able for design of PUF.

° Finally, aging also affects the oscillation frequency.

Hence, it is easy to design either aging tolerant or
aging accelerated RO depending on its application
as PUF or sensor respectively.

This section is segregated as follows:

° First, different types of RO-based PUF topology,
and modified RO architecture to improve its relia-
bility are briefed.

) Second, authentication of recycled ICs using con-
ventional RO sensors, and aging accelerated mech-
anism to improve its rate of detection.

° Finally, the scope for further improvement in RO-
based PUF and sensors is also briefed.

A. PUF AS A SECURITY PRIMITIVE
All the existing PUF architectures are divided into silicon or
non-silicon-based PUFs [11]. The major Si-PUF architecture
includes delay-based PUF like RO PUF, arbiter PUF, CRO
PUF, ARO PUF, etc., and memory-based PUF like SRAM
PUF, Flip Flop PUF, etc. [14]-[20], [43]. These are also
validated in both FPGA and ASIC platform. In this paper, the
discussion is limited to one of the most widely used delay-
based Si-PUF i.e. RO PUF. The reason to choose RO PUF
is because of its simple architecture for CRP collection and it
can be easily embedded with other functional units to provide
security primitive with a highly reliable response bit.
Different RO PUF topologies along with their advantages
and constraints are briefed in TABLE 1. A conventional RO
PUF [15] architecture consists of a group of RO, and a fre-
quency comparison module, as shown in Fig. 1. All the ROs
are designed with an equal number of cascaded inverters to
oscillate at the same frequency. However, the manufacturing
PV causes each RO to oscillate at slightly different frequen-
cies. The frequency difference in any pair of RO is measured
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by applying a set of challenges, and the corresponding logic
level of response bit (R) is given by equation 1,

R = {1vlf fl >f2 (1)

0, otherwise

Group of CMOS RO

Response

Frequency
Comparison

e w

FIGURE 1: Conventional RO PUF [15].

As briefed in TABLE 1, the RO section of RO PUF is re-
placed by CRO, to make it both area and power-efficient. The
corresponding PUF is called CRO PUF [18]. A conventional
CRO architecture consists of either a two-row of inverter [18]
or a single row of inverter with cascaded MUX is depicted
in Fig. 2a and Fig. 2b). A CRO with n-selection line (Cy,
C,......Cy: challenges applied to MUX) is configured as 2n
number of different RO. Hence, both the CRO [18] are area-
efficient.
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c, c, c,

(b) Single row cascaded inverter

FIGURE 2: Conventional CRO.

A conventional CRO PUF [18] with response bit collection
approach is shown in Fig. 3a and Fig. 3b. Each set of applied
challenge patterns (C1,C2, C3) results in an RO with a unique
oscillation frequency due to PV. The frequency comparison
between the RO in CRO, and CRO; is carried out. A pair
of RO with maximum frequency separation is considered to
measure response bit and is depicted in Fig. 3b). Although,
this CRO PUF results in highly reliable response bits along
with both power and area-efficient features (due to reduc-
tion in the number of RO), the vulnerability of oscillation
frequency against temperature variation [15], and aging [21],

VOLUME 11, 2023

el
z

CRO,
| Response

]
) >0
e (C 9.2
5 1 5 o}
=< G, ER
& G g8
O =3

CRO,

:

select MAX
u Af
for CRP

(b) CRP collection approach
FIGURE 3: Conventional CRO PUF with response collection.

CRO,

[22] also affect its reliability. The cause and corresponding
mitigation techniques are discussed further.

1) PUF Reliability: Cause and Mitigation Technique
The reliability of PUF is influenced by various factors and it
should be mitigated. A detailed discussion on factors caus-
ing reliability degradation and proper mitigation is discussed
below.

Cause:

The expression for oscillation frequency (f,.) of a RO [15]
is given as follows in equation 2,

1
2mt,

ﬁ)ssc = (2)

Where, m is the number of the cascaded inverter, 1, is the
delay of each inverter. Different environmental effects like
temperature variation or aging affect the threshold voltage
(Vi) of MOS leading to degradation in fi,s. (Z,=f (V) [23]),
as shown in Fig. 4 (a). Hence, the possibility of frequency
crossover in a pair of RO (with small frequency separation)
increases either at higher temperature (7) or over a while (¢)
due to aging, as shown in Fig. 4 (b). As a result, a flip in
response bit (0 to 1 or 1 to 0) occurs, which leads to overall
reliability degradation of PUF. This type of degradation is
temporary against temperature variation, and PUF can restore
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its original reliability once the temperature becomes normal.
However, aging causes slow but permanent degradation in the
Vi of MOS [24], leading to permanent degradation in the
reliability of PUF.

A fosc A fnsc
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L
L9 S D
£~ K\:_’//Q ] » \Q"/
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v

Time/Temp.
(a) (b)

Time/Temp.

FIGURE 4: Reliability degradation (a) No Crossover: Pair of
RO with higher frequency separation (b) frequency cross over
at higher Temperature/Time [15].

The threshold voltage degradation due to NBTI as com-
pared to well-known aging mechanisms like [24] bias tem-
perature instability (BTI), hot carrier injection (HCI), elec-
tromigration, etc., is very severe in the case of RO. The RO
with only powered ON (non-oscillation mode) experiences
frequency degradation due to NBTI [25]-[28]. The impact of
NBTI on a conventional CMOS RO is shown in Fig. 5 (a).
Half of the PMOS with a negative gate-to-source bias (Vs p
= —Vpp) experience NBTI. The magnitude of this negative
bias determines the rate of degradation in threshold voltage
of PMOS [24], which leads to an overall degradation in the
oscillation frequency of RO. Further, this rate of degradation
increases with an increase in aging over some time [24].
Hence, the design of NBTI resilient RO is more important,
to restore the reliability of PUF.

From the above discussion, it can be summarized as, an RO
with lower frequency deviation against temperature variation,
or aging lowers the possibility of frequency crossover, caus-
ing improvement in the overall reliability of PUF.

Mitigation Technique:

Several mitigation techniques [28]—[31] to restore the relia-
bility of RO PUF against both temperature variation and aging
are briefed in TABLE 1. All these proposed techniques try to
lower the frequency deviation. Among different architectures,
a few NBTI tolerant RO [28], [31] are shown in Fig. 5b and
Fig. 5c. Both these NBTI tolerant RO reduce the impact of
NBTI by lowering the negative bias across PMOS in non-
oscillation mode as follows:

. In Aging tolerant RO (ARO [28], [29]), the added
NMOS (Ty) to the input of each cascaded inverter
lowers the Vs p across all the PMOS from —Vpp (in
conventional CMOS RO) to -V, ,.

° However, the most recent RO proposed in [30],
[31], uses additional NMOS to drive the RO. In this
technique, the NMOS (Ty) remains in the cut-off
region during the non-oscillation mode. As a result,

all the PMOS remains free from negative bias. This
architecture further lowers the impact of NBTI.

. Further, both these modified ROs also lower the
frequency deviation against temperature variation.

Vop-Via L' Vop-Via L'

-|||—o

(b)

Von

T\’ o
EN=0V _”:—I‘V‘/ cut-off
(no NBTI)

FIGURE 5: NBTI stress on different types of RO (a) CMOS
RO [15] (b) ARO [28] (c) RO with reduced supply voltage
[31].

B. RECYCLED IC DETECTION
Different RO sensors proposed in the literature for the de-
tection of recycled IC are briefed in TABLE 1. A conven-
tional RO sensor architecture [13] is shown in Fig. 6, and its
functionality is given in TABLE 2. It consists two identical
RO, i.e. reference RO ((RO)ggr) and stressed RO ((RO)s7r).
The control module generates necessary control signals to
drive both the RO either into stress or authentication phase
as described in TABLE 2. The registration and authentication
of arecycled IC in a group of similar ICs is briefed as follows:
) First, both the RO must be designed to oscillate at
the same frequency. So, the frequency difference
between both the RO, FDIF = FREF - FSTR must be
zero (indicates new/fresh IC).
° However, due to inherent manufacturing variation
Fpr is slightly positive or negative, as shown in Fig.
7. The mean (u) of the spread for a group of fresh
IC i.e. Fjq, is centered at zero.
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° In the stress phase, the NBTI stress on (RO)grx is
accelerated, and at the same time (RO)ggr is made
stress free. So, higher degradation in the oscillation
frequency of (RO)srg as compared (RO)ggr is ob-
served. This different amount of degradation affects
the magnitude of Fp;r. As a result, with an increase
in stress duration Fpyr increases, and the spread of
Fpir for used IC (Fageq) is shifted towards right
from its fresh value (Fig. 7). The higher the impact
of NBTI on (RO)srg, the higher the magnitude of
Fpyr, and more shift in F,,.4 towards the right.

° The region of overlap between the two spreads in-
dicates the percentage of misprediction (% m) i.e.
in this region, it is difficult to decide whether the IC
under test is a fresh or recycled one.

Stressed
ENgrg— RO

(RO)srr
— A 000000

Frequency
measurement
module

MUX

Reference
RO

(RO)REF

ENREF I

Control Module

FIGURE 6: Conventional RO sensor [13].

Shift in spread

Misprediction
region

FIGURE 7: Spread of Fp;r [32].

This % m is used as a performance evaluation metric for
RO sensors. For efficient detection of recycled IC, the cor-
responding sensor must possess the lower value of % m i.e.
narrow region of misprediction. Hence, both the spread i.e.
Ffyegn and Fo4.q must be narrow, and far apart from each other.
It can be achieved as follows:

° By accelerating NBTI stress: - With the increase
in NBTI stress, more degradation in the oscillation
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frequency of (RO)grx is observed. As a result, Fygeq
shifted more towards the right from its original
value (Ffesn), leading to a reduction of overlapped
regions.

° By increasing the number of RO:- The spread (o)
of Fpyr depends upon the number of RO (N) [32],
used as a reference and stress RO. From (3), with
an increase in the number of RO, the spread (o) of
both F.g and Fae.q becomes narrow. As a result,
% m is reduced. o

OoN = N 3)

The light-weight AN-CDIR sensor proposed in [32] uses
the above two methodologies to improve % m. The archi-
tecture, registration, and authentication flow of AN-CDIR is
similar to conventional RO sensor [13] with the following
modification to improve the % m as follows:

o Both reference and stressed modules consist of a

group of RO rather than a pair of (RO)ggr and
(RO)s7r [13]. With the increase in the number of
RO in both the modules, the spread of Fpp;r becomes
narrow (from equation 3) leading to improvement in
90 m.

° Further, to accelerate the NBTI stress, the conven-
tional CMOS RO [13] in both the module replaced
by NBTI-aware RO [32]. Fig. 8 shows, how the
conventional CMOS RO architecture is modified
to accelerate the NBTI stress. In NBTI-aware RO,
all the PMOS experience NBTI stress, as com-
pared to half in the CMOS inverter (shown in blue
color) by using a pass transistor logic (PTL) based
switch and a pulldown NMOS. The PTL breaks
the connection between each cascaded inverter, and
NMOS is controlled externally to drive negative
bias (Vgs p = =Vpp) across all the PMOS during
the non-oscillation mode of RO. As a result, higher
degradation in oscillation frequency is observed as
compared to conventional CMOS RO.

The use of a large number of NBTI-aware RO in both
reference and stress modules of AN-CDIR [32] lowers the %
m, i.e. it can detect the ICs used for a few days only. Although,
it improves % m, but presence of a large number of RO led to
area overhead.

IIl. NOVEL CONTRIBUTIONS OF THE CURRENT PAPER TO
THE STATE OF ART

A. RESEARCH QUESTIONS AND FINDINGS

By observing all the existing research work on CRO PUF, and
RO sensors, this section is summarized as follows:

. For CRO PUF, post-fabrication information on os-
cillation frequency is required to find out a pair of
RO with maximum frequency separation.

) Underutilization of available RO: Only a pair of
RO with maximum frequency separation in a group
of 2n number of RO is used to generate a reliable
response bit.
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Externally
Controlled

FIGURE 8: Circuit technique to accelerate NBTI stress on
each inverter [32].

° Area inefficient: The number of MUX in the cas-
caded architecture increases [18], [31], with an in-
crease in the number of CRO, leading to area over-
head.

° All the existing RO is not suitable for both PUF
and sensor applications. The existing RO can either
accelerate the aging (used in the sensor) or lower the
aging (used in PUF) but not both.

° Finally, the use of a large number of NBTI-aware
RO in AN-CDIR [32], achieves improvement in %
m at the cost of area overhead.

B. RESEARCH DIRECTIONS AND SCOPE FOR FURTHER
IMPROVEMENTS

Although both the conventional CRO PUF and RO sensor
are suitable to address different hardware security issues, the
scope for further improvement is as follows:

. Design of RO with further reduction in fre-

quency deviation. This eliminates the need for post-
fabrication information on oscillation frequency
and efficient utilization of all possible pairs of RO
to generate reliable CRPs.
Design of area-efficient CRO by eliminating MUX.
Design of a RO with both aging acceleration and
retardation properties, to make it suitable for both
PUF and sensor application.

° Finally, replacing the group of RO with CRO in
the AN-CDIR sensor, makes the sensor architecture
much more area-efficient without affecting its recy-
cled IC detection capability.

C. PROPOSED SOLUTION OF THE CURRENT PAPER
This research work addresses all the above issues. The key
features are:

o Design of a reconfigurable inverter. The added volt-
age control section configures the inverter to operate
at different voltages.

° The cascaded combination of the proposed inverter
without MUX behaves as CRO.

° The proposed CRO possesses both aging accelera-
tion and retardation features.

° The application of the proposed CRO as PUF to
generate reliable response and sensor for detection
of recycled ICs.

D. NOVELTY OF THE PROPOSED SOLUTION

In this paper, the proposed architecture for configurable RO
improves the different types of shortcomings associated with
existing RO-based PUF and sensors. The distinct contribution
of this research work includes:

1) Reconfigurable Inverter: The core of this proposed
work is to design a reconfigurable inverter, which is
a conventional CMOS inverter with a voltage control
section. (The voltage control section is associated with
two control inputs i.e. one for supply voltage Vpp, and
another for GND. These two control signal configures
four different set of operating voltages for the inverter.)

2) Area-efficient CRO: The proposed cascaded inverter
with its voltage control input behaves as a CRO. Hence,
area efficiency is due to the absence of MUX as in
conventional CRO [18], [31].

3) Finally, the proposed CRO can achieve both features
i.e. it can accelerate and lower the impact of aging
depending on the logic level of control signals in the
proposed inverter. (This feature makes it suitable for
both applications i.e. in designing a reliable CRO PUF,
and RO sensor with an improved rate of detection of
recycled IC.)

The architecture, functionality, and application of the pro-
posed CRO are briefed and discussed in subsequent sections.

IV. PROPOSED CRO (SECURE THINGS)

The block diagram of CRO designed by using a proposed
inverter, is shown in Fig. 9. Although this architecture is sim-
ilar to conventional RO (cascaded inverter only), two control
signals (Cy and C,) of each inverter section, configure this RO
architecture to behave as CRO. This section briefs:

° Design of CRO using proposed inverter.

° Performance analysis of CRO i.e. impact of PV,
aging, and temperature variation on the oscillation
frequency of RO.

A. PROPOSED INVERTER

As per the research work in [30], the proposed inverter is
driven by two voltage control sections. As shown in Fig. 10,
the proposed architecture consists of a conventional CMOS
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FIGURE 9: Block diagram of proposed CRO.

inverter with two voltage-control sections, one for supply
voltage, and another for GND. The voltage control section
consists of a transmission gate-based switch, but the gate
terminal of both PMOS and NMOS is tied to the same control
signal. The control signals C; are used to limit the supply volt-
age into the PMOS (Tp) of the inverter, and the magnitude of
GND voltage for the NMOS (Ty) of the inverter is controlled
by C,. Depending on the logic level at C; and C,, how the
inverter is driven by a set of the different supply voltages
(TABLE 3) is explained as follows:

° For logic-0 at C; (Tp1: ON), the PMOS in the upper
section (Tp1) drives a voltage of magnitude Vpp
into the inverter section and for logic-1 (71: ON),
inverter operates at a reduced supply voltage deter-
mined by the threshold voltage of NMOS (Ty) i.e.
VDD Vr,n‘

. Similarly, a logic-1 at C,; (Ty2: ON), causes the
CMOS inverter to be fully connected to GND (0 V)
through T4, and logic-0 (Tp3: ON) rises the voltage
at the source of Ty from 0 V to V,, (threshold
voltage of Tps). For simplicity of analysis, it is
assumed that V; ,=V, , =V,.

As given in TABLE 3, all the possible combinations of Cy and
C, causes the inverter to operate at 4-different voltage pattern.
Only the pattern [C;C,= 01], causes the proposed inverter to
operate at a supply voltage similar to a conventional CMOS
inverter. The remaining pattern reduces the rail-to-rail swing
of operating voltage. This different swing of operating voltage
for all 4-possible combination, affects delay (#,), and power
(P) consumption of inverter ( t,,P = f(Vpp) [23]). This
feature makes the proposed inverter suitable to design CRO.

B. ARCHITECTURE OF PROPOSED CRO

The proposed CRO architecture is shown in Fig. 10. It consists
of only a cascaded inverter, with C; and C, of the voltage
control section behaving as a selection input. The different
logic levels at C; and Cg, configure the RO to oscillate at
different oscillation frequencies. This is due to the different
sets of operating voltage of each cascaded inverter (TABLE
3). The use of an inverter with a control signal eliminates the
requirement of MUX as in conventional CRO [18]. As each
inverter section consists of two selection lines, a CRO with
m-cascaded inverter can be configured as 22" different RO.
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FIGURE 11: Proposed CRO.

C. PERFORMANCE ANALYSIS OF PROPOSED CRO

A CRO is characterized by its oscillation frequency. The im-
pact of PV on oscillation frequency and frequency deviation
(against temperature variation and aging) features makes the
CRO appropriate for different applications like PUF, sensors,
etc. This section discusses how the proposed CRO’s oscilla-
tion frequency responds to temperature variation, aging, and
PV, and further improvements against conventional CRO are
summarized. A CRO with 3-stages of the cascaded inverter is
considered in analyzing the oscillation frequency, as shown in
Fig. 12. For analysis, C, and C, of each stage are connected.
It results in a CRO, which operates at a 4-different supply
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FIGURE 12: CRO with 3-stages of inverter.

voltage set (TABLE 3). The impact of temperature, aging, and
PV on the oscillation frequency before fabrication is observed
by using further analysis like Monte Carlo simulation, an
aging model, etc.

1) Frequency deviation against temperature variation

The frequency deviation is the variation in the oscillation
frequency of RO from its original value i.e., measured at room
temperature, given as presented in equation 4 [31],

Afussc |T: fow |T:27OC _f()ssc ‘T=T (4)
fassc |T:270C

Where, fosc |r=270c is the original frequency of RO at
room temperature, and fo.. |7=7 is the frequency measured
at different value of temperature 7'.

The frequency deviation for all the possible combination of
C, and Cy i.e., 00,01,10, and 11 is observed over a variation
in temperature from 0 to 100°C, as shown in Fig. 13a. From
this plot, it is observed that different logic levels of the
control signal (Cs and C,) result in different magnitudes of
frequency deviation. For analysis, the frequency deviation of
the proposed CRO is compared against all the existing types
of RO, i.e., CRO [18], and RO with reduced supply voltage
[31]. The result infers:

° All the 4-different input patterns in the proposed
CRO result in different frequency deviations, but
less than conventional CMOS inverter-based CRO
[18].

° The input pattern for C; at logic-1 (10,11) results
in lower deviation as compared to C; at logic-0
(00,01). This lower deviation is due to, a reduction
in the operating voltage of the inverter from Vpp
(Cs=0) to Vpp—V; (Cs = 1). Lower supply voltage
reduces the oscillation frequency of RO and at the
same time results in lower frequency deviation.

° The input pattern for C; at logic-1 (10,11) results
in lower deviation as compared to C; at logic-0

(00,01). This lower deviation is due to, a reduction
in the operating voltage of the inverter from Vpp
(Cs =0) to Vpp-V, (Cs = 1). Lower supply voltage
reduces the oscillation frequency of RO and at the
same time results in lower frequency deviation.

) As the RO proposed in [31] operates at reduced sup-
ply voltage of Vpp—V;, hence it shows less deviation
from the input pattern 00 and O1.

° Finally, the maximum frequency deviation is re-
duced to 2 % (at 100°C) for both the input pattern
(10 and 11). As aresult, the possibility of frequency
crossover (Fig. 4) is minimized at higher tempera-
tures, and the reliability of PUF against temperature
variation is improved (briefed in Section VI).
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FIGURE 13: Frequency deviation against (a) Temperature
variation (b) Aging.

2) Frequency deviation against aging

Similar to temperature, aging also causes continuous but
permanent degradation in the oscillation frequency of RO.
As discussed in Section II, NBTI is the primary aging mech-
anism, and the magnitude of negative bias across PMOS
[24], [28] predicts the rate of degradation in the oscillation
frequency of RO. The impact of NBTI on proposed RO for
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two different logic levels of C; is shown in Fig. 14a and Fig.
14b. The reason to choose C; only is that it determines the
magnitude of negative bias across all the PMOS in the 1%
row of the inverter. The different amounts of NBTI stress
on PMOS for the different logic levels of C, are briefed as
follows:

° A logic-1 at C; causes zero bias i.e. Vgsp = 0
across all the PMOS in the 1* row (Fig. 14a). As a
result, all the PMOS experience a negligible amount
of NBTI stress.

° As shown in Fig. 14b, a logic-0 at C; cause, Vs p
= —Vpp across all the PMOS in the 1% row of
cascaded inverter. This higher amount of negative
bias accelerates the NBTI stress.

These two different amounts of NBTTI stress on the proposed
CRO signify that it can achieve a different rate of degradation
in oscillation frequency compared to conventional CMOS
RO. The proposed CRO with Cy at logic-0 (all the PMOS
experience NBTI) undergoes a higher degradation rate in
oscillation frequency. The C; at logic-1 (no PMOS experi-
ence NBTI) undergoes a lower degradation rate in oscillation
frequency than conventional CMOS inverter-based RO used
in [15], [18].

The frequency deviation in the proposed CRO due to ag-
ing is measured by using the expression in equation 5, and
compared against ARO [28], RO with reduced supply voltage
[31], CMOS RO [18], NBTI aware RO used in AN-CDIR
[32]. The frequency deviation is the measure of degradation
in oscillation frequency from time #=0 to throughout stress
time (¢), given as follows in equation 5:

_ ﬁ)ssc |t:0 _f;)ssc |t:t

Bossc li= Josse |T=0 ©)

Where, fossc |1=0 is the original frequency of RO, also called
fresh frequency, and fg. |;=; is the frequency measured after
a stress period ¢, called as aged frequency.

For analysis, the frequency deviation against aging is mea-
sured by applying stress continuously for 20-years (YR). The
corresponding degradation in all considered RO is shown
in Fig. 13b and summarized in TABLE 4. The comparison
summary infers:

° Accelerated NBTI stress due to logic-0 at C, (both
00 and 01), results in a higher rate of frequency
degradation as compared to all the considered RO.

° Similarly, complete elimination of NBTI stress for
logic-1 at Cy (both 10 and 11), results in a small
deviation close to 1% and lower among all the
considered RO.

° A larger difference in frequency deviation is ob-
served for different logic levels of C; (between [0X]
and [1X]). However, the deviation is less dependent
on the logic level of Cy ([Cy X]). This is due to the
reduction in operating voltage of the inverter from
Vpp to Vpp-V;, when C; switches from logic-0 to
logic-1.

VOLUME 11, 2023

. ,
N T Ist row of
A
\\\S\oé e ‘/l L ﬁ Ny, ﬁ Voo FMOS
R et [t [alst
<= Voo J —— [ —— [ ——
ViV, VooV, VoV, 2nd row of
PMOS
S S =
= by bS
¢, ]| ]
I [ [
jG\ID ij\lD jG\lD
(a) NBTI stress is lowered
e Voo
‘//,&\s\‘ . T 1st row of
N\sfo H e — d oy _d VS
PN | s i [
 E——) ——) | E——

2nd row of
Vi Vol Vil . PMOS

(b) NBTI stress is accelerated

FIGURE 14: Controlling NBTI stress through C; (a) NBTI
stress is lowered (b) NBTI stress is accelerated.

° Both the accelerated (for Cy= 0) and lower (for C,=
Vpp) aging feature of the proposed CRO led to 70 %
higher degradation and 90 % lower degradation in
oscillation frequency as compared to conventional
CMOS based RO.

o Finally, the proposed CRO can lower the degrada-
tion by 60 % (for Cs= Vpp), and can accelerate the
degradation by 12 % (for Cy=0) as compared to
aging tolerant CRO [31] and aging accelerated RO
[32] respectively.

From this above discussion, the unique feature of the pro-
posed CRO is that it can perform both the task i.e., accel-
eration and retardation of aging for different logic levels of
Cs.

3) Impact of PV on oscillation frequency

The variation in the oscillation frequency of RO against PV
makes it suitable for application as PUF. A PUF explores
inherent manufacturing variation to produce PV-dependent
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response bits. The impact of PV on PUF quantifies its unique
behavior. In conventional CRO PUF [18], the logic level of
the response bit is determined from the oscillation frequency
comparison. Hence, it is desired to observe how the manufac-
turing PV affects the oscillation frequency of the proposed
CRO. Monte Carlo simulation is carried out to achieve it.

CMOS RO
o=28

12 |-Proposed RO
o=67

No. of Samples

5 6 7 8 9 10 11 12 13
Frequency %108

FIGURE 15: Impact of PV on f,.

For analysis, the oscillation frequency of the proposed
RO is obtained for 100-iteration and compared against the
conventional CMOS RO, as shown in Fig. 15. The bar chart
confirms the higher impact of PV (higher value of o) on the
proposed RO’s oscillation frequency compared to conven-
tional CMOS RO. This is due to:

° CMOS RO oscillates at a supply voltage of Vpp
resulting in lower variation (o) across the collected
frequency sample.

. However, the proposed RO oscillates at two dif-
ferent voltages, i.e. Vpp and Vpp-V, (determined
by Cj). This threshold voltage-dependent supply
voltage i.e. Vpp-V;, increases the variation among
the different frequency components against PV. The
average value of oscillation frequency in the pro-
posed RO is lowered due to a reduction in supply
voltage from Vpp to Vpp-V,.

This section is summarized as follows:

° Large number of possible RO: With 3-stages of
cascaded inverter, the proposed CRO can result in a
maximum of 64-possible RO (2-selection lines per
inverter: 2(2*3)=64 as compared to 8-possible RO
(1-selection lines per inverter: 23 = 8) in conven-
tional CRO [18].

° The proposed CRO can achieve both i.e. accelera-
tion and retardation of aging, hence suitable for both
sensor and PUF applications.

. Finally, the proposed CRO is also both area and
power-efficient due to the elimination of MUX and
reduction in the swing of operating voltage.

V. APPLICATION OF PROPOSED CRO
As discussed above, the most crucial feature of this proposed
CRO architecture is that it can perform both acceleration and
retardation of aging simply by changing the logic level of
the control signal (C, and C,). Hence, this proposed CRO
architecture is suitable for the design of

) CRO PUF: Highly reliable against aging with area-
efficient features.

° RO sensor: The accelerated aging property of the
proposed CRO, enhances the rate of detection of
recycled IC with less area overhead.

EN Proposed
CRO, J
Ca
[
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5 |c, = § Response
= h = (R)
= S & 0/1
O g g L 5
Cyi =0
L Proposed W @
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FIGURE 16: Proposed CRO PUF.

A. DESIGN OF CRO PUF

The architecture of the proposed CRO PUF is shown in Fig.
16. It consists of two CRO i.e., CRO, and CRO;, and a
frequency comparison module to produce the response bit.
Both the CRO module is designed by using the proposed
CRO (Fig. 11). Further, the CRP collection approach of the
proposed CRO PUF is similar to that of conventional CRO
PUF.

In this PUF, different voltage control signal i.e., Cy1, Cs2,
C,1, Cga......etc., are treated as challenges. The logic level of
the applied challenge pattern decides the operating voltage
of each cascaded inverter in the proposed CRO and selects a
pair of RO from CRO,, and CRO,. The frequency comparison
module produces a response bit of logic-1 or logic-0 depend-
ing on the magnitude of oscillation frequency. The important
feature of this proposed architecture is that a different number
of CRPs is possible depending on how C; and C, are config-
ured in the cascaded inverter. The proposed CRO PUF with
different configurations of C; and C,, behave as strong or
weak PUF, briefed as follows:

° As shown in Fig. 17, C, and C, of corresponding
cascaded inverter are tied i.e. Cy1=Cyo=....=C;,,=C5,
and Cg1=Cgs=....=C,,,=C,. This type of configura-
tion with two selection line (C and C,) results in
four different challenge patterns only i.e., 00,01,10,
and 11. The total number of challenge patterns is
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always limited to four and not affected by the num-
ber of stages of the cascaded inverter (m). The PUF
architecture with this CRO is classified as weak
CRO PUE.

° However, the control signals of each stage of the
inverter are distinct in the CRO architecture shown
in Fig. 18. Hence, a CRO with m-stages of cascaded
inverter results in a maximum of 22 number of pos-
sible challenge patterns. As the number of possible
challenge patterns increases with the increase m, the
PUF with this type of CRO behaves as a strong CRO
PUF.

FIGURE 18: Strong CRO (maximum possible number of RO
=22m),

The second objective of this research work is to design a
lightweight RO sensor for the detection of recycled ICs. The
architecture of the sensor using the proposed CRO is shown
in Fig. 19. This architecture is similar to conventional RO
sensor [13], but the RO section is designed using the proposed
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CRO. The number of RO in both reference and stressed block
depends upon the number of available challengesi.e. Cy1, Cyo,
«e.Cgn and Cg1, Cyo....Cyp. As both the reference and stress
module consist of a group of RO, hence the functionality
of this architecture is similar to that of AN-CDIR [32]. The
registration and authentication process of this proposed CRO
sensor according to functional mode given in TABLE 2,
briefed as follows:

o During manufacturing, the CRO in both reference
and stress modules are designed using equal stages
of the cascaded inverter to oscillate at the same
frequency, i.e., Fp;r=0.

. In stress mode, all the possible CRO in the reference
module remains stress-free by driving logic-1 to
C; of each stage of the inverter (Cs1=Cso=....=Cj,,=
Vpp). As aresult, the impact of NBTI stress is elim-
inated (Fig. 14a), and the RO preserves its original
manufactured oscillation frequency.

. Further, in stress mode the impact of NBTI on all
possible RO in the stress module is accelerated
by driving logic-0 at C; (Cy3=Cso=....=Cs,,= 0), as
shown in Fig. 14b. This higher stress causes the
degradation in the oscillation frequency. As a re-
sult, a difference in frequency (Fp;r) is observed
between the CRO in reference and the stress module
(due to degradation in oscillation frequency). Fur-
ther, this difference depends upon the aging accel-
erating property of the proposed CRO.

° In the authentication mode, for different logic levels
of Cs and C,, a group of Fpr is collected, and the
average value of all the Fp;r is used to plot the
spread (Fig. 7). The corresponding % m is measured
from the spread.

This section is summarized as follows:
. The proposed CRO with its lower frequency devi-
ation feature (Fig. 13a and Fig. 13b) enhances the
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overall reliability of CRO PUF.

. The proposed CRO PUF with fewer cascaded in-
verters results in a large number of CRPs. E.g., a
3-stages of cascaded inverter in each CRO module
(CRO,, or CRO; can be configured as 64-possible
RO.

° The use of the proposed CRO as a sensor, improves
the rate detection of recycled ICs, due to its accel-
erated aging feature. The accelerated NBTI stress
by the proposed CRO with C; at logic-0 (TABLE
4), shift the spread of F,4,; more towards the right
(Fig. 7) led to improvement in % m.

. Finally, the use of the proposed CRO architecture
(Fig. 18), rather than a group of individual RO in
AN-CDIR [32] led to (a) improvement in %om: a
greater number of RO causes narrow spread (as
equation 4)) which led to improvement in % m.
(b) lower area overhead due to the area-efficient
property of CRO against RO.

The performance analysis of the proposed architecture i.e.,
the CRO PUF and the CRO sensors is briefed in the next
section, and improvements as compared to different existing
architectures are also summarized.

VI. RESULTS AND DISCUSSION

This section is divided into two parts. First, the performance
analysis of the proposed CRO PUF is carried out and com-
pared against different types of conventional CRO PUF. Sec-
ond, how efficiently the proposed CRO sensor can detect the
recycled ICs? Both the proposed CRO PUF and CRO sensor
circuits are implemented in Cadence Virtuoso, using 90 nm
CMOS technology. The simulation environment is set at 1 V
and 27°C. Two different analyses is carried out to evaluate
the performance of both the proposed architecture, i.e.:

° Monte Carlo simulation is carried out to extract the
PV-dependent response bit prior to the fabrication
process. It uses statistical transistor modeling pro-
vided by the foundry. This helps in measuring the
security metrics of PUF [33], and the spread of Fp;r
[32] collected across a group of similar fresh/aged
IC.

) Aging analysis for both PUF and sensor is carried
out by using the Relxpert simulator in the virtu-
oso analog design environment. It uses the aging
model library provided by Foundry to measure the
frequency degradation of RO over a period of time.
This helps in tracking the reliability degradation
against aging for CRO PUF and % m for CRO
Sensors.

A. PERFORMANCE ANALYSIS OF PROPOSED CRO PUF

The performance of the proposed CRO PUF is compared
against the conventional CRO PUF [18], ARO-based CRO
PUF [28], and CRO PUF with reduced supply voltage [31]. In
order to make the comparison fair, all the different PUFs are
designed to have an equal number of CROs. In this analysis,
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all the considered CROs possess 64-different ROs. The CRO
in the proposed PUF consists of only 3-cascaded inverter (6-
selection lines) compared to 6-stages of cascaded inverter in
conventional CRO architectures [18], [28], [31]. Monte Carlo
analysis with 100 iteration is carried out by setting both intra-
die and inter-die PV, which is equivalent to the fabrication of
100-different PUF instances. On average, 5000-responses of
128-bit width are collected from all the considered PUFs to
measure different security metrics.

1) Security Metrics

Among different security metrics like uniqueness, reliabil-
ity, SAC, uniformity, etc., the reliability of PUF is more
critical. As the response bit is generally used as a key in
the cryptographic application, a PUF must produce a highly
reliable response bit. Further, another important feature of this
proposed PUF architecture is that different challenge pattern
causes each cascaded inverter to operate at different supply
voltages (TABLE 3). Hence, it is also required to find out the
best and worst possible challenge patterns and corresponding
reliability. The different security metrics measured from the
extracted CRPs are reported in TABLE 5. The simulation
results validate the improved security metrics of the proposed
CRO PUF against all the considered PUF architecture, which
is explained briefly as follows:

Reliability:

It measures the number of flipped bits in the extracted
response against temperature variation or continuous aging,
also called BER (bit error rate). It is measured by using the
hamming distance (HD) variation between the reference re-
sponse and other possible responses collected at different en-
vironmental conditions without altering the applied challenge
pattern. The expression for BER for a p-bit width response
and the corresponding reliability is given by equation 6 as
follows [33],

’

1 X HD Rth’ )
BER = % of bit flip =~ | HD(R: Riy) 1005 6)
X
Reliability = 100% — BER 7)

The expression for hamming distance (HD [33] [33]) is given
as in equaion 8§,

p
HD(R:,R)) = > Ri; ®R;, (8)
t=1

Where, R; is reference sample, R;’y is the y’h sample of R; at
different environmental condition, and x is the total number
of such response. The BER against both temperature variation
and aging are shown in Fig. 20a and Fig. 20b. The BER
against temperature variation is measured as follows:

° First, a reference response (128-bit) is extracted
at room temperature (27°C) by applying a set of
challenges.

° Then the same set of challenges is applied by vary-

ing the temperature from 0 to 100°C, to collect
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different responses. The BER obtained by using

equation 6 is shown in Fig. 20a, and the correspond-

ing reliability is reported in TABLE 5.
Similarly, to measure the BER against aging, all the con-
sidered CRO PUF architectures are subjected to continuous
stress for a period of 20-years. The BER at different aging in-
stances is shown in Fig. 20b, and the corresponding reliability
is reported in TABLE 5. The BER against aging is measured
as follows:

. SPICE netlist for all the considered PUF is extracted
without aging (at time, r=0), called a fresh netlist.

° All the considered PUF experiences aging continu-
ously for a period of 20-years, and the correspond-
ing aged SPICE netlist is extracted at a time interval
of 5,10,15, and 20-years.

. An identical challenge pattern is applied to both
fresh and aged netlists, and the corresponding per-
centage of bit flip is observed.

As shown in Fig. 20a and Fig. 20b, the proposed CRO PUF
possesses lower BER as compared to all the considered CRO
PUF i.e., close to 5% at a higher temperature of 100°C, and
less than 2% after continuous stress for a period of 20-year.
Although, the BER in the proposed CRO PUF is slightly
improved against the CRO PUF [31], but higher improve-
ment is observed against conventional CRO PUF [18]. This
improvement in reliability is due to:

° The lower frequency deviation of the proposed CRO
against both temperature variation and aging (TA-
BLE 4) is the major cause of reliability improve-
ment. This minimizes the possibility of bit flip due
to frequency crossover within the operating temper-
ature range or over a stress period of 20-years.

° Further, the higher impact of PV on f,, (Fig. 15)
causes wider separation among frequency compo-
nents in the selected pair of RO. As a result, the pos-
sibility of frequency crossover is also minimized.

Further, the most significant feature of this proposed CRO
PUF is, that all the possible sets of applied challenge patterns
can be classified into two different categories i.e.

) A group of challenge patterns for which the cor-
responding inverter section operates at a supply
voltage of Vpp (challenge pattern with Cs=logic-0)
and another group of challenge patterns that causes
corresponding inverter section to operate at a sup-
ply voltage of Vpp-V; (challenge pattern with C,=
logic-1)

These two categories of applied challenge patterns cause dif-
ferent amounts of frequency degradation (TABLE 4), result-
ing in different BER against temperature variation and aging.
These challenge patterns led to best and worst reliability as
reported in TABLE 6, and the corresponding BER is shown
in Fig. 21a and Fig. 21b. The comparison results show:

. Worst case i.e., high BER is observed for ap-
plied challenge pattern with logic-0 value of C;
(Cy=C1=Cs3=Cy3=0). A maximum BER close to 7
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% at a high temperature of 100°C and 5 % after a
stress period of 20-years is observed.

° Best case i.e., low BER is observed when logic-1
appears at Cy, and the reliability of proposed CRO
PUF approaches close to its ideal value (100%).
This set of challenge patterns led to a very low BER
i.e., close to 1% against both the variation.

Very low BER i.e., higher reliability of proposed CRO PUF
implies, it can reproduce almost all response bits correctly
against temperature variation and aging. As a result, the ex-
tracted response was found suitable to be used as a secure-key
in different applications [27], [34]-[41].

Uniqueness:

In order to measure uniqueness, the response bit is col-
lected by applying the same challenge simultaneously to all
the 100-different instances of PUF. Like this, on average,
5000 CRPs are collected. The average value of uniqueness is
reported in TABLE 5. The result shows the higher uniqueness
of the proposed CRO PUF compared to all the considered
CRO PUFE. This higher value is due to the higher impact of PV
on the oscillation frequency of RO. Similarly, other security
metrics like uniformity and SAC is also measured from the
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FIGURE 21: Best and worst BER in the proposed CRO PUF
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extracted response, and the corresponding value is reported
in TABLE 5. The proposed CRO PUF shows improvement in
security metrics as compared to others. The uniformity and
SAC of the proposed CRO PUF are comparable with all the
conventional CRO PUF architecture. Further, the reliability of
the proposed CRO PUF is measured by increasing the number
of CROs from 64 (m = 3) to 1024 (m = 5) and reported in
TABLE 7. The measured reliability shows significantly less
degradation.

B. PERFORMANCE ANALYSIS OF PROPOSED CRO SENSOR
This section discusses the detection of recycled IC by the
proposed CRO sensor. Further, a comparative analysis is car-
ried out against the conventional AN-CDIR [32] sensor. The
reason to choose AN-CDIR only is that in this architecture,
both reference and stress modules consist of a group of RO.
So, itis fair to compare by choosing an equal number of RO in
both the proposed CRO sensor and conventional AN-CDIR.
In this analysis, the considered RO sensor consists of a group
of 64-RO in both the reference and stressed modules. The
detection capability of the RO sensor is characterized by the
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parameter, i.e., the percentage of misprediction (% m). The
simulation setup to find % m is given as follows: -

. In AN-CDIR, both reference and stress modules
consist of 64- the number of individual conventional
CMOS-based RO.

° However, in the proposed CRO sensor, the same
number of RO is achieved by designing both refer-
ence and stress modules with 3-stages of cascaded
inverter (Fig. 18).

° Monte Carlo simulation with 200 iteration is carried
out for each sensor in order to collect PV-dependent
frequency, which is used to observe the spread of
Fpyr at different aging intervals.

) A continuous NBTI stress is applied to both the RO
sensor for a period of 4D(days), and the aged netlist
is extracted at a time interval of r=2D and 4D.

° This aged netlist is used to measure the spread of
Fpir at t=2D and 4D.
° For both the considered RO sensor, % m is measured

from the spread of Fpr collected at r=0 (for fresh
RO), and #=2D and 4D (for aged RO).

The spread of Fpr, at t=0, 2D, and 4D for both the RO
sensors is shown in Fig. 22. The reason to choose a lower
aging interval is that at a higher aging interval, a recycled IC
can be easily detected. The efficiency of a sensor is measured
by its ability to detect an IC that experiences a small amount of
aging. The mean (1) of each spread, and % m measured from
Fig. 22 is summarized in TABLE 8. The % m is measured
from the spread by observing how many frequencies the
sample lies in the overlap region between:

o Fpirr |i=0 and Fpipr |i=2p
. Fpirr |i=0 and Fpipr |i=ap
The analysis of extracted spread, Fp;r at t=0, 2D, and 4D is

briefed below:
(a) For fresh/new IC, =0

° The spread of Fprr |,=0, across all the 200-
different instances of both the RO sensor is shown
in Fig. 22, and the corresponding y is reported in
TABLE 8.

° Fpirr |i=o, indicates the average of all the fre-
quency differences obtained from each instance of
a sensor. (No NBTI)

° The p of Fpjpr |;=o ideally must be zero, but PV
causes a value close to zero for both the sensor, as
reported in TABLE 8.

(b) For recycled IC, t=2D/4D

° To observe the impact of aging, NBTI stress is
continuously applied for a period of 2D and 4D,
and the frequency of both reference and stress RO
is measured to calculate Fp;rr.

° This process repeated across the 200-different in-
stances of both the considered RO sensor, and the
overall spread of Fppp at t=2D and 4D is shown in
Fig. 22.
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. The p of both the spread Fpjer |;=op and
Fpirr |i=4p shifts toward right from p |,—¢ , and
the shift increases with increase in stress duration
from 2D to 4D as in equation 9 i.e.

[(M |t:4D —H |l:0) > (/’[’ |f:2D K |l:0)]ProposedSens0r

° As shown in Fig. 22, at the higher aging interval
(t=4D), the spread of Fpjrr |,—4p in both the con-
sidered sensor is far apart from its original spread i.e
Fpirr |1=o0. As there is no overlap region between
these two spreads, hence % m=0, for both the con-
sidered sensors.

. However, at lower aging interval i.e. r=2D, shift
in spread of Fp;pr is less, led to overlap between
the spreads Fpipr |;—2p and Fpipr |1—¢ of both the
proposed CRO and AN-CDIR sensor.

. The % m obtained at t=2D from the spread is re-
ported in TABLE 8. The measured result shows
proposed CRO sensor improves % m as compared
to AN-CDIR.

This improvement in % m is due to,

. NBTI causes more considerable degradation in fp.
in the proposed CRO as compared to NBTI-aware
RO used in AN-CDIR [32]. As given in TABLE
4, the proposed CRO experiences an accelerated
degradation (for C;=0) of 12 % higher than the RO
used in AN-CDIR.

° As a result, the shift in the p value of Fppr is
more towards the right, in the proposed sensor as
compared to AN-CDIR as in equation 10 i.e.

[(M |t:2D —H |t:0)]CRO > [(M li=ap —pt ‘z:o)]mvfcom

(10)

This above discussion clarifies, that at a lower aging interval
of 2D, the proposed CRO sensor improves the misprediction
by 75 % as compared to conventional AN-CDIR. However, at
higher aging intervals both the RO sensors can detect all the
recycled IC efficiently.

FIGURE 22: Misprediction analysis from the spread of Fp;pp
in (a) AN-CDIR sensor (b) proposed CRO sensor.
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C. VLSI METRICS
Power Consumption
The average power consumption during the CRP extraction
area is measured from the layout and summarized in TABLE
5 (for PUF) and TABLE 8 (for RO sensor). The average power
consumption for all the considered PUF is measured across
5000-CRPs and reported in TABLE 5. The proposed CRO
PUF is 18 % more power-efficient than the CRO PUF with
reduced supply voltage [31] and 70 % more than the conven-
tional CRO PUF [18]. The lower value of power consumption
is due to a reduction in supply voltage from Vpp to Vpp-V;
across CRPs for a different logic level of C;. All the applied
challenge patterns except [C; C,] =01 (as reported in TABLE
3) lowers each cascaded inverter’s rail-to-rail operating volt-
age in the proposed CRO PUF.

Area
The proposed CRO PUF and sensor are also much more area-
efficient due to MUX-free CRO architecture and many possi-
ble CROs using only a few stages of the cascaded inverter.
The proposed CRO PUF is 25 % and 55 % area-efficient
compared to the CRO PUF with reduced supply voltage [31]
and conventional CRO PUF [18]. Finally, the proposed CRO
sensor is also 80 % area-efficient compared to the AN-CDIR
sensor [32]. This is possible by replacing a large group of
individual RO with a single proposed CRO. In this analysis, a
total of 128-number (64 reference + 64 stressed) of individual
RO in AN-CDIR is replaced with two proposed CROs (1-
reference and 1-stressed CRO), each consist a 3-cascaded
inverter only (6-control signals).

VIl. COMPARISON SUMMARY

From the simulation results, the improvements achieved by
the proposed CRO, and its application as PUF and sensor
briefed as follows:

° The proposed CRO is capable of aging accelera-
tion and retardation (as mentioned in TABLE 4),
depending on the C; logic level. The accelerated
aging is 12% higher than the most recently proposed
NBTI-aware RO [32]. Similarly, the aging tolerant
feature is also improved by 60% compared to one
of the most suitable aging tolerant RO proposed in
[31] [31].

) The reliability of the proposed CRO PUF against
both aging and temperature variation is improved.
The best-case challenge pattern (as presented in
TABLE 6) results in 99 % reliability, which is close
to the ideal value. This is due to a higher aging
tolerant feature of the proposed CRO.

° In the proposed CRO sensor, the % m is improved
by 75 % compared to conventional AN-CDIR at a
small aging interval of 2D. This is due to the aging
accelerated feature of the proposed CRO.

o The proposed CRO is also area-efficient. This is due
to differences in CRO architecture i.e., a conven-
tional CRO [18] consists of two rows of cascaded
inverters with MUX, CRO in [31] is designed using
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a single row of cascaded inverter with MUX, and
proposed CRO is designed by using only cascaded
inverter. Hence, both the PUF and sensor architec-
ture designed by using the proposed CRO are area-
efficient.

The lower power budget of the proposed CRO PUF
is due to a reduction in the rail-to-rail swing of
inverter operating voltage across several challenge
patterns during CRP extraction.

Finally, the proposed CRO consists of 4-additional
MOS per inverter section (Fig. 11), which is more
than all the existing RO architecture (as presented
in TABLE 4). But, this shortcoming of the proposed
CRO is compensated by the design of CRO without
MUX and more number of possible RO (22") with
few stages of cascaded inverter only.

VIil. CONCLUSION

This paper presents a research work on novel CRO architec-
ture, which is suitable for addressing security issues of ICs.
With its aging acceleration and retardation property, the pro-
posed CRO is found to be ideal in applications such as PUF
and sensors. The aging acceleration feature of the proposed
CRO enables the sensor to detect the ICs used for a few days
only. The proposed CRO PUF also generates a highly reliable
response bit. Hence, it is suitable for the generation of the
crypto key. Finally, the use of the proposed CRO as a PUF
and sensor lowers the footprint on IC.
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