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1 INTRODUCTION

Advancement in fabrication technologies and scaling down of MOSFETs leads to use of tiny devices for various
applications including Internet of Things (IoTs) and consumer electronics. The IoT inspires every aspect of life by
making things smarter with increasing number of users. The IoT consists of end node devices (sensor nodes), gateways
and cloud [4, 32]. AnIoT node to become self-sustainable, the energy requirement of the power hungry sensors should be
taken care of, as the batteries are having a limited lifetime. A smart node in IoT has the capability of sensing, processing
and communicating required information. To design a state of art energy harvesting system (EHS) is a demanding
exercise and factors affecting its performances are also equally important and are discussed in this paper. Rechargeable
batteries/super-capacitors were investigated and are found to be economical and safe [47]. Harnessing natural energy
and storing in supercapacitor is a suitable alternative. Solar energy is preferred, due to its wide availability and no
mechanical parts are involved in its conversion to electrical energy among various available natural resources as
solar [44], thermoelectric [6, 32, 51], radiofrequency (RF) [31], piezoelectric [42, 50], and wind [32]. The solar power
is affected by low conversion efficiency but can be overcome by using suitable conditioning techniques. The charge
pump is preferred as converter for boosting solar output, which are suitable for on-chip implementation [45] and to
drive loads for various applications [8, 19, 28, 39, 49]. An IoT smart node comprises of energy source (solar), harvesting
system, SoC, sensors, and transceivers [23, 38]. The reliability of the EHS is also measured in terms of its resilience
against various types of attacks. The causes may be due to the intentional aging or by attack due to some specific
analog kind of Trojan. The analog circuits are more resemblances with the attacks made by adversaries, and it is difficult
to counter the attacks [5, 7, 12, 20, 24, 26, 30]. To make the energy harvesting system reliable, the Trojans that may
affect the behavior of the energy harvesting system should be addressed [11, 30, 40, 52]. In recent times analog Trojans
are used to degrade the circuit’s reliability. The empty spaces in the layout are targeted to insert hardware Trojans
that affect the behavior of circuits. A detailed analysis of attacks due to Trojan should be discussed, and mitigation
mechanisms are adopted to improve the reliability of the entire harvesting system. The aging tolerant mechanisms
should be investigated and incorporated to prevent the IC from the intentional aging type of attack. The recycler may
use the Burn-in mechanism for intentional aging. By using a suitable aging tolerant mechanism, the performance of the
aging sensor [10, 40, 53] in the harvesting system can be further improved.

The rest of the paper is organized in the following manner: Section 2 discusses the reliability issues and resilient
IoT node as Eternal-Thing. Section 3 describes the related prior research. Section 4 presents the novel contribution
of this research paper. Section 5 elaborates the reliable secure solar harvesting system (RSSEHS). Section 6 discusses
the reliability issues with detection and mitigation mechanisms. Section 7 presents the simulation results, and finally,

Section 8 concludes the paper with future research directions.

2 THE ISSUE OF RELIABILITY AND OUR VISION OF RESILIENT IOT NODE AS ETERNAL-THING

In this work, our primary focus is on identifying the causes affecting the performance of the energy harvesting system.
The reliability and security are given prime importance in designing the system with circuit-level modifications and
adding new circuits to improve the reliability. The harvesting system must face many challenges from fabrication to
deployment in handling the IoT end node devices. The critical reliability degradation issues may be categorized as

follows:

e The presence of ripples at the output due to the fluctuations in supply voltage.
e The tracking time of MPPT is affected due to switching frequency variation.
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e The boosting performance of converter affected by variation in switching frequency.
e The adversary may affect the reliability of EHS through insertion of malicious agents (Trojans) into the design

or through intentional aging by subjecting the EHS to higher temperature.

2.1 Impact of Switching Frequency (fossc) on Reliability

The variation in supply voltage affects the switching frequency, leading to the presence of more ripples at the output
of the energy harvesting system. It degrades the performance of EHS, causing heating of devices, increase in noise
level causing distortions, and can reduce the life span of devices. An efficient and reliable energy harvesting system
must have fewer ripples. The ripples are mainly due to the following reasons as (a) optimizing the size of the capacitors
and output current by fast switching of MOSFETs, (b) low on-resistance, and (c) rapid charging and discharging of
pumping capacitors. Further, the change in switching frequency also affects the tracking time in MPPT operation and

the conversion efficiency of the converter.

2.2 Attack Methods

In this research we discussed and presented how a fabrication-time attacker can leverage analog circuits to create a
hardware attack that is small and stealthy (requires a trigger sequence before affecting the chip performance). The open
spaces in an empty and routed design can be used to place these types of attacks. Outsourcing the chip fabrication
opens the doors for hardware attacks. The most pernicious fabrication-time attack is the dopant-level Trojan. This
type of Trojans converts the trusted circuitry into malicious circuitry by changing the dopant ratio on the input pin to
the victim transistor. It either connects the input to a logic-0 or logic-1. The detection of it is very difficult and can
be known post fabrication from the performance [3, 21, 46]. To defend against malicious hardware inserted during
fabrication, researchers adopts two basic terminologies i.e., (a) use side channel information (power and temperature) to
characterize acceptable behavior in an effort to detect the malicious behavior [1, 16, 29, 33] (b) to use additional circuits
to detect the dramatic changes in the functionality (when malicious circuits gets activated) [17, 22, 48].

There are different types of attacks caused by analog Trojans in the existing circuitry to degrade the reliability.
The attacker may affect the frequency circuitry or any sensitive wire in the system that can dominate the system
performance. There are few attacks by the adversary using A2 Trojan that uses the inherent characteristics of the
circuits that has charge sharing and capacitative coupling to disturb the entire circuit operation.

The oscillating frequency (fossc) coming from the ring oscillator (RO) is one of the crucial parameters that can predict
reliability. The RO section of the energy harvesting system is one of the prime targets for attackers to age the RO
section by subjecting it to a higher temperature. The adversary may subject higher temperature intentionally to age the
RO section, which ultimately affects the oscillation frequency of the RO leading to performance degradation of the EHS.
Hence, the RO should be designed with an aging tolerant feature to safeguard the EHS. In this chapter, our focus is also
in designing a aging tolerant ring oscillator (prone to aging and intentionally subject to higher temperature) to improve
the overall reliability of the EHS.

We envision sustain end node of internet of things (IoT) with energy harvesting and security and/or reliability
capability as “Eternal Thing 2.0”. Fig. 1 shows the high-level structure of an reliable Trojan resilient IoT smart node. As
depicted in Fig. 1 the supply to end node devices, SoCs and trans-receivers are supplied from the EHS. Any deviation in
supply cause malfunction in these devices, so the harvesting system should be resilient and reliable enough to different
type of attacks caused by adversary. The design of harvesting system addressing these unavoidable things motivate us
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to design an reliable Trojan resilient harvesting system (“Eternal Thing 2.0”) and as per authors knowledge security and

reliability of EHS never discussed in earlier literature.

Secure and Reliable
Harvesting System

Solar Cell

Sensors/End Node
Devices

Fig. 1. An Reliable Trojan Resilient IoT Smart node.

3 RELATED PRIOR RESEARCH

Various control techniques for different type of input energy sources are available in literature [4, 6, 25, 32, 39, 44]
for energy harvesting system [18, 27, 34, 41, 51]. Photovoltaic (PV) is a prominent energy source due to its wide local
availability, sustainability, environment friendly nature, no moving parts, and no carbon emission. By adopting suitable
conditioning techniques, energy can be extracted for supplying computational load and is stored for blackout periods
in rechargeable battery/supercapacitors [15, 35, 40].The self-sustainable energy harvesting system design for IoT nodes
uses DC-DC converters for boosting as the output achieved is non-conditioned. To achieve a maximum power, various
maximum power point tracking (MPPT) algorithms used in literature [32, 34, 40]. In [43], authors discussed aging
tolerant methodologies for sustainable operation of circuits [23, 40].

In our earlier research [40, 41] we have discussed and addressed the energy harvesting system design along with
security issues and used physically unclonable function (PUF) and aging sensor to safe guard our EHS. The further
challenges in terms of improving the reliability and security of the system is crucial and should be addressed. The
reliability and security issues includes aging influence on EHS performance along with various type of attacks made by

adversaries. The summary of the related work is presented in Table 1.

3.1 A2 Trojan Attack

The globalization of the semiconductor industry leads to various hardware security issues and is gaining researchers’
attention. Among various hardware security threats, the insertion of a hardware Trojan in the circuitry is a significant
concern and needs to be addressed. The hardware Trojans are not always digital; analog Trojans are present that can
target the events occurring in the circuit to be triggered [2]. The Trojan circuits are small and can be inserted into the
most sensitive wires that can affect the entire operation of the system. These threats must be identified, and a proper
signal is generated that can indicate the presence of a Trojan. Based on the signal obtained, the effect of the Trojan
should be mitigated in the run time and can be termed as a run time detection and mitigation of Trojan. Hou et al.

in [13, 14] designed a processor, inserted Trojan into it, and successfully detected the same. Deng et al. in [9] used a
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configurable structure with a control mechanism termed BIAS, inserted in the nets, and successfully detected Trojan

using run-time detection techniques. As per the research, it is evident that the analog Trojan can drastically degrade

the system performance in an integrated circuit. Based on these challenges, this research paper focuses on the security

issues of the harvesting system by correctly detecting and mitigating the A2-based Trojan during run-time. A detailed

discussion on the activation, detection and mitigation of the analog A2-Trojan will be discussed further in the section

6.3.
Table 1. Summary of Related Research Works
l Works ‘ Methodology Used Salient Features
Shao. et al. DC-DC Converter (Charge Pump) with = Inductor less Design.
[44] ’ Variable Switching Frequency for maxi- = MPPT with variable Switching Frequency.
mum output Power control = Variable switching frequency needs extra hardware.
= TEG as an alternative energy source.
Carreon, et | Dynamic Impedance Matching with Thermo- | = Impedance matching of boost converter and TEG.
al. [6] electric generators (TEG) as source = TEG output needs conversion to DC adding more
cost.
= Inductor less design with regulated charge pump.
Kim, et al. | Regulated Charge Pump with Optimum Power | = Optimum power point algorithm (OPPT) for MPPT
[19] Point Algorithm (OPPT) for Indoor light conditions.
= Application limited to indoor lightning.
= Four-phased charge pump design.
Shih, et al. | DC-DC converter (Charge Pump) with Band | = Bandgap reference circuit in the feedback path for
[45] gap Reference output Controller regulation through comparators.
= Clock generation scheme is complex.
. . L . = SAR MPPT for low power consumption in Indoor
Kim, et al. | Successive Approximation Register (SAR) . i,
[18] MPPT with Active and Power down Mode light conditions.
= Limited to indoor lightning.
= Harvesting system design using current starved VCO
Mondal, et . . for frequency adjustment during MPPT.
al. [27] Adaptive MPPT for harvesting System = NegClative }Eeedjback control fogr MPPT.
= Additional circuits for frequency adjustment.
= Secure self-sustainable harvesting system design.
Ram, ot :> Cf)nverter with adiabatic charging scheme for reduc-
al. [40] Ultra low power secure solar harvesting sys- | tionin power. . .
(Eternal tem design using existing circuitry with aging | = Physmally unclor.lable f.unctlonahty (PUF) used for
Thing) detection mechanism securlr.lg the harvgstmg chip. . .
= Aging sensor incorporated within chip to detect
counterfeiting of ICs.
= Reliable solar energy harvesting system resilient to
Current Analog tl'rojafl. . . . 3
Paper Analog Trojan resilient ripple-less reliable = petalled discussion on ripples at output and its miti-
(Eternal ultra low-power energy harvesting system gatlon.. . o .
Thing 2.0) = Trojan Detec.tlog and mitigation mechanism. .
= Embedded with improved recycled EHS-IC detection
mechanism.
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4 NOVEL CONTRIBUTIONS OF THE CURRENT PAPER

The current paper addresses an unified energy harvesting system design that analyzes the reliability and security issues

in designing a self-sustainable reliable secure solar energy harvesting system.

4.1 Research Question and Challenges Addressed in the Current Paper

The design of an harvesting system itself is a tough task. To choose a suitable energy source and its proper conditioning
needs a lot of effort. As per the deployment and usage the aging affect is a concern along with security. The reliability
degradation of the EHS IC is due to several type of attacks. These issues arises lot of questions and the authors tried

their level best to address these challenges in this research paper.

4.2 Proposed Solution of the Current Paper

The review based on various researchers work, and their outcomes encourages us towards designing of a reliable EHS.
The hill-climbing algorithm for maximum power point tracking (MPPT) is appropriate with low hardware cost and ease
of design. The capacitor value modulation (CVM) scheme is adopted using digital capacitor banks as variable frequency
for tuning MPPT needs additional control circuits, thereby consuming more area on-chip. To counter the attack due to
analog Trojan (intentionally varying the temperature and A2 Trojan) and the ripple analysis with proper mitigation for

a secure reliable ripples-less EHS is designed in this paper for sustainable IoT.

4.3 Novelty of the Proposed Solution

The systems discussed in the earlier literature may suffer from the presence of ripples at the output, attack due to
Trojans, security related issues and none of the researchers addressed these challenges. The contribution of this paper

is as follows:

o Design of a novel ultra-low-power self-sustainable reliable solar energy harvesting system (PV-EHS).

e A novel aging tolerant mechanism is implemented to improve the reliability of EHS.

o A novel methodology to mitigate the effect of Trojan caused by increasing temperature of RO intentionally and
A2 Trojan detection with mitigation technique for EHS.

e Improvement in Performance of Aging Sensor for Recycled EHS-IC Detection.

5 PROPOSED RELIABLE SECURE SOLAR ENERGY HARVESTING SYSTEM (RSSEHS)

The proposed reliable, secure solar energy harvesting system (RSSEHS) is depicted in Fig. 2, which is capable of
converting the lower level solar voltage to higher level voltages using DC-DC converters to drive the computational load
and rechargeable battery. The control section consists of a digital controller (FSM) [37], which controls the operation of
the current sensor and MPPT module. The proposed PV-EHS is designed using (a) aging tolerant ring oscillator (RO) (b)
a non-overlapping clock generator (c) auxiliary charge pump with level shifter (d) Converter , (e) current sensor (f)
MPPT module with digital controller, (g) Trojan detection and mitigation unit, (h) aging sensor. The security using PUF
and aging sensor was addressed in [40]. The circuits in EHS whose performance will get degraded due to aging and

attacks by adversaries are discussed briefly.

Manuscript submitted to ACM



Eternal-Thing 2.0: Analog-Trojan Resilient Ripple-Less Solar Harvesting System for Sustainable IoT

g

- - \[snla.r - - \
'S ity Modul: 3L v . '
iSecurity Module, solar op_nip Vseap Super Cap :
! I DC-DC Converter C H
RO-PUF 7 ’ v urrent |, /Rechargable Battery
/"|Control| | Va (Adiabatic T Sensor
Latch-PUF H— Logic Non-overlapping charging with control 2V solar DO
I clock generator logic) Seen l Vea
Aging PUF_ENOW | sz agug To power Capacitors MPPT FOAD
Sensor Telerant Ring C,.C,.C.. C, Processing 128-bit
. - Circuit 7
l Bias Vg PP
” ) v /o etection
Auxﬂlary _{ l_ _{ }_ b _{ l_ ESM Bese anﬂ ;Ai:;galion
! Charge Pump - y | Module |
; Capacitor Bank Digital Control
: = with Latch-PUF
3 by...bys

Fig. 2. Block Diagram of Proposed Secure Reliable Energy Harvesting System.

5.1 Non-overlapping Clock Generator with Level Shifter and Auxiliary Charge Pump

The reliable ring oscillator generates the essential clock frequency (150 KHz) and is given to non-overlapping clock
generator (NOCG). The NOCG generates two non-overlapping clocks for the auxiliary charge pump (ACP) and the
level shifter (LS) with reduced shoot through effect. The LS and ACP provides the switching signals and other biases

needed for voltage booster. The level shifter is used to boost the clock amplitude for reducing the losses due to charge

transfer during voltage boosting.

\",ulm_ Vg Vg ]
1 | I | I I ""mn

VPB“_ : Vg = Ve
To (aball\ L 1 To subsequent stages
. To Cap bank = with CAPBANK
CP, I i
Tristate Tristate
Driver, c Driver,
[T T T T
n, n, n n, n; n,

Fig. 3. Two Phase Clocking with Two-Step Charging Charge Pump with Separate Body Bias.

5.2 Adiabatic-Charging and Charge-Sharing Charge Pump with Separate Body Bias

Fig. 3 depicts the circuit diagram of a charge pump (CP) as a voltage tripler. A two-stage adiabatic charging and charge

sharing charge pump are used to minimize the power consumption. The two-stage charging with charge sharing reduces
Manuscript submitted to ACM
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the energy delivered by the voltage source to 50% as compared to one-step charging. the connection of capacitor banks
with the charge pump capacitors for achieving the impedance matching between solar cell and converter. A capacitor
value modulation scheme is adopted for tuning the capacitor banks for impedance matching. The power conversion
efficiency is used to boost the input voltage by the conversion ratio (CR). It can be represented by the expression in
equation 4. The control circuit consists of two tri-state drivers and signals n1 and ny, which are meant for charging and
discharging the capacitors Cq1 and Cgo [40].

The boosting of voltages in the charge pump is achieved by applying alternative clock pulses to charge the solar
energy across the capacitors Cy, (includes power capacitors Ci, Ca, C3, C4) and level up the negative plate by the same
potential. The DC-DC converter used has the conversion ratio (CR) of three (CR=3).

The impedance of the converter can be expressed by:

V. 1 1+a
Zcp _ Usolar _ 1)
Iin 2fsCu (3 - M) a
Vsolar

Equation. 1 indicates that the impedance of the charge pump is inversely proportional to Cy,. « is the capacitor ratio
between the first and second stage. The capacitor Cy, is connected to programmable capacitor banks for impedance

matching through CVM. From the small signal model of the converter, it can be observed as:

T %X Vout)

7 @

1
[2Vso1ar = Vour = Vsolar)] X aCy = 3 X (

where T and Ry, are the switching period and load of the SoC, respectively. By rearranging equation 2, it can be written

as:
1 T 1

Veolar = |2 * 5 *

2 Ry aCy
From equation. 3, it is found that the MPPT is achieved by varying the frequency f and capacitor Cy,. As the frequency

1
+ l) * 3 * VourMatchVapp (3)

is constant here, so a variable C,, is proposed for impedance matching. The power capacitors are digitalized as capacitor
banks; as digital implementation consumes less power with reduced noise.
The power conversion efficiency (PCE) is a measure of boosting of input as per conversion ratio and is given by:

1%
Ul % 100% (4)

PCE= —mM8M—
Vsolar X CR

5.3 MPPT Module

The variation in irradiance level and temperature degrades the PV-cell performance. To extract the maximum power,
an energy efficient hill-climbing MPPT technique is used, which senses the voltages after capacitor value modulation
(CVM) and then process it through iterations for taking final decision on MPPT achievement. The MPPT algorithm
with CVM is depicted in [40]. The MPPT procedure is controlled by a digital controller (FSM) and finite state machine
(FSM) for one MPPT cycle is well presented in [36, 40, 41]. An environment sensor triggers the MPPT procedure by
enabling signal S. The period till S is zero the solar cell provides supply to load and rechargeable battery but when the
signal S goes high the MPPT circuit is triggered. The total current during sensing phase is passed to the sample and
hold circuits at equal intervals for storage, comparison and final decision. A digital controller comprising of FSM that
generates the necessary control signals for the entire MPPT procedure [40, 41]. A current sensor is used to sense the
power information from the output of the DC-DC converter. The current sensor, in this design is controlled by the FSM

signals Ssen and Sgepnpqar.- When Sge,pqr is low, the total current of the converter is used for sensing and at that instant
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the supercapacitor provides the reference current to the current sensor. When the MPP is achieved, Ssep, is low and the

current is used to charge the supercapacitor (Scqp) again.

6 PROPOSED METHODS FOR IMPROVING RELIABILITY WITH PROPER DETECTION AND
MITIGATION

In our proposed EHS, the presence of different modules like RO, counter in FSM are the major source of reliability
degradation. The paper also addresses the reliability and security issues as: (1) reliability analysis with proposed
mitigation technique, (2) Trojan detection with mitigation techniques, and (3) Improvement in Performance of Aging

Sensor [40]. These reliability issues and appropriate mitigation techniques are briefed in this section.

6.1 Reliability Issue due to Variation in Switching Frequency (fyssc)

The oscillation frequency (fpssc) of RO is driving maximum modules in the EHS. The f,ssc of the CMOS RO is influenced
by various parameters like voltage, aging etc,. The change in f,ssc causes various adverse effects on the output and

MPPT performance and are discussed further.

6.1.1 Causes of Frequency Degradation of CMOS RO. The frequency degradation is mainly due to the variation in
supply volatge and due to aging (as the IoT node has to be ON for Longer period) and are discussed.

Against Supply Voltage Variation:

In conventional CMOS inverter-based RO, the fyssc is a function of supply voltage (fossc @ Vsoiar)- The variation
in supply voltage affects the propagation delay of the inverter; as a result, a shift in fyssc is observed. The frequency
deviation in conventional CMOS RO driven by V., is shown in Fig. 4. As it is earlier discussed that our EHS is tuned
for a solar voltage of 1.22 V for better efficiency. Hence, we assume the fossc of RO at this voltage is the reference
fossc. The degradation in frequency observed for a solar voltage fluctuation from 1 to 1.5 V as shown in Fig. 4. The

degradation is measured as follows.

Vsolar=1.22v f(‘JSSC

f(‘JSSC

The result shows, conventional CMOS RO used in harvesting system experience a maximum degradation in fossc of

Vsolar

fi)SSC

Vsolar —

%Af

®)

Vsolar=1.22v

12 %. The degradation in frequency from its reference value (150 kHz) causes ripple at the output. The ripples caused by
this type of variation are temporary because once the RO returns to its nominal supply voltage (1.22 V), the output
becomes ripple-free.

Frequency Degradation due to Aging:

Further, the impact of aging on fossc of RO is also observed. From our earlier discussion, NBTI and HCI are the major
cause of degradation in fyssc of RO. The impact of aging on conventional RO is presented in Fig. 5 (a) and (b). In the
non-oscillation mode of RO, the impact of the NBTI effect is more pronounced, as depicted in Fig. 5 (a). In conventional
RO, as in Fig. 5 (a) half of the PMOS are always in NBTI stress due to negative bias at the gate input (Vosp = —Vsotar)-
The impact of HCI is shown in Fig. 5 (b). The impact of HCI is more pronounced during the oscillation mode of RO due
to switching (0 to Vpp) at the gate terminal of NMOS. Fig. 6 depicts the rate of degradation in the oscillation frequency
of CMOS RO due to aging over 20 years. The result shows that the conventional CMOS RO experiences a maximum
frequency degradation of 25%.

Manuscript submitted to ACM



10 Ram et al.
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From the above discussion it is clear that, the variation in supply voltage causes temporary degradation in oscillation
frequency fosse, Whereas aging causes permanent degradation. Both these factors influence the reliability of EHS, either
temporarily or permanently. The impact of degradation in fyssc on reliability are discussed further.

Manuscript submitted to ACM



Eternal-Thing 2.0: Analog-Trojan Resilient Ripple-Less Solar Harvesting System for Sustainable IoT 11

25 T T T T T T T T

T
—©— CMOSRO
RO with reduced Vsolar

n
=]
T

L

=
3

T
L

0 1

Frequency Degradation (Af in %)

o L L L L L L L L L
2 4 6 8 10 12 14 16 18 20
Time in Years

Fig. 6. Degradation of Oscillation Frequency with Time.

6.1.2  Impact of Frequency Degradation on Ripples. In a MOSFET the path from source to drain is diagrammatic by a
linear resistance adequate to R (Rop,) as in equation. 6:

. (6)

1
Ron =
(ﬂncox% (VGS - VT)
The charge transfer occurs from one capacitor to another through switches in the charge pump. The clock signal is

applied with the needed frequency for switching of the MOS switches [15]. The voltage transfer in charge pumps can
be explained as depicted in Fig. 7.

\Y R (MOS equvalent resistance)
NV v
10

| ORp— —

Fig. 7. Simplified Equivalent Circuit at Output Stage of Charge Pump.

By applying KCL, the differential equation in time domain for the above circuit depicted in Fig. 7 can be written as

dv dVyo
c - ¢
dt 07 dr

-I (7)
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vV —Vy
—_C—= = 8
dt R ®
Substituting equation 7 in 8 and taking the derivative w.r.t. time gives
RCod*Vyg _ dV  dVig ©)
2 dt  dt
The derivative of V in equation 9 can be evaluated using equation 9, then rearranging the term yields
d?v, 1 1)\4dV I
r0+_+_ r0=_ 0 (10)
dt? C Co) Rdt RCCy

Since the charge transfer from one capacitor to another has to occur in the time interval T/2 requires some time to
pass through the MOS equivalent resistance R. Thus Vy increases from zero to V-9 max, which is the ripple and return

to zero. Therefore, the boundary conditions for equation 10 are given by equation 11 and 12.

Vro(£=0)=0 (11)

Vo (t = g) =0 (12)

With these boundary conditions, the differential equation for V¢ can be derived as

_t
Tly (exp RGp — l)

Ipt

Vro = “IEZ\  C+Co (13)
2(C+ Q) |exp R
Where Cp=C || Co = (1/C + 1/Co)~".
The Cy is in parallel with C. RCp, is much less than T/2. V;( can be approximated as equation 14.

TIy - Ipt
Vo = 1-— RCp | _ 14
ro c+c0( P ) C+Co (14

If V;o is assumed to achieve its maximum value Vo max, at time tmax, then Vyomax can be obtained by solving

dVyo(4=tmax)/dt =0. The result yields tmax as given by equation 15.

fmax = RCp 1 I/z (15)
max = 5P RC, (1— exp (—T/2RC))

By substituting tmax into equation 13 we can obtain the output of maximum ripple as

Ty _ RIHCCy (l+ln(T—/2))
2(C+Cy)  (C+Cy)? RCy

From equation 16, it is clear that, the ripples at the output voltage depends on the fossc ( fosse=(1/T)), R, Iy, and the

(16)

VrO,max =

load capacitor. By tuning R of the MOSFET, ripples can be reduced, but it may affect boosting efficiency. A large on-chip

load capacitor leads to area-overhead. So we have chosen the fyss as the major parameter for ripple mitigation.

6.1.3 Impact of Frequency Degradation on Converter and MPPT. The f,ssc coming from the RO is used for switching
of MOS devices to pump voltages through capacitors into the converter. The degradation in fyss¢ can directly affect
the boosting efficiency of the converter, thereby reducing its conversion efficiency and results in ripples at the output.
Further, any degradation in the fyss. affects the MPPT procedure. The degradation largely influences the time required

for achieving MPP in fjssc. More number cycles are needed to achieve MPP if there is a degradation in fyssc. The fosse
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of RO must be stable enough, although the operation of EHS to avoid these issues, so a RO with stable frequency needs
to be designed.

From the above discussion, we have observed that the frequency degradation affects the ripples at the output,
boosting the efficiency of the converter and the performance of the MPPT module. The f,5sc must undergo a lower
deviation from its nominal value, i.e., 150 kHz. The degradation in the f,ssc must be investigated. Towards resolving
these issues, we have used a RO that lowers the frequency degradation due to supply voltage variation and lowers the
impact of aging [43]. The change in V; due to temperature variation and aging causes the delay to increase which leads
to degradation in oscillation frequency. The modified CRO in [43] is preferred in our design for better reliability and
area-efficient design. This architecture is similar to conventional RO but driven by a reduced supply voltage through an

NMOS switch. The architecture of RO with reduced supply voltage to lower the variation in fyss is discussed further.

|

No NBTI
e
Tp,!

EN=0V,

r
Vixn

7 -
solar

EN=V,

Fig. 8. RO with Reduced Vsosq, (a) NBTI (b) HCI.

6.2 Reliability Improvement by Lowering Frequency Degradation

The proposed architecture of RO with its mode of operation is shown in Fig. 8. In the oscillation mode, the cascaded
inverters in the RO operate at a reduced supply voltage of V;,;,,--Vr. The impact of supply voltage variation and aging
on fyssc is discussed as follows.

Against Supply Voltage Variation:
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Fig. 4 presents the degradation in frequency of RO with reduced V;,,,. The variation in frequency is less at 1.22'V,
and as the voltage deviates from this point, the frequency deviation increases. The result from Fig. 4 shows that this
architecture experience a maximum frequency shift of 2.25% from its nominal value of 150 kHz. It signifies that, by
using RO with reduced V;,,,, a small variation in fys¢ is observed, which leads to less ripple at the output.

Frequency Degradation due to Aging:

The impact of aging, i.e., both NBTT and HCI stress on the RO with reduced supply voltage, is shown in Fig. 8. From
Fig. 8, it is clear that the impact of both NBTI and HCI stress is significantly reduced as compared to conventional
RO. As shown in Fig. 8, during the non-oscillation mode, the RO is getting cut-off from the supply voltage. Hence all
the PMOS becomes stress-free (V55=0), as compared to half of the PMOS under NBTI stress in conventional CMOS
RO. Further, in oscillation mode, the gate of all the NMOS experiences a reduced logic swing of 0 to Vy,;4,-Vr. This
reduction in swing (as compared to 0-Vpp) in CMOS ) lowers the impact of HCI stress. As a result, the impact of aging
on this RO is significantly lowered. Hence very lower degradation in fyssc is observed over a time interval of 20 years.

The frequency degradation of RO is shown in Fig. 6. This result is obtained by applying both NBTI and HCI stress
continuously for 20 Years. From Fig. 6, it is clear that RO with reduced supply voltage experiences a very low degradation
in fossc of 2.25% as compared to 25% in CMOS RO.

From the above discussion, it is observed that the RO with reduced supply voltage undergoes lower frequency
degradation as compared to the conventional CMOS RO. This leads to lower ripples at the output. The boosting efficiency
of the converter is less affected as the frequency degradation is less. The MPPT tracking time is also less influenced.
As a result, both temporary (due to supply voltage variation) and permanent (due to aging) reliability issues can be

addressed, which is briefed in the simulation result.

6.3 Resilience Against Attack

A hardware attack consists of a trigger and a payload. The malicious circuits are similar in nature of the actual circuits
and activate the attack payload. We have shown a fabrication time attack A2 that is small, stealthy, and controllable.
Based on this we have developed our circuit, which is based on charge accumulating on a capacitor from infrequent
events inside the System. If the charge-coupled infrequent events occur frequently enough, the capacitor will fully
charge and the payload is activated, which deploys a privilege escalation attack. The attacks on EHS are possible in
different ways to affect the system’s performance. Different types of Trojans can affect the circuit performance, leading
to erroneous results. For example, a Trojan can be inserted into the design to influence the MPPT operation in EHS.
The energy harvesting system is more sensitive to A2-based Trojans, mainly the counter module in the MPPT circuit. A
brief discussion on Trojan affecting circuit behavior and a suitable mitigation technique is discussed in this section.

Further, we discussed the impact of the intentional aging attack by the adversary.

6.3.1 A2 Trojan Detection and Mitigation circuit. Our design uses a particular analog hardware Trojan (A2) that uses
the capacitative principles to charge from relative values in wires as they switch in between logic levels. Fig. 9 depicts
the circuit diagram of A2 Trojan based on charge-sharing and capacitative-coupling. As depicted in Fig. 9, a voltage
gets build up in the payload by charging from the nearest supply voltage to set the V,,;re. The instant the capacitor
(payload) is fully charged, it affects the actual circuit performance. This voltage level ultimately targets the sensitive
wires like a reset of the MPPT module.

Our main objective is to detect the A2 Trojan to check the voltage building on the RST node of the counter during its
operation in MPPT achievement. The process of detecting the Trojan with a proper mitigation technique is presented
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I/P

Fig. 9. Schematic Diagram of a Analog Malicious Trojan (A2) Hardware.

1-Trojan
En - i
V. +\I\ 0-No Trojan
A2 > oY
o =
Trojan | v, ..
Logic-0
Multiplexer I\'>|/IZP-II-
RST/V yire odule
0

Fig. 10. Proposed Detection and Mitigation Mechanism for A2 Trojan.

in Fig. 10. The Trojan is used to charge the payload, and once Vi, gets charged it triggers the reset input of the MPPT.
It affects the MPPT procedure to end before MPP achievement due to the premature counter reset. The MPPT operation
is triggered by an environmental sensor S. Once S is triggered the MPPT operation gets initiated and the corresponding
circuits get activated. That is the particular time when the counter in the FSM generates the control signals and clocks
for required operation. The voltage from the nearby wires can be used to charge the payload gradually and once it
crosses Vyor thereby affecting the functionality. The Viyire is the reset input of the MPPT module and if premature
changes have occurred in it that resets the MPPT procedure thereby degrading the performance of the system. The

output Y is the Trojan detection circuit’s output, which is 1 or 0 as per the comparison with V,.r, so Y detects for
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presence or absence of Trojan. That is ultimately the signal can be used for mitigating the issue. The present design
uses a multiplexer that is not affected by Trojan and is a part of the mitigation circuit proposed, so Trojan effects
on multiplexer is not considered. The detection circuit is mainly for the A2 Trojan as the circuit resembles with the
converter circuits used in this system. The MPPT circuit will be ON periodically as per the environmental sensor S, and
as per the timing of the MPPT cycle the En of the comparator is active, that leads to limited scope for the other attacks
to jeopardise the activity of MPPT.

Timing Calculation during A2 Attack:

o In this energy harvesting system, one MPPT cycle constitute of 32-clock cycles, Hence total time for one MPPT
cycle= 6.66uS X 32=213.1248.

e The total MPPT cycles in the process of MPPT achievement = one MPPT cycle * number of thermometer bits
=213.128 X 16=34104S=34104.

o The time 34104S indicates the total MPPT cycles once the MPPT module is triggered by environmental sensor S.

e In detection circuit as depicted in Fig. 10, the En signal is made high for 3410uS by the controller to detect the
occurrence of Trojan. The process of detecting the A2 Trojan and its mitigation procedure is discussed below.
The adversary may use A2 Trojan for premature reset by changing the logic level of reset through the payload at
Viire Within 34104S.

3410 ps=16 MPPT Cycles

S
< >

A
En :
T50 s | 3560 115 t
Vref i
0.2V
- > t
Vi / Trojan Detected when Vo> Vier
>t
SEL
>t
. Without Mitigation
H|gh-__< _______ g____
I%e\s/et — Reset does not change its logic after Mitigation

>t

Fig. 11. Timing Diagram for A2 Trojan Detection and Mitigation

The detection and mitigation of A2 Trojan, once is initiated by an adversary is discussed further and is shown in Fig.
10.
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e When En=1, the comparator compares the V,,re with Vier (0.2 V), if Viyire > Vier then Y=1 else 0 (Y=1 indicates
a Trojan detected).

e The comparator output (Y) is used a select line for the multiplexer. The period till SEL=0, indicates that there
is no Trojan and the reset input of the counter is low which is the wire voltage V... This does not affect the
MPPT operation as counter is in normal operating mode.

e The instant at which a voltage gets build up in the Viyire, it is compared with V,.r and the output of the
comaprator is high. This indicates the occurrence of a Trojan (Y=1). The selection line of the multiplexer becomes
high (SEL=1) makes the reset of the counter to maintain its logic level without doing reset. This leads the MPPT
operation to continue without any interruption due to occurrence of A2 Trojan. The detail procedure of Trojan
detection and mitigation is well explained by the timing diagram depicted in Fig. 11. The process of A2 Trojan

detection and mitigation is validated and briefed in result section.

6.3.2 Intentional Aging. As discussed earlier, the sensitivity of oscillation frequency of the ring oscillator against aging
allows the adversary to affect the functionality of the harvesting system. The adversary may subject higher temperature
intentionally to age the RO section, which ultimately affects the oscillation frequency of the RO leading to performance
degradation of the EHS. Hence, the RO should be designed with an aging tolerant feature to safeguard the EHS. By
keeping this in mind, the RO with reduced supply voltage is used in the RO module in place of conventional RO. The

influence of intentional aging on EHS performance is briefed in the result section.

7 SIMULATION RESULTS
7.1 Simulation Setup

The reliable, secure solar-EHS is designed in CMOS 90nm technology library. The capacitors used in designing of the
converter and capacitor banks are Metal-Insulator-Metal (MIM) capacitors. The solar input is in the range of 1-1.5 V
(with temperature 27°C). The load is designated with a potentiometer, whose resistance can be varied from 200KQ
to 10MQ in parallel with a supercapacitor having 33mF value. The Relxpert simulator in the virtuoso environment
is used for aging analysis. It uses the model library given by the foundry, which supports both NBTI and HCI effects.
Both fresh (at time #=0) and aged netlist are extracted at different aging intervals (¢ = 5, 10, 15, 20 years) to estimate the
ripple at the output. The ripple against supply voltage variation and aging is observed for both conventional CMOS RO
and RO with reduced supply voltage.

The effect of Trojans on EHS by the adversary is presented. Towards implementing the A2 Trojan, a circuit as shown
in Fig. 9 is implemented. By applying a suitable supply and clock, the payload is charged to set the voltage at the output
(Viwire) of A2 Trojan after 15048 (this is the time to trigger MPPT operation by environmental sensor S in this simulation
set up). The performance improvement of the aging sensor is addressed after incorporating the RO with reduced supply

voltage in this design.

7.2 Reliability Analysis

7.2.1 Ripple Analysis. The ripple analysis against the supply voltage variation and aging are analyzed and presented in
Fig. 12 and Fig. 13. As per the analysis, both the ROs, i.e., CMOS RO and RO with reduced supply voltage, are examined
by varying the Vi, in the range 1 V-1.5 V. The ripple due to variation in supply voltage is depicted in Fig. 12. The
nominal voltage for efficient operation of EHS is 1.22 V, so any deviation from this will cause more ripples at the output.

The RO with reduced supply voltage experiences a lower ripple than CMOS RO over the entire range of supply voltage
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variation. The RO with reduced supply voltage reduces the ripples by 80% than CMOS RO and is due to its lower
frequency degradation as presented in Fig. 4.

Further, the impact of aging on ripple is analyzed by subjecting continuous stress at an aging interval of 5, 10, 15, 20
years, and ripples at the output are shown in Fig. 13. It is observed from the simulation results that RO with reduced
solar voltage experiences fewer ripples as compared to CMOS RO against aging. It is due to the aging resilience property
of the RO with reduced solar voltage. The RO with reduced solar voltage experiences ripples within 100 mV over

continuous aging of 20 years.
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Fig. 14. Simulation Result of Detection and Mitigation Mechanism of A2 Trojan.

7.2.2  Reliability in terms of Resilience to Various Attacks. As discussed, the adversary may use different types of attacks
(Trojans) to influence the EHS operation. The attack due to the insertion of a suspicious element (A2 Trojan) and
intentional aging in the EHS is presented.

A2 Trojan Detection and Mitigation:

The simulation result in Fig. 14 shows the detection and mitigation mechanism for A2 Trojan. As the MPPT operation
uses a counter and the reset input of the counter is more crucial for MPPT timings. The A2 Trojan tries to build a voltage
in the wire (Vyyire) of reset input, which ultimately resets the counter, thereby affecting the MPPT operation to come to
an end before the specified period. The enable bit En of the comparator takes care of the timing of the complete MPPT
operation (i.e., 16-MPPT cycles =3410 uS). As shown in Fig. 14, within 3410 pS, the voltage is getting build up in the
Viire by the payload. The comparator output is high (comparator output Y is used as select line SEL for multiplexer),
indicating a Trojan is detected. The logic high in SEL ensures logic-0 at the reset input of the MPPT module as shown
in Fig. 14. Reset continues to become low till the completion of the MPPT operation. The above discussion indicates
that the A2 Trojan detection and mitigation are achieved, and this harvesting system is prone to A2 Trojan.

Intentional Aging with High Temperature:

The conventional RO and RO with reduced supply voltage are intentionally aged by subjecting to a higher temperature
to observe the impact on ripples. It is found that the RO with reduced supply voltage causes fewer ripples as compared

to CMOS RO as achieved in Fig. 15 and is due to the aging tolerant feature of RO with reduced supply voltage.

7.2.3  Performance Improvement of Aging Sensor. After observing the performance improvement in RO with reduced
supply voltage, the ROggr is replaced by it and the frequency difference i.e. Fprp= FRpp-FsTR is further improved. The
improvement in the performance of aging sensor using RO with reduced supply voltage is presented in Table 2. It is
found that the modified aging sensor module can detect a recycled EHS-IC if the sensor module experience continuous
aging for one year.

From the above results obtained by analyzing the performances of different ROs, it is observed that replacing the

conventional CMOS RO with aging tolerant RO with reduced supply voltage causes fewer ripples. The aging tolerant
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Table 2. Frequency Degradation of fossc over Time (improved performance
over [40]).

l Years (Y) ‘ Frer in kHz ‘ Fsrg in kHz ‘ FprF in kHz

T=0 150 150 0

T=1 148.5 136.6 11.9
T=2 147.9 127.4 20.5
T=3 147.1 121 26.1
T=4 146.8 116.5 30.3
T=5 146 113 33

RO also shows performance improvement in terms of temperature rise with aging. Hence we used the aging tolerant

RO with reduced supply voltage in our design, which causes fewer ripples at the output of the RSSEHS.

7.3 Reliable Secure EHS Simulation with MPPT
The simulation results for clock, higher bias voltage for self-sustainable operation of the RSSEHS is presented in Fig. 16.

o The simulation results in Fig. 16 shows the clock signal (RSC_CLK) generated by the RO with reduced supply
voltage (f = 150 KHz). Vpp is the higher bias voltage (Vpp=3V) generated is used as a body bias for the MOSFETs
in the converter. Vcp—trip is the output of the converter after getting required adiabatic charging clock and bias

signal.

The simulation result in Fig. 17 depicts the sequence of control signals generated by the controller during MPPT
operation. A complete MPPT cycle constitute of 32-clocks. As per the change in Vi, due to the environmental

conditions the MPPT circuit gets triggered. An environmental sensor (S) triggers MPPT operation.

e Once the sensor S triggers MPPT the set of control signals issued by the controller are S, Sa, Ssen, S3, S, S5 as
shown in Fig. 17, along with the thermometer codes.
o In this simulation S remains low for 150uS normal mode of operaton of RSSEHS without MPPT. When S become

high after 150uS, MPPT is triggered.
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e Once MPPT module get initialized the control signals become active for required clock cycles by the controller.
S1, Sz become active to sense P, and Pp4q as shown in Fig. 17. Ssen changes its state for CVM in specific period.
e 53, S4 active at appropriate timing towards end of a MPPT cycle for comparing and decision making about MPPT

achievement as depicted in Fig. 17. Ss initiates I/O operation (if any at the end of 315 cycle).
Fig. 18 shows the simulation result about the number of MPPT cycles needed to reach MPP. Once the MPP is achieved,

the needed change in the control signals is also shown. The thermometer codes by to b15 becomes low one after another

in each MPPT cycle for modulating the capacitor values in the capacitor banks, connected to the converter. At the end
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Fig. 20. DIE Photo of Proposed EHS.

of each MPPT cycle, the comparator compares the power information and changes its output Vous_comp to low if Py is
higher than Py, else remain high. It is passed to the final decision circuit consists of the XNOR gate and Latch. The
XNOR output (Xnor_out), which is initially high switched to low, indicates MPPT achievement as shown in Fig. 18.

Table 3. Comparison of different low energy solar harvesting systems.

‘Works Feature/ Characteristics
Technology Fully  Inte- | Self- Tnput Output Power Aging Sensor | Security Reliable (Aging
grated Sustaining Range (V) Range (V) Throughput (For Counter- | Features Incor- | Tolerant+ Tro-
(W) feiting IC) porated jan  Detection
mechanism)
Shao, et al. [44] 350nm Yes No 2.1-3.5 3.6-4.4 100-775 No No No
Kim, et al. [19] 350nm Yes No 1-2.7 2 0-80 No No No
Qian, et al. [34] 250nm No Yes 0.5-2 0-5 5-1000 No No No
Shih, et al. [45] 130nm Yes Yes 18 14 <10 No No No
Kim, et al. [18] 350nm No Yes 1.5-5 0-4 800 No No No
Liu, et al. [23] 180nm Yes Yes 1-1.5 3-3.5 0-29 No No No
Ram, et al. [40] (Eternal | 90nm Yes Yes 1-15 3-3.55 0-22 Yes Yes No
Thing)
Current Paper (Eternal 90nm Yes Yes 1-1.5 3-3.55 0-22 Yes Yes Yes
Thing 2.0)

The sequence of operation in Fig. 18 shows that once the MPP is achieved it is locked, thereby resetting the control
signal to regain the normal mode of RSSEHS. In this simulation, after three MPPT cycle, the MPP is achieved. There is a
rise noted in the converter output after MPP achievement. The same sequence of operation gets repeated as per the
triggering of the environmental sensor S. The use of RO with reduced supply voltage in conventional CMOS RO makes
the secure EHS more reliable. Due to less frequency degradation of the RO with reduced supply voltage, the converter
experience less ripple and is safe for the devices connected to it. The Tracking time to achieve MPP is also less affected
due to the lower frequency degradation. The EHS operation with MPPT is a safeguard by using the A2 Trojan detection
and mitigation mechanism to avoid premature reset. The reliability of the EHS is enhanced after using RO with reduced

supply voltage and suitable techniques to counter attacks by the adversary.

7.4 Power Consumption

Fig. 19 represents the power consumed by each module in the EHS. The RO with reduced supply voltage and the current
sensor is the primary power-consuming module, which consumes 80% of total power. The continuous oscillating mode
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of RO is responsible for its higher power consumption. The current sensor is periodically ON during the MPPT process
only to reduce the power consumption. The die photograph of proposed EHS is shown in 20.

The power consumed by the RSSEHS is under the ultra-low-power range (which is < 1mW), which justifies that the
harvesting system is designed for ultra-low-power IoT requirements. This RSSEHS is compared with Eternal-thing 1.0
in Table 3. The power throughput of the proposed RSSEHS is 0-22uW.

8 CONCLUSION AND FUTURE WORK

The failure due to the supply of a sensor node could be a ruinous state of affairs. The denial of service sort attack might
cause information loss in IoT. The reliable secure solar energy harvesting system (RSSEHS) is a state of art technology
outcome towards clean energy and handling of IoT end-node devices. The RSSEHS designed is similar temperament for
a minimum voltage of 1.22 V as MPP within the vary of 1-1.5V. The ensuing output is 3-3.55 V, that is the demand of the
many IoT edge node devices. The efficiency of the DC-DC converter is in the range of 90%- 97%. The entire module is
powered by the solar cell and the higher bias voltages needed are generated on-chip. The aging tolerant RO makes the
long-run IoT node prone to attacks due to intentional aging by subjecting it to a higher temperature by an adversary. It
is also causing fewer ripples at the output due to less degradation in oscillation frequency. The A2 Trojan detection
and mitigation mechanism in the MPPT module make the harvesting system prone to analog Trojans (A2). The entire
reliable, secure solar EHS with the anti-aging concept is self-sustainable, and no external power supplies are needed.
The aging tolerant reliable energy harvesting system proposed is consuming power in the ultra-low-power realm range

with a power throughput of 0-22uW. The aging analysis of other modules of the EHS can be studied further in future.
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