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Abstract—This article presents the first-ever
blockchain that can simultaneously handle device and
data security, which is important for the emerging
Internet-of-Everything (IoE). It presents a unique
concept of blockchain that integrates hardware
security primitives called Physical Unclonable
Functions (PUFs) to solve scalability, latency,
and energy requirement challenges and is called
PUFchain. This article also introduces a new
consensus algorithm called “Proof of PUF-Enabled
Authentication” (PoP) for deployment in PUFchain.
PoP is 1,000x faster than the well-established
Proof-of-Work (PoW) and 5x faster than Proof-of-
Authentication (PoAh).

I. INTRODUCTION

Electronic financial transactions helped grow E-
commerce in leaps and bounds [1]. But in all
E-commerce, a central entity was responsible for
the financial transactions between the entities. This
increased the chance of single point failure and
the question of integrity always persisted. There is
also the delay that is added to the transactions with
the central entity presence [1]. Blockchain provides
an answer to all these issues. Every participant
will have a copy of the entire or partial ledger
of transactions which makes the entire process
transparent. Since its introduction in 2008, it has
been explored to be used in a variety of applications
(See Figure 1 [1-4]).

The Internet of Things (IoT), one of the major
applications of blockchain is part of a bigger envi-
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ronment, the Internet-of-Everything (IoE). With the
increased number of devices in IoE environments,
the number of vulnerabilities increase at the same
rate [5-7]. Every new device can potentially act as
a different entry point for attackers. The blockchain
uses cryptographic hash functions for maintaining
consistency and security in the ledgers [8]. Various
IoT devices are prone to attacks and data safeguard-
ing has become a major issue. The blockchain can
be a potential solution with an integration into IoT
architectures [8].

Blockchain - Applications

Finance Smart Internet of Smart Smart
Services Property  Things (IoT) Healthcare Government
Asset Money Smart I Access Control | Personal
Management Lending Appliances Identification
Personal
Cross-Border | Smart Suppl L Health Record Smart
Payments Car C}}:fir? Keeping Community
Insurance Smart SISO Healthcare | Electronic
Claims Phone [~ Management Passport
Processing .
Birth, ...
L Insurance - Wedding,
Processing Certificates

Fig. 1. Possible Applications of Blockchain Technology [1].

II. THE INTERNET OF EVERYTHING (IOE) - THE
NEED FOR BOTH DEVICE AND DATA SECURITY

The IoT is the backbone for a variety of smart
application domains, including smart cities, smart
healthcare, and smart transportation. In essence



“Instrumentation”, “Interconnections”, and “Intelli-
gence”’, which are referred to as the 3Is of a smart
city, are due to the IoT [9]. The IoE is a concept that
has the IoT integrated as one of its components [6].
An edge layer is present as part of the IoT network
helping in data processing before sending it to the
cloud. With such environments appearing in most
of the application domains, the use of devices with
communication capabilities has seen new use cases.
A new idea for the network of connected devices
is making its way, the Internet of Everything (IoE)
[6,7]. There are four main components to an IoE
environment (See Figure 2): (1) People, (2) Data,
(3) Process, and (4) Things.
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Fig. 2. The vision of Internet of Everything (IoE) with Human-
in-the-Loop Driving the Need for Security and Privacy for
device, person, location, and data.

People, in an IoE environment, are part of the
network of nodes. Traditionally, electronic devices,
hand held or desktop helped the people connect to
the Internet and have access to the world. But with
the introduction of the IoE, innumerable new ways
of communication are at the disposal of people. As
an example, Implantable Medical Devices (IMD)
which are inside a human body, such as a pace-
maker, transmit the data to the server for doctors
to diagnose. Similar are Wearable Medical Devices
(WMD) which a person can wear on their body for
various applications such as heart rate monitoring
[2]. These are collectively called Implantable and
Wearable Medical Devices IWMDs) [10].

Data, in the case of the traditional IoT network
is transferred as is. With the introduction of an
Edge layer added to the network, not all the data is
transmitted to the destination. Data collection could

be performed using various methods, such as crowd
sourcing, involving people. Only the information
that can be used for further analysis is sent to
the cloud. The raw data is converted into useful
information by the devices themselves or the edge
layer. This processing of data into information in
an IoE environment helps in making decisions more
accurately at a faster rate. The data that is collected
is leveraged for making intelligent decisions in
various aspects of our day-to-day-life [7, 11].

Process helps in delivering the right data to the
right place at the right time. This process is respon-
sible for the flow of data through the network. An
IoE network contains many entities, from people, to
devices and cloud. The data that is collected by the
devices from the environment or the people, has to
be processed and information has to be extracted.
This information from the raw data is transmitted
to the cloud or for further processing or decision
making.

Things are responsible for the data collection. To-
day, things have evolved in many categories. Most
of the devices have newly attained communication
capabilities, wireless or wired and are capable of
transmitting data collected from the environment.

III. NOVEL CONTRIBUTIONS OF THIS PAPER
A. Problem Definition - Blockchain Bottlenecks

In an IoE environment, most of the “things” are
low power and low performance devices. Various
other characteristics of the devices, such as se-
curity and privacy, power consumption and com-
putational ability become bottlenecks when inte-
grating a blockchain environment into the IoE.
The blockchain has been computationally intensive
since its introduction. So there are some challenges
that need to be dealt with before integrating it into
IoE environments.

B. Proposed Novel Solution: PUFChain

As a solution to these issues, a novel blockchain,
called “PUFChain”, which can be integrated into a
resource constrained IoT environment is presented
in this paper. It uses Physical Unclonable Functions
(PUF) for its enhanced security and scalability
[12]. A PUF and Hashing Module reduces the
computational strain on the main processor thus



making it ideal to be integrated into most scenarios.
With ultra-low power designs of the PUF, the power
overhead can also be significantly reduced.

C. Proposed Novel Consensus Algorithm: PoP

For the integration of the blockchain into IoT ar-
chitectures, a new consensus algorithm is proposed
in this paper, Proof of PUF-Enabled Authentication
(PoP). A PUF and Hashing module is used in the
blockchain and the unique keys generated by a
PUF module present in the devices is used in the
cryptographic hashing function. The keys generated
by the PUF module act as a unique identifier for the
respective device and raw keys are not transmitted
over the network, which makes the algorithm more
robust. the use of the PUF and Hashing module also
reduces the load on the main processor and reduces
transaction times.

D. Modes of Operation of PUFChain

PUFChain can be operated in two configurations:
(1) PUF Mode and (2) PUFChain Mode. As the
name suggests, PUF Mode utilizes only the PUF
module present in the system for cryptographic
purposes. The PUF keys can be utilized for various
applications including the assignment of device IDs
and for encryption of data stored locally or commu-
nication. The other configuration is the PUFChain
Mode, which uses the entire module, PUF and
Hashing Module and implements the blockchain in
the network.

IV. THE TYPES OF BLOCKCHAIN

Blockchain technology can be of various types,
as shown in Fig. 3 [1]. The blockchain uses the
concept of a distributed ledger where the copy of
the entire ledger, or a part of it, will be stored
at the local storage of every node in the network.
There is no central entity in the case of a blockchain
network. The lack of central entity in the blockchain
is replaced by a consensus algorithm [1]. All the
participants in the network agree upon a consensus
algorithm, a set of rules, required to validate the
transactions. For a block of transactions to be vali-
dated and added to the blockchain, the “miners” in
the network should run the consensus algorithm and
validate the transactions. The blockchain literature

describes several types of consensus algorithms
being developed, where individual consensus al-
gorithms have distinct properties, advantages and
features.
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Fig. 3. Different Types of Blockchain [1].

Consensus algorithms follow different processes
to generate and validate blocks. There are several
important consensus algorithms, as identified in
Fig. 4. We classify them into 3 groups: (1) Valida-
tion based, (2) Voting based, and (3) Authentication
based. Bitcoin uses Proof-of-Work, Etherium uses
Proof-of-Stake and Link uses Delegated Proof-of-
Stake [13-15]. In the blockchain, multiple trans-
actions form blocks which are then validated and
accepted according to the consensus algorithm.
Once the blocks are validated, they are crypto-
graphically connected to the blockchain. The con-
sensus algorithm is the computationally intensive
part of the blockchain [13]. Proof of Authentication
(PoAh) is a lightweight consensus algorithm devel-
oped for IoT architectures [16]. PoAh follows the
cryptographic authentication mechanism for mining
process.
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- Proof of Work (PoW) Ripple Proof of Authentication
(PoAh)
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Fig. 4. Various Consensus Algorithms used in the Blockchain.

V. CHALLENGES OF BLOCKCHAIN
The blockchain faces many challenges (See Fig-
ure 5) despite of its many applications, [1,17,18].
Once a block has been added to the blockchain,



it can neither be edited nor deleted. If any data
modification is performed on the blocks added to
the blockchain, the entire ledger/chain is broken
indicating a discrepancy.
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Fig. 5. Challenges or Issues of Blockchain Technology.

The transactions in the blockchain are combined
to form the blocks. Once the nodes in the network
form blocks with the transactions, the process of
mining starts which validates the blocks and the
transactions in it. The mining process requires high
computational resources and dedicated hardware,
which consume a high amount of power. The ded-
icated hardware requirements also make scalability
difficult [8,16,17]. With an increased amount of
data and nodes in the P2P network, latency also
increases. As the number of transactions increases,
the time taken to validate the transactions also
increases and this gives rise to more issues. It
also becomes more difficult to conceal the identity
of the user in the case of a distributed ledger
[17]. Observing the transactions, a user can be
backtracked to their real-world identity. There are
also the issues of attacks on the blockchain where
fake blocks can be generated.

VI. THE PROPOSED PUF INTEGRATED NOVEL
BLOCKCHAIN (PUFCHAIN) ARCHITECTURE

A. Overview of the Proposed PUFchain

This section presents the proposed architecture
for PUFchain that we envision as a PUF inte-
grated secure blockchain which can solve energy
requirements, scalability, and latency of the exist-
ing blockchain. A node in the PUFchain network
consists of the IoT device and a hardware module
which has the PUF generating the key, and also the
hashing capabilities (See Figure 6). The IoT device
is responsible for gathering the environmental data.
The PUF and hashing module is added to the IoT

device. This reduces the computing burden on the
IoT device itself. The specifications of the IoT
device do not affect the security aspects or the per-
formance of the PUFchain. The PUF and hashing
module consists of a cryptographic processor and
the PUF module. The cryptographic processor gets
the data from the IoT device and the PUF module,
which supplies the unique key. The cryptographic
hashing function is performed in the cryptographic
processor. Once the hash is computed, the I[oT
device transmits the data to the network.

B. Why and How PUF Integration in Blockchain?

The main intention of PUFchain is integration
of the blockchain consensus algorithm in an IoT
network which has low power and low form factor
presence. The PUFchain network consists of trusted
nodes and the client nodes. Client nodes will collect
the environmental data and broadcast it to the net-
work. The trusted nodes are responsible for mining
and validating the devices that collect the data. A
PUF is responsible for generating a unique identity
for the 10T device. A PUF can generate a series of
unique keys that can only be generated from that
PUF module. The output of the PUF key depends
on the input and as the challenge input changes,
the response from the PUF module also differs. The
set of keys generated from a PUF module cannot
be cloned or generated form any other module.
Hence the name, Physical Unclonable Function.
The PUF keys are not stored in the memory of
the IoT devices. When the keys are required, they
will be generated from the module and the hashing
is performed using the module. This makes the
IoT device more secure as, depending on the PUF
architecture, more than one key can be generated by
changing the input. The output of the PUF key can
be changed on-the-fly and various security threats
can be avoided.

VII. THE PROPOSED NOVEL PROOF OF
PUF-ENABLED AUTHENTICATION (POP)

This section presents the novel Proof of PUF-
Enabled Authentication (PoP), a PUF based
blockchain consensus algorithm. The consensus al-
gorithm is proposed to be implemented on an IoT
network which has energy and processing power
constraints. In the case of PoP, the PUF module
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Fig. 6. PUFchain Working Model

is responsible for generating the device’s unique
identification. The hash that is in the block is the
cryptographic hash of all the previously consid-
ered data and also the PUF key that is uniquely
generated at the PUF module of the device. The
same key cannot be generated at any other device.
The properties and working of PUF module are
discussed in detail in Section VIII. The different
steps involved in various phases of the proposed
PoP consensus algorithm are shown in Figure 7.

A. Device Enrollment Phase

The network of devices using the PUF chain
consensus algorithm is closed to any new devices
that have not gone through the enrollment phase.
Initially, a set of challenge inputs are selected for
the the PUF module in the new device and the cor-
responding responses are generated. The challenges
should satisfy a set of requirements to be considered
as inputs to the PUF. This set of requirements is
discussed in Section VIII. The Challenge-Response
Pairs (CRPs) are stored in a secure database, access
to which is granted only to the trusted nodes in the
network.

B. Initiating a Transaction

Once the devices are introduced into the network,
data collection starts. The device collects the data
and sends it to the PUF and Hashing module present
on the respective device. A challenge input which
is stored in the secure database is given to the
PUF and the response is generated. This response is
added to the block of data and a hash is generated
for the block. This block then gets broadcast to the
network of devices in PUFChain.

C. Device Authentication Phase

The trusted node listens to the message sent by
the client and extracts the data and the hash from
the block. The PUF keys for the corresponding
device that broadcast the block are retrieved from
the secure database. Each key is fed to the PUF and
Hashing Module at the trusted node and a hash is
computed for the data and added PUF key. If the
hash present in the block and the generated hash
match, the device gets validated and the block is
ready to be added to the blockchain. If the hashes
do not match, the procedure is repeated for all the
keys stored for the corresponding device. If none
of the hashes match, the block gets discarded.

VIII. PHYSICAL UNCLONABLE FUNCTIONS
(PUF) AS HARDWARE SECURITY PRIMITIVE

PUF is one of the key components in the
PUFChain and PoP. A PUF brings out the nanoelec-
tronic manufacturing variations from the devices
on a silicon wafer. The outputs generated by PUF
modules act as a fingerprint to the devices they are
deployed [19].

A. PUF Working Principle

Nanoelectronic manufacturing variations are in-
troduced into the IC during fabrication process. Due
to these, no two devices on an IC are identical ge-
ometrically. Hence they are used as PUF modules.
Fig. 8 elaborates the working principle of PUF [12,
20]. Input to a PUF module is called “challenge”
and the output is called “response”. The outputs
generated by various circuits are compared with
each other to generate cryptographic keys.

B. Figures-of-Merit (FoMs) of PUF

A set of properties including uniqueness, relia-
bility, and randomness, has to be satisfied by the
CRPs before they can be used for applications [12].
Uniqueness is the property to evaluate the unique-
ness of the keys generated by the PUF design. A
key once generated by a PUF design has to be
unique to the respective module. Once the key is
generated, the PUF module has to be reliable and
should have the capability of generating the same
key under various conditions such as power supply
variations or aging effects. Both uniqueness and
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reliability are evaluated by checking the Hamming
distance between the keys generated. Randomness
is another key FoM. Once the key is generated,
there has to be equal number of 0’s and 1’s in it.

IX. A SpECIFIC CASE STUDY OF PUFCHAIN
USING SOFTWARE AND HARDWARE PLATFORMS

A. PUFchain Security Verification

The PUFChain methodology is written in the
Scyther simulation environment using the Security
Protocol Description Language (.spdl) [21]. The
simulation is conducted in Scyther v1.1.3 in the
Ubuntu 18.04.3 OS. According to the features of
Scyther, we define the role of D and S, where
S is the source of the block and D is the miner
or authenticator node in the network. In the sim-
ulation, we have initialized all the features, as
described in the model description. PUF random

numbers are chosen randomly in this simulation.
In our simulation, we have evaluated the scenario
at the authenticated node (D) to find whether it
authenticated the blocks thoroughly without any
compromise.

B. Real-Life Testbed of PUFchain using Off-The-
Self Components

The Node-RED development tool was used for
designing the trusted node and the client nodes. The
environment is more suited for development of IoT
applications on multiple platforms and hence there
is also a possibility of portability. The experimental
setup consists of the Raspberry Pi single board
computers and an Altera® DE2 FPGA module
on which the PUF and the Hashing module were
developed. The characterization of the PUFchain
is shown in Table I. For evaluation of PoP and
PUFChain, they were implemented on a testbed
containing 6 Raspberry Pi single board computers
of which one was a trusted node. For evaluating
the performance across high performance and low
performance devices, the nodes in the network are
a combination of Raspberry Pi 1, Raspberry Pi 3
Model B and Raspberry Pi 3 Model B+ boards. The
prototype of PUFChain is shown in Fig. 9.

C. Transaction Time Analysis of PUFchain

As shown in Table I, the total time taken to com-
plete a transaction is 192.3 ms. Table II presents
the time taken by various devices to add the block
that the device has received. Most of the process-
ing has been offloaded to the PUF and hashing
module which reduces the load on the IoT devices



Fig. 9. Prototype of the PUFchain.

TABLE 1
PUFCHAIN EXPERIMENTAL SETUP

PUFchain Parame-
ters

Specific Values

Trusted Node
Raspberry Pi 3
Model B+

Client Node
Raspberry Pi 3
Model B,
Raspberry Pi 1
Raspbian 4.14

10T Devices

Operating System

Communication Wireless Wired and
Wireless

PUF and Hashing Altera DE-2

Module

Transaction Com- 192.3 ms

pletion Time

themselves. Hence, as shown in the table, the block
can be added to the blockchain in 120.03 ms on a
trusted node. The additional overhead added to the
transaction completion time has been added by the
communication between the devices in the network.

TABLE 11
TIME TAKEN TO ADD A BLOCK TO THE BLOCKCHAIN ONCE
IT IS RECEIVED

| Node | Mean (ms) [ Standard Deviation (ms) |
Raspberry Pi 1 72.27 18.07
Raspberry Pi 2 46.5 2.66
Raspberry Pi 3 120.03 3.44
(Trusted Node)

D. Comparative Perspectives of PUFchain with
other Blockchains

The well-established PoW, while running in
high-performance computing resources has a la-
tency in the order of 10 mins. PoAh, while running
in limited computer resources has a latency in the
order of 3 secs. Thus, PoAh is at least 200x
faster than PoW which is used in the traditional
blockchain [16]. The proposed PoP algorithm is
5x faster than PoAh. Thus, PoP is approximately
1,000x faster than the well-established PoW. Over-
all, it can be concluded that PoP is highly scalable
for large datasets which will run significantly faster,
uses minimal resources, and has a minimal energy
consumption footprint.

X. CONCLUSIONS

The blockchain has the potential to secure IoE
environments and protect data privacy and security.
But the integration of blockchain into IoE presents
a challenge. The consensus algorithms used for
achieving distributed device authentication or data
validation traditionally were computationally in-
tensive tasks. This paper presents a new consen-
sus algorithm, Proof of PUF-Enabled Authentica-
tion (PoP) and a novel blockchain architecture,
PUFchain. As a future direction, an ultra low power
design of PUF integration can be pursued as well
as other consensus algorithms can be explored.
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