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Abstract—Time to market is a vital aspect of electronic
product development. When it comes to device technology, the
time needed for the device fabrication processes to stabilize is
relatively long. At the early stages of any device technology
development, manufacturing variations are extensive. They are
inevitable and unpredictable. Such manufacturing variations can
be used advantageously to improve security and protect hardware
and software IP. A Physical Unclonable Function (PUF) uses
the device manufacturing variations to extract unique and non-
replicable keys which can be used for various applications such
as cryptography and IP protection. This paper presents a hybrid
oscillator arbiter PUF which uses the manufacturing variations
of Dopingless Field-Effect Transistors (DLFETSs) to achieve non-
replicability and the results are compared with the more estab-
lished FinFETs. The scalability of DLFETSs is higher compared
to current transistor technologies and the power consumption is
lower. There is a 25% reduction in power consumption when
compared to a 14 nm FinFET technology. The PUF designs
presented in the paper are speed-optimized and power-optimized
hybrid oscillator arbiter PUFs. The power-optimal design can
be deployed in systems where power consumption should be
low and the speed-optimal design can be implemented when
speed of operation plays a vital role. Hence these two designs
can be deployed in two different application domains of current
technologies such as the of Internet of Things.

Index Terms—Manufacturing Process Variations, Dopingless
Junctionless FET, Physical Unclonable Function (PUF), Ring
Oscillator, System Security, Hardware-Assisted Security

I. INTRODUCTION

The 90 nm CMOS technology node was one of the major
breakthroughs when it was released [1] but scaling beyond, to
the 65 nm and 45 nm nodes, introduced serious issues such
as significant leakage in transistors. Conventional dielectric
materials were not sufficient and high-x dielectric materials
were introduced [2]. Even with the high-x materials, the
scaling problem could not be addressed beyond 32 nm. Hence
the transistors were transformed from a two dimensional
structure to a three dimensional device, the FinFET [3]. With
the FinFETs introduced, a single chip can now be packed
with almost 8 billion transistors [4]. In a FinFET, the source
and drain are projected into the third dimension so that the
effective length of the channel will be twice the height of
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the fin. This will reduce short channel effects. With the 16
nm node, FinFETs also started exhibiting high leakage thus
necessitating a new solution.

Junctionless transistors were introduced as a promising
solution for these problems [5], [6] but there are some issues
with the junctionless FET, such as poor switch-off capability,
high parasitic capacitance (due to higher doping), low on-state
current and higher gate work function are some [7], [8]. These
issues were addressed by the introduction of the Dopingless
FET (DLFET) [9]. Higher band to band tunneling and random
dopant fluctuations (RDF) are addressed in dopingless FETs
using a thin intrinsic silicon nanowire to form the drain and
source instead of heavily doped drain, channel and source
[10]. Due to the DLFET structure, the scalability of the device
increases, while exhibiting low leakage currents, as discussed
in Section II.

After the introduction of every new technology, there will be
a significant time before it can be commercially marketed [11].
FinFET devices were commercially released in 2012 but the
investigation of process variations of FinFETs started a decade
earlier [12]. A discussion of Process and mismatch variations
have been serious issues in all fabrication processes.

The manufacturing variations are unavoidable and un-
predictable. They are naturally occurring variations due to
the manufacturing process. A Physical Unclonable Function
(PUF) makes use of these variations to generate random num-
bers, as shown in Figure 1. Based on the design implemented,
the output of a PUF will be binary string. Since the PUF
will generate the random numbers using the manufacturing
variations, they cannot be replicated using any other circuit and
another input. Hence these random numbers can be used for
various purposes such as Intellectual Property (IP) Protection,
security, and encryption. Moreover, PUFs can be used for
enhancing security in the Internet of Things (IoT). In an IoT
environment, the devices will not be monitored continuously.
In such cases, it will not be safe to store the key for encryption
and decryption in a memory at the device [13], [14]. A PUF
will generate the keys continuously, without having to retrieve
them from memory and an exponentially high number of input
and output combinations will make it difficult for the attacker
to gain access to the message being transmitted or stored.

This paper is organized as follows: Section II presents a
brief discussion of the geometry and structure of the DLFET.
Section III provides an overview of the PUF and the use of
manufacturing variations for security. Section IV summarizes
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Fig. 1: Manufacturing Variations used for Physical Unclonable Functions.

related research that is being conducted in the areas of PUFs
and the IoT. Section V presents the novel contributions of the
paper in comparison to the works presented in Section IV. The
design of the PUF is presented in Section VI and the circuit
level implementation is presented in Section VII. Simulation
results are presented in Section VIII. Section IX presents the
conclusions.

II. GEOMETRY AND STRUCTURE OF THE DOPINGLESS
FET

Figure 2a shows the geometry and figure 2b shows the
symbols for n-type and p-type DLFETs. The DLFET does
not utilize any external ion implantation. An undoped sin-
gle uniform structure is used from source to drain. In the
DLFET, a thin intrinsic silicon nanowire is used between
the metal electrodes and gate, source and drain regions. A
high-~ material (HfO5) is considered as dielectric material,
resulting in negligible leakage current. The p-type and the
n-type doping regions can be formed using work function
engineering inside the undoped thin silicon. The difference
between the work function of the undoped silicon film and
the metal incorporated for source and drain will be a deciding
factor for making the region p-type or n-type [10], [15].
Electrons and holes are accumulated in the respective regions
artificially and this process is called “charge-plasma”. The
work function difference will create a charge so that the charge
carriers are accumulated in the source and drain regions.

III. USE OF MANUFACTURING PROCESS VARIATIONS FOR
PUF-BASED SECURITY: THE BIG PICTURE

The Internet of Things (IoT) has been a major area of
research in recent years. The IoT is a disruptive technology
and is expected by 2020 to have major impact on society [16].
With the large improvements in cutting edge technologies in
almost all disciplines, the end user experience has drastically
changed in the past decade. Every year, new applications are
becoming available with better performance, high throughput
and low power consumption [11]. In an IoT environment, all
devices are connected to each other through the Internet or a
local network. This decreases the human interaction in most

(a) Physical structure of the DLFET
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(b) DLFET symbols

Fig. 2: DLFET structure and symbols.

work, automating almost everything, and in turn increasing
accuracy. But the devices that are deployed remotely in an IoT
environment are without any human monitoring or security
and can be potentially easily accessible to an attacker. IoT
devices use the Internet or a local network to connect to other
devices or the cloud. If the key to encrypt the communications
or the data being collected is stored in a non-volatile memory,
it can be accessed by the attacker in many ways and can be
exploited to compromise the data and communications. A PUF
uses the manufacturing variations, which are neither avoidable
nor predictable, to generate the key. As shown in figure 1, after
the fabrication process when a wafer is cut into different ICs,
each will have its own manufacturing variations. Each of the
devices, on the same IC or a different IC will have slightly
different output for the same input, even if this difference is
small.

For a PUF, circuits like ring oscillators, SRAM, and arbiters
are fabricated and are tested their suitability. Due to the
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variations, the outputs will not be identical even on identical
circuits. Using these varied outputs, cryptographic keys can be
generated. The input given to a PUF is a challenge, and the
output obtained is a response. Both of them are combined in
a Challenge Response Pair (CRP). As shown in figure 3a, if
the same challenge input is given to the same PUF module,
there will be no change in the output. If the challenge input is
changed for the same module, there will be a different output.
As also shown in the same figure, if the same challenge input
is given to a different PUF, a different output will be generated.
Hence, a key generated with a specific challenge input on a
module cannot be replicated on any other PUF module.

Challenge 1 —— —————— Response 1

Challenge 2 ——— — Response 2

Physical Unclonable
Function

Challenge 3 —— ———— Response 3

Challenge N ——» —— Response N

(a) Different challenges to the same PUF result in different responses.
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(b) The same challenges to different PUFs result in different responses.

Fig. 3: Working principle of a PUF.

Even with the attacker having access to the PUF module,
without the challenge input, it becomes difficult to decrypt
the data or compromise the intellectual property. There are
various architectures of PUFs and different methodologies
were proposed to isolate the challenge input that is being
transmitted by the server from the attacker [17]. Besides
communication encryption and data encryption, PUFs are also
widely used in IP protection. A unique identification key will
be generated and stored, which can be used for IP protection
and validation in the future.

To illustrate these ideas, simulations were performed in
the Cadence® Virtuoso suite. Models for the DLFETSs
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Fig. 4: Leakage power of n-Type FET
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Fig. 5: Inverter DC characteristics

were obtained from first-principle TCAD simulations using
SILVACO® ATLAS/Device 3D as detailed in [9]. The TCAD
simulations were then used to generate calibrated Verilog-A
models for the circuit simulator. Monte Carlo simulations were
performed for 500 runs and the I — V' characteristics were
plotted with the geometric parameters varied by 10% (i.e.
standard deviation was 10% of the mean during Monte Carlo
sampling). The leakage power of the n-Type DLFET and the n-
Type FinFET were compared. Leakage of the FinFET is higher
compared to that of a DLFET. Figure 4 shows the comparison
with the manufacturing variations simulated. Figure 5 shows
the comparison of variation of FinFET and DLFETS in the case
of an inverter. These show the variability of the transistors
which can be suitable for PUF design. Table I provides the
nominal parameters.

TABLE I: Device Parameters of Dopingless FET [18].

[ Parameters | Dopingless FET |
Silicon Film Thickness (T%;) 10 nm
Effective Oxide Thickness (EOT) 1 nm
Gate Length (Lg) 20 nm
Width (W) 1 pm
Source/Drain extension 10 nm

3.9 eV (Hafnium)
4.66 eV (TiN)
1015 /cm3

Metal work function/doping for source/drain
Metal work function/doping for gate
Doping

IV. RELATED PRIOR RESEARCH

Extensive research has being conducted in reduction in
leakage power. The leakage issues and short channel effects
for CMOS transistors and high-x metal gate transistors are
presented in [11]. A PVT analysis of circuits like SRAMs with
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different technologies is also presented in the same reference.
A PVT analysis of FinFETSs in analog applications is presented
in [19]. The Dopingless FETs structure, working and fabrica-
tion methodology along with an SRAM implementation was
presented in [9]. In the same work, a stress test was conducted
on the respective transistors to check the aging resistance
of the devices. The transistors show promising resistance to
aging effects. In [10], a comparison of the DLFET with the
junctionless transistor was presented. The main issues with
the junctionless transistors were presented and as a potential
solution, the DLFET was introduced. A temperature analysis
on the DLFETs is performed in [20], [21].

Using the manufacturing variations as a foundation, PUFs
have been designed. Different architectures of PUFs have been
proposed for various applications and implementations [22],
[23], [24], [25], [26]. Each of the architectures can be catego-
rized into weak PUFs and strong PUFs [14]. Many different
architectures were surveyed in [14]. An SRAM PUF was
presented in [27]. Besides transistors, other devices are also
being used to develop PUF modules. A memristor-based PUF
was presented in [26], [28]. Some of the PUFs were proven to
be susceptible to various attacks. Developing an attack resilient
PUF has been a challenge in almost all architectures. In order
to avoid attacks on PUFs, various algorithms were proposed.
In [17], an elliptic curve based PUF authentication protocol
was proposed and evaluated.

The Ring Oscillator (RO) PUF is easy to implement and
also occupies smaller chip area and consumes less power
comparatively to other architectures. Conventional RO PUF
design is presented in [29]. In [30], [31], the design of the
hybrid oscillator arbiter PUF was proposed. Two different
designs, power optimized and speed optimized PUFs were
presented for implementation in different applications, from
hand-held devices to high performance computing. The design
of a PUF to generate multiple keys is presented in [32].

The IoT is already being implemented in many environ-
ments and in the near future the entire home will be auto-
mated, making it a smart home. Research is being conducted
extensively in that area. In [33], a health monitoring system
is presented which incorporates the IoT, connects different
devices and automates the process of monitoring and diag-
nosing of thyroid function. Modules which can be placed
on the patient and a module for the doctor were developed
and Bluetooth® technology was used for the communication
between the patient module and the doctor module. In [34],
different security issues in the IoT were presented. A very
detailed description of uses of PUF in security applications is
presented in [35].

V. NOVEL CONTRIBUTIONS

This paper presents two designs of PUFs using the DLFET
and the results are compared to the same designs using 14 nm
FinFET technology. These designs are the following:

¢ Speed Optimized Hybrid Oscillator Arbiter Physical Un-

clonable Function

o Power Optimized Hybrid Oscillator Arbiter Physical Un-

clonable Function

The speed optimized design, as the name suggests can be
deployed in applications where the speed of operation is vital
like routers and network switches. The power optimized design
can be deployed in applications where the speed can be traded
off for power conservation like smart devices which operate
on a battery. Both devices can be deployed in respective
application domains of the Internet of Things.

VI. DESIGN OF PHYSICAL UNCLONABLE FUNCTIONS

This section presents the different PUF designs. The two
designs take advantage of the manufacturing variations that are
introduced during fabrication. The designs are derived from
two different architectures of PUFs. The two conventional
designs are presented first and then the new designs of PUF
are presented.

A. Conventional Ring Oscillator PUF Design

The conventional Ring Oscillator Physical Unclonable
Function (RO-PUF) design is presented in Fig. 6. As the
name suggests, the RO-PUF contains N ring oscillators. In
this case, for N oscillators, an N/2 bit key will be produced.
The ring oscillators are connected to two counters through
multiplexers which count the number of oscillations given by
the ROs. The multiplexers feed the oscillations to the counters.
The select lines of the multiplexers in this case become the
challenge input to the PUF design itself. As shown in the
figure, half of the oscillators are connected to one counter and
the remaining half are connected to the other counter. The
counted oscillations are then compared with each other.

Enable —L.—"_»_’.—V
Enable —L-—»_»_H*

Enable —L.—"_»_”—V

el o

Enable — WW : Challenge Input

Fig. 6: Conventional RO-PUF Design.
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Due to the manufacturing variations in the fabrication
phase, the oscillation frequencies will not be the same for all
ring oscillators. Depending on the oscillation frequency, the
comparator will generate the bits 1 and 0. With each pair of
selected ring oscillators, the output bit will change because
of the process variation. Hence, to generate a 128-bit key,
256 ring oscillators need to be employed in the design. The
challenge input for this design is the input to the multiplexers.
With the change in challenge input, the output key changes.
Inverters are highly susceptible to temperature and environ-
mental variations. Hence the counters are employed such that
there is a little error rate while generating the output key.
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B. Conventional Arbiter PUF Design

The conventional Arbiter Physical Unclonable Function
(A-PUF) design is shown in figure 7. This PUF contains
multiplexers connected in series, as shown in the figure. In
the case of an RO-PUF design, the oscillation frequencies are
affected by various factors. In the Arbiter PUF, the transistors
present in the multiplexers will produce variable delays. At
the end of the series, a D flipflop is present. The signal from
the top multiplexers will be fed as an input to the D flipflop
and the signal from the bottom series of multiplexers is fed to
the clock signal of the D flipflop.

Due to manufacturing variations, the gate delay presented
by the transistors will vary with each multiplexer. Hence,
the flipflop input signals, the D input and the clock, will be
different at a specific point of time where the output will be
obtained. To generate a 128-bit key, 256 series of multiplexers
are needed. As the output generation entirely depends on
the gate delay, more multiplexers will be needed to generate
a sufficient delay to produce a difference between the two
signals, the D input and the clock signal. Hence the power
consumption of the device will also be comparatively higher.

D -
\Fl\Fl\ g

1

Input!

Challenge Challenge Challenge Challenge
Input Input Input Input

Fig. 7: Conventional Arbiter PUF Design.

C. Dopingless Transistor Based Speed Optimized Hybrid Os-
cillator Arbiter PUF

The design of the speed-optimized hybrid oscillator arbiter
PUF is shown in figure 8. Dopingless FETs are used for
the design. The hybrid oscillator arbiter PUF design is a
combination of the arbiter and the ring oscillator PUF designs.
For the hybrid oscillator arbiter PUF, N ring oscillators will
generate an N/2 bit key. The ring oscillators will produce the
oscillations, but due to the manufacturing variations introduced
during the fabrication process, the frequencies will not be the
same for all oscillators. This is taken advantage of in designing
the PUF. There are two sets of ring oscillators with N/2 in
each set. One half of the ring oscillators are connected to the
D input of the flipflops and the other half are connected to the
clock signal. At a given time, the signal at the D input and
the clock signal of the flipflop will not be the same due to
the manufacturing variations which will give different outputs
from each of the flipflops. All the output bits combined give
the PUF key. With the absence of multiplexers, the speed of
key generation is increased significantly.

I ’, ’_ ’, ’, ’, b o
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Fig. 8: DLFET Based Speed Optimized Hybrid Oscillator
Arbiter PUF.

D. Dopingless Transistor Based Power Optimized Hybrid Os-
cillator Arbiter PUF

The power-optimized hybrid oscillator arbiter PUF is similar
to the design of the speed-optimized hybrid oscillator arbiter
PUF. The main difference is the presence of multiplexers.
Devices operating on battery power cannot afford to supply
power to multiple D flipflops all the time. So the flipflops
are replaced with one flipflop and multiplexers. The ring
oscillators are divided into two sets with N/2 oscillators in
each set. Instead of connecting them directly to the flipflops,
one set of oscillators is connected to multiplexer MUX1 and
the other half are connected to multiplexer MUX2, as shown in
figure 9. The outputs of the multiplexers are connected to the
D input and the clock signal of the D flipflops. This reduces
the power consumption but increases the key generation time.
The multiplexers select the oscillators and feed to the flipflop
which then generates each bit of key. Due to the manufacturing
variations, the signals at the D input and the clock signals will
not be the same. Hence the output bits will also not be the
same. This design can be used when the power consumption
needs to be conserved at the cost of speed of operation.

Enable —L-—»—»_"—"*
Enable—L-—»—’.—H* ‘»’J
Output
D —
Challenge Input Q Key

D Flipflop

Erae = MW <DOJ ok
o PP PP P

oo PP PP - -]

Fig. 9: DLFET Based Power Optimized Hybrid Oscillator
Arbiter PUF.

Challenge Input

VII. CIRCUIT LEVEL IMPLEMENTATION OF HYBRID
OSCILLATOR ARBITER PUF USING DLFET

In the experimental setup, a 13-stage oscillator was con-
sidered. A 32-bit key was generated. For the generation of
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a 32-bit key, 64 ring oscillators were needed. In the Ring
Oscillator PUF, counters and a comparator were used. On the
other hand, in the Hybrid Oscillator Arbiter PUF, the counters
and the comparator were replaced with a D-Flipflop. An RS
flipflop could be implemented instead of a D flipflop for lower
biasing, but it was found that it was not optimal for the PUF
performance. The Arbiter PUF also uses a high number of
multiplexers which will increase the number of transistors
and hence the overall complexity of the circuit itself. Hence,
with the Hybrid Oscillator Arbiter PUF, the complexity of the
circuit was decreased comparatively.

The conventional inverter is highly susceptible to tempera-
ture and power supply variations. This becomes a serious issue
when implementing PUFs using inverters. When the temper-
ature of the chip or the module changes, if a conventional
inverter is used in a PUF architecture, the oscillation frequency
changes. Due to the change in frequency, for a single challenge
input, the response changes. Hence the error rate increases and
the key cannot be used to encrypt the data. Another major
issue is the aging effect of the inverter design. As the age
of the inverter circuit increases, the output changes, which
affects the reliability of the PUF module itself. To overcome
these effects on the module, a current starved architecture is
being implemented in the PUF. Figure 10 shows the circuit
level design of a single bit PUF module. The current starved
oscillator will generate the oscillations necessary and they are
compared using the D flipflop. The flipflop will give out a
single bit of the PUF. The tuning voltage V. for all the
oscillators is given the same when running the simulations. To
increase the complexity of the keys generated, V;,,. can also
be used as a challenge input along with the multiplexers. This
complicates the implementation but will increase the security
of the module. Using this architecture, the error bit rate will
be low, as presented in Section VIII.

| | )
| | Output
D Q _ Key
I I
D-Flipflop
Clk
I I
I I

Fig. 10: Circuit implementation of the PUF.

VIII. EXPERIMENTAL RESULTS

This section presents the experimental results of the speed
optimized and the power optimized hybrid oscillator arbiter
PUF designs. For a PUF to be validated, the following two
properties must be satisfied: Uniqueness, and Reliability. The
Figures of Merit (FoMs) considered in this section, along with
the uniqueness and reliability, are the average power consumed
by the module and the total time taken to generate the PUF
key. These are the two main conflicting aspects in applications
as the data processing should be fast while consuming as little
power as possible. For high performance, some power should
be traded off and for low power consumption, a performance
trade off will always be needed. Table II shows a comparison
of the Hamming distance between the FinFET based PUF and
the DLFET based PUF.

TABLE II: Characterization Table for Power and Speed Opti-
mized Designs.

Parameter Power Optimized Hy- | Speed Optimized Hy-
brid Oscillator Arbiter | brid Oscillator Arbiter
PUF PUF

Average Power 121.3 pW 151 pW

Hamming 48 % 50 %

Distance

Time to generate | 150 ns 50 ns

the key

A. Uniqueness

The uniqueness of a PUF is the ability of the module to
produce different PUF keys with a change in the challenge
bits. It can be quantified using the Hamming distance of the
keys produced by the circuit. For an ideal PUF, the Hamming
distance should be exactly 50%. Monte Carlo simulations were
performed on the circuit to simulate the process and mismatch
variations. 100 runs were performed and the output keys were
checked for uniqueness. Figure 11 shows the frequencies of
different ring oscillators in each of the runs. This shows the
different frequencies each of the oscillators produce for each
run and in a single run. Figures 12 and 13 show the Hamming
distance between the different keys produced in different runs.
The power optimized hybrid oscillator arbiter PUF consists of
multiplexers and the select lines of the multiplexers can be
considered as challenge bits. On the other hand, in the speed
optimized PUF there is not multiplexer present and hence no
challenge bits are available. This means that it will produce a
single key once it is fabricated. For a fair comparison, only the
process variation is considered in this case and the challenge
bit variation in both designs was ignored.

B. Reliability

A PUF is not reliable if it cannot create the same key with
environmental and supply voltage variations. Environmental
effects like temperature variations will affect the performance
of the ring oscillators. In such conditions, a PUF with the same
challenge bits should be generating the same key. To test the
reliability of the designs, the temperature and the power supply
are varied. Figures 14 and 15 show the Hamming distance of
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Fig. 13: Inter PUF Hamming Distance of Power Optimized
Hybrid Oscillator Arbiter PUF.

the keys generated by the designs. The speed optimized PUF
does not have much variation but comparatively the power
optimized PUF shows more variation.
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Fig. 14: Intra PUF Hamming Distance of Speed Optimized
Hybrid Oscillator Arbiter PUF.
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Fig. 15: Intra PUF Hamming Distance of Power Optimized
Hybrid Oscillator Arbiter PUF.

C. Average Power

The average power consumed is always a major metric. In
devices that run on battery, low power should be consumed
or the introduced module will be of no use at that point. In
applications like routers or network switches, speed should be
very high to reduce data latency. Figures 16 and 17 show
the power consumption of the speed optimized and power
optimized hybrid oscillator arbiter PUFs. The power optimized
design does show lower consumption due to the smaller
number of flip flops present in the design. The average power
is the sum of all the leakage powers and the dynamic power.

D. Time taken to Generate the PUF Key

The time taken to generate the PUF key is another main
metric which plays an important role in high performance
devices. In the case of router or network switches, the number
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Fig. 16: Average Power of Speed Optimized Hybrid Oscillator
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Fig. 17: Average Power of Power Optimized Hybrid Oscillator
Arbiter PUF.

of devices connected at a time will be high. So to encrypt and
decrypt every incoming and outgoing message, the PUF key
generation should be fast. In such cases, to decrease latency,
the multiplexers in the power optimized design were removed
and a number of D flipflops are added in the speed optimized
design. As each pair of oscillators has a separate D flipflop,
the time needed to generate the key will be the time the
circuit runs until a chosen point of time. For example, in
the simulations performed, the output key was recorded after
running the circuit for 50ns. In the power optimized design, the
total time taken to generate the key will be more than 150ns as
the multiplexers are used to select the signals from oscillators
and between each selection a small time gap is given.

E. Comparison with Other Technologies

A comparative analysis of the two designs of hybrid oscil-
lator arbiter PUF using DLFETSs and FinFETs is presented in
Table III. For the FinFET based design, 14 nm FinFETs are
used. Similar to the design presented in the paper, a current
starved architecture is used in the FinFET based PUF. Monte
Carlo is used to simulate the manufacturing variations. All
the geometric parameters along with the doping concentration

are varied in the FIinFETSs. From the table, it is clear that the
DLFETs are less power hungry compared to the FinFETs.
Table IV shows the comparison of figures of merit from other
published works.

TABLE III: Comparison of FinFET and DLFET technologies.
[ Power Optimized Hybrid Oscillator Arbiter PUF |

Parameter FinFET DLFET
Average Power 219.34 pW | 121.3 pW
Hamming Distance 493 % 48 %
Time to generate the key 150 ns 150 ns

Speed Optimized Hybrid Oscillator Arbiter PUF

Parameter FinFET DLFET
Average Power 250.15 pW | 151.3 pW
Hamming Distance 49.6 % 50 %
Time to generate the key 50 ns 50 ns

IX. CONCLUSION AND FUTURE RESEARCH

This paper presents two designs of hybrid oscillator arbiter
PUFs, a speed optimized and a power optimized design using
DLFETs. A fair comparison of two technologies, FinFET and
DLFETs is presented in this paper to show a power reduction
using these DLFETSs. As a future research, an ultra low power
design of PUF can be implemented as these transistors show a
promise for usage in low power applications. A newer design
of PUF will also be developed with these transistors which will
be capable of reconfigurability and will generate multiple keys
accordingly. An SRAM based PUF using these transistors can
also be implemented as DLFETS are more stable, which might
give an advantage in designing better SRAMs. The speed
optimized design, gives only one key. As a future research,
a configurable model of the speed optimized hybrid oscillator
arbiter PUF can be designed and characterized.
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