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Abstract—Digital signal processing (DSP) cores are an 
integral part of consumer electronics (CE) devices. This paper 
presents a novel methodology for obfuscation of transient fault 
secured circuits. The approach presented obfuscates fault 
secured DSP circuits such that the functions of the resulting 
hardware become non-obvious to an adversary (hindering 
reverse engineer process). The proposed methodology employs 
hybrid transformations in succession such as redundant 
operation removal, resource transformation, and connectivity 
change using tree height transformation, logic transformation,
etc. These are achieved without affecting the functionality of the 
underlying DSP circuits or requiring significant increase in 
silicon footprint. The proposed methodology integrates an 
enhanced fault security feature using multi-cuts that ensures 
maximum detection capability against transient faults in the DSP 
circuit. Results of proposed approach indicate stronger
obfuscation and enhanced fault security at lower design cost (avg. 
reduction ~ 14 %), compared to prior art.
   

Index Terms—DSP core, Obfuscation, Structural change, 
Enhanced Fault security, CE devices.

I. INTRODUCTION

System-on-chip (SoC) is an integral component of all 
modern consumer electronics devices. In these smart 

devices, a SoC is responsible for the primary processing of 
data. In the majority of today’s SoC designs one or more DSP 
circuits provide the core data intensive/ power intensive 
computation. As examples, a DSP engine is widely used in the 
telecom infrastructure for voice over internet protocol (VOIP) 
and in digital cameras, mobile phones, consumer audio
systems, headsets and TV panels, [1]-[8]. However, a DSP 
chip may suffer from two diverse hardware vulnerabilities: (a) 
Single Event Upsets (SEU) [3] and (b) Reverse Engineering 
(RE) threat [9]. 

DSP cores need protection against reverse engineering 
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attacks where an adversary could aim to backward engineer 
the design (from Graphic Data System (GDS) to netlist) to 
counterfeit and insert malicious logic. In such a case, a 
sophisticated fault secured DSP circuit can be fully copied 
without the knowledge of the maker. Research community has 
been trying to address this issue with the aid of various 
protection mechanisms such as hardware metering, 
obfuscation, etc. [10]. Further, as transistor complexity as well 
as faster devices continued to emanate, SEU manifesting into 
multi-cycle transient fault also become a major concern for 
DSP cores. These transient faults are caused due to alpha 
particles present in the SoC package of a DSP core. As a 
solution, fault secured DSP designs had emerged [3]. 
However, the past efforts of research community did not 
consider reverse engineering (RE) attacks on fault secured 
DSP cores. RE threats are attacks that are launched from the 
foundry by an adversary to backward engineer a GDS design 
of a DSP core to copy the netlist and insert malicious logic. A 
thematic overview is shown in Fig. 1. Thus, the key here is 
generating strongly obfuscated fault secured DSP designs that 
could hinder RE process [10].

The rest of this paper is organized as follows: section II 
presents novel contributions of this paper. Section III 
discusses the major related approaches; Section IV describes 
our proposed methodology. Further, results are presented in 
Section V, followed by conclusion in Section VI.

II. NOVEL CONTRIBUTIONS OF THE PAPER

The key contributions of this paper are the following: 
    Proposes a novel obfuscation methodology for fault 

secured DSP circuits using hybrid transformations 
applied at structural level (register transfer level).

    Proposed obfuscation methodology applies successive 
transformations to the design in two phases, one during 
structural transformation to the graph and other during 
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Fig.1. Overview of Obfuscated Fault Secured DSP Core.
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fault secured Dual Modular Redundant (DMR) design.
    Proposed obfuscation methodology for fault secured 

DSP circuits incorporates enhanced fault security 
capability induced through multi-cuts in the design.

Threat and Fault Model: The proposed work enhances the 
reverse engineering complexity for an adversary by hiding the 
original structure of a fault secured DSP design that provides 
fault security (detection) against transient fault. The proposed 
approach changes the structure of a fault secured DSP circuit 
as well as maximizes fault security without affecting its
functionality in such a way, that an adversary would find it 
hard to identify the functionality by inspecting the design.

Problem Definition: Given a DSP design (in C-code or 
Control Data Flow Graph – CDFG) and assuming worst case 
transient fault strength (kc), determine a low design cost 
structurally obfuscated fault secured DSP circuit. The 
generated obfuscated fault secured DSP circuit should yield 
reduced design cost (with minimal overhead) as well as 
enhance the fault security. In other words, generate an 
obfuscated fault secured DSP circuit at reduced design cost 
(AT

OBF+FS, TE
OBF+FS) subjected to transient fault constraint (kc

= 2 control steps), such that the resultant design is 
significantly structurally transformed than the original 
counterpart to hinder identification of functionality and 
reverse engineering process. AT

OBF+FS and TE
OBF+FS are the 

hardware area and execution time taken by the obfuscated 
fault secured DSP design respectively.

III. RELATED PRIOR RESEARCH

Consumer electronics literature has several works dealing 
with various aspects of digital signal processor [11], [12], 

[13]. They focus on different aspects of consumer electronics 
system characteristics such as energy efficiency, high 
performance, and area efficiency. However, there is lack of 
security aspect, which do not meet the needs of current 
scenario in critical CE design, where cyber security plays an 
imperative role [14], [15], [16]. The process of transforming 
an original design by keeping its functionality intact is termed 
as obfuscation such that reverse engineering becomes taxing
[4]. Obfuscating a DSP IP can be performed in two ways: a) 
logic obfuscation, b) structural obfuscation [17], [18], [19],
[20]. Through logic obfuscation, the DSP design gets modified 
by inserting additional component into it and by structural 
obfuscation; it gets modified by transformations of logic 
elements in the DSP design [21]. 

Structural obfuscation [4], [22] is performed for DSP 
circuits. However, the work in [4] has not performed multi-
stage High Level Transformations (HLTs) for fault secured 
DSP designs. Additionally, obfuscation approach [4] has not 
obtained low-cost obfuscated fault secured design using multi-
checkpointing. Moreover, optimal folding factor evaluation
technique is not proposed in [4] that lead to higher design 
overhead. Further, obfuscation method [22] has not handled 
protection of fault secured DSP circuits. Therefore, techniques 
proposed in [22] are not applicable to obfuscate fault secured 
design. Moreover, no equivalent DSP circuit of obfuscated 
design is generated during synthesis. SAT solver presented in 
[23], [24] is capable to reduce the complexity of key-based 
obfuscated design for combinational/sequential circuit. 
However, SAT is not scalable for structurally obfuscated DSP 
cores. The reason is a SAT solver does not scale for 
multiplications operation [25]. It is observed that for a 3 bit 
multiplier it generates a large CNF containing 20 clauses.  All 
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the DSP cores tested in this paper comprise of several number 
of large size multipliers. Moreover, SAT solver is not effective 
for structural obfuscation. Therefore, structurally obfuscated 
DSP cores are resilient to SAT solver.

Our proposed approach performs low-cost, compiler-driven, 
multi-stage HLT techniques for loop-based CDFG to achieve 
structural obfuscation during algorithmic synthesis. Previous
works in the literature did not consider obfuscation of the fault 
secured DSP design. In the proposed approach a fault secured 
DSP design is obfuscated through a series of transformation 
techniques at low design cost.   Further, this logic obfuscation
employs additional XOR/XNOR gates in the circuits to protect 
the IP core [26], [27], [28]. This incurs some overhead in 
design due to insertion of additional logic 
components/circuitry. To effectively implement this approach
with minimal impact on the circuit footprint, determination of 
the optimal location of these additional key gates is essential.

On the contrary, proposed approach protects the fault 
secured DSP circuits with minimal overhead and accompanied 
by multi-checkpointing for enhanced fault security capability.
This is because our work employs compiler transformation 
techniques such as Redundant Operation Elimination (ROE), 
Logical Transformation Operation (LTO) and Tree Height 
Transformation (THT) and resource transformation which all 
are capable to eliminate operations, reduce critical path and 
reduce logic. Further, the proposed work employs multi-
checkpointing that thrives on multiple cut insertion yielding 
reduction of latency of the design. These factors produce an 
obfuscated fault secured design with minimal or no overhead 
compared to a normal un-obfuscated fault secured design.

IV. PROPOSED OBFUSCATED DESIGN METHODOLOGY

The proposed methodology employs hybrid transformations 
such as operation change, resource change, connectivity 
change etc. without affecting the functionality of the DSP 
circuit. It also integrates enhanced fault security feature that 
implants several check-points into the design to provide 
additional detection capability against transient fault.

A. Overview of Proposed Methodology
As shown in the Fig. 2 proposed approach takes a CDFG or 

C-code of a DSP core, resource constraint and transient fault 
strength (kc = 2) as input. For obtaining layer 1 obfuscated 
design, four transformation processes are used which include 
Redundant Operation Elimination (ROE), Logical 

Transformation Operation (LTO) and Tree Height 

Transformation (THT) and resource transformation (RT). The 
above transformations are performed in sequence. Further 
layer 2 obfuscated design is obtained from the layer 1 
obfuscated design as follows: layer 1 obfuscated design is 
firstly converted into Double Modular Redundancy (DMR) 
design, followed with list scheduling on the basis of the user-
given resource constraint. Subsequently, layer 2 obfuscated 
fault secured DSP design is obtained by applying fault secure 
hardware allocation rules on obfuscated DMR. Next to 
enhance fault security multiple checkpoints are added by 
inserting multiple cuts. The details of obfuscation based 
transformations and generating fault secure design is 
explained in detail in Section C and D respectively.  

B. Evaluation Models
1) Area Model: Total area AT

OBF+FS consumed by obfuscated 
fault secured design is adopted from [29], expressed as:

AOBF+FS=Σ n
(i=1) A(Ri)*N(Ri)+A(mux)*N(mux)+A(reg)*N(reg),                                                                        

(1)
where, A(Ri), A(mux) and A(reg) represent the area of ith

resource, multiplexers and one register respectively; N(Ri), 
N(mux) and N(reg) represent the number of extracted ith

resource, mux and registers required respectively. Extracted 
resources of ith resource is the maximum number of particular 
resource used in any control step after scheduling the 
obfuscated design on the basis of user-given resources.
2) Delay Model:  Total latency TE

OBF+FS of the obfuscated 
fault secured design is calculated using (2):

TE
OBF+FS=No of Control Steps                       (2)

Total number of control steps can be termed as the number of 
total steps required to complete the desired task in obfuscated 
fault secured design. Here, one control step is taken as 1ns.
3) Fitness Function: The fitness of solution is calculated 
(considering hardware area consumption and execution delay) 
on the basis of following fitness function (3):

Cf =Ø1*(AOBF+FS/ Amax
OBF+FS)+ Ø2*(TE

OBF+FS/ Tmax
OBF+FS),   (3)

where, Cf is the cost of the solution; Amax
OBF+FS and Tmax

OBF+FS

indicates the maximum area and execution delay of obfuscated 
fault secured design respectively. Ø1 and Ø2 are user defined 
weights for area and delay respectively, the value lies between 
[0, 1] (Note: Both Ø1 and Ø2 are kept 0.5 to provide equal 
preference during cost calculation). 
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C. Process of Proposed Obfuscation Methodology
As shown in Fig. 2, proposed obfuscation methodology 

during algorithmic synthesis is achieved through four different 
transformations. They are: (1) ROE (2) LTO (3) THT and (4) 
RT. Our proposed methodology takes the CDFG as input and 
applies each of the aforementioned transformation to 
obfuscate it. The detailed process of each obfuscation 
transformation is explained with a proper example in the 
following subsections.

1) Redundant Operation Elimination Process: It is an 
elimination process of redundant nodes which is applied to 
obfuscate the input DSP design. A node is considered 
redundant when other node(s) with the same inputs and same 
operation also exist. In our proposed approach we checked 
each node in ascending order with respect to the other node. If 
two such nodes are found satisfying the above conditions, then 
node with higher number is eliminated (representing change 
in inputs of resource) followed by all the required changes 
(representing change of mux/demux configuration) such that 
that functionality of the design remains intact. Finally, ROE 
based structurally obfuscated design is produced.

For example, after applying ROE on Fig. 3 (including all 
the nodes shaded and non-shaded) only shaded nodes remain 
in the CDFG (non-shaded nodes are redundant thus excluded). 
According to our proposed analysis nodes 6, 8, 9, 10, 12 are 
eliminated. Nodes 5 and 6 are redundant operations hence 6 is 
eliminates, as a result the input of 9 and 10 gets changed from 
6 to 5. Similarly 7, 8, 9, 10 are also satisfying aforementioned 
conditions, therefore, 8, 9, 10 are deleted and simultaneously 

inputs of their children is also changed. After applying the 
ROE transformation, obfuscated design is obtained.

2) Logic Transformation Process:  Another transformation 
process which is applied to obfuscate the design is, in which 
nodes of the graph are logically altered without change of 
functionality of the original graph. In our approach LTO is 
applied on the first layer of the graph operations and operation 
type of nodes are changed which leads to increase in number 
of the nodes. Finally, LT based structurally obfuscated graph 
is produced as output. 

For example, Fig. 4 represents original and logic 
transformation driven obfuscated design of a FIR filter; newly 
added/modified nodes (representing changed inputs to 
resources) are marked in green colour and the modified 
dependencies (representing changed muxes/demuxes 
interconnection) are marked with green line (one 
multiplication resource is replaced by 2 adders). In this 
example node numbers 1 and 2 are assumed to have 4 and U 
(‘U’ is a variable) as their inputs. As evident, both the designs
are functionally equivalent and produce same outputs.

3) Tree Height Transformation Process: It is another 
obfuscation process which obfuscates the input CDFG by 
decreasing its height. It divides the critical path dependency

22’20’

16’15’14’13’

9’ 11
’

10
’

12
’

18’

14
’

21’19’

23’

12&9’& 11& 10&

+
14’&

15’
& &

16’
&

+

16’
+

+ +

+

+

12
L4L3

1110

L2L1

9

17
A2
18

L1

13
L2

14
L3 L4

16

A1
20

A2

22

A1
19

A2
21

A1
23

+

10
&&

&

+

11&

13
&

14
&

17
+

&

18
+ &

+

+

+

17’

A1
15

Fig.9. Proposed Obfuscated DMR design of a FIR filter

1
+

2
+

33
+

44
+

55
+

6
+

77
+

8
+

21

23

19

17 18 20 22

1615141311 12109

+

X
10
X

11
X X

13
X

14
X

15
X X

+
18

+
20

+
22

+

21
+

23
++

9
1

+

X
11

3
+

X 16

8+

X15

7+

X
22+

X 10
+17

4+

X 12

5+

X 13

6+

X 14

1818+

1919
+

20+

21

22
+

23+

Fig.5. Proposed Tree Height Transformation based Obfuscation of FIR 
filter.

21

23

19

17 18 20 22

1615141311 12109

+

& &
11

& &
13

&
14

&
15

& &

+
18

+
20

+
22

+

21
+

+

1
+

2
+

33
+

44
+

55
+

6
+

77
+

8
+

21

23

19

17 18 20 22

1615141311 12109

+

X X
11

X X
13

X
14

X
15

X X

+
18

+
20

+
22

+

+

+

Fig.7. Proposed Resource Transformation based Obfuscation of FIR

a0
b0
a1
b1

2bit2bit

4bit

HA

HA

REG

2*2 
Mul

Fig.6. Custom design block used for resource transformation 

m
22

m
21

a2
3

a2
4

a2
5

a2
2

a2
1

a1
2

i9 i1
5

i1
3

i1
1

i7i3i5i1

A1

M1 M2

A2+ +

X
X

i0
i4

i2
i6
i8

i10
i12

i14

a1
1

a1
3

a1
4 a1
5

a1
6 a1
7

a1
8

a2
6

m
11

m
12

m
13

m
14

m
15

m
16

Fig.8. Original non-obfuscated, non-fault secured DSP circuit of a FIR filter



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 5

into temporary sub-computations and evaluates in parallel
(representing change of mux/demux configuration and 
resource inputs), therefore, functionality of the graph remains 
intact. Finally, THT based structurally obfuscated graph is 
produced as output. Fig. 5 shows the transformation of a FIR
filter design before and after THT. Here operations which are 
done in sequential order are done parallel by shifting the nodes 
up such that functionality of CDFG remains intact. Nodes 18, 
20, 21 and 22 are shifted up, thus, 23 also shifts up.

4) Operation (Resource) Amalgamation: It is one of the 
obfuscation transformations where two operations are merged
into one operation type (representing a new resource type, 
inputs configuration, mux/demux connectivity). For our 
proposed approach we designed a customized resource that 
performs “addition followed by a multiplication” (Fig. 6). 
However, this transformation is applicable only for nodes 

whose inputs are independent. In this paper we represent this 
custom resource by symbol ‘&’. Resource transformation is 
performed whenever adder execution is followed by multiplier 
execution during scheduling where the output of adder is used 
only by same multiplier and inputs of multiplier should also 
come only from that adder. For example, as shown in Fig. 7, 
resource transformation is applied on all adders followed by 
multipliers on first step.

D. Transient Fault security (Detection) and Layer 2 
Obfuscation

Due to significance of DSP cores in consumer electronics 
devices/applications, usually security against transient faults is 
also incorporated. It has been emphasized in [34], one of the 
major sources of creating single event transient in DSP SoC is
alpha particles. It is also mentioned in [34], the temporal effect 
(pulse width) of transient fault affecting more than one

CS6

CS5

CS4

CS3

CS2

CS1

A4

18’
+

A3

17’
+

L1

9’
&

L4

12’
&

L3

11’
&

L2

10’ 11’
&

A1

17

A4
23’

+

A3
20’

+

A3
21’

+A2
19’

+

A1
19

+

10

L2
&

L1

9
&

L4

16
&

A1
20

+

L3

11
&

L1

13
&

L2

14
&+

12

L4
&

A2

18
+

L3

15
&

A2

22
+

A2
21

+

A1
23

+

L1

13’
&

L2

14’
&

L3

15’
&

L4

16’
&

A4

22’
+

C11< <<

<<<<

<<<<
C1 C2 C3 C4

C5 C6 C7 C8

C9C10

Fig.10. Proposed Obfuscated Fault Secured DSP design of FIR filter (with enhanced fault security feature – multi-cuts)

9, 9’

16, 16’

10, 10’ 11, 11’ 12, 12’

15, 15’14, 14’13, 13’

19, 19’23, 23’

Fig.11.  Non-obfuscated DSP circuit of a FIR filter with normal fault security (no enhancement in fault security capability based on [31]).



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATION NUMBER (DOUBLE-CLICK HERE TO EDIT) < 
 

6 

cycle/control step (up to a range of 2000ps) is likely due to 
high energy particles. For experimental purpose, authors have 
assumed that particle with high Linear Energy Transfer (LET) 
may affect multiple cycles/control steps between the range of 
1000 ps (kc=1) to 2000 ps (kc=2). 
1) Double Modular Redundancy (DMR) of Obfuscated 
design: The first step to fault security is generation of DMR 
version of final obfuscated graph of level 1 obfuscation. 
Obfuscated DMR represents original and duplicate units of 
obfuscated graphs obtained earlier during layer 1 obfuscation 
process. Fig. 9 shows the layer 1 obfuscated DMR design of 
FIR benchmark (duplicate is encircled with red boundary).  

2) Fault Security of Obfuscated design: Transient faults are 
the faults which affect the device transiently and remain no 
longer active after some time. When the fault occurs at any 
resources it gives erroneous output and after kc-cycles (fault 
strength), the same resource starts giving back the desired 
output. Once obfuscated DMR is obtained in previous step, 
both original and duplicate unit operations are initially 
scheduled (in concurrency) on the basis of user constraint. 
After scheduling the original obfuscated design on the basis of 
user-given constraints, resources are extracted. Extracted 
resources are the maximum individual resources which are 
used at any particular control step rather than the resources 
provided. This initial resource configuration is useful in 
estimating the initial design cost before fault security rules are 

incorporated. As discussed earlier, the longest lasting transient 
fault is 2000ps (which is equivalent to kc = 2 for 1GHz). In 
next paragraph, we present the fault secured hardware 
allocation/re-scheduling rules [30]. The initial obfuscated 
DMR scheduling obtained, may undergo re-scheduling in 
order to accommodate the fault security rules. Subsequently 
the final extracted resource configuration will be obtained 
after this. 

Fault Secured Hardware Allocation/Re-Scheduling Rules  
1.     If delay (control step) difference of the original and 

duplicate sister operation is greater than kc, allocate same 
operator in original and duplicate operation. 

2.     If rule 1 is not satisfied and delay difference of original 
and duplicate operation is not greater than or equal to kc 
then allocate distinct hardware resource. 

3.     If either of the above rule is not satisfied and delay 
difference of original and duplicate operation is less than 
kc, then keep shifting duplicate operation by 1 CS below 
until either of the above rule is satisfied.  

Checkpoint (acting as layer 2 obfuscation): Implementing 
fault security on the obfuscated design, may incur delay 
design overhead. Cut insertion is done in order to optimize the 
delay overhead on the fault secure design as well as improve 
checkpointing. Some data dependency edge is cut in graph 
therefore, shifting that operation one CS up. According to our 
proposed approach, a cut is performed after generation of 

Benchmark 
 Proposed approach 

 [32] Enhancement in Strength of 
Obfuscation (%) REO (Unique 

nodes) 
LTO (Unique 

nodes) 
THT (Unique 

nodes) 
ALU (Unique 

nodes) 
# of gate 
affected SoO 

IIR - 3 3 - 3040 0.666667 0.33333 100 
ARF 10 6 - - 2400 0.571429 0.42857 33.33 
BPF 5 6 2 2 960 0.517241 0.44827 15.38 

DWT - 10 - - 6688 0.588235 0.52941 11.11 
FIR - - 12 11 4288 1 0.5 100 

 

 

TABLE I  
Comparison of proposed obfuscation with [32] in terms of obfuscation strength.  
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DMR followed by employing the hardware allocation rules for 
transient fault security. In proposed approach, maximum 
possible cuts are inserted thus resulting in maximum 
checkpoints (Security). For example, Fig. 10 is the proposed 
completely obfuscated (layer 1 and 2 integrated) fault secured 
design obtained after applying 10 checkpoints (maximum 
possible checkpoints with extracted resources) which results in 
area overhead as 10 comparators are used but this cost 
overhead is almost neutralized by decrease in latency (from 8 
CS to 6 CS).  

In this example, extracted resources are: (4A, 4&). Next 
checkpoints are applied at 9, 10, 11, 12, 13, 14, 15, 16, 19 and 
21 at their respective duplicate nodes (can be seen in Fig. 10). 
Because of checkpoint at 9 and 11, and 10 and 12, the node 
17’ and 18’ respectively shifted one CS up as they are no 
longer dependent on 9’ and 11’, and 10’ and 12’. Similarly, 
the dependencies of 20’, 22’ and 23’ are also altered, hence 
these all are now dependent upon original graph, thus resulting 
in shifting to upper CS. Through proposed approach, higher 
fault security through multi checkpointing can be obtained. 
The number of comparisons are increased thus fault can be 
detected at an early stage.  Fig. 12 shows the diagram of multi-
structural obfuscated fault secured FIR circuit with multi-
checkpoint; while fig. 8 represents the un-obfuscated non-fault 
secured DSP circuit of FIR. Further, Fig. 11 shows the un-
obfuscated fault secured circuit of FIR with single checkpoint. 

V.  EXPERIMENTAL RESULTS 
Our proposed approach generates a low-cost obfuscated 

fault secured DSP circuit through a series of successive hybrid 
transformations and multi-checkpointing: 

A. Experimental Setup and Benchmark 
Both proposed approach and, [31], [32] have been 

implemented in object oriented programming language and 
executed at 1.90GHz. Area calculations are performed on 
15nm technology scale in terms of NAND gates [33].  

B. Result of Proposed approach and prior work in terms of 
Strength of Obfuscation 

The Strength of Obfuscation (SoO) provides a measure of 
difference between the obfuscated fault secured circuit and the 

original fault secured circuit. TABLE I shows the comparison 
of SoO of the proposed obfuscation methodology and the 
corresponding design from [32]. Obfuscation [32] has been 
selected for comparison as it also performed transformations 
on CDFGs. The SoO is calculated by counting the unique 
nodes which are modified after performing 1st layer of 
obfuscation (Fig. 2) using Eqn. (4): 

 
SoO = (Σ m

 (i=1) Number of unique nodes modified)/(Number of 
nodes before obfuscation)                (4) 

Higher is the value of SoO, stronger is the obtained security 
of the design. Hence, harder it is to reverse engineer the 
circuit. A node is considered as a modified one if either of the 
following condition is true [32]: 

 A parent node or a primary input of a node of an 
obfuscated CDFG is different from original. 

 The child of a node in an obfuscated CDFG is different 
from original. 

 The resource type of a node in an obfuscated CDFG is 
changed. 

 A node of an original CDFG is non-existent in the 
corresponding obfuscated CDFG. 

TABLE I refers the count of nodes modified through 
individual obfuscation phases. The enhancement of SoO in 
proposed design is clearly shown in the table. 

C. Results of Proposed approach in terms of Obfuscation 
Fault Secure DSP design  

TABLE II shows the functional unit area, area of required 
multiplexers, register area, latency and design cost after 
performing proposed 1st layer of obfuscation (Fig. 2) and 
making the DSP fault secure by considering worst fault 
strength i.e. kc=2. Functional unit area is calculated 
corresponding to extracted resources and comparator. It is 
worthwhile to consider that sometimes an obfuscated design 
achieves lower latency than a non-obfuscated design since the 
proposed approach performs series of transformations and 
optimizations (such as ROE, THT, LT, resource 
transformations etc.). Thus in such specific scenario, the graph 
after scheduling may result into lower latency. On the other 
hand, TABLE III contains the details of the non-obfuscated 
non-secure DSP design. The major concern associated with 

Benchmark kc Resources FU area (um2) Mux area (um2) Reg area (um2)  Area (um2) Latency (ns) Cost 

IIR 2 3A,3M,1C 300.418 25.559 6.29146 332.268 8 0.508934
18 ARF 2 5A,6M,1C 564.659 77.9551 10.2236 652.838 13 0.528534 

BPF 2 5A,2M,1ALU,1C 357.827 75.3992 9.43718 442.663 13 0.505261 
DWT 2 5A,1M,1C 187.171 63.8976 7.07789 258.147 15 0.490004 
FIR 2 4A ,4ALU,1C 473.433 34.5047 3.14573 511.083 8 0.350224 

 
 

TABLE II 
Results of proposed methodology for obfuscated fault secured DSP designs. 

Benchmark kc Resources FU area (um2) Mux area (um2) Area (um2) Delay (ns) Cost 

IIR 0 1A,3M 245.3674 6.38976 251.757 5 0.35439387 
ARF 0 3A,6M 509.609 34.5047 544.114 8 0.40416636 
BPF 0 3A,4M 358.6134 34.5047 393.118 8 0.40932128 
DWT 0 3A,4M 358.614 19.1693 377.783 10 0.57481188 
FIR 0 4A,4M 377.4884 28.1149 405.603 9 0.34422066 

 
 

TABLE III  
Results of un-obfuscated, non-fault secured (baseline) DSP design. 
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DMR is either area or delay gets increased; While TABLES II 

and III are the evidence that in spite of using DMR in 
proposed approach, the enhancement of cost is marginal. 

D. Comparison of Proposed Obfuscated Fault Secure DSP 
design with prior work in terms of design cost and obfuscation 

TABLE IV shows the comparison of proposed design 
without insertion of cuts and [31] in terms of area, latency and 
cost. The cost of proposed design is unsubstantial compared to 
related design because resource extraction is followed by 
proposed design which reduces the functional unit area. The 
proposed approach assures low cost design which is multi 
structural obfuscated with enhanced fault security whereas 
[31] comprises only fault secured design with high cost. 

TABLE V represents the detailed information of the 
obfuscated fault secured design with maximum multi-
checkpointing in terms of area (functional unit area, mux area 
and registers area), latency, number of checkpoints applied 
and cost.  Moreover, TABLE VI compares the area, latency 

and cost of the proposed approach with and without 
checkpointing. Proposed approach uses the different 
comparators for all the checkpoints. Further, fig. 13 represents 
the total modified gates in proposed approach with respect to 
[31]. For FIR benchmark: Gate count in proposed 
approach=10592; Gate count in related approach=14880. 
Moreover, the prominent improvement in the design cost as 
compared to [31] is shown in fig. 14. 

VI. CONCLUSION 

This paper presented a novel methodology for obfuscation 
of fault secured DSP circuits with enhanced fault security 
capability. Our future research includes IP core protection 
using both structural and functional obfuscation. 
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