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Guest Editorial - Circuit and System Design Automation for Internet of Things

Internet-of-Things (IoT) is the technical backbone of smart cities which are envisioned to cope up with
rapid urbanization of human population with limited resources. loT provides three key features of smart
cities such as intelligence, interconnection, and instrumentation. [oT is essentially a system-of-systems
which can be considered as a configurable dynamic global network of networks. The main components of
IoT include the following: (1) The Things, (2) Internet, (3) LAN, and (4) The Cloud. IoT is built by
various diverse components including electronics, sensors, actuators, controllers, networks, firmware, and
software. However, the existing electronics, controllers and processors do not meet IoT requirements,
such as multiple sensors, communication protocols, and security requirements. The existing Computer-
Aided Design (CAD) or Electronic Design Automation (EDA) tools are not enough to meet diverse
challenges such as time-to-market, complexity, and cost of IoT. The required electronic circuits and
systems need to be developed by handling and solving specific requirements. Real-time and ultra-low
power plays a major role since mobile devices in the IoT have to provide a long availability with a
relative small energy budget. At the same time, reliability, availability, real-time constraints, and
performance requirements pose significant challenges and therefore lead to a high interest in research. In
this special issue, different approaches to design novel devices, circuits, and systems for solving the
challenges with IoT are targeted. Various novel design automation components including modeling,
design flows, simulation methods, and optimizations for designing of modern IoT are targeted, from
system level down to device level. The current special issue was envisioned with the above technical
considerations. After a rigorous review process, a set of articles were selected for this special issue. These
papers are briefly discussed in the rest of the editorial.

In IoT, edge computing paradigm can be useful to reduce the data transmission latency and cost by
performing many computations at the edge nodes prior to sending them in the Internet. Adegbija, et al. in
“Microprocessor Optimizations for the Internet of Things: A Survey” present an extensive study of
microarchitectural characteristics of loT applications for efficient edge computing.

Multicore computing is useful in mixed-criticality systems in which multiple activities with different
certification requirements may happen. Han, et al. in “Multicore Mixed-Criticality Systems: Partitioned
Scheduling and Utilization Bound” present a criticality-aware task partitioning algorithm to improve
utilization of the multiple cores in the hardware platform.

Artificial Intelligent (AI) technology including machine learning and deep learning is one of the drivers of
IoT growth. Hardware accelerators for such technology can be crucial high-speed low-cost computations
in the [oT framework. Guo, et al. in “Angel-Eye: A Complete Design Flow for Mapping CNN onto
Embedded FPGA” present a programmable and flexible Convolutional Neural Network (CNN)
accelerator.

Andri, et al. in “YodaNN: An Architecture for Ultra-Low Power Binary-Weight CNN Acceleration”
present a hardware accelerator for binary-weight Convolutional Neural Network (CNN). The proposed
accelerator advances the state-of-the-art in terms of energy and area efficiency.

Typical real-life hardware needed for the IoT can be combination of analog and digital components for
cost and performance trade-offs. Beaumont, et al. in “High-Level Asynchronous Concepts at The
Interface Between Analog and Digital Worlds” introduce novel high-level description language for
asynchronous circuits which may serve as interface between analog and digital domains. The key feature
of this idea is simplification of capturing the system requirements in the form of a formal specification
and to promote behavioral for design reuse.



Chen, et al. in “qSwitch: Dynamical Off-Chip Bandwidth Allocation between Local and Remote
Accesses” present an approach for dynamic bandwidth allocation in the multisocket computer systems
when there is heavy intersocket communications. The main feature of the proposed method is to increases
the physical bandwidth of intersocket communication via switching the function of pins from off-chip
memory accesses to achieve an average performance speedup.

Security is of paramount importance in the IoT which are essentially connected devices potentially
communicating among themselves all the time. In the context of IoT, security is an umbrella term which
may include trust, privacy, information security, system security, privacy, and copyright protection.
Wang, et al. in “Enabling Security-enhanced Attestation with Intel SGX for Remote Terminal and IoT”
present a security-enhanced attestation for remote terminals which can be useful and Bring Your Own
Device (BYOD) approach in IoT.

Physical Unclonable Function (PUF) has been explored as a security primitive for last decade which
relies on the features of the underneath hardware to provide robust security. Marchand, et al.
“Implementation and Characterization of a Physical Unclonable Function for IoT: A Case Study with the
TERO-PUF” introduce a transient effect ring oscillator (TERO) PUF which has been demonstrated in
FPGA platform.

Physical side channels attacks such as Differential Power Analysis (DPA) extract information from the
cryptographic hardware characteristics instead of defeating the algorithms. Kumar, et al. in “FinSAL:
FinFET Based Secure Adiabatic Logic for Energy-Efficient and DPA Resistant loT Devices” present a
FinFET based Secure Adiabatic Logic (FinSAL) which is claimed to be energy-efficient and DPA-
resistant.

Geng, et al. in “On Random Dynamic Voltage Scaling for Internet-of-Things: A Game-Theoretic
Approach” investigate a method based on random dynamic voltage scaling (RDVS) technology for side
channel attack resilient cryptosystems. The key idea is to monitor the off-chip power supply voltage and
trigger an alarm to protect valued information once the power supply voltage is lower than a threshold
value.

Smart building is a concrete example of the application of [oT. In IoT based smart buildings safety,
indoor localization are important issues. Cirigliano, et al. in “Towards Smart Building Design
Automation: Extensible CAD Framework for Indoor Localization Systems Deployment” present a
solution for indoor localization. The key idea is the cost-effective deployment of wireless localization
systems in order to maximize the localization accuracy.

Various forms of wired and wireless connectivity is crucial for IoT. Li, et al. in “A Novel Fully
Synthesizable All-Digital RF Transmitter for [oT Applications” present fully synthesizable design of all-
digital RF transmitter for improving high-frequency communications.

The guest editors sincerely believe that this special issue on IoT will be a great reading for the
contemporary researchers worldwide. The guest editors would like to thank the editor-in-chief (EiC) Dr.
Vijaykrishnan Narayanan and the deputy EiC Charles J. Alpert of IEEE Transactions on Computer-Aided
Design of Integrated Circuits and Systems (TCAD) for the opportunity of this special issue. The guest
editors are thankful to the many reviewers around the globe for their timely reviews without which this
successful special issue would not have been possible. The guest editors thank the authors for their
patience and dedication at all stages of the review process. The guest editors are also thankful to the IEEE
staffs for their help during this special issue.
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