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Abstract In a typical design environment, semiconductor manufacturing variations are

considered as challenges for nanoelectronic circuit design engineers. This has led to

multi-front research on process variations analysis and its mitigations. As a paradigm

shift of that trend the present article explores the use of semiconductor manufacturing

variations for enhancing security of systems using FinFET technology as an example.

FinFETs were introduced to replace high-κ transistors in nanoelectronic applications.

From microprocessors to graphic processing units, FinFETs are being used commer-

cially today. Along with the technological advancements in computing and networking,

the number of cyber attacks has also increased. Simultaneously, numerous implementa-

tions of the Internet of Things (IoT) are already present. In this environment, one small

security �aw is enough to place the entire network in danger. Encrypting communica-

tions in such an environment is vital. Physical Unclonable Functions (PUFs) can be

used to encrypt device to device communications and are the main focus of this paper.

PUFs are hardware primitives which rely on semiconductor manufacturing variations

to generate characteristics which are used for this purpose. Two di�erent designs of a

Ring Oscillator (RO) PUF are introduced, one with low power consumption trading o�

device performance and one high-performance trading o� device power consumption.

There is an 11% decrease in power consumption with the low power model along with a
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PUF, Ring Oscillator PUF, etc. A PUF generates an output key which can be used in

cryptographic applications. The advantage is that the same key cannot be generated

without the device itself. Hence in an IoT environment where the client device is not

monitored regularly, this can be used to generate a key for communication or authen-

tication purposes. PUFs are also used in IP protection where a challenge response pair

is generated by the manufacturer to validate the authenticity of the device [8].
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Fig. 4 n-type FinFET I −V Characteristics with Process Variation Taken into Account.
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Fig. 5 Inverter DC Transfer Function Monte Carlo Simulation Results.

3 Novel Contributions of this Paper

The encryption key is generated by a PUF and is used to encrypt the end-to-end

communications. The main advantage of the PUF is that the key is not stored anywhere

in memory. Di�erent types of PUF designs are available for use in the IoT [26]. An RO

based PUF is used in this paper. Compared to other PUF designs, the RO PUF will be

easy to manufacture. The main advantage of the proposed RO PUF in this paper over

the other PUF designs is that less area is needed and with N Ring Oscillators, N bits

can be obtained, unlike other designs. Hence, power consumption can be much lower for

generating the same number of bits. Two di�erent PUF designs are presented, one which

can be ideal for small devices like smart-watches and another which is ideal for high
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speed demanding devices like routers and network adapters. The novel contributions

of this paper are the following two distinct designs:

� A novel energy-optimal hybrid oscillator arbiter PUF.

� A novel speed-optimal hybrid oscillator arbiter PUF.

The current paper is an extension of the work presented in [29]. 14nm technology

FinFETS are used in the current paper in contrast to 32nm FinFETs used in [29]. The

use of the 14nm technology gives an advantage in power consumption and chip area

reduction and is more in line with current state-of-the-art manufacturing processes.

4 Related Prior Research

FinFETs have proven to be a promising replacement to the planar transistors with less

leakage and more scalability beyond the 32 nm regimes. Now the FinFET has reached

14nm in commercially available processors and devices [19]. But one of the main issues

in scaling the devices beyond 20 nm is the device to device manufacturing variations.

At such small transistor sizes, there will be many factors contributing to the variations.

A study of the process variation e�ects on sidewall roughness e�ects was presented in

[1]. Computer Aided Design models in 3D were used for the simulation of devices and

the devices were subjected to Monte Carlo variations and results were presented in [1].

To study the impact of these variations on memory devices, 6T and 10T Static Random

Access Memory (SRAM) cells were designed and simulation results were presented in

that paper. The impact of process variation of nanotube devices and nanowire devices

is presented in [22]. A 128 Mb high density 6T SRAM was fabricated and presented in

[25]. The SRAM was fabricated using the 14 nm FinFET technology and the proposed

design of the SRAM shows a signi�cant reduction in power consumption. This reduction

in power consumption can be very helpful in the case of a battery operated applications.

In [16], many of the circuits were subjected to Process, Voltage and Temperature (PVT)

variation analysis, including memory and oscillators. For the current paper, a 15nm

FinFET PDK released by NCSU [4] is used.

Di�erent implementations of the IoT are presented in [3]. With the e�cient use of

cloud services, the storage and analysis of data provided by various IoT devices and

sensors has become easier [11]. Implementation of an energy e�cient and user friendly

architecture for the health industry and the IoT were presented in [27]. A thyroid

monitoring system that is dynamically optimized was proposed in that paper. The IoT

is also used in surveillance. One such application is presented in [10] which proposes

an architecture for secure imaging.

Many types of PUF designs are available such as recon�gurable PUF, Ring Oscil-

lator PUF, Arbiter PUF, SRAM PUF, etc. [7,9,26]. Various architectures at nanoscale

used to design a PUF are presented in [8]. An implementation of a PUF using the

variability of RRAM is presented in [6] but its functionality is a�ected by voltage

and temperature variations. A recon�gurable PUF using Ring Oscillators is presented

in [14]. A new design to address aging and environmental e�ects a�ecting the PUF

reliability is presented in [23]. In [2], a protocol for authenticating di�erent devices

connected in an IoT network to avoid various types of attacks is proposed. Di�erent

security problems in the IoT are described in [21]. An elliptic curve based protocol was

proposed using the PUF in [28]. In that paper, the PUF was designed on an FPGA

and the proposed algorithm was implemented. An elliptic curve based protocol that is

secure and also fast is presented in [28].
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5 Proposed Physical Unclonable Function Designs

In this section we present two novel designs of RO PUF, one being high performance

and the other being low power. These are ideal for the two types of devices that are

present in the IoT environment. The power optimized Hybrid Oscillator Arbiter PUF

is useful in low power consuming devices where the battery capacity is limited, for

example in a smart-watch. The speed optimized Hybrid Oscillator Arbiter PUF is

useful where there are no constraints on power consumption and where there is a need

for high speed, for example in network routers and controllers. Each of the designs is

used in di�erent domains and is ideal for the conditions that are mentioned.

5.1 Traditional Multiplexer Arbiter PUF

The Hybrid Oscillator Arbiter PUF is similar to the Arbiter Multiplexer PUF. The

design of a traditional one bit arbiter PUF is shown in Fig. 6: a number of multiplexers

are connected in series as presented. The output from two multiplexers is fed to the

clock and input signals of a latch. The gate delays produced by the transistors will

produce a time delay between the two signals. This time period variation between the

signals will produce di�erent outputs from the D �ip�op. If the signal given to the

clock reaches before the signal given to the input, the output will be high (1). If the

signal given to the clock is slow compared to the signal given to D, the output will be

low (0). The signals X [0], · · · ,X [N] are the select signals (or the challenges) given to the

multiplexers. However, the chip area consumed is large compared to the ring oscillator

designs. The power consumed is also comparatively high. To overcome these, the two

designs of Hybrid Oscillator Arbiter PUF are proposed. The main advantage of this

arbiter PUF is that from a single PUF module various keys can be generated.
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Fig. 6 One bit Arbiter PUF.

5.2 Traditional Ring Oscillator PUF Design

The design of a FinFET based traditional RO PUF is shown in Fig. 7 [15]. The ring

oscillators will generate the required oscillations which are given to the inputs of a

multiplexer. Due to the process variations, the frequency of the generated oscillations

will be di�erent in each of the ring oscillators. As shown in the �gure, the outputs from

N/2 oscillators are given to one multiplexer, MUX1 and the outputs from the other N/2
oscillators are given to the other multiplexer MUX2. At a given time, two of the di�erent
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ring oscillators are selected and the pulse signals generated are counted. The counted

numbers are given to a comparator which compares the number of signals generated

up to that respective point of time and gives the output accordingly as �1� or �0�. A

16-bit FinFET based traditional RO PUF was implemented and its characterization

was performed. The transistor sizing and results are tabulated in Table 1. The relative

sizing of the transistors was made to ensure a smooth current �ow through the inverters

and symmetrical transfer characteristics. In a traditional RO PUF, generating the key

will take time as pairs of ring oscillators are to be selected and the signals are to be

given to the counter for some time to count the number of pulses generated and then

compared. This lag in generation can be avoided in the proposed PUF design presented

next.

Table 1 Characterization Table for Traditional PUF.

Parameter Value

p-Type (W:L) n-Type(W:L)
Transistor sizes

90nm : 20nm 45nm : 20nm

Average Power 248 µW

Hamming Distance 50 %

Time to generate key 150 ns (Varies with frequency of RO)

Fig. 7 shows the design of a FinFET based traditional Ring Oscillator PUF. The

ROs generate the required oscillations. The generated pulse waves, due to the man-

ufacturing variations of the transistors, will have di�erences in their frequencies. N
ring oscillators are used where N/2 ring oscillators are given to Multiplexer 1 and the

other half are connected to Multiplexer 2. Two signals from each set are selected and

compared with each other which gives the output 1 or 0.
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Fig. 7 Traditional RO based PUF.

The 16 bit FinFET based PUF was implemented, which requires 32 ring oscillators.

To check the uniqueness and reliability of the PUF, inter-distance and intra-distance

PUF challenges were performed and the Hamming distance was calculated to test

the uniqueness. The inter-distance PUF of the implemented FinFET PUF is 0.500
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(50%) which is the ideal Hamming distance. To calculate the inter-distance, the same

challenge was given to two di�erent PUFs and the outputs are compared. To calculate

the intra-distance, the same challenge was given to the same PUF module over and over

again to check any variations in the output key generated. Temperature and supply

voltage �uctuations were taken into consideration to con�rm that the intra-distance

challenge gives out the same key.

5.3 Proposed Energy-Optimal Hybrid Oscillator Arbiter PUF

The design of the FinFET based power optimized Hybrid Oscillator Arbiter PUF is

shown in Fig. 8. Like the traditional RO PUF design, the ring oscillators will generate

the necessary oscillations. Due to process variations, the frequency of the generated

oscillations will be di�erent in each of the ring oscillators. In this case, to conserve

energy and create a low power environment, a multiplexer is employed. As in the

traditional RO PUF design, N/2 ring oscillators are given as inputs to multiplexer

MUX1. The other half are given to the other multiplexer MUX2. The output from

MUX1 is given as the input to the D �ip�op. The output from MUX2 is given as the

clock signal to the D �ip�op. Depending on the di�erent frequencies of ring oscillators,

the output will be �1� or �0�. In this case, to obtain the key will take more time than the

speed optimized Hybrid Oscillator Arbiter PUF as pairs of ROs are selected and given

to the D �ip�op. The power optimized Hybrid Oscillator Arbiter PUF is characterized

and the values are tabulated in Table 2.
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Fig. 8 Novel Power Optimized Hybrid Oscillator Arbiter PUF.

Table 2 Characterization Table for Power Optimized Hybrid Oscillator Arbiter PUF.

Parameters Values

p-Type (W:L) n-Type(W:L)
Transistor sizes

90n : 20n 45n : 20n

Average Power 219.34 µW

Hamming Distance 48.51 %

Time to generate key 150 ns (Varies with frequency of RO)



10 Venkata P. Yanambaka et al.

5.4 Proposed Speed-Optimal Optimized Hybrid Oscillator Arbiter PUF

The design of the FinFET speed optimized Hybrid Oscillator Arbiter PUF is shown

in Fig. 9. Due to process variations, the frequency of the generated oscillations will be

di�erent in each ring oscillator. In this design, the signals generated by the RO are not

given to the multiplexers, but are given to the D-input and clock signal input of the D

�ip�op. In this case, the design may become complex compared to the previous designs

due to the routing that should be followed. The signal of one RO is given as D-input

and the signal from another RO is given as a clock to the same D �ip�op. Depending

on the frequencies of the two RO signals, the output bit will be �1� or �0�. The output

bits are taken after a time period of 50ns in this experiment. To achieve more bits from

the same design, two outputs can be taken from the �ip�op outputs, Q and Q̄. In such

a con�guration, for N di�erent ring oscillators, an N-bit key can be obtained.
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Fig. 9 Novel Speed Optimized Hybrid Oscillator Arbiter PUF.

6 FinFET Based Design of the Physical Unclonable Functions

In the multiplexer arbiter PUF design, the gate delay of the multiplexers produces a

time delay for the signals reaching the latch at the end. Similar to this, in the design

of the Hybrid Oscillator Arbiter PUF, two ring oscillators are connected to the input

and the clock of the D �ip�op. Due to the process variation in the manufacturing

of the transistors, the oscillations produced will be of di�erent frequencies. Hence, as

presented in the traditional arbiter PUF, the variation in the time period of signals

reaching the D �ip�op will produce the di�erent output keys.

Fig.10 shows the design of one bit of the FinFET based Hybrid Oscillator Arbiter

PUF. It is similar to the Multiplexer Arbiter PUF shown in Fig. 6 presented in Section

5.1. In the presented design, the environmental changes will a�ect the output key

generation. A single bit change can a�ect the encryption and decryption of data and

hence the entire communication. Hence a current starved design of the ring oscillator

is chosen to compensate for temperature variations. The traditional RO PUF and the

Hybrid Oscillator Arbiter PUF were subjected to 100 runs of Monte Carlo variations.

All geometric parameters are varied with a variation (standard deviation) of 5% over

the nominal values. The nominal values are presented in Table. 3. The parameters

that were varied are height and width of the transistors, oxide thickness of p-type
and n-type transistors, supply voltage, and threshold voltages of both the transistors.
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A temperature variation was also performed to simulate the real-time environmental

e�ects that the device can experience.
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Fig. 10 One bit FinFET Based Hybrid Oscillator Arbiter PUF.

Table 3 Nominal values for the FinFET device parameters.

Parameter Nominal Value

pFET Length 20 nm
pFET Width 90 nm
nFET Length 20 nm
nFET Width 45nm

pFET Fin Width 10 nm
nFET Fin Width 10 nm

pFET Fin Thickness 10 nm
nFET Fin Thickness 10 nm
pFET Fin Height 23 nm
nFET Fin Height 23 nm
Supply Voltage 0.9V

7 Experimental Results

15 nm FinFET models are used for simulations in this paper. The NCSU PDK is

used for all simulations [4]. The models were developed as industry standard compact
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models. The n-Type FinFET is subjected to Monte Carlo variation to simulate the

manufacturing variations by varying the geometric parameters. Table. 3 shows the

nominal values taken for the simulations. All the parameters are subjected to a 5%

variation.

Table 1, Table 2 and Table 4 present the transistor sizes used to design the RO

and the respective results obtained. Two �gures of merit were considered: Time Period

and Average Power. Time Period is the total time taken by the circuit to generate the

key. Average power is taken as the sum of dynamic power and leakage power of the

transistors. For simulation purposes, the ring oscillators used are the same for all three

con�gurations: Traditional, Power Optimized and Speed Optimized PUF. 32 di�erent

ring oscillators are used to generate a 16 bit key in the case of the traditional RO

PUF and a 32 bit key in both cases of Hybrid Oscillator Multiplexer based PUF. 100

Monte Carlo runs are performed on the circuit and the frequencies of di�erent ring

oscillators are calculated. Fig. 11 represents the frequencies of the ring oscillators in

the 100 di�erent runs. Temperature was varied from 24 ◦C to 30 ◦C and the mean supply

voltage of 0.9 V was considered with a 10% standard deviation, which is representative

of on-chip power supply tolerances.
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Fig. 11 Ring Oscillator Frequencies of 100 Di�erent PUFs.

The geometric parameters are taken with a 10% variance. The mean values are the

nominal values of the speci�c technology. The main parameters that were considered

for variation were Width and Height of the �n and the oxide thickness. Along with

these parameters, the temperature variation and also supply voltage variation was also

considered in each of the cases. The quality of a PUF can be estimated using three

factors: Uniqueness, Reliability and Attack Resilience.

7.1 Uniqueness

Uniqueness of a PUF is the ability of producing a unique key di�erent from the other

devices. In the proposed design, the output bit completely depends upon the frequencies

of the Ring Oscillators. Fig. 11 is the surface plot representing the frequency variation

of each of the 32 Ring Oscillators across 100 Monte Carlo Runs. From this plot, the

uniqueness of di�erent frequencies can be clearly shown. Hence all the signals reaching

each of the D �ip�ops in the proposed design reach at di�erent time periods.
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is also longer for the Traditional PUF than the Power Optimized Hybrid Oscillator

Arbiter PUF. In traditional PUFs, more time is taken for the calculation of frequency of

the di�erent ring oscillators and this can be compensated by the proposed design. In the

Speed Optimized Hybrid Oscillator Arbiter PUF, trading o� the power consumption,

N/2 D �ip�ops are employed to generate the key much faster.The increase in Average

Power compared to the traditional PUF is 3.25%. But the time period is much smaller

comparatively as the multiplexer is removed from the design. The maximum time taken

is 50 nm.

Table 4 Characterization Table for Speed Optimized Hybrid Oscillator Arbiter PUF.

Parameters Values

p-Type (W:L) n-Type(W:L)
Transistor sizes

90n : 20n 45n : 20n

Average Power 250.15 µW

Hamming Distance 49.6 %

Time to generate key 50 ns (Varies with frequency of RO)

7.5 Comparison of Traditional and Hybrid PUFs

Table 5 gives a comparison of the experimental results of all three di�erent designs

of PUFs, Traditional RO PUF, Speed Optimized Hybrid Oscillator Arbiter PUF and

Power Optimized Hybrid Oscillator Arbiter PUF. Replacing the counter and the com-

parator in the traditional RO PUF with a D �ip�op will conserve energy. An Average

Power consumption reduction of 11% is observed by using the Power Optimized Hy-

brid Oscillator Arbiter PUF. The generation of the PUF key will take the same time

as that of the traditional design. The key can be generated much faster by removing

the multiplexer and increasing the number of D �ip�ops. This will increase the average

power consumption. With almost no increase in power consumption compared to the

traditional design the key generation is much faster. Table 6 presents a comparison of

the presented work with research presented elsewhere. The architectures of the com-

pared works are mostly Ring Oscillator based but the technology used di�ers. Use of

15nm FinFET with the current architecture of PUF makes it much more robust in

generating the keys and also consumes less power which can be observed from Table

5. It should be pointed out that a direct comparison between presented designs is not

possible due to the di�erent technologies, process nodes and architectures used. How-

ever, the reported Hamming distance is a good indicator of the competitiveness of the

current design. Furthermore, its 15nm FinFET implementation is state-of-the-art and

guaranteed to provide the smallest power consumption.
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Table 5 Comparison of Figures of Merit for di�erent PUF Designs.

Characteristics Estimated Values

PUF Design Traditional RO
PUF

Speed Optimized
Hybrid Oscillator
Arbiter PUF

Power Optimized
Hybrid Oscillator
Arbiter PUF

Average Power 248 µW 250.15 µW 219.34 µW

Hamming Distance 50% 49.6% 48.51%

Average Time to
Generate Key

150 ns 150 ns 50 ns

Table 6 Comparison of Results with Related Existing Research.

Research Works Technology Architecture
Used

Average Power
Consumed

Hamming
Distance (%)

Rahman, et al. [23] 90 nm CMOS � 50

Maiti, et al. [15] 180 nm CMOS Ring Oscillator � 50.72

S. R. Sahoo, et al.
[24]

90 nm CMOS Ring Oscillator � 45.78 %

Maiti et al. [13] � � � 47.31

This paper (Speed
Optimized)

14 nm Current Starved
Ring Oscillator

250.15 µW 49.6

This Paper (Power
Optimized)

14 nm Current Starved
Ring Oscillator

219.34I µW 48.51

8 Conclusion and Future Research

Two novel designs of Hybrid Oscillator Multiplexer based PUFs are presented in this

paper, one Power Optimized and the other Speed Optimized. The Power Optimized

Hybrid Oscillator Arbiter PUF generates the key trading o� the speed with an 11%

decrease in power consumption compared to the traditional RO PUF. The Speed Op-

timized Hybrid Oscillator Arbiter PUF generates the key much faster compared to

the Traditional RO PUF design with a 3.25% increase in power consumption. Both

designs can be used in two di�erent types of devices in an IoT environment, low power

consuming devices and high power consuming, performance-oriented devices.

As a future research, hardware based encryption and decryption architectures will

be implemented to increase the security of communication between devices. Optimiza-

tion will be performed on the designed hardware for the overall low power consumption

[18]. Di�erent Ring Oscillator designs will be employed to improve the stability and

temperature and voltage variation resilience. Side channel leakage resilient PUF design

can also be explored in future.
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