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Abstract In a typical design environment, semiconductor manufacturing variations are
considered as challenges for nanoelectronic circuit design engineers. This has led to
multi-front research on process variations analysis and its mitigations. As a paradigm
shift of that trend the present article explores the use of semiconductor manufacturing
variations for enhancing security of systems using FinFET technology as an example.
FinFETs were introduced to replace high-k transistors in nanoelectronic applications.
From microprocessors to graphic processing units, FinFETs are being used commer-
cially today. Along with the technological advancements in computing and networking,
the number of cyber attacks has also increased. Simultaneously, numerous implementa-
tions of the Internet of Things (IoT) are already present. In this environment, one small
security flaw is enough to place the entire network in danger. Encrypting communica-
tions in such an environment is vital. Physical Unclonable Functions (PUFs) can be
used to encrypt device to device communications and are the main focus of this paper.
PUFs are hardware primitives which rely on semiconductor manufacturing variations
to generate characteristics which are used for this purpose. Two different designs of a
Ring Oscillator (RO) PUF are introduced, one with low power consumption trading off
device performance and one high-performance trading off device power consumption.
There is an 11% decrease in power consumption with the low power model along with a
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simple design and fabrication. Performance of the device can be increased with almost
no increase in power consumption.

Keywords FinFET, Process variation, Physical Unclonable Function (PUF), Internet
of Things (IoT), Security, Encryption

1 Introduction

The first general purpose programmable microprocessor, the Intel® 4004 was released
in April 1970. It was used in calculator manufacturing and had 2250 transistors inte-
grated in it [12]. It was manufactured in a 10 tm technology. After its release, the need
for more powerful microprocessors grew and research progressed in that direction at a
rapid rate. In 1975, Gordon Moore predicted that the number of transistors in an Inte-
grated Circuit (IC) will double every two years, which became known as Moore’s law
and has held for the next half century. This is possible with rapid technology scaling
and integration, but there were some hurdles in the process. Until transistors reached 90
nm technology, there were fewer issues with scaling. Beyond 90 nm, the channel length
reduction gave rise to short channel effects. Leakage and other performance issues in
transistors were more pronounced when technology reached the 45nm mark [5]. The
dielectric material had to change to allow for more scaling. Hence a high-x material
was used which caused charge carrier scattering when used with the usual poly-Si gate
and a metal gate was used instead. Thus, high-k Metal Gate transistors were born.
But this solution was temporary. From 22 nm downwards, the high-x Metal Gate com-
bination could not be used. To address this issue planar transistors were transformed
into a 3D structure.

Fin Field Effect Transistors were introduced to reduce the leakage caused due to
the short channel effects and the rapid transistor scaling. The structure of a FinFET
with 3 Fins is shown in Fig. 1. Compared to a planar transistor, the source and drain
of the FinFET are projected into the third dimension. The protruded source and drain
into the gate look like fins and hence the name FinFETs [16]. The fin itself in a three
dimensional structure that acts as channel. Hence the width of the channel of the
transistor is equal to twice the height of the fin. The respective channel width to
length ratio is increased which acts as a solution to the short channel effects. The gate
also wraps on the fin, which is the channel. This gives more control over the charge
carriers flowing through the channel. FinFETs are considered a reliable solution for the
scaling problem. Currently FinFET manufacturing has reached the 14 nm technology
node [19] and is available in commercial markets.

Fig. 1 Structure of FinFET with Three Fins.
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High performance device design is growing with the introduction of FinFETs. Newer
processors include around 8 billion transistors compared to the 2250 in the 4004. Along
with transistor scaling, another area attracting research is the Internet of Things (IoT).
A simple implementation of an IoT environment could be a network of devices commu-
nicating with each other to reduce human involvement in everyday activities as much
as possible. The IoT is considered as one of the six most “Disruptive Civil Technolo-
gies” by the US National Intelligence Council [20]. Fig.2 presents an example of the
IoT actively working in a home environment. The Iot mainly increases the quality of
life and simplifies many activities with automation and networking [3,16]. Radio Fre-
quency Identification (RFID), mobile phones, sensors, etc. started the device to device
communication. That marked the beginning of the IoT. Devices are already being im-
plemented where a single button can order goods online automatically. The “Internet of
Things” term is accredited to “The Auto-ID Labs”, a network of academic laboratories
in this field. The IoT environment is already implemented in many areas [17].

Cloud
Servnces

(Due to Process
Variations)

The rest of the paper is organized as follows: Section 2 explains how manufacturing
variations are taken advantage of to design Physical Unclonable Functions (PUFs), and
Section 3 presents the novel contributions of the paper. Section 5 gives an overview
of the designs proposed and Section 6 presents the circuit level design of a Hybrid

Arbiter Oscillator PUF. Simulation results are presented in Section 7 and conclusion
and directions for future research are presented in Section 8.

Secured Using PUF g

Fig. 2 Tnternet of Things at Home.

2 Use of Manufacturing Process Variations for PUF based Security: The Big Picture

With all IoT devices potentially communicating with each other, there is a great pos-
sibility of malicious attacks. Cyber attacks are increasing daily. In a household, almost
all devices will be connected to a network and a small vulnerability is sufficient for an
attacker to gain access and take control. This might endanger the entire household.
Sometimes the devices are deployed in areas where they can be easily accessed by the
attacker [8]. In such devices, if the cryptographic key is stored in non Nown-Volatile
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Memory (NVM), it can be easily obtained by the attacker. Hence, an alternative to
the key storage in memory should be implemented. A PUF is a proven alternative in
such case.

A PUF is a circuit that takes advantage of manufacturing variability to uniquely
form random characteristics between input and output [28]. Manufacturing variations
are inevitable in any fabrication process and these physical variations in the circuit
will be unique for each device. Therefore, the behavior of each device will be unique
for the same given input. The input and output of a PUF are called collectively the
challenge response pair (CRP). Fig. 3 shows the working characteristics of a PUF.
The manufacturing variations naturally occur in the transistor or any other devices
produced during the fabrication process. In the case of Fig. 3, a FinFET with three fins
is shown, which is subjected to manufacturing variations. With those devices, different
circuits are designed, such as Static RAMs (SRAMs) or Ring Oscillators (ROs). A PUF
based on these designs is manufactured. The PUF takes in challenge inputs and gives
out responses for those challenge inputs. The CRP for two RO PUFs will be different
even il the challenges are the same. Hence a key need not be stored; it will be generated
anytime needed and due to the high number of CRPs, even if the attacker has access to
the device itself, it will be difficult to get the key needed to decrypt the communication
between the client and the server.

Manufacturing Variations
(e.g. Oxide Growth, lon Implantation, Lithography)

| 1]

Challenge Inputs
(Inputs given to PUF Module, e.g. Select line of Multiplexer)

1

PUF Modules

Parameters
Affected Due
to Variations

Challenge Response
(Outputs from a PUF Module)

(e.g. Length,
Gate-Oxide
Thickness,

(Arbiter PUF, SRAM PUF,
Ring Oscillator PUF)

—

Random Binary Output

010101 ...

Fin Height,
Fin Width)

Fig. 3 Working Characteristics of the Physical Unclonable Function.

Process variations are inevitable in the fabrication of any device, especially transis-
tors. Process variations can occur at different stages of fabrication, such as implanta-
tion, photolithography, oxidation or deposition. Due to these manufacturing variations,
the geometry of the device is affected which will cause changes in the output of the de-
vice itself [1]. Fig. 4 shows the [ —V characteristics of an n-Type FinFET with process
variations. Subsequently, an inverter is designed with these FinFETs and is subjected
to DC Monte Carlo simulations. Fig. 5 shows the DC transfer characteristics of such
an inverter under manufacturing variations. The dimensions of the n- and p- type Fin-
FETs used for these simulations are shown in Table 3, and further discussion is given
in section 5.3. For the Monte Carlo simulations, a variation (standard deviation) of
5% of the mean (0 =0.05u) and a Gaussian distribution for the geometric dimensions
was assumed. A total of 500 Monte Carlo runs were performed. From the simulations,
it is clear that even if the design of the inverter is the same, under process variations
there can be a significant change in the device characteristics and the input-output
relationship. A PUF uses the same concept to produce different CRPs. Various PUF
desigus are available based on the architecture used, such as SRAM PUF, Memristor
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PUF, Ring Oscillator PUF, etc. A PUF generates an output key which can be used in
cryptographic applications. The advantage is that the same key cannot be generated
without the device itself. Hence in an IoT environment where the client device is not
monitored regularly, this can be used to generate a key for communication or authen-
tication purposes. PUFs are also used in IP protection where a challenge response pair
is generated by the manufacturer to validate the authenticity of the device [8].

02 04 06 08 1
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Fig. 4 n-type FInFET I —V Characteristics with Process Variation Taken into Account.

. v I

Fig. 5 Inverter DC Transfer Function Monte Carlo Simulation Results.

3 Novel Contributions of this Paper

The encryption key is generated by a PUF and is used to encrypt the end-to-end
communications. The main advantage of the PUF is that the key is not stored anywhere
in memory. Different types of PUF designs are available for use in the IoT [26]. An RO
based PUF is used in this paper. Compared to other PUF designs, the RO PUF will be
easy to manufacture. The main advantage of the proposed RO PUF in this paper over
the other PUF designs is that less area is needed and with N Ring Oscillators, N bits
can be obtained, unlike other designs. Hence, power consumption can be much lower for
generating the same number of bits. Two different PUF designs are presented, one which
can be ideal for small devices like smart-watches and another which is ideal for high
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speed demanding devices like routers and network adapters. The novel contributions
of this paper are the following two distinct designs:

— A novel energy-optimal hybrid oscillator arbiter PUF.
— A novel speed-optimal hybrid oscillator arbiter PUF.

The current paper is an extension of the work presented in [29]. 14nm technology
FinFETS are used in the current paper in contrast to 32nm FinFETSs used in [29]. The
use of the 14nm technology gives an advantage in power consumption and chip area
reduction and is more in line with current state-of-the-art manufacturing processes.

4 Related Prior Research

FinFETs have proven to be a promising replacement to the planar transistors with less
leakage and more scalability beyond the 32 nm regimes. Now the FinFET has reached
14nm in commercially available processors and devices [19]. But one of the main issues
in scaling the devices beyond 20 nm is the device to device manufacturing variations.
At such small transistor sizes, there will be many factors contributing to the variations.
A study of the process variation effects on sidewall roughness effects was presented in
[1]. Computer Aided Design models in 3D were used for the simulation of devices and
the devices were subjected to Monte Carlo variations and results were presented in [1].
To study the impact of these variations on memory devices, 6T and 10T Static Random
Access Memory (SRAM) cells were designed and simulation results were presented in
that paper. The impact of process variation of nanotube devices and nanowire devices
is presented in [22]. A 128 Mb high density 6T SRAM was fabricated and presented in
[25]. The SRAM was fabricated using the 14 nm FinFET technology and the proposed
design of the SRAM shows a significant reduction in power consumption. This reduction
in power consumption can be very helpful in the case of a battery operated applications.
In [16], many of the circuits were subjected to Process, Voltage and Temperature (PVT)
variation analysis, including memory and oscillators. For the current paper, a 15nm
FinFET PDK released by NCSU [4] is used.

Different implementations of the IoT are presented in [3]. With the efficient use of
cloud services, the storage and analysis of data provided by various IoT devices and
sensors has become easier [11]. Implementation of an energy efficient and user friendly
architecture for the health industry and the IoT were presented in [27]. A thyroid
monitoring system that is dynamically optimized was proposed in that paper. The IoT
is also used in surveillance. One such application is presented in [10] which proposes
an architecture for secure imaging.

Many types of PUF designs are available such as reconfigurable PUF, Ring Oscil-
lator PUF, Arbiter PUF, SRAM PUF, etc. [7,9,26]. Various architectures at nanoscale
used to design a PUF are presented in [8]. An implementation of a PUF using the
variability of RRAM is presented in [6] but its functionality is affected by voltage
and temperature variations. A reconfigurable PUF using Ring Oscillators is presented
in [14]. A new design to address aging and environmental effects affecting the PUF
reliability is presented in [23]. In [2], a protocol for authenticating different devices
connected in an IoT network to avoid various types of attacks is proposed. Different
security problems in the IoT are described in [21]. An elliptic curve based protocol was
proposed using the PUF in [28]. In that paper, the PUF was designed on an FPGA
and the proposed algorithm was implemented. An elliptic curve based protocol that is
secure and also fast is presented in [28].
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5 Proposed Physical Unclonable Function Designs

In this section we present two novel designs of RO PUF, one being high performance
and the other being low power. These are ideal for the two types of devices that are
present in the IoT environment. The power optimized Hybrid Oscillator Arbiter PUF
is useful in low power consuming devices where the battery capacity is limited, for
example in a smart-watch. The speed optimized Hybrid Oscillator Arbiter PUF is
useful where there are no constraints on power consumption and where there is a need
for high speed, for example in network routers and controllers. Each of the designs is
used in different domains and is ideal for the conditions that are mentioned.

5.1 Traditional Multiplexer Arbiter PUF

The Hybrid Oscillator Arbiter PUF is similar to the Arbiter Multiplexer PUF. The
design of a traditional one bit arbiter PUF is shown in Fig. 6: a number of multiplexers
are connected in series as presented. The output from two multiplexers is fed to the
clock and input signals of a latch. The gate delays produced by the transistors will
produce a time delay between the two signals. This time period variation between the
signals will produce different outputs from the D flipflop. If the signal given to the
clock reaches before the signal given to the input, the output will be high (1). If the
signal given to the clock is slow compared to the signal given to D, the output will be
low (0). The signals X[0],--- ,X[N] are the select signals (or the challenges) given to the
multiplexers. However, the chip area consumed is large compared to the ring oscillator
designs. The power consumed is also comparatively high. To overcome these, the two
designs of Hybrid Oscillator Arbiter PUF are proposed. The main advantage of this
arbiter PUF is that from a single PUF module various keys can be generated.

X(0) Xq1) el

Fig. 6 One bit Arbiter PUF.

5.2 Traditional Ring Oscillator PUF Design

The design of a FinFET based traditional RO PUF is shown in Fig. 7 [15]. The ring
oscillators will generate the required oscillations which are given to the inputs of a
multiplexer. Due to the process variations, the frequency of the generated oscillations
will be different in each of the ring oscillators. As shown in the figure, the outputs from
N /2 oscillators are given to one multiplexer, MUX1 and the outputs from the other N/2
oscillators are given to the other multiplexer MUX2. At a given time, two of the different
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ring oscillators are selected and the pulse signals generated are counted. The counted
numbers are given to a comparator which compares the number of signals generated
up to that respective point of time and gives the output accordingly as “1” or “0”. A
16-bit FinFET based traditional RO PUF was implemented and its characterization
was performed. The transistor sizing and results are tabulated in Table 1. The relative
sizing of the transistors was made to ensure a smooth current flow through the inverters
and symmetrical transfer characteristics. In a traditional RO PUF, generating the key
will take time as pairs of ring oscillators are to be selected and the signals are to be
given to the counter for some time to count the number of pulses generated and then
compared. This lag in generation can be avoided in the proposed PUF design presented
next.

Table 1 Characterization Table for Traditional PUF.

Parameter Value ‘
-Type (W:L n-Type(W:L
Transistor sizes p-Type ( ) ype( )
90nm : 20nm 45nm : 20nm
Average Power 248 uW
Hamming Distance 50 %

Time to generate key | 150 ns (Varies with frequency of RO)

Fig. 7 shows the design of a FinFET based traditional Ring Oscillator PUF. The
ROs generate the required oscillations. The generated pulse waves, due to the man-
ufacturing variations of the transistors, will have differences in their frequencies. N
ring oscillators are used where N/2 ring oscillators are given to Multiplexer 1 and the
other half are connected to Multiplexer 2. Two signals from each set are selected and
compared with each other which gives the output 1 or 0.

Fig. 7 Traditional RO based PUF.

The 16 bit FinFET based PUF was implemented, which requires 32 ring oscillators.
To check the uniqueness and reliability of the PUF, inter-distance and intra-distance
PUF challenges were performed and the Hamming distance was calculated to test
the uniqueness. The inter-distance PUF of the implemented FinFET PUF is 0.500
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(50%) which is the ideal Hamming distance. To calculate the inter-distance, the same
challenge was given to two different PUFs and the outputs are compared. To calculate
the intra-distance, the same challenge was given to the same PUF module over and over
again to check any variations in the output key generated. Temperature and supply
voltage fluctuations were taken into consideration to confirm that the intra-distance
challenge gives out the same key.

5.3 Proposed Energy-Optimal Hybrid Oscillator Arbiter PUF

The design of the FinFET based power optimized Hybrid Oscillator Arbiter PUF is
shown in Fig. 8. Like the traditional RO PUF design, the ring oscillators will generate
the necessary oscillations. Due to process variations, the frequency of the generated
oscillations will be different in each of the ring oscillators. In this case, to conserve
energy and create a low power environment, a multiplexer is employed. As in the
traditional RO PUF design, N/2 ring oscillators are given as inputs to multiplexer
MUXI1. The other half are given to the other multiplexer MUX2. The output from
MUX1 is given as the input to the D flipflop. The output from MUX2 is given as the
clock signal to the D flipflop. Depending on the different frequencies of ring oscillators,
the output will be “1” or “0”. In this case, to obtain the key will take more time than the
speed optimized Hybrid Oscillator Arbiter PUF as pairs of ROs are selected and given
to the D flipflop. The power optimized Hybrid Oscillator Arbiter PUF is characterized
and the values are tabulated in Table 2.

Fig. 8 Novel Power Optimized Hybrid Oscillator Arbiter PUF.

Table 2 Characterization Table for Power Optimized Hybrid Oscillator Arbiter PUF.

Parameters Values ‘
. . p-Type (W:L) n-Type(W:L)
Transistor sizes
90n : 20n 45n : 20n
Average Power 219.34 uW
Hamming Distance 48.51 %

Time to generate key | 150 ns (Varies with frequency of RO)
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5.4 Proposed Speed-Optimal Optimized Hybrid Oscillator Arbiter PUF

The design of the FinFET speed optimized Hybrid Oscillator Arbiter PUF is shown
in Fig. 9. Due to process variations, the frequency of the generated oscillations will be
different in each ring oscillator. In this design, the signals generated by the RO are not
given to the multiplexers, but are given to the D-input and clock signal input of the D
flipflop. In this case, the design may become complex compared to the previous designs
due to the routing that should be followed. The signal of one RO is given as D-input
and the signal from another RO is given as a clock to the same D flipflop. Depending
on the frequencies of the two RO signals, the output bit will be “1” or “0”. The output
bits are taken after a time period of 50ns in this experiment. To achieve more bits from
the same design, two outputs can be taken from the flipflop outputs, Q and Q. In such
a configuration, for N different ring oscillators, an N-bit key can be obtained.

Enable I—_[),_W ese

$ Oscillators

Output
0

Output
10

.
D

D-flipflop  q
clk

Fig. 9 Novel Speed Optimized Hybrid Oscillator Arbiter PUF.
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2 Oscillators

6 FinFET Based Design of the Physical Unclonable Functions

In the multiplexer arbiter PUF design, the gate delay of the multiplexers produces a
time delay for the signals reaching the latch at the end. Similar to this, in the design
of the Hybrid Oscillator Arbiter PUF, two ring oscillators are connected to the input
and the clock of the D flipflop. Due to the process variation in the manufacturing
of the transistors, the oscillations produced will be of different frequencies. Hence, as
presented in the traditional arbiter PUF, the variation in the time period of signals
reaching the D flipflop will produce the different output keys.

Fig.10 shows the design of one bit of the FinFET based Hybrid Oscillator Arbiter
PUF. It is similar to the Multiplexer Arbiter PUF shown in Fig. 6 presented in Section
5.1. In the presented design, the environmental changes will affect the output key
generation. A single bit change can affect the encryption and decryption of data and
hence the entire communication. Hence a current starved design of the ring oscillator
is chosen to compensate for temperature variations. The traditional RO PUF and the
Hybrid Oscillator Arbiter PUF were subjected to 100 runs of Monte Carlo variations.
All geometric parameters are varied with a variation (standard deviation) of 5% over
the nominal values. The nominal values are presented in Table. 3. The parameters
that were varied are height and width of the transistors, oxide thickness of p-type
and n-type transistors, supply voltage, and threshold voltages of both the transistors.
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A temperature variation was also performed to simulate the real-time environmental
effects that the device can experience.

Output

D Q
D FlipFlop

Clk

Fig. 10 One bit FinFET Based Hybrid Oscillator Arbiter PUF.

Table 3 Nominal values for the FiInFET device parameters.

Parameter Nominal Value
pFET Length 20 nm
pFET Width 90 nm
nFET Length 20 nm
nFET Width 45nm

pFET Fin Width 10 nm
nFET Fin Width 10 nm
pFET Fin Thickness 10 nm
nFET Fin Thickness 10 nm
pFET Fin Height 23 nm
nFET Fin Height 23 nm
Supply Voltage 0.9V

7 Experimental Results

15 nm FinFET models are used for simulations in this paper. The NCSU PDK is
used for all simulations [4]. The models were developed as industry standard compact
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models. The n-Type FinFET is subjected to Monte Carlo variation to simulate the
manufacturing variations by varying the geometric parameters. Table. 3 shows the
nominal values taken for the simulations. All the parameters are subjected to a 5%
variation.

Table 1, Table 2 and Table 4 present the transistor sizes used to design the RO
and the respective results obtained. Two figures of merit were considered: Time Period
and Average Power. Time Period is the total time taken by the circuit to generate the
key. Average power is taken as the sum of dynamic power and leakage power of the
transistors. For simulation purposes, the ring oscillators used are the same for all three
configurations: Traditional, Power Optimized and Speed Optimized PUF. 32 different
ring oscillators are used to generate a 16 bit key in the case of the traditional RO
PUF and a 32 bit key in both cases of Hybrid Oscillator Multiplexer based PUF. 100
Monte Carlo runs are performed on the circuit and the frequencies of different ring
oscillators are calculated. Fig. 11 represents the frequencies of the ring oscillators in
the 100 different runs. Temperature was varied from 24 °C to 30°C and the mean supply
voltage of 0.9 V was considered with a 10% standard deviation, which is representative
of on-chip power supply tolerances.

“‘“ il \»“.»".1!‘5( ‘
,‘/' ol “d; ""'
i
’\l‘ i i

Frequencies (Hz)

\IEI

=
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=}

20

20 10
No. of Runs Ring Oscillator

Fig. 11 Ring Oscillator Frequencies of 100 Different PUFs.

The geometric parameters are taken with a 10% variance. The mean values are the
nominal values of the specific technology. The main parameters that were considered
for variation were Width and Height of the fin and the oxide thickness. Along with
these parameters, the temperature variation and also supply voltage variation was also
considered in each of the cases. The quality of a PUF can be estimated using three
factors: Uniqueness, Reliability and Attack Resilience.

7.1 Uniqueness

Uniqueness of a PUF is the ability of producing a unique key different from the other
devices. In the proposed design, the output bit completely depends upon the frequencies
of the Ring Oscillators. Fig. 11 is the surface plot representing the frequency variation
of each of the 32 Ring Oscillators across 100 Monte Carlo Runs. From this plot, the
uniqueness of different frequencies can be clearly shown. Hence all the signals reaching
each of the D flipflops in the proposed design reach at different time periods.
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After the bits are generated, the Hamming distance between different keys is cal-
culated. The ideal Hamming distance for a key to be unique is 0.5 (50%). Figure 12
shows the distribution of Hamming distances of the Power Optimized Hybrid Oscilla-
tor Multiplexer based PUF which has a distribution from 40% to 58% with an average
Hamming distance of 48.51%. The Speed Optimized Hybrid Oscillator Multiplexer
based PUF has a distribution from 40% to 60% with an average Hamming distance
of 49.60%. The Hamming distance distribution of Speed Optimized Hybrid Oscillator
Multiplexer based PUF is shown in Fig. 13.
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Fig. 12 Distribution of intra-PUF Hamming Distance of Power Optimized Hybrid Oscillator
Arbiter PUF.
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Fig. 13 Distribution of inter-PUF Hamming Distance of Speed Optimized Hybrid Oscillator
Arbiter PUF.

7.2 Reliability

Reliability is the ability of a PUF to generate the same key again over a period of time
resisting the temperature and supply voltage variations. In the IoT environment, for
successful communication between the devices, the reliability of the PUF key generated
is of high importance. Fig. 14 shows the distribution of Hamming distance with tem-
perature and supply voltage variations. The Hamming distance was varied from 0.8%
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to 4.3% with a mean of 2.5%. This reliability can still be increased by employing dif-
ferent Ring Oscillator designs such as temperature resistant RO, and a reconfigurable
PUF design.

2000
[l Hamming Distance
—Gaussian fit

1500
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Density
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Fig. 14 Distribution of intra-PUF Hamming Nistance of Hybrid Oscillator Arbiter PUF.

7.3 Randomness

Randomness is another parameter for the validation of a CRP generated using PUFs.
In the key generated by a PUF module, the number of 0s and 1s should be equal and
only then the key is said to be secure. For both Speed Optimized and Power Optimized
Hybrid Oscillator Arbiter PUFs, the randomness is measured and presented in Fig. 15.

Wb byt -5

N
>

Percentage of Bit Distorsion
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&

0 50 100 150 200
No. of Runs

Fig. 15 Randomness of Hybrid Oscillator Arbiter PUF.

7.4 Figures Of Merit Comparison

Two Figures of Merit (FoMs) are considered, the Average Power and Time Period. Both
FoMs are calculated for each of the three designs and presented in Tables 1, 2, and
4. The Traditional RO PUF design consumes more power than the Power Optimized
Hybrid Oscillator Arbiter PUF. But the time consumed for the generation of the key
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is also longer for the Traditional PUF than the Power Optimized Hybrid Oscillator
Arbiter PUF. In traditional PUFs, more time is taken for the calculation of frequency of
the different ring oscillators and this can be compensated by the proposed design. In the
Speed Optimized Hybrid Oscillator Arbiter PUF, trading off the power consumption,
N/2 D flipflops are employed to generate the key much faster.The increase in Average
Power compared to the traditional PUF is 3.25%. But the time period is much smaller
comparatively as the multiplexer is removed from the design. The maximum time taken
is 50 nm.

Table 4 Characterization Table for Speed Optimized Hybrid Oscillator Arbiter PUF.

Parameters Values ‘

-Type (W:L n-Type(W:L
Transistor sizes p-Type ( ) ype( )

90n : 20n 45n : 20n
Average Power 250.15 uyW
Hamming Distance 49.6 %

Time to generate key | 50 ns (Varies with frequency of RO)

7.5 Comparison of Traditional and Hybrid PUFs

Table 5 gives a comparison of the experimental results of all three different designs
of PUFs, Traditional RO PUF, Speed Optimized Hybrid Oscillator Arbiter PUF and
Power Optimized Hybrid Oscillator Arbiter PUF. Replacing the counter and the com-
parator in the traditional RO PUF with a D flipflop will conserve energy. An Average
Power consumption reduction of 11% is observed by using the Power Optimized Hy-
brid Oscillator Arbiter PUF. The generation of the PUF key will take the same time
as that of the traditional design. The key can be generated much faster by removing
the multiplexer and increasing the number of D flipflops. This will increase the average
power consumption. With almost no increase in power consumption compared to the
traditional design the key generation is much faster. Table 6 presents a comparison of
the presented work with research presented elsewhere. The architectures of the com-
pared works are mostly Ring Oscillator based but the technology used differs. Use of
15nm FinFET with the current architecture of PUF makes it much more robust in
generating the keys and also consumes less power which can be observed from Table
5. It should be pointed out that a direct comparison between presented designs is not
possible due to the different technologies, process nodes and architectures used. How-
ever, the reported Hamming distance is a good indicator of the competitiveness of the
current design. Furthermore, its 15nm FinFET implementation is state-of-the-art and
guaranteed to provide the smallest power consumption.
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Table 5 Comparison of Figures of Merit for different PUF Designs.

Characteristics Estimated Values

PUF Design Traditional RO | Speed Optimized | Power Optimized
PUF Hybrid Oscillator | Hybrid Oscillator

Arbiter PUF Arbiter PUF

Average Power 248 uW 250.15 uW 219.34 uyW

Hamming Distance | 50% 49.6% 48.51%

Average ‘Time to | 150 ns 150 ns 50 ns

Generate Key

Table 6 Comparison of Results with Related Existing Research.

Research Works Technology Architecture Average Power | Hamming
Used Consumed Distance (%)

Rahman, et al. [23] | 90 nm CMOS - 50

Maiti, et al. [15] 180 nm CMOS | Ring Oscillator - 50.72

S. R. Sahoo, et al. | 90 nm CMOS Ring Oscillator - 45.78 %

[24]

Maiti et al. [13] - - - 47.31

This paper (Speed | 14 nm Current Starved | 250.15 uW 49.6

Optimized) Ring Oscillator

This Paper (Power | 14 nm Current Starved | 219.341 uW 48.51

Optimized) Ring Oscillator

8 Conclusion and Future Research

Two novel designs of Hybrid Oscillator Multiplexer based PUFs are presented in this
paper, one Power Optimized and the other Speed Optimized. The Power Optimized
Hybrid Oscillator Arbiter PUF generates the key trading off the speed with an 11%
decrease in power consumption compared to the traditional RO PUF. The Speed Op-
timized Hybrid Oscillator Arbiter PUF generates the key much faster compared to
the Traditional RO PUF design with a 3.25% increase in power consumption. Both
designs can be used in two different types of devices in an IoT environment, low power
consuming devices and high power consuming, performance-oriented devices.

As a future research, hardware based encryption and decryption architectures will
be implemented to increase the security of communication between devices. Optimiza-
tion will be performed on the designed hardware for the overall low power consumption
[18]. Different Ring Oscillator designs will be employed to improve the stability and
temperature and voltage variation resilience. Side channel leakage resilient PUF design
can also be explored in future.
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