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Abstract—The scope of Smart electronics and its increas-
ing market worldwide has made cybersecurity an important
challenge. The Security-by-Design (SbD) principle, an emerging
cybersecurity area, focuses on building security/privacy-enabled
primitives at the design stage of an electronic system. This
paper proposes a novel Physical Unclonable Function (PUF)
based Trusted Platform Module (TPM) for SbD primitive. The
proposed SbD primitive works by performing secure verification
of the PUF key using TPM’s Encryption and Decryption engine.
The securely verified PUF Key is then bound to TPM using
Platform Configuration Registers (PCR). PCRs in TPM facilitate
a secure boot process and effective access control to TPM’s Non-
Volatile memory through an enhanced authorization policy. By
binding PUF with PCR in TPM, a novel PUF-based access control
policy can be defined, bringing in a new security ecosystem
for the emerging Internet-of-Everything era. The proposed SbD
approach has been experimentally validated by successfully
integrating various PUF topologies with Hardware TPM.

Index Terms—Security-by-Design (SbD), Trsuted Platform
Module (TPM), Physical Unclonable Function (PUF), Energy-
Efficient Cybersecurity, Hardware-Assisted Security, Cyber-
Physical System (CPS) Internet-of-Things (IoT)

I. INTRODUCTION

Cybersecurity is a critical challenge for connected smart
electronics which are omnipresent in modern society. As a
mitigation of the cybersecurity problem both hardware and
software based solutions have been explored. Software-based
cybersecurity solutions are more vulnerable as compared to
hardware-based security primitives [1]. Resource-constrained
IoT devices cannot support the computational resource require-
ments of software security primitives which further reduces
the energy efficiency of Internet-of-Things (IoT) devices [2]-
[4]. Hardware-based security solutions using TPM and PUF
have proven to be much more effective as these primitives are
found to be effectively integrating with IoT-based applications
in Healthcare, Agriculture, and Transportation [3]-[5].

Security-by-Design (SbD) is an emerging principle that
works on building security and privacy-enabled primitives at
the design stage of a smart electronic system. IoT devices
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are deployed for realizing various smart applications [1]. The
data from these heterogeneous sensors are processed in various
computing paradigms like Fog, Edge, and Cloud. Edge, and
Fog computing paradigms process data near the source end and
are decentralized computing paradigms. Cloud is a centralized
computing paradigm requiring more time for decision-making
and analysis [3], [6].

Physical Unclobale Function (PUF) primitive-based security
solutions have gained much prominence due to their robust
nature of generating a secure cryptographic key based on pro-
cess variations inside an IC [7]. PUF module, when embedded
with IoT devices can generate a unique cryptographic key
for that device and can guarantee integrity and authenticity
[8]. TPM is a secure crypto processor that is now available
in all commercial desktops, laptops, and computing systems
[9]-[12]. Cryptographic key storage, RSA and AES-based
encryption, decryption, and validating the integrity of a remote
smart electronic system are prominent functionalities of TPM.
TPMs can also facilitate secure boot for a computing platform
by making use of PCR which stores device integrity credentials
[13]-[15]. Fig. 1 shows the conceptual working overview of
proposed iTPM which integrates PUF and TPM primitives.

The rest of the paper is organized in the following manner:
Section II presents the novel contributions of the current paper.
Section III presents the SbD primitive from the literature on
TPM and PUF. Section IV presents a comprehensive overview
of SbD and its principles. Section V presents the information
and protocol overview of integrating PUF with TPM. Sec-
tion VI outlines the implementation details and Section VII
presents the conclusions and directions for future research.

II. NOVEL CONTRIBUTIONS

To facilitate cybersecurity of Smart electronics which are
IoT end-device as well as IoT edge-device, we proposed a
novel SbD approach with following contributions:

o A sustainable PUF-based TPM SbD approach that works
by defining a PUF-based access control policy for TPM.
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Fig. 1: Conceptual overview of Proposed iTPM.

o A simple, lightweight, and robust approach for integrat-
ing two hardware security primitives PUF, and TPM to
achieve the objective of sustainable and secure IoT.

o A robust TPM-based PUF key verification scheme that
utilizes TPM’s encryption and decryption policy.

o A sustainable policy that can bind PUF with TPM’s
platform Configuration Registers (PCR)

o A simple Edge computing drive PUF-based keyless TPM
initiative that works by binding PUF with PCR that can
facilitate a secure boot process, remote attestation, and
NVRAM access control in TPM.

o A novel approach that explores the true potential of
proposed SbD by integrating various PUF topologies with
Hardware TPM.

IIT1. RELATED PRIOR RESEARCH

A comparative analysis of our SbD primitive with state-of-
the-art research is presented in Table I. The authors in [4]
proposed a sustainable TPM-based remote attestation mecha-
nism for the security of Internet-of-Medical-Things (IoMT)
where they presented a simple Client-Server model which
works by enabling a hardware TPM on the server side to
attest remotely an attestation Client with a shadow TPM.
However, this approach does not propose a sustainable hard-
ware security module for the Client but works on extending
the TPM functionalities to Clients remotely using a Trusted
Agent. A simple software-based remote attestation scheme
for IoT device security is proposed in [16]. In this work
trustworthiness of a client is determined by the server by
comparing the hashed message authentication code values
of the Client with known good values thereby performing
software-based integrity verification. This work, however, does
not include a hardware-assisted security solution.

A lightweight device integrity verification framework is
proposed in [14]. In this work, a client-server model is adopted
where Remote Attestation Server will verify the integrity of a
client remotely with the objective of malware detection, and
device integrity verification. In [7], [17] a novel concept of
Eternal-Thing has been presented that demonstrates the tight
integration of cybersecurity in IoT-end devices.

A simple distributed IoT attestation framework using
Blockchain technology is presented in [13] where the IoT
clients can upload device integrity credentials onto Blockchain
and the attestation server performs remote attestation by ex-
tracting these values from Blockchain. This works claims to

improve scalability by adopting Distributed Attestation Frame-
work (DAN). This approach however lacks proper implemen-
tation details and information about how Block validation and
device authentication is performed prior to remote attestation.
A novel secure protocol for trusted cloud computing using
TPM is proposed in [18]. This work proposes an enclave TPM
which is a software framework for a secure cloud developed
using Intel SGX technology, in comparison with the above
works, our proposed iTPM is based on Hardware based TPM
for a secure Edge Cloud computing environment with PUF
integrated approach.

IV. SECURITY-BY-DESIGN (SBD) PRINCIPLE FOR
ELECTRONICS SYSTEMS

Security-by-Design is an emerging phrase that emphasizes
on enabling security as an inherent feature at the design level
of an electronic rather than at the application level [1], [21].
The 7 principles of the Security-by-Design (SbD) approach
include the following [1]:

1) Security features should be Proactive not Reactive: Se-
curity solutions for SbD approach should be done in a
proactive fashion in anticipation that cyberscrurity issues
will arise for the smart electronics instead of exploring
solutions after cyberscrurity crisis takes place.

2) Security should be Default: Cybersecurity features of the
smart electronics should be default option in the context
of hardware, software, and system specifications.

3) Security should be Embedded into Design: The cyb-
security solutions of the smart electronics should be
integrated in the design and should be builtin as if the
solutions cann’t be separated from the system.

4) Security should be incorporated as a Full Functionality
- PositiveSum, not Zero-Sum without trade-offs: To fa-
cilitate effective integration with smart electronics, the
SbD approach should have not tradeoffs and shouldn’t
have energy, battery, and performance overheads.

5) Security-Solutions should be End-to-End Security for
Lifecycle Protection: The cybersecurity solutions should
provide security in the entire life-cycle of the smart
electronics, from design to deployment.

6) Security-Solutions should have Visibility and Trans-
parency: The SbD approach in an Electronic system
should be easily understandable and information should
be visible and clear.



TABLE I: Comparative Analysis of SbD primitives from literature

[ Research Works Applications Security Mechanism Features Approach |
eTPM [18] Cloud Computing Software TPM Virtual Machme (VM) Clouq
Security Computing
RADIS [19] IoT NA Distributed Service Distributed
Attestation
xTSeH [4] IoMT (Device) Hardware TPM TPMAbased Remote Decentralized
ttestation
TPM based Sensor Security Wireless Sensor
[20] Networks (WSN) Hardware TPM Secure WSN NA
IoT Remote Attestation 0T Raspberry pi ba;ed TPM, Malware Detection NA
[14] Blockchain
. . PUF, Hardware TPM, Sealing PUF Key inside .
PUFchain 4.0 [12] IoT (Device & Data) Tangle TPM (NVRAM) Edge Computing
iTPM (This Work) Smart Electronics PUF, Hardware TPM Secureztﬁlgcchlr{g PUF Edge Computing

7) Security-Solutions should have Respect for Users: The
cybsecurity solutions should respect the users in terms
of their safety, privacy, and convenience.

V. 1ITPM: PUF-BASED KEYLESS TPM

This section presents a holistic view of TPM technology
and its applications for IoT security. An overview of the
proposed security scheme based on integrating PUF with TPM
is presented along with a brief overview of the protocol in
Algorithmic and flowchart description.

PCRs in TPM store the hashes and checksum values of
system configuration parameters. During the boot process in
a computing platform, the BIOS and firmware check different
system configuration parameters and compute the hashes of
these parameters and store them inside TPM’s PCR [22]. Fig.
2 presents the architecture of proposed PUF based TPM.

A. Working of Proposed iTPM

Initially, a group of PUF Keys R,, are generated by access-
ing the PUF module and testing it with a group of challenges
C,,. These responses are evaluated to obtain PUF figures of
merits. Once the keys are evaluated, a particular response R,
is selected and broadcasted to the server. As soon as the server
with embedded TPM receives the key, it accesses the TPM’s
Encryption and Decryption engine and securely encrypts the
key as R,y inside TPM. Fig. 3 explain the working of the
TPM-based PUF Key validation process.

As shown in Algorithm 1, during verification, the server
performs PUF key verification by comparing newly received
PUF key R/ for the same challenges input from the Edge
node. Edge Server decrypts encrypted PUF key R, inside
TPM and compare it with R/,.

Once PUF validation is done, the server access PCR inside
TPM which binds the PUF key to device integrity parameters.
PCR registers from 16-23 can be used to extend the PUF keys
to TPM and can also be resettable. The process of binding
PUF with PCR in iTPM is explained in Algorithm 2.

B. Physical Unclonable Function Topologies

Arbiter PUF is a simple and strong PUF design that works
by comparing the delay variations associated with an IC. By
creating two symmetric paths which are built with identical

Algorithm 1 Performing TPM Enabled PUF Validation

Input: PUF Challenge Input
Output: Decrypted PUF Key from TPM

1: Access PUF Module and extract PUF Keys
Challenge C,, — PUF Module — Response Ry
Test PUF against metrics
PUF Keys Rn — Reliability, Uniqueness, randomness.
. if (PUF Keys are standard) then

Select one of the keys R

end if
: Broadcast Key to Edge Server (ES)

R, — Edge Server
: Server access TPM

ES — TPM
8: Create Primary Key in TPM to sign

Command— Sudo tpm2_createprimary -C primary.ctx
: Sign the PUF key in encrypted form
TPM — Rx— R,ut (Encrypted Form),
Command— Sudo tpm2_rsaencrypt -c key.ctx Arbiterenc Ar-
biterdat
During authentication, ES decrypts the PUF key from TPM
Command— Sudo tpm2_rsadecrypt -c key.ctx Arbiter.text Ar-
biter.enc,
TPM Decryption — Rout
ES recives newly extracted PUF Key from edge node
ES - R,
if (Rz’ = Rout) then

Successful Decryption of PUF key from TPM

end if

2:

10:

11:

12:
13:
14:

Algorithm 2 Binding PUF Key with PCR

Input: PUF Keys
Output: Hash Values
1: Initialize TPM
2: Access PUF Key Rx
PUF Module — Rx
3: Access PCR
Command — Sudo tpm2_pcrread
: Obtain PCR Registers 16 & 23
5: Bind Arbiter PUF and XOR PUF Keys to register 16 and 23
Command — Sudo tpm2_pcrevent 16 Arbiter.txt
Command — Sudo tpm2_pcrevent 23 XOR.txt
: Extend PCR values by calculating hash values Sha-1, and Sha-
256
Command — Sudo tpm2_pcrextend..
: Read PCR values after the extension
Command — Sudo tpm2_pcrread
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Fig. 2: PUF-based TPM architecture.
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Fig. 3: Working Flow of Proposed iTPM.

digital logic elements like Multiplexer and NOT gates, a
simple response output ”’1 or 0” is finally obtained from D
Flip flop. The challenge input to the PUF module will be a
select line of the multiplexer and the response output will be
the output from D Flip Flop. Fig.4 presents the topology of
an Arbiter PUF [3], [23], [24].
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MUX MUX MUX MUX
Input
J

Fig. 4: Arbiter PUF Topology.
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XOR PUF is another delay-based PUF design proposed to
improve the resiliency of Arbiter PUF by XOR the outputs
from D Flip Flops of all the Arbiter PUF instances. Performing
the XOR operation on the outputs from each instance can

improve the randomness of final D Flip Flop outputs [25].
The design of an XOR PUF is shown in Fig. 5.

VI. EXPERIMENTAL RESULTS

Edge nodes and Edge servers have been deployed on
Raspberry pi 4 2GB boards and Geek Pi TPM 2.0 module
based on Infineon SLB 9670 is connected to Edge server using
SPI Interface. Arbiter PUF and XOR PUF modules have been
used to validate the proposed scheme. The PUF modules have
been deployed on Xilinx Artix-7 Basys-3 FPGA boards using
Vivado 2020.2 in Verilog Hardware description language.
Universal Asynchronous Receiver Transmitter (UART) serial
communication protocol is used for PUF key extraction with a
baud rate of 9600. The PUF Keys from the two PUF modules
have been evaluated and the Figure of merits is calculated and
shown in Fig. 6.

A Geek Pi TPM 2.0 module with an embedded Infineon
Chip is used as Hardware TPM for validation. It is connected
to a Raspberry pi 4 board using Serial Peripheral Interface
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(SPI). PUF modules on FPGA are connected to Pi’s using
Pmod ports as shown in Fig. 7.

Various 64-bit XOR Arbiter and Arbiter PUF Keys are ex-
tracted from Edge Nodes and through User Datagram Protocol
(UDP), the Keys are broadcasted to the Server. TPM’s RSA
encryption and decryption engine securely stores the key in
the encrypted form inside TPM. During verification, the PUF
key in encrypted form are decrypted from TPM and compared.
Table II represent the characterization of proposed iTPM.
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Fig. 6: PUF Metrics.

In this work, PCR register 16 and 23 have been used. Arbiter
PUF is extended to PCR 16 and XOR PUF Key is extended
to PCR 23. The obtained PCR values and corresponding PUF

key validation results inside TPM are shown in Fig. 8.

Fig. 7: Hardware Prototyping of the Proposed iTPM.

TABLE II: Evaluation of iTPM

[ Metrics [ Results
Application Smart Electronics
Hardware S_ecurlty PUF-based Keyless TPM
Mechanism

Security Modules

TPM, PUF

PUF Modules

XOR Arbiter & Arbiter PUF

Approach

Integrating PUF with TPM’s

PCR

Platform Configuration
Registers

16 & 23

TPM Integration

Encryption & Decryption

Engine, and PCR

TPM Hardware TPM
Hardware TPM Chip Infineon SLB 9670
PUF XcT7a35tcpg236-1
TPM Embedded Device Single Board Computer
Interface SPI, UART
Tools tpm2-tools, tpm2-abrmd,

VIVADO 2020.2

TPM Hash Algorithm

Sha-1 and Sha 256

Possible Applications

Remote Attestation, and

Secure Boot Process

VII. CONCLUSION AND FUTURE RESEARCH

This paper presented and validated a novel SbD approach
with a sustainable policy for integrating PUF and TPM by
binding PUF with PCRs inside TPM. By successfully binding
PUF in PCR, the PUF is made as a device integrity credential

required for a secure boot process.

The proposed iTPM initiative has been experimentally
substantiated and results have been presented. Further, the
experimental analysis revealed that integrating PUF inside
PCR could bind PUF with TPM and facilitate security at
the edge level in smart Electronics applications. The proposed
approach also presents the possibility of PUF-enabled secure
firmware and boot process for computing systems. Extending
above security protocol to various areas of Smart Electronics
and improving the energy efficiency of IoT by adopting low
overhead PUF-based solutions can be a part of future research.
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