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Abstract. Smartphones have become essential components in the Internet of Medical
Things (IoMT), providing convenient interfaces and advanced technology that enable
interaction with various medical devices and sensors. This makes smartphones serve as
gateways for sensitive data that could potentially affect patients’ health and privacy if
compromised, making them primary targets for cybersecurity threats. Authentication is
crucial for [oMT security, as its effectiveness relies on its resistance to any conditions
of environment, device, or user. In this paper, we propose the Anomaly Location-based
Authentication (ALBA) method using GPS technology and a lightweight unsuper-
vised ML algorithm with more stable features. Our experimental results showed that
the model successfully identified anomalous locations across three distinct datasets,
demonstrating the adaptability of ALBA.
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1 Introduction

The growth of IoT embedded systems and biosensors, has introduced the IoMT as a branch
that integrates medical devices, applications, and networks to enhance the efficiency of health-
care system [1,2]. The rapid advancements in mobile technology have enabled smartphones
to become an important component of the oM T network and a source of information due
to the increasing complexity of software and hardware components and multiple interfaces
in medical devices [3]. However, smartphones also introduce new security challenges due
to the sensitive nature of medical data that they collect, making them a valuable target for
cybersecurity threats [4,5]. Therefore, ensuring the security of IoMT is crucial to mitigate
risks and enhance the sustainability of healthcare.

Artificial Intelligence (AI) technologies have been advanced significantly and can be used
to monitor and predict the behavior of entities within an IoT environment. However, data
quality is crucial in machine learning (ML) for achieving accurate results. While many studies
on behavioral authentication for smartphones have contributed valuable insights, research
expectations have not met in terms of accuracy or considered IoT device security requirements
under different conditions related to environment, device, and user. Therefore, effective oMT
security solutions require holistic security considerations, while maintaining user convenience
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In this paper, we propose a behavior-based authentication method for smartphones in
IoMT network using GPS sensors and an unsupervised ML model, which can be utilized as
a additional security layer without requiring user intervention, and with more stable features.
Fig. 1 depicts the basic overview of our proposed method. The method’s efficacy was eval-
uated using three distinct datasets. The results demonstrate its adaptability to various realistic
conditions, indicating its potential to be implemented in [oMT.
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Fig. 1: Overview of the Proposed ALBA for IoMT.

The paper is organized as follows: Section 2 presents the literature review, while Section 3
introduces the novel contributions of this paper. The proposed method is presented in Section
4, and data preprocessing is detailed in Section 5. The ML model used in our method is
described in Section 6. Experimental results are provided in Section 7, and the conclusion
with future work are in Section 8.

2 Related Research on Behavioral Authentication

Existing research on behavioral authentication has provided valuable insights using various
techniques and sensors, such as Keystroke Dynamics (KD) [6, 7], Touch Gestures (TG) [8,9],
and Gait Behavior [10, 11]. However, some studies may not have fully met expectations in
terms of accuracy and stability of authentication data, nor considered the holistic security
needs covering diverse environmental, device, and user conditions. This limits their accuracy,
suitability and effectiveness for the IoT devices, especially smartphones.

The limitations of these techniques are mainly due to internal and external factors, such
as the variety of devices, where smartphones have touchscreens or keyboards with different
shapes, layouts, and sizes [12]. Also, the specific language in which technique is applied
affects the tested interval time between touches, where the user may be unfamiliar with some
vocabularies. Additionally, there are external factors that affect these techniques, such as,
environment, clothing, sickness, injuries, fatigue, emotional or mental status, and smartphone
position. These limitations make the extracted features insufficient for behavioral-based
authentication. Based on the above discussions, we conclude that existing approaches to
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behavioral authentication in IoMT are still lacking and have limitations. Therefore, ALBA
method aims to address these limitations and improve authentication data stability to be more
accurate and usable in IoT devices.

3 Novel Contributions

3.1 Problem Addressed and Proposed Solution

Smartphones have revolutionized healthcare access due to thier advanced technology, where
they used to collect and transmit sensitive medical data, making them vulnerable to cyber-
attacks that compromise patient privacy and have life-threatening consequences. Therefore,
securing smartphones within the [oMT network is essential. Various behavioral authentica-
tion methods for smartphones have been proposed to address vulnerabilities in traditional
authentication factors. However, these methods face challenges in performance and accuracy
due to factors impacting authentication data stability. Therefore, authentication methods must
consider holistic security considerations, the nature of devices, targeted environments, and
their applicability to available technologies.

ALBA exploits GPS technology in smartphones to authenticate users based on th ebehav-
ior of their locations utilizing ML technology for analyzing and detecting anomalous locations,
ensuring faster response times to security threats. ALBA overcomes limitations of behavioral
features used in previous studies, and provides more stable behavioral features under different
conditions related to environment, device, and user. GPS sensors can be embedded in multiple
IoMT devices without requiring specific hardware design or size.

3.2 Novelty of the Proposed Solution

ALBA method provides several contributions: robustness by being less sensitive to inter-
nal/external factors and countering for GPS inaccuracies; increasing efficiency as GPS requires
less features and a lightweight iForest algorithm that has low memory requirements, reducing
computational demand and power consumption compared to existing behavioral methods;
scalability and applicability with GPS integration in various IoMT devices without specific
hardware requirements; enhancing user convenience as our method can be additional security
layer along with existing authentication factors, reducing their constraints. These contributions
make our proposed method more suitable for device technologies and more comprehensive in
terms of security considerations in an IoMT environment. To the best of our knowledge, we
have proposed the first behavioral authentication method integrating GPS and unsupervised
ML technologies for [oMT security.

4 Proposed Authentication Mechanism

When user credentials are validated, authentication is based on comparing the current location
with historical locations stored in the database within a given time frame. If the behavior of
current location matches the behavior of the historical locations, it will be considered normal
location. Otherwise is anomaly.
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Fig.2: ALBA Method Workflow for [oMT.

Fig. 2 illustrates the proposed authentication method, where the mobile device collects
data from different resources (user, medical devices, and GPS satellites) and transmits it to
the medical server’s IoMT system for verification. Specifically, when users connects their
medical devices to the server, the [oMT system prompts the user for username and password.
The GPS data are then verified and analyzed using ML algorithms to detect whether the
current location is anomalous or not. If the location is normal, the verification process is
successful, and user’s medical devices will be connected to the medical server, allowing
secure transmission of medical data for doctor diagnosis. The user also will be able to access
health record. Historical location data is pre-processed before being stored to reduce compu-
tational time and resource consumption, which positively impacts power consumption during
future authentication processes. The result of data analysis determines whether to continue
monitoring user’s current location or take appropriate action in case of any deviation from
the expected behavior, such as limiting system functionality until additional authentication
is provided or sending alerts through other channels.

4.1 Data Collection

The real-world dataset was collected over 27 days using the Google Maps app on an iPhone 11
Pro, with 359 locations visited during various times of the day and using different navigation
modes. Fig. 3 (a) illustrates a sample of the recorded locations density, with reduced clutter
to improve readability. Fig. 3 (b) shows the recorded locations individually.

Data accuracy is crucial in ML, and significantly impact model performance. Therefore,
data collection process was monitored daily to ensure the accuracy.

4.2 Datasets Description

The effectiveness of ALBA was evaluated using three distinct datasets: (1) a real-world dataset
which was collected for this study with 359 observations recorded at irregular intervals over
27 days using an iPhone 11 Pro to evaluate ALBA under real-world scenarios, (2) a public
dataset that was utilized to evaluate the performance of ALBA on different real-world data
and scenarios, and to ensure its generalizability. It was obtained from Kaggle [13] with 40,603
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Fig. 3: Sample of collected locations - Real-world Dataset.

observations collected in October 2014 using an Android device, and (3) a virtual dataset
which was created with 3,359 observations using Python programming language, including
5 anomalous locations with different regular patterns and sudden changes. It was utilized for
evaluation under specific realistic scenarios not clearly present in the previous datasets.

5 Data Pre-processing

In our experiment, location features, such as latitude, longitude, and timestamp features are
selected from the original dataset, while others are redundant. Day and hour features were
extracted from timestamps to improve anomaly detection by identifying deviations during
specific times or days. In addtion, latitude and longitude features are standardized to be on
comparable scales. These features are then combined using PCA to create a single location
feature, enabling easier analysis and visualization of location patterns and anomalies.

6 Isolation Forest model

The iForest is an unsupervised ML algorithm used for anomaly detection without pre-labeled
data. It has several advantages that make it suitable for our proposed method, including its low
memory requirements, reducible model sensitivity, adaptability to data distribution changes.
Anomalies are isolated by building decision trees (DTs), which are combined to produce
prediction. DTs are constructed by recursively selecting a random feature and a split value
within the range of the selected feature. The iForest has a linear time complexity O(n), as it
isolates anomalies instead of normal observations [14], where anomalies are expected to be
fewer [15], tending to be closer to the root. The number of DTs affects the model performance
and accuracy, but also impacts computational time and resource requirements. The optimal
choice relies on the dataset, available resources, and multiple experiments.
s(x,n):2_% )
The base 2 in the exponential function is to ensure the score is between 0 and 1. The num-
ber of observations is indicated by n, where h(z) is the path length of a point «, and E(h(x))
its expected average path length. The constant ¢(n) is the average path length of terminal nodes
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in DTs, used to scale and normalize scores. Utilizing a suitable threshold value is essential for
accurately identifying security threats, especially in the [oMT where false positives can disrupt
medical operations and compromise patient safety. Identifying an optimal threshold requires
iterations, evaluating results, and refining the value with domain knowledge and expert input.

7 Experimental Results

7.1 Real-world Dataset Results

In our experiment, the iForest model was trained on location data in the real-word dataset. The
results showed that the model successfully calculated anomaly scores as shown in Fig. 4 (a),
identifying 11 anomaly scores represented in red dots as negative values, while positive vlaues
(blue dots) represent the normal scores. The farther from 0, the more anomalous (or normal) a
location is. The model’s prediction is shown in Fig. 4 (b) as a binary series of -1 for anomalies
and 1 for normal points.

scores
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Fig. 4: Real-world dataset Results - A threshold of -0.05

The model’s sensitivity was controlled by utilizing a anomaly threshold of -0.05 after
conducting multiple experiments and evaluating performance, leading the model to identify
6 real anomalous locations with a significant deviation indicated by dark red in Fig. 4 (c).
For contextual anomalies, they occurred during certain hours or days, which makes them
different from other locations. However, the model considered them as normal based on the
determined threshold as they have slight deviation. For more insight ont he spatial distribution
of anomalous and normal locations, they were projected on the map depicted in Fig. 4 (d).

7.2 Public Dataset Results

The model was trained on the public dataset, and all anomaly scores were calculated success-
fully as shown in Fig. 5 (a). There were 121 anomalous scores (red dots), where 58 of them
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were above the utilized threshold of -0.015, representing real anomalous locations as shown
in Fig. 5 (b) represented by dark red dots.
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Fig. 5: Public Dataset Results - A threshold of -0.015

We can notice that some of dark red locations have a significant deviation from the be-
havior of other locations, while the red locations have a slight deviation, and which cosidered
normal based on the determined threshold. However, the public dataset locations are shown
in a clear daily pattern with some significant deviation, especially on the right side. Most of
the deviations occur at the beginning or end of the week or during the weekends, which is
a reasonable pattern.

7.3 Virtual Dataset Results

In the virtual dataset, there were 7 anomaly scores as depicted in Fig. 6 (a). Based on the cal-
culated anomaly scores, the model successfuly identified 7 anomalous locations as illustarated

in Fig. 6 (b)

location
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(a) Anomaly Scores. (b) Anomalous Locations.
Fig. 6: Virtual Dataset Results - A threshold of -0.018

The model effectively detected all 5 known anomalous locations, which are represented
by dark red dots. However, there were 2 false positives identified by the model, which were
due to the adjustment of the model’s parameters to optimize accuracy for the virtual dataset.
Despite this, by adjusting the threshold value to 0.018, the model effectively reclassified these
false positives as normal locations (red dots), demonstrating its ability to adapt and perform
well on the given dataset.

8 Conclusion and Future Work

Integrating GPS and ML technlogoies can enhance the security of traditional authentication
factors. The behavioral patterns in proposed ALBA are more stable and accurate compared
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previous studies, which depend on other behavioral patterns that can be affected by various

factors. The experimental results across diverse datasets validate the model’s ability to detect
location deviations from normal patterns, ensuring effective authentication. For future work,
we suggest exploring the integration of additional behavioral patterns and data types to further
improve effectiveness and robustness of authentication process.
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