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Abstract—This work presents a Quantum Computing based
Physical Unclonable Functions (PUF) architecture with a novel
approach for PUF key generation and noise reduction in noisy
Quantum systems. The motivation is to explore the potential
of Quantum Computing assisted cybersecurity for Security-by-
Design (SbD) of Industrial-Internet-of-Things (IIoT). Internet-
of-Things (IoT) in Industry 4.0 can improve efficiency, increase
automation, and facilitate intelligent decision making through the
integration of edge cloud computing paradigms. However, the
lack of standardization of security protocols across IloT devices
can be challenging due to the heterogeneous nature of these
devices. In this context, a novel Quantum circuits based PUF
design that is built on real Quantum hardware is presented.
The proposed QPUF can facilitate security in IloT by using a
Quantum hardware generated PUF key as the device identity.
The proposed PUF Design is built using Quantum Hadamard
Gate, and Ry gates and has been experimentally demonstrated
on IBM Quantum hardware systems. The proposed architecture
also supports PUF key generation from Quantum hardware for
security applications. Figures-of-merits (FoM) of PUF have been
evaluated and presented to demonstrate the robustness of the
proposed Quantum PUF for SbD of IloT.

Index Terms—Security-by-Design (SbD); Hardware Assisted
Security (HAS); Industrial Internet-of-Things (IIoT); Quantum
Computing; Physical Unclonable Functions (PUF).

I. INTRODUCTION

An Cyber-Physical System (CPS) architecture consists of
Sensor, communication, and Information Technology (IT) lay-
ers [1]. The sensor layer consists of various smart sensors,
actuators, and control systems in an industrial environment.
The Communication layer enables the flow of parametric
data from physical sensors to the IT layer. The IT layer is
responsible for the analysis and processing of sensor data
through edge cloud computing paradigms. Decision making is
done based on the analyzed data in the IT layer. It includes the
enterprise level decision making systems and the commands
to actuators are processed in this layer. Decision making
involves improving the operational efficiency of machines,
control systems and enhancing the automation [2], [3]. From
a cybersecurity perspective, the trustworthiness of IIoT is
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pivotal since the sensors and actuators, control systems, and
Programmable Logic Controllers (PLC) have diverse function-
alities and characteristics. The heterogeneous nature of these
devices make it more challenging to facilitate the security.
The implementation of advanced cryptographic techniques to
facilitate security in IloT may involve a tradeoff between the
performance and achieved cybersecurity [4], [S].

Security-by-Design (SbD) is an emerging phenomenon that
works on embedding security and privacy features at the
design stage of an electronic system [6], [7]. Embedding secu-
rity and privacy primitives at the design phase can guarantee
security right from the design stage rather than implementing
security protocols at the application stage [6], [8], [9]. This
work explores the scope of Quantum-assisted cybersecurity
in Industrial Internet-of-Things (IloT) applications by imple-
menting PUF technology on Quantum Hardware.

Quantum mechanics principles like entanglement and su-
perposition can support quantum information processing us-
ing Qubits and can be applied in the areas of IIoT, Smart
Transportation [10]-[13]. Quantum entanglement facilitates
information processing and sharing by entangling the quantum
states of Qubits [14], [15]. Each Qubit can possibly be either in
one of the two states and if there are n qubits then 2™ possible
states are possible [16], [17]. Quantum PUF designs using the
quantum physics prinicples like entanglement, superposition,
and decoherence have been proposed in [18], [19] for security
and privacy in Quantum computing applications. Quantum
computing’s potential in advancing computational capability
to the next level surely has great potential in Industry 4.0
through PUF assisted Quantum hardware access and control.
The proposed architecture aims to leverage the potential of
SbD in Quantum computing for IIoT security by proposing
a Quantum logic gates based PUF architecture that supports
higher Challenge response pairs (CRP) and can facilitate
device authentication and access control for ensuring the se-
curity of device, firmware, and network in IIoT. A conceptual
overview of QPUF for SbD of I-CPS is shown in Fig. 1.
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Fig. 1: QPUF for Security-by-Design (SbD) of Industrial Cyber-Physical-Systems (I-CPS).

The rest of this paper is organized as follows. Novel
contributions of the proposed QPUF are illustrated in Section
II. Section III illustrates the contemporary related works in
IIoT security and Quantum Cybersecurity. The preliminaries
and working model of the proposed QPUF architecture are
discussed in section IV. QPUF Experimental validation results
have been presented in section V. Finally, the conclusion and
future work is discussed in Section VI.

II. STATE-OF-THE-ART CONTRIBUTIONS

The novel contributions of the current paper include:

o A PUF built on Quantum hardware using Quantum logic.

o A noise less PUF response generation from Quantum
systems through majority voting scheme.

o A robust architecture that supports higher Challenge-
Response-Pair (CRP) space.

o A novel cloud computing assisted approach that can
support billions of IoT devices to access QPUF and obtain
cryptographic identities.

o A system that can facilitate the integration of SbD using
QPUF in IToT more efficiently than conventional PUF.

III. RELATED WORK

This Section presents a comprehensive overview of existing
PUF and Quantum-assisted hardware security schemes for
IToT. A holistic comparative analysis of our proposed QPUF
with the related research is presented in Table I.

A PUF-based Blockchain named HPCchain for security and
device authentication of IIoT is proposed in [20]. This work
proposes a consortium Blockchain framework by using a PUF-
based Blockchain consensus mechanism. The architecture of
HPCchain consists of an asset, Blockchain, and Application
layers. The blockchain layer works on top of the asset layer
and is responsible for transaction recording and validation.

A sensor data stream integrity verification using PUF in
Industrial-Cyber-Physical Systems (I-CPS) is proposed in [21].
This work proposes a PUF-based approach for secure commu-
nication between PLC nodes and sensor nodes in Industrial en-
vironments. This work claims to counter side-channel attacks
by embedding smart sensors with PUF modules.

A secure Machine-to-Machine (M2M) communication
mechanism in an IIoT environment using PUF has been

proposed in [22]. This work proposes a PUF-based efficient
authentication and session establishment protocol (PEASE)
that claims to achieve device identity confidentiality with low
computational power and energy overhead.

QPUF architectures based on the principles of decoherence
using quantum logic gates proposed in [18] validate the poten-
tial of QPUF for Quantum computing security. This work does
not experimentally validate PUF design uniqueness, reliability,
diffuseness and also does not validate experimentally PUF key
generation and noise reduction process. In comparison, our
proposed architecture presents an approach for key extraction
from the PUF design and tests the design with varying initial-
izations for Qubits to extract large number of PUF keys. Our
architecture also clearly presents a noise reduction approach
using majority voting scheme to obtain the Qubit’s probability.

A Pseudo PUF-based IIoT security mechanism is proposed
in [23] which utilizes a weak PUF module that supports limited
CRPs and a lightweight symmetric encryption module. This
approach works on reducing energy overhead while improving
the resiliency of the Pseudo PUF used in this paper.

In comparison, our work introduced a Quantum hardware
generated cryptographic identity that is reliable, hardware
generated, and can further enhance the resiliency of IoT
devices in I-CPS. This design as a strong PUF can support
more CRP space.

IV. PROPOSED QPUF METHODOLOGY

This section gives a comprehensive overview of the archi-
tecture and modeling of the proposed QPUF.

A. Architecture of QPUF

The proposed Quantum PUF design is built using Quantum
Hadamard, Ry, and measurement gates. The proposed QPUF
is a 5-Qubit PUF architecture, and the design can also be 7,32,
and 128 Qubit based on the Quantum Hardware as in Fig. 2.

In the ideal case, super-positioned Qubits from the
Hadamard gate should produce either O or 1 as output with
equal probability. However, in a real-world scenario, the
probability is expected to be biased towards either O or 1.
This enables the QPUF design to generate a unique signature
by grouping individual Qubit outputs and thereby generating
a Response. Quantum gate fidelity is different in both systems
as shown in Fig. 3.



TABLE I: Framework Analysis: A Comprehensive Evaluation
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Fig. 2: Proposed Quantum Hardware QPUF Design.
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Fig. 3: Quantum Hardware Qubit Structures.

B. Modelling of QPUF

The QPUF initially works by initializing each Qubit as
either 0 or 1. A tunable rotation gate is added to the Qubits to
improve the resiliency of PUF Design to temporal variations.
The Ry gate performs rotation around the Y-axis of the
Bloch sphere. After applying the Ry gate, the Hadamard
gate is applied to each one of the Qubits to place them in
superposition. The Quantum state of individual Qubits is then
measured by applying the measurement gate to all Qubits and
storing these values in classical registers. The proposed QPUF
Design is a five Qubit PUF design since most of the IBM
Quantum devices are 5 Qubit architectures.

The resultant output of each Qubit is stored in the cor-

responding classical register. For instance, the measurement
gate gives the result of Qubit q[0] in classical register c[0],
q[1] in c[1] likewise for all qubits. For each job, the circuit
is executed on hardware for 8192 shots. After obtaining the
outcomes of all shots, the most occurring outcome is chosen
as the Job string for that job. After executing the "n” number
of jobs where n is proportional to the length of the key, a
unique string is extracted from all the obtained job strings
for each Qubit. Each Qubit’s corresponding values from all
jobs are extracted and grouped together as a string which
will be the resultant PUF response. Since each job execution
involves testing the circuit at different tunable rotation angles
for the Ry gate and a unique initialization for Qubits, the
resultant QPUF Qubit string responses will be unique. Also,
each Qubit’s default physical properties are different which
differentiate each Qubit’s response to changing Ry gate an-
gles and initializations thereby generating unique responses.
Algorithm 1 and Algorithm 2 briefly outline the details of
accessing Quantum systems and building QPUF design.

Algorithm 1 Accessing Quantum System and Building PUF

Input: IBM Quantum API Token
Output: QPUF Design
1: Access IBM Quantum System
2: Obtain IBM Quantum API Token
User — API Token
3: Access Qiskit
4: Build Quantum Circuit using Quantum Logic Gates
QPUF Circuit — Hadamard, Ry, Measurement Gates
5: Choose Quantum Backend
Backend — ibmq_quito, ibmq_lima, ibmq_belem, ibmg_manila,
ibmq_jakarta,..

o ibmqg_quito-5 Qubit, ibmq_lima-5 Qubit, ibmq_belem-5
Qubit, ibmq_jakarta-7 Qubit
6: Execute the Circuit on the chosen backend and monitor the status
of the job
o Job is being Validated, Job is Queued, Job is Actively
Running, Job has successfully Run
7: Obtain the result

C. Parameters of Physical Qubits

Superconducting transmon Qubits can exchange quantum
state information by operating at extremely low temperatures
where these circuits can conduct electric current at extremely



Algorithm 2 Modelling of QPUF on Quantum Systems

Input: Quantum Logic Gates

Output: QPUF Signature

1: initialize Qubits (Varying Initializations)
Example:
1st Qubit — 0, 2nd Qubit —1, 3rd Qubit —1, 4th Qubit —0,
5th Qubit—0,

2: Choose unique initialization for Qubits for each job

. Apply Ry gate to all Qubits

4: Choose unique Ry gate angle for each job
Ry Angle—pi/4, pi/2,...
Circuit— Ry[q]

5: Apply Hadamard gate to all Qubits
Circuit— H(Ry[q])

6: Apply Measurement Gate(M) to the superpositioned Qubits
Circuit— M[H(Ry[q])]

7: Execute the circuit on Chosen backend and generate the result
string for each job
(Jobs sets-5 sets, Each job Inputs- Initialization, Ry Gate angle

8: Extract results string from all jobs

9: Extract Qubit strings from all job strings
Final Output-Qubit strings(Responses)

10: Calculate PUF metrics

11: if PUFmetricsfromQubitStringsarestandardized then

12:  Assign Qubits Strings as Responses

13: end if

(95}

low temperatures. These superconducting circuits are con-
trolled by Josephson junctions which work by separating two
conducting electrodes with a thin insulating barrier. Josephson
junctions control the quantum state of a qubit by modulating
the phase difference.

Individual qubits in a quantum system have default res-
onating frequencies and coherence and decoherence times.
Different IBM Quantum systems have different parameters
which can support the PUF primitive since PUF is based on
the intrinsic properties of hardware and generates a unique
fingerprint for each hardware. Physical qubit manufacturing
frequencies are given in Table. II. These obtained Qubit
frequencies are susceptible to noise and may exhibit slight
variations.

V. EXPERIMENTAL RESULTS

The proposed QPUF design methodology has been written
in Python and executed in the Qiskit environment. IBM
Quantum hardware backends:”ibmq_lima”, “ibmq_quito”,
”ibmq_belem” have been chosen for executing the QPUF
circuit. The backend systems of IBM are accessed by obtaining
an API token and loading the account credentials. IBM Quan-
tum composer platform has been used to work and execute
the Quantum circuits and was run on Alienware Aurora
R13 system model with 12th generation i7 processor and
16 GB RAM. ”ibmq_belem”, ”ibmq_lima”, and “ibmq_quito”
quantum hardware backends have been chosen for the QPUF
design execution.

We have presented the characterization and performance
analysis of QPUF in Table Illa and IIIb. The uniformity,
diffuseness, and uniqueness of the resultant job string pairs
from three quantum systems have been presented in Fig. 4.

QPUF implementation on ibmq_lima has produced a reli-
ability of 60% with almost 15 matching keys of 4 sets of
25 executed jobs. The diffuseness of 40% is achieved with
an average uniformity of 35.2%. ibmq_belem in comparison
with ibmq_lima has somewhat lower diffuseness of 38% and
uniformity of approximately 30%. ibmq_quito hardware has
produced a diffuseness of 38.20% for the PUF circuit. The
QPUF evaluation results of Quantum backend systems along
with generated QPUF responses are given in Fig. 5.

For each job execution, a unique job string is obtained with
a histogram of circuit outcomes and angles using the majority
voting scheme. To reduce the noise interference and extract
noise less responses, 5 sets of jobs are executed. Each job set
has random qubit initialization with varying tunable rotation
angles for the ry gate. Among 5 sets of jobs, each job set
has a chosen qubit initialization sequence. The results of each
job in all the sets are compared to obtain PUF reliability. The
occurrence of the result string in all job sets are evaluated
through approximation. The qubit results values inside the
string in all job sets are evaluated and the maximum occurring
output among all the job sets is chosen to be the final qubit’s
value. The length of the QPUF signature is proportional to
the length of the obtained Qubit string from all the jobs. The
probability of outcomes for different job sets and angles in
three quantum hardware is illustrated in Fig. 6.

VI. CONCLUSION AND FUTURE RESEARCH

Implementing PUF technology in Quantum Computers
which are noisy is a challenging task due to Qubit’s nature of
decoherence. The interaction of Qubit with the environment
can result in its decoherence. This can be addressed by
increasing the number of samples and executing a greater
number of jobs. We found that the problem with the execution
of jobs on IBM quantum backends is that some quantum
systems tend to get faulty and require maintenance which can
disrupt the execution of jobs. Also, the execution of each job
goes through a queue line which might take days to complete
job execution.

This work has successfully presented a novel QPUF design
by implementing the Quantum logic gates-based circuit on dif-
ferent Quantum hardware devices and evaluated PUF metrics
and generated responses from QPUF design. A novel QPUF
assisted SbD approach for IIoT has been presented that can
support the security of I-CPS where IIoT devices can access
QPUF and obtain keys. Our proposed QPUF assisted SbD
approach is scalable and secure as the access to the hardware
is through the cloud and does not require IloT devices to have
a PUF module embedded physically.

Improving the accuracy of the proposed QPUF design
through various noise reduction techniques can be a direction
for future research. Furthermore, the proposed work could
be integrated with the QKD protocol for enabling the secure
exchange of PUF keys using Quantum mechanics principles.
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