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Abstract—The proliferation of Internet of Things (IoT) devices
has led to an explosion of data generated at the edge of the
network. This has led to the development of the IoT-Edge-Cloud
continuum, where data is processed and analyzed across multiple
layers of the network. However, this also poses significant security
and privacy challenges, as sensitive data is transmitted across the
network. In this paper, we propose the use of Pervasive Artificial
Intelligence (AI) to enhance the security and efficiency of the
IoT-Edge-Cloud continuum. Pervasive AI can be used at each
layer of the network to process and analyze data in real-time,
reducing the amount of data that needs to be transmitted across
the network. This can help to improve response times, reduce
network traffic, and enhance security by keeping data localized.
We also discuss the potential cybersecurity threats and future
research directions for the use of Pervasive Al in the IoT-Edge-
Cloud continuum. Our findings suggest that Pervasive Al has
significant potential to enhance the security and efficiency of the
IoT-Edge-Cloud continuum, and should be considered as a viable
solution for future IoT deployments.

Index Terms—Pervasive AI, Machine Learning, Edge-Al, Tiny-
ML, security, Privacy and Scalability.

I. INTRODUCTION

In recent years, the rapid growth of the Internet of Things
(IoT) and the widespread adoption of cloud computing have
led to the emergence of new challenges and opportunities in
the field of cybersecurity [1]. With billions of IoT devices
and petabytes of data being generated every day, securing
this massive amount of information is becoming increasingly
challenging. Additionally, the use of cloud computing has led
to a new paradigm of computing, where data is stored and
processed remotely, presenting new security challenges such
as data privacy, data confidentiality, and data integrity [2] [3].

Machine learning (ML) has emerged as a promising ap-
proach for cybersecurity due to its ability to automatically
identify patterns and anomalies in data [4]. In recent years,
ML has been extensively used in cloud computing for cy-
bersecurity, but its application to edge computing and IoT
layers is still in its infancy. This is partly due to the limited
computational resources and memory available in edge devices
and IoT sensors [5].

The field of cyber security is rapidly evolving to keep
pace with the increasing sophistication of cyber threats. One
promising area of research is the integration of Al and ML
techniques into cyber security systems. In particular, the use

of Artificial Intelligence (AI) and ML in cloud computing,
edge computing, and IoT layers is gaining momentum due
to the ever-increasing amount of data generated by connected
devices [6]. Pervasive Al, which involves the deployment of
Al algorithms across multiple layers of the computing stack, is
a promising approach to achieve more effective cyber security
[4] [7]. However, there are also significant challenges to be
addressed, including ensuring the accuracy and reliability of
Al models, protecting sensitive data, and addressing ethical
considerations.

In this article, we present a comprehensive review of the
current state of ML for cybersecurity in cloud computing,
edge computing, and [oT layers. We discuss the challenges and
opportunities of using ML in these environments and identify
potential research directions to overcome the existing limi-
tations. We also highlight the cybersecurity threats associated
with the use of ML in these environments and propose possible
solutions to address them. The paper also highlights future
research directions in these areas, with a focus on developing
more robust and secure Al and ML algorithms, and addressing
the ethical and legal implications of their deployment in cyber
security systems.

The rest of this article is organized as follows: Section 2
offers a concise overview of Pervasive Al. Section 3 explores
the role of Pervasive Al within the IoT-Edge-Cloud continuum
and its contributions across individual layers. In Section 4,
we emphasize how Pervasive Al contributes to addressing
security challenges within each layer of the IoT-Edge-Cloud
continuum. Section 5 delves into the security threats associated
with Pervasive Al in the IoT-Edge-Cloud continuum. In Sec-
tion 6, we provide learning-based cybersecurity solutions of to
the distinct layers of the IoT-Edge-Cloud continuum. Section
7 outlines future prospects for Pervasive Al within the IoT-
Edge-Cloud continuum, categorized by taxonomy. Finally, we
conclude the article in Section 7.

II. PERVASIVE Al

Pervasive Al refers to the integration of Al technologies
into everyday devices and environments to enhance their func-
tionality and automate tasks. It involves creating intelligent
systems that can perceive their environment, reason about it,
and take actions to achieve specific goals. Some examples
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Fig. 1. System architecture of Pervasive Al in IoT-Edge-Cloud continuum

of pervasive Al include voice-activated personal assistants,
smart home devices, intelligent transportation systems, and
autonomous robots [8].

The goal of pervasive Al is to create seamless and intuitive
interactions between humans and technology by leveraging
the power of Al It has the potential to transform various
industries, such as healthcare, finance, and transportation,
by improving efficiency, reducing costs, and enhancing the
overall user experience. However, it also raises concerns about
privacy, security, and ethical implications of Al [7]. Therefore,
it is important to develop responsible Al systems that prioritize
the safety and well-being of users while delivering the desired
outcomes.

III. PERVASIVE AI IN IOT-EDGE-CLOUD CONTINUUM

Pervasive Al in the IoT-Edge-Cloud continuum works by
integrating Al algorithms and models at various layers of
the architecture to enable efficient and intelligent decision-
making. The complete architecture is shown in Figure 1 with
layer classifications. The IoT-Edge-Cloud continuum consists
of three layers: the IoT layer, the Edge layer, and the Cloud
layer [9].

In the IoT layer, Pervasive Al (i.e. Tiny-ML(Tiny Machine
Learning)) can be used to improve the efficiency of the data
collection process, as well as to analyze this data in real-time
to provide insights that can be used to improve the overall
system [7]. In addition, Pervasive Al can be used to enhance
the security of IoT devices by identifying and mitigating
potential vulnerabilities and threats.

Moving on to the Edge layer, Pervasive Al (i.e. Edge-Al)
can be used to optimize the processing of data that is collected
from IoT devices. By analyzing this data in real-time, the Edge
layer can make quick decisions and actions that can improve
the overall performance of the system. In addition, Pervasive

Al can be used to help manage the Edge infrastructure by
identifying and fixing issues in real-time, as well as to predict
potential failures and take preventative action.

In the Cloud layer, Pervasive Al (ML) can be used to
manage the vast amounts of data that are collected from IoT
devices and processed in the Edge layer. By analyzing this
data, Pervasive Al can provide insights that can be used to
optimize the overall system performance, as well as to identify
potential issues and take corrective action [8]. In addition,
Pervasive Al can be used to enhance the security of the Cloud
infrastructure by identifying and mitigating potential threats
and vulnerabilities.

Overall, Pervasive Al can help optimize the performance of
the IoT-Edge-Cloud continuum by providing real-time analysis
of data and making quick decisions and actions. It can also
help enhance the security of the system by identifying and
mitigating potential threats and vulnerabilities. As more and
more devices are added to the IoT-Edge-Cloud continuum,
Pervasive Al will become even more important in ensuring
the efficiency and security of this architecture.

A. Role in IoT Layer

The IoT layer is the foundation of the IoT-Edge-Cloud
continuum, which serves as the interface between the physical
world and the digital world [10]. At this layer, Pervasive Al
can be used to process data generated by IoT devices in real-
time. By deploying Al algorithms at the IoT layer, data can
be processed and analyzed on the device itself, reducing the
amount of data that needs to be sent to the Edge or Cloud
layers for processing [1] [9].

One of the primary advantages of using Tiny-ML at the
IoT layer is the reduction of network traffic and latency [11].
With Edge Al only relevant data is sent to the Edge or
Cloud layers for further processing, which can significantly
reduce network traffic and improve response times. This can be
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Fig. 2. Layer classifications of Pervasive Al in IoT-Edge-Cloud continuum

especially beneficial in scenarios where network connectivity
is limited or unreliable, such as in remote locations or in
mobile applications.

Another advantage of using Pervasive Al at the IoT layer is
enhanced security and privacy. By processing and analyzing
data on the device itself, sensitive data can be kept localized
and not transmitted over the network, reducing the risk of
data breaches or unauthorized access. This can be critical
in scenarios where data privacy and security are of utmost
importance, such as in healthcare or financial applications.

Pervasive Al at the IoT layer can also enable real-time
decision-making capabilities, allowing IoT devices to au-
tonomously respond to changing environments or conditions.
For example, a smart thermostat equipped with Al algorithms
can learn from user preferences and automatically adjust the
temperature settings to provide optimal comfort and energy
efficiency. Tiny-ML, extends Al into low-power IoT devices,
enabling on-device data processing and analysis [12] [8]. By
deploying machine learning at the IoT layer, it reduces data
transmission to Edge or Cloud layers, improving network
efficiency, reducing latency, and enhancing data security and
privacy. Tiny-ML addresses resource limitations by optimizing
algorithms for IoT devices with low computational power and
memory as shown in figure 2. This approach revolutionizes IoT
by bringing Al capabilities to resource-constrained devices,
transforming how data is processed and utilized.

B. Role in Edge Layer

The Edge layer in the IoT-Edge-Cloud continuum is re-
sponsible for processing and analyzing data generated by IoT
devices before sending it to the Cloud layer ??. Pervasive Al
can be used at the Edge layer to enable intelligent decision-
making close to the source of data. This is achieved by
deploying Al models (Edge-Al) on edge devices such as
gateways Or Servers.

The deployment of AI models at the Edge layer enables
real-time processing and analysis of data generated by IoT
devices [8]. This reduces the amount of data that needs to be
sent to the Cloud layer for further processing and analysis. In
turn, this reduces network traffic, improves response times and
enhances overall system performance.

One of the significant advantages of deploying Pervasive
Al at the Edge layer is the reduction in latency. Latency is

the time taken for data to be sent from the IoT device to the
Cloud layer, processed, analyzed and a response sent back
to the device. With Pervasive Al deployed at the Edge layer,
decision-making can be made closer to the source of data,
reducing the need to send data to the Cloud layer. This reduces
the latency associated with sending data to the Cloud layer,
improving response times significantly [13].

Moreover, deploying Edge-Al at the Edge layer improves
the overall security and privacy of the system. Data is pro-
cessed and analyzed on edge devices, reducing the need to
send data to the Cloud layer. This keeps data localized and
reduces the risk of data breaches or unauthorized access to
sensitive information. By keeping data localized, Pervasive Al
at the Edge layer enhances the security and privacy of the
system.

Edge-Al combines Al with Edge Computing, it enables
real-time data analysis, enhancing system responsiveness and
minimizing data transfer. This approach empowers intelligent
decision-making at data sources, improving system agility
and data security. By keeping data on edge devices, Edge-Al
reduces the risk of data breaches and can identify and mitigate
potential threats, bolstering overall system security as shown
in figure 2.

C. Role in Cloud Layer

In the Cloud layer of the IoT-Edge-Cloud continuum, Per-
vasive Al plays a critical role in managing the vast amounts
of data that are collected from IoT devices and processed in
the Edge layer [10]. With the help of Al algorithms, the Cloud
layer can process and analyze large volumes of data quickly
and efficiently, providing insights that can be used to optimize
the overall system performance.

Pervasive Al (ML) enables Cloud infrastructure to identify
potential issues and take corrective action to prevent system
downtime. The Cloud layer can also utilize Al to identify and
mitigate potential threats and vulnerabilities, enhancing the
overall security of the system [14]. By analyzing data gen-
erated by IoT devices, Pervasive Al can help detect abnormal
behavior patterns and potential security breaches, allowing for
prompt and effective responses.

Furthermore, ML can be used in the Cloud layer to perform
predictive maintenance on IoT devices [8]. By analyzing data
collected from IoT devices, Pervasive Al can identify potential
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Fig. 3. Pervasive Al role in Security of IoT-Edge-Cloud continuum

equipment failures before they occur, allowing for proactive
maintenance to be performed. This can help reduce downtime
and improve system availability, ultimately leading to a better
end-user experience.

ML is integral to cloud computing, enhancing predic-
tive model accuracy by utilizing vast data and advanced
algorithms. This synergy offers precise predictions in areas
like personalized advertising, fraud detection, and predictive
maintenance. Beyond prediction, ML powers applications like
image recognition and natural language processing, demanding
substantial computational resources available in the cloud [13].
Yet, challenges such as data privacy and algorithm bias must
be addressed as shown in figure 2. Cloud providers adopt
federated learning, differential privacy, and explainable Al
to safeguard data, ensure fairness, and enhance transparency,
especially in sensitive domains like healthcare and finance,
making ML in cloud computing secure and equitable.

IV. PERVASIVE Al FOR SECURITY IN THE
10T-EDGE-CLOUD CONTINUUM

A. Pervasive Al in IoT security

With the rapid proliferation of IoT devices, securing these
devices has become a critical concern. Pervasive Al has the
potential to improve IoT security by enabling smart, adaptive
and self-learning systems that can detect, prevent and respond
to security threats. By leveraging Al algorithms, IoT devices
can be programmed to learn and recognize normal patterns
of behavior, detect anomalies, and take necessary actions to
mitigate security risks [15].

One of the key benefits of pervasive Al in IoT security
is the ability to perform real-time monitoring and analysis
of large volumes of data. IoT devices generate a massive

amount of data that can be analyzed by Al algorithms to detect
potential security threats in real-time. These algorithms can
be trained to recognize patterns of behavior that are indicative
of malicious activities and can trigger alerts or automatically
block suspicious traffic.

Pervasive Al can also be used to enhance the security of IoT
devices by improving authentication and access control mech-
anisms [16]. For example, Al-based biometric authentication
can be used to provide an additional layer of security for user
authentication, while Al-powered access control systems can
be used to automatically grant or deny access to devices and
data based on user profiles and behavior patterns.

Another area where pervasive Al can be beneficial is in IoT
device management. Managing a large number of IoT devices
can be challenging, and this can increase the risk of security
breaches. By using Al algorithms, IoT device management
systems can be designed to automatically identify and address
security vulnerabilities, optimize network performance, and
manage device updates and patches.

B. Pervasive Al in Edge security

Pervasive Al can play a crucial role in ensuring security
at the Edge layer of the IoT-Edge-Cloud continuum. Edge
devices are often located in remote or harsh environments,
and are thus more vulnerable to physical tampering or cyber-
attacks. In addition, these devices typically have limited re-
sources and processing capabilities, making them more sus-
ceptible to security breaches [16].

Pervasive Al can help address these challenges by enabling
real-time monitoring and threat detection at the Edge layer.
Al algorithms can be deployed on edge devices to detect
anomalies and potential security threats in real-time. For
example, Al models can analyze data streams generated by
sensors and other IoT devices to identify patterns or deviations
from normal behavior, which could indicate a security breach
[15].

Pervasive Al can also be used to enable secure communica-
tion between edge devices and other components of the IoT-
Edge-Cloud continuum. For instance, Al models can be used
to encrypt data transmissions, authenticate users and devices,
and establish secure communication channels. This can help
prevent unauthorized access and protect sensitive information.

Moreover, Pervasive Al can enable Edge devices to be
self-defending, by automatically identifying and responding
to security threats without human intervention. AI models can
be trained to recognize specific types of attacks or malicious
behavior, and to take appropriate action to prevent or mitigate
the impact of such attacks [17]. For instance, an Al model
may be programmed to block or quarantine a device that is
exhibiting suspicious behavior, or to shut down a communi-
cation channel that is being used for malicious purposes.

C. Pervasive Al in Cloud security

Pervasive Al can be used to enhance the security of the
Cloud infrastructure by identifying and mitigating potential
threats and vulnerabilities. With the increasing amount of
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data being stored in the Cloud, security has become a major
concern for organizations. Pervasive Al can help address
this concern by providing advanced security features such
as intrusion detection and prevention, threat intelligence, and
anomaly detection [15].

One of the key benefits of Pervasive Al in Cloud security
is its ability to identify potential threats and vulnerabilities in
real-time. By analyzing large amounts of data generated by
Cloud applications, Pervasive Al can detect unusual patterns
and behaviors that may indicate an attack or security breach
[16]. This allows organizations to take quick action to mitigate
the threat and prevent any damage or loss of data.

In addition to detecting potential threats, Pervasive Al can
also be used to prevent them from occurring in the first place.
Al algorithms can be used to monitor and analyze network
traffic in real-time, identifying and blocking any suspicious or
malicious activity. This can help prevent unauthorized access
to Cloud applications and data, as well as mitigate the risk of
insider threats.

Another area where Pervasive Al can be used in Cloud secu-
rity is in threat intelligence [17]. By continuously monitoring
the threat landscape and analyzing data from multiple sources,
Pervasive Al can provide real-time insights into emerging
threats and vulnerabilities. This can help organizations stay
ahead of potential attacks and take proactive measures to
prevent them.

V. SECURITY THREATS FOR THE I0T-EDGE-CLOUD
CONTINUUM LEARNING MODELS

A. Cyber security threats of Tiny-ML in IoT Layer

Tiny-ML is a rapidly growing field that focuses on devel-
oping low-power and resource-constrained machine learning
models for IoT devices. However, this innovation also comes
with potential cyber security threats [14].

One of the main cyber security threats of Tiny-ML in the
IoT layer is the possibility of device hijacking. As Tiny-ML
models run on the device itself, they can be vulnerable to
tampering, and attackers may try to take control of the device
by modifying the model parameters. This can lead to serious
consequences, such as data theft, unauthorized access, and
device malfunction [18].

Another cyber security threat associated with Tiny-ML
in the IoT layer is data privacy. As Tiny-ML models are
trained on user data, attackers may attempt to intercept the

data transmission and obtain sensitive information. This can
compromise the privacy of users and expose them to various
forms of cyber attacks such as identity theft.

Furthermore, Tiny-ML in the [oT layer can be subject to
adversarial attacks, where attackers manipulate input data to
deceive the model and cause it to make incorrect predictions
[18]. Adversarial attacks can be particularly harmful in sce-
narios such as autonomous driving, where a single wrong
prediction can lead to serious accidents.

Lastly, the deployment of Tiny-ML in the IoT layer may
introduce new vulnerabilities that were not previously con-
sidered. For example, the limited computational and memory
resources available on IoT devices may make it difficult to
implement standard security measures, leaving the device
vulnerable to attacks. The threat classification is shown in
Figure 4.

B. Cyber security threats of Edge-Al in Edge Computing

Edge-Al in edge computing is an emerging technology that
is designed to bring Al capabilities to the edge of the network,
allowing for real-time decision-making and analysis of data.
While this technology has many benefits, there are also a
number of cyber security threats associated with it that must
be taken into consideration [14].

One of the biggest threats of Edge-Al in edge computing
is the potential for data breaches. Because edge devices are
often connected to the internet, they are vulnerable to attacks
from hackers who may try to gain access to sensitive data [19].
This can be especially problematic in the case of medical or
financial data, where the stakes are high.

Another threat is the potential for cyber attacks on the
Edge-Al system itself. If a hacker gains access to an edge
device, they may be able to tamper with the Al models or
the data being processed, leading to inaccurate results or even
malicious actions [19]. This can be especially problematic
in critical systems such as autonomous vehicles or industrial
control systems.

Finally, there is the potential for Edge-Al systems to be used
in denial-of-service attacks. By overwhelming the system with
data requests or other types of traffic, attackers can effectively
shut down the system, causing disruptions and potentially
significant damage. The threat classification is shown in Figure
4.

To mitigate these threats, it is important to implement robust
security measures for Edge-Al systems. This may include
using encryption to protect data in transit and at rest, imple-
menting firewalls and intrusion detection systems to monitor
for and prevent attacks, and implementing strict access control
measures to limit who has access to the system. Additionally, it
is important to stay up-to-date with the latest security patches
and software updates to ensure that any vulnerabilities are
quickly addressed.

C. Cyber security threats of ML in Cloud Computing

Machine learning (ML) in cloud computing has brought
about significant advancements in various applications, but it
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has also brought new security concerns. With the widespread
adoption of ML in the cloud, cybercriminals are also looking
for ways to exploit its vulnerabilities. There are several cyber
security threats of ML in cloud computing [14].

One significant threat is data breaches. ML models rely
heavily on data, and the storage and processing of this data in
the cloud create new attack surfaces for cybercriminals. The
data can be stolen or tampered with during storage or transit,
leading to loss of confidentiality, integrity, and availability.
Adversarial attacks are another major threat to ML in cloud
computing. Adversarial attacks aim to deceive ML models by
introducing malicious inputs or perturbations to the data to
cause errors or misclassification [17].

Another threat is model poisoning. This involves modifying
the training data used to train the ML model to introduce
a backdoor, which can be exploited later to execute attacks.
Model inversion attacks involve using the outputs of the ML
model to extract sensitive information about the data it was
trained on [4]. Finally, data privacy is a major concern when
it comes to ML in cloud computing. As data is stored and
processed in the cloud, the potential for data breaches and
leaks increases, putting the privacy of sensitive data at risk.
The threat classification is shown in Figure 4.

To mitigate these threats, ML models need to be trained on
data that is representative of the actual data that the model
will be processing to minimize the risk of adversarial attacks.
Model validation techniques can also be employed to detect
and prevent model poisoning attacks. Finally, data privacy can
be ensured by implementing privacy-enhancing technologies
such as differential privacy, homomorphic encryption, and
secure multi-party computation.

V1. SECURITY SOLUTIONS FOR THE I0T-EDGE-CLOUD
CONTINUUM

A. Tiny-ML for Cyber security solutions in IoT Layer

Tiny-ML can also be used as a tool for enhancing cyber-
security solutions in the IoT layer. With the growing number
of connected devices and the increasing amounts of sensitive
data that are being processed at the edge, the need for effective
cybersecurity solutions has become more critical than ever
before. Tiny-ML can help address some of the challenges
associated with securing the IoT layer by enabling intelligent
decision-making capabilities to be embedded directly into edge
devices [11].

One potential application of Tiny-ML in cybersecurity is
anomaly detection. By training machine learning models on
data generated by IoT devices, it is possible to identify patterns
and behaviors that deviate from the norm, indicating the
presence of potential cybersecurity threats. For example, an
IoT device that suddenly starts sending large amounts of data
to an unknown IP address could be indicative of a malware
infection or a data breach [12]. Tiny-ML models can be trained
to identify these types of anomalies and trigger alerts or take
corrective actions [20].

Another application of Tiny-ML in cybersecurity is in the
area of intrusion detection and prevention. Machine learning
models can be trained on historical data to identify known
attack patterns, and then applied in real-time to detect and
prevent similar attacks from occurring. For example, a Tiny-
ML model could be trained to detect brute-force attacks on
IoT devices or identify patterns of suspicious network traffic.

Finally, Tiny-ML can also be used for securing commu-
nication channels between IoT devices and the Cloud. By
embedding machine learning models into edge devices, it is
possible to detect and prevent data exfiltration or unauthorized
access to cloud-based resources. This can help enhance the
overall security of the IoT ecosystem and protect sensitive
data from being compromised. The Tiny-ML based security
solution and layerwise classification is shown in Figure 5.

B. Edge-Al for Cyber security solutions in Edge Computing

Edge-AlI can play a crucial role in improving the cybersecu-
rity posture of Edge Computing systems. By enabling real-time
processing and analysis of data generated by IoT devices and
other sources, Edge-Al can help detect and respond to security
threats in a timely and efficient manner [19]. Additionally,
by performing data analysis and decision-making at the edge,
Edge-Al can reduce the amount of sensitive data that needs to
be transmitted to the cloud for processing, thereby reducing
the attack surface and enhancing data privacy [21].

Edge-Al can be used for a variety of cybersecurity applica-
tions in Edge Computing, such as intrusion detection, threat
intelligence, and anomaly detection. For example, Edge-Al
algorithms can be trained to detect patterns and anomalies
in network traffic or device behavior, which can indicate the
presence of a cyber attack [21]. Similarly, Edge-Al can be
used to analyze log data and identify potential security issues
in real-time, allowing for quick response and remediation.

One of the key advantages of Edge-Al in cybersecurity is its
ability to adapt and learn from new threats and attack vectors.
By continuously analyzing data and learning from new threats,
Edge-Al can become more effective over time in detecting and
mitigating cybersecurity threats. Additionally, Edge-Al can be
used to automate routine cybersecurity tasks, freeing up human
analysts to focus on more complex threats and issues [22].

However, there are also potential cybersecurity risks asso-
ciated with Edge-Al. For example, if Edge-Al algorithms are
compromised or manipulated by an attacker, they could be
used to propagate or amplify cyber attacks [21]. Additionally,
as Edge-Al becomes more prevalent in Edge Computing



systems, it may become a target for attackers seeking to
exploit vulnerabilities in these systems. To mitigate these
risks, it is important to ensure that Edge-Al algorithms are
secure, properly configured, and continuously monitored for
potential security issues. The Edge-Al based security solution
and layerwise classification is shown in Figure 5.

C. ML for Cyber security solutions in Cloud Computing

ML has emerged as a promising approach for cyber security
solutions in Cloud Computing due to its ability to analyze and
identify patterns in large datasets in real-time [13]. ML can
be used to identify and prevent cyber attacks by detecting
anomalies in network traffic, identifying malicious files or
activity, and predicting potential threats based on historical
data.

One key use case of ML for cyber security solutions in
Cloud Computing is intrusion detection. By analyzing network
traffic and monitoring system logs, ML algorithms can identify
anomalous activity that may indicate an intrusion attempt.
These algorithms can learn from historical data to improve
their accuracy over time, allowing them to detect new and
emerging threats.

Another use case of ML for cyber security solutions in
Cloud Computing is threat hunting. This involves actively
searching for potential threats within a system by analyzing
data from various sources, such as network traffic, logs, and
system events. ML algorithms can be used to identify patterns
that may indicate a potential threat, enabling security teams to
investigate and respond to the threat before it causes damage
[22].

ML can also be used for anomaly detection and predicting
potential threats. By analyzing historical data and identifying
patterns of behavior, ML algorithms can predict potential
threats and alert security teams to take action before the threat
occurs [5]. This proactive approach to cyber security can help
organizations prevent attacks before they cause damage.

However, ML for cyber security solutions in Cloud Com-
puting is not without its challenges. One major challenge is the
potential for false positives and false negatives. ML algorithms
may incorrectly identify benign activity as malicious, or fail
to detect actual threats. This requires ongoing monitoring and
fine-tuning of the ML algorithms to ensure their accuracy [7].

Another challenge is the potential for adversarial attacks.
Adversaries may attempt to bypass ML algorithms by manip-
ulating data or exploiting weaknesses in the algorithm itself.
This requires ongoing research and development to improve
the robustness and resilience of ML algorithms to adversarial
attacks. The learning-based security solution and layerwise
classification is shown in Figure 5.

VII. FUTURE SCOPE

A. Future of Tiny-ML for Cyber security in loT Layer

Tiny-ML has shown great promise in providing advanced
analytics capabilities for IoT devices with limited resources.
As the number of connected devices continues to grow, so
does the need for robust security measures. While Tiny-ML
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has the potential to revolutionize IoT security, there are still
significant challenges that must be addressed.

One area of future research for Tiny-ML in IoT security is
the development of more advanced and efficient algorithms
for anomaly detection. Anomaly detection is an essential
component of IoT security, as it enables the detection of
unusual behavior or events that may indicate a security breach.
However, existing anomaly detection algorithms may not be
suitable for deployment on resource-constrained IoT devices
due to their computational complexity.

Another area of future research is the development of more
efficient and accurate methods for intrusion detection and
prevention. As IoT devices become more prevalent, they be-
come increasingly attractive targets for cyber attacks. Effective
intrusion detection and prevention are critical to maintaining
the security and integrity of IoT systems.

Furthermore, future research should focus on the develop-
ment of more efficient and effective techniques for secure data
storage and communication in Tiny-ML-based IoT systems. As
the amount of data generated by IoT devices continues to grow,
it is essential to ensure that this data is stored and transmitted
securely to prevent unauthorized access and manipulation.

B. Future of Edge-Al for Cyber security in Edge Computing

As Edge Computing continues to evolve and become more
ubiquitous, there is an increasing need for effective security so-
lutions to address the potential cyber security threats. Edge-Al
has emerged as a promising approach to tackle the challenges
of security in Edge Computing.

One potential future research direction is the development of
more advanced and efficient Edge-Al algorithms for security
applications. This includes the development of algorithms that
can efficiently detect and respond to cyber attacks in real-time,
as well as those that can learn from previous attacks to enhance
future detection and response capabilities.

Another research direction is the exploration of more so-
phisticated data processing and storage techniques at the Edge
layer. This includes the development of Edge-Al systems that
can handle large volumes of data generated by IoT devices



in real-time, as well as those that can effectively manage and
store sensitive data to prevent unauthorized access.
Additionally, the integration of Edge-Al with other emerg-
ing technologies such as blockchain and 5G networks could
provide additional security benefits. For example, blockchain
can be used to secure data sharing and transfer in the Edge
layer, while 5G networks can provide higher bandwidth and
lower latency for faster and more efficient data transfer.

C. Future of ML for Cyber security in Cloud Computing

ML has already made significant contributions to the field
of cybersecurity, and its potential continues to grow. In the
context of cloud computing, ML algorithms are being devel-
oped to address a variety of cybersecurity challenges, from
identifying and responding to threats in real-time to detecting
anomalies and protecting sensitive data as shown in Figure 6.

One of the most promising areas for ML in cloud security
is in the field of intrusion detection. ML algorithms can be
trained to recognize patterns in network traffic and identify
potential attacks, helping to improve the speed and accuracy
of threat detection. Additionally, ML can be used to analyze
logs and other data generated by cloud systems to identify
anomalies that may indicate a breach or other security incident.

Another area of potential for ML in cloud security is in
the realm of data protection. ML algorithms can be used
to monitor user behavior and identify potentially malicious
activity, such as unauthorized attempts to access sensitive data.
In addition, ML can be used to identify vulnerabilities in cloud
systems and applications, allowing organizations to proactively
address security risks before they can be exploited.

As ML algorithms continue to improve and become more
sophisticated, their potential for use in cloud security will only
continue to grow. In the future, we can expect to see ML used
to develop more advanced and effective intrusion detection
systems, as well as more powerful data protection and vulner-
ability management solutions. As organizations continue to
move their operations to the cloud, ML will be an essential
tool for ensuring the security and integrity of their data and
systems, as shown in Figure 6.

VIII. CONCLUSION

The emergence of Pervasive Al has enabled a more dis-
tributed and intelligent approach to processing and analyzing
data across the IoT-Edge-Cloud continuum. At the IoT layer,
Pervasive Al can reduce network traffic and enhance security
by enabling on-device data processing and analysis. At the
Edge layer, Pervasive Al can enable intelligent decision-
making close to the source of data, improving response times
and reducing network traffic. In the Cloud layer, Pervasive
Al can provide insights to optimize system performance and
enhance security.

While the integration of Al in these layers offers great
potential for improving the efficiency and security of the IoT-
Edge-Cloud continuum, it also introduces new cyber security
threats. Threats such as data breaches, system attacks, and
adversarial attacks need to be addressed with appropriate cyber
security measures.
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