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Abstract

In smart healthcare, blockchain technology addresses existing con-

cerns with security, privacy, and electronic healthcare records. In

addition, utilizing edge devices with IoMT devices is very advanta-

geous for addressing security, computing, and storage challenges.

Symmetric and asymmetric keys are used to conceal sensitive in-

formation from unauthorized parties. Moreover, the hash function

SHA256 helps for data alteration detection. The proposed system

uses a blockchain-based smart healthcare system using IoMT de-

vices for continuous patient monitoring. The edge device is used to

hash and encrypt data and provide additional computational capa-

bility. A symmetric key maintains data privacy in the blockchain,

allowing patients to safely share data through smart contracts while

preventing unauthorized physicians from seeing it. A verification

node and blockchain sign and validate patient data in the health-

care provider system using an asymmetric key. Location-based

authentication is addressed to ensure the authenticity and data

source.

CCS Concepts

• Computer systems organization → Embedded systems; Re-

dundancy; Robotics; • Networks→ Network reliability.
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1 Introduction

The increasing population expansion has overburdened traditional

health care. There are not enough physicians to meet the demands

of the populace [15]. In addition, traditional health care providers

(HCPs) use a centralized client-server architecture for the storage
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and management of electronic healthcare records (EHRs). Because

of technical and architectural constraints, EHRs maintained by

HCPs are stored in a repository that is inaccessible to other health-

care providers. As a result, when a patient needs to visit various

healthcare providers, they need permission each time to transfer

and/or share their data. However, there is no feasible and confiden-

tial data sharing solution [27]. Furthermore, numerous technologies

have emerged to improve and strengthen traditional systems, such

as IoT and wearable devices for remote patient monitoring [3].

However, these devices have capability constraints such as mem-

ory, storage, processing, and security issues [6]. Finally, traditional

healthcare does notmeet the requirements for security, data sharing,

and timeliness.

Smart healthcare is the combination of different entities and tech-

nologies in a smart city to provide high-quality services to existing

patients [15]. It also uses Internet-of-Medical-Things (IoMT) to

monitor patients’ health status in real time. However, IoMT devices

have capabilities issues such as low computational power, storage,

memory, and security [10]. The proposed system uses blockchain

technology to decentralize the data with security in mind. It also

has a smart contract for authentication and user interaction with

data validation and robust access control management. In addition,

it keeps the patient electronic healthcare records EHRs private due

to the cryptography that is used to hide the original message and

store it in encrypted form. The proposed system uses multiple au-

thentication factors to raise the security level. The rest of the paper

is structured as follows. Section 1 discusses the novel contributions

of the current paper, and Section 2 presents prior related work. The

hChain is described in section 3. Section 4 discusses the hChain

algorithms, while Section 5 presents the system architecture. Ex-

perimental results are addressed in section 6. Section 7 concludes

the paper.

2 Novel Contributions

2.1 Problem Addressed in the Current Paper

Healthcare provider systems currently have many drawbacks that

make the system weak in integrity, security and ability to provide.

Currently, there is no data monitoring solution that is both effective

and efficient [17]. Centralized systems have security and privacy is-

sues [19]. IoMT and other emerging technologies are not capable to

provide enough security to the system due to its device constraints

and capabilities.

2.2 The Novelty of the Proposed Solution

IoMT devices with the help of near edge devices improve the se-

curity and time of computation processes. Addressing solutions

to potential attacks such as the man in the middle attack during
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public transmission [22] is important. Therefore, symmetric key

encryption is addressed in this paper to help secure the data. Multi-

ple factors of verification and validation improve the whole system

security. Blockchain technology stores the data in decentralized

manner and process and offers advantages of blockchain security,

integrity and availability to improve the healthcare providers sys-

tem [18]. Location-based authentication is proposed in hChain to

improve the data integrity and authenticity as well. Smart contract

helps to save patient time and improve the security as well.

3 Related Prior Works

Different approaches are proposed by researchers based on vari-

ous frameworks. [9] proposes a secured database, blockchain for

a PHR (personal healthcare record), and AES for data encryption

before storage.[1] uses fingerprints for authentication, and in [25] a

system is proposed with multiple layers of security design to raise

the security level. However, both [1, 25] use the cloud to store the

raw medical data. In [2], a framework is proposed using blockchain

to access control management of the data and provides data in-

tegrity beside hospital local database. Alternatively, storing the

electronic healthcare records on cloud such as [1, 25] or blockchain

[8, 21] the proposed frameworks use IPFS to store the file while

blockchain maintains the returned hash value from IPFS. DAAC [4]

similarly proposes off-chain storage, whether cloud-based or dis-

tributed. However, the DAAC system provides a practical means of

transitioning from the current system to blockchain-based e-health.

In [24] the proposed framework uses a distributed database to

maintain the healthcare data instead of using blockchain to have the

data decentralized. In [5] the framework consists of two blockchain

networks to make data sharing in secure manner between EHR

and framework stakeholders. In [12] the proposed system provides

suitable architecture for ensuring the data integrity of the machine

learning model through blockchain. However, the system lacks

additional security levels.

Uur proposed system overcomes the drawbacks of the previous

works and has a different framework design. It uses multiple au-

thentication factors to ensure the data came from the right source,

whereas [2, 5, 12] use a single authentication factor. Therefore,

hChain raises the security level. In addition, hChain uses blockchain

to store the data making the system fully decentralized in a simple

design, unlike [8, 21] which use IPFS to store the data and a complex

framework design. In addition, the proposed systems [1, 25] use

the cloud to store the raw medical data instead of decentralized

data via storing the data on blockchain and avoiding the cloud-

centric data storage. [24] uses distributed databases to keep the

data, while smart contracts are used for access control management,

while hChain uses the blockchain and smart contracts to store the

data and provide robust access control management using RBAC

to provide secure data sharing to overcome the shortcoming of

distributed databases and have multiple security layers and authen-

tication factors in different layers. Table 1 provides a comparative

perspective of hChain with related works.

4 The Proposed Framework

The hChain framework components, blockchain technology, location-

based authentication, and smart contracts are discussed in the fol-

lowing subsections.

4.1 Framework Components

The proposed system is primarily comprised of five components:

Blockchain technology, IoMT devices, Verification node, Public and

private key encryption, and symmetric key encryption, as depicted

in Fig. 1. The components communicate and interact through vari-

ous mechanisms. These are covered in detail in this section.

4.1.1 Private Blockchain Based on openness, there are three types

of blockchain technology: private, public, and consortium blockchain

[20]. The proposed system employs the private blockchain, which

restricts blockchain network activity to users who have been vali-

dated and invited.

4.1.2 Smart Contract It is a self-executing program that handles

the transactions that are received through blockchain network

members [13]. hChain uses a smart contract to manage the EHR

and interact with the blockchain participants in a secure manner.

4.1.3 IoMT IoMT devices monitor patient health in real-time [14].

These devices have low computational power, memory, and storage

capabilities. In addition, IoT devices lack security [7].

4.1.4 Edge Device The Edge device is used to overcome the short-

comings of IoMTs devices by taking over the computation power

and memory [26] as well as increasing the security level at the HCP

layer.

4.1.5 Verification Node The verification node is located internally

inside the healthcare provider to raise the security level. The veri-

fication node uses the patient identity, HCP edge device (HCP-E)

signature, and patient location to authenticate the patient and the

data to ensure the data has not been modified during the trans-

mission. Multiple nodes are needed to authenticate the data to

avoid single node authentication and validation. It verifies the pa-

tient’s identity using the secure database and validates the HCP-E

signature to ensure that the data has been previously signed and

validated.

4.2 Location Based Authentication

The hChain framework makes use of GPS coordinates as one of the

factors in the authentication process. Following the completion of

the patient registration process, the patient’s home coordinates are

stored in an internal, secured database that is only accessible to the

healthcare provider nodes. The data pertaining to the coordinates

is stored in an encrypted format so as to prevent any unauthorized

individuals from reading the data. Calculations of the distance

between the received coordinates and the stored coordinates are

carried out by the edge device that is located at the healthcare

provider layer. These calculations are carried out using the received

coordinates. If the distance is considered to be within the home

region, then it is acceptable to use the data. Otherwise, the data is

rejected, and the process is terminated if it is not accepted.

4.3 hChain Smart Contracts

Patient EHRs are only seen by the patient or an authorized person.

Smart contacts are used to manage access control management.

The patient has the ability to share the data with any permissioned

healthcare provider. The access control management used is called
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Table 1: Systems Devices, Security Comparing and EHR Storage Type and Format to hChain

The Framework/System EHR Data Storage EHR Format Edge Physical
Authentication

Security Levels

Gabriel and Sengottuvelan, 2021 [9] Blockchain Encrypted No No One layer
Al Baqari and Barka, 2020 [1] Cloud Storage Plain-text No No One layer
Srivastava et al, 2019. [25] Cloud Storage Encrypted No No Multiple layers
Chakraborty et al, 2019. [5] Blockchain And Cloud Storage Plain-Text No No One layer

B et al, 2021. [2] Database Plain-Text No No One layer
Simpson et al, 2021. [24] Database Plain-Text No No One layer
Haddad et al, 2021. [12] Blockchain And Cloud Plain-Text No No One layer
Egala et al, 2021. [8] IPFS Encrypted Yes No Multiple layers

Santhosh et al, 2022. [21] IPFS Encrypted Yes No Multiple layers
Biswas et al, 2022. [4] Off-Chain Encrypted and

Plain-text
No No One layer

hChain Blockchain Encrypted Yes Yes Multiple layers

Figure 1: Overview of the Proposed System based H-CPS.

RBAC, which is role-based access control. It provides each member-

ship authorization process based on the member role [23]. Smart

contracts have three main types of authorization, HCP, HCP regis-

tration, and HCP administration. The administration controls HCP

registration membership and HCP registration has the ability to

add, remove, and control HCP, while HCP has the ability to control

their patients.

5 The Proposed Architecture

hChain consists of three main layers. The first layer is the IoMT

layer which contains IoMT and wearable devices and home edge

device.Healthcare provider layer is addressed at the second layer

and has HCP edge node and verification node. The blockchain

is placed at the third layer, as presented at Fig. 2. The following

subsections describe hChain based on a layered view.

5.1 Data Origination Layer

The first hChain framework layer is the data origination layer. The

physiological parameters are initially collected from the sensors

worn by the patient. Data encryption and processing offload are

offloaded to the edge device. As shown in Fig. 2, the data is then

transmitted to the home edge device via Zigbee or WiFi technology

in plain-text format. After that, the edge device encrypts the data

using a secret key and performing other functionalities such as data

formatting, hashing, adding other information and signing. After

the data has been processed, the data is transmitted to the HCP

layer.

5.2 HCP Layer

The HCP layer consists of mainly three entities: the edge device,

the verification node and the secured database. The edge device

validates the signature and integrity of incoming data. Once the

data is validated, it forwards it to the verification node to validate

the edge device signature to ensure the data has been signed by only

authorized nodes. the verification node verifies the patient identity

through location based authentication and identity as described at

section 4.1.5.

5.3 Blockchain Layer

At the third layer, the blockchain and smart contracts provide ro-

bust access control and management and storing the data in decen-

tralized manner to enhance security through decentralized-based

storage [11]. RBAC is used to assign each authorization with the

proper privileges. Each transaction is handled by smart contracts

and after smart contract verification, the data is stored in the ledger.

5.4 The Proposed Algorithms

To be able to connect directly with the healthcare provider via IoMT

or wearable devices, the patient must be enrolled in the healthcare
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Data Origination Layer HCP Layer Blockchain Layer

IoMT and Wearable Devices
Sensing Physiological Parameter

Edge Device

EM HM

EM: Encryption Module
HM: Hash Module
SGM: Signature Module
SGVM: Signature Verification Module
UAM: User Authentication Module
ULM: User Authentication based on 
Location Module
RWA: Read\Write Authorization
EHRO: EHR Operations.
MM: Membership Management

EM HMSGM

Verification Node

Secured DB

EM HMSGMSGVM

UAM ULM

Smart Contracts

EHR Sharing RWA

EHRO MM

Membership Authorization

Administrator

HCP Manager

HCP

Edge Device

Figure 2: hChain System Architecture.

provider’s network. In Algorithm 1, the stages from data collection

through its delivery to the healthcare provider’s edge device are

described. Initially, biosensors are used to measure the patient’s

physiological parameters. The acquired data is then sent in plaintext

to the edge device. After that, the edge device encrypts and signs

the incoming data using the edge device keys and generates a hash

value for each parameter to ensure its security and integrity. The

parameters consist of GPS location, hash values, data signature and

encrypted physiological parameters. At the end, the data is sent

HCP-E.

Algorithm 1 explains the processes when the data is received

from patient edge device until being stored on blockchain. HCP-E

receives the encrypted data from PED. HCP-E validates the data

against integrity using the same hash function and then signs the

data if the hash values are matched and the signature is valid. Later,

HCP-E signs the data and sends it to the verification node (VN).

VN verifies the HCP-E signature. After the signature verification,

the patient’s identity is verified by querying patient identity stored

in a secure database, as described in Algorithm 2. Later, VN uses

the other authentication factors to authenticate the patient using

location-based authentication. VN calculates the distance between

the location that is stored and the patient’s current location to en-

sure the patient’s legitimacy. Once all of the data has been validated

and verified, VN sends a signed transaction to the smart contract.

5.5 The Implementation

As seen in Figure 2, blockchain technology, smart contracts, en-

crypted databases, and cryptography algorithms are employed.

Ganache is implemented using a private blockchain environment

that functions as the Ethereum blockchain. In addition, Brownie

is used to compile, deploy, and test smart contracts. For data pri-

vacy and authenticity, it primarily employs the symmetric key

encryption and asymmetric key encryption cryptographic tech-

niques. In addition, SQlite is used to store encrypted patient data

within the healthcare provider’s system and to maintain patient

identity and basic information. Python is utilized in conjunction

Algorithm 1 The Steps of EHR data From IoMT to HCP.

Input: Data 𝐷𝑖 collected from IoMT Devices.
Output: Authenticated𝐺𝑃𝐷 or Discarded𝐺𝑃𝐷 .
1: IoMT Device sends plain-text 𝑃𝐷 in real-time to 𝑃𝐸𝐷
2: 𝑃𝐸𝐷 Receive 𝑃𝐷 and Encrypt 𝑃𝐷 using Secret Key
3: 𝑃𝐸𝐷 Hashes Each 𝑃𝐷 and Append it to𝐺𝑃𝐷
4: 𝑃𝐸𝐷 Encrypts and sign𝑈 𝐼 and append it to𝐺𝑃𝐷
5: 𝑃𝐸𝐷 Groups all 𝑃𝐷s and𝑈 𝐼 as𝐺𝑃𝐷
6: 𝑃𝐸𝐷 sends𝐺𝑃𝐷 to 𝐻𝐶𝑃 − 𝐸
7: 𝐻𝐶𝑃 − 𝐸 receives𝐺𝑃𝐷s
8: 𝐻𝐶𝑃 − 𝐸 generates hashes of all encrypted 𝑃𝐷 in𝐺𝑃𝐷 .
9: 𝐻𝐶𝑃 − 𝐸 generates hash of𝐺𝑃𝐷
10: if 𝐻𝐶𝑃 − 𝐸 Hash Values MATCH𝐺𝑃𝐷 hash Values and Signature is Valid then
11: 𝐻𝐶𝑃 − 𝐸 uses own private key to sign the𝐺𝑃𝐷
12: Append the signature to signed𝐺𝑃𝐷
13: 𝐻𝐶𝑃 − 𝐸 sends signed𝐺𝑃𝐷 to𝑉𝑁
14: else
15: Discard
16: end if

Algorithm 2 The Steps of Sending EHR From HCP to Blockchain.

Input: Valid𝐺𝑃𝐷 .
Output: Store Valid𝐺𝑃𝐷 in the ledger.
1: 𝑉𝑁 Receive verified and signed𝐺𝑃𝐷 from 𝐻𝐶𝑃 − 𝐸.
2: 𝑉𝑁 verifies 𝐻𝐶𝑃 − 𝐸 Signature
3: if Signature is Valid then
4: 𝑉𝑁 extracts𝑈 𝐼 and make location query to secured DB
5: 𝑉𝑁 Calculates the distance between current location and stored𝑈 𝐼 location
6: if Location is Valid AND Patient Identity is Valid then
7: 𝑉𝑁 signs𝐺𝑃𝐷 with private key
8: 𝑉𝑁 Transacts signed𝐺𝑃𝐷 to 𝑆𝑀
9: 𝑆𝑀 privilege verification
10: if HCP privilege is Valid then
11: Append𝐺𝑃𝐷 to𝑈 𝐼 HCP Hashmap
12: else

13: Error message appear to request𝑈 𝐼
14: end if

15: else

16: Discard
17: end if

18: else
19: Discard
20: end if
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with the brownie framework to communicate with the ganache

private blockchain. Additionally, it is utilized as a command-line

interface to implement various tasks on edge devices and the VN.

The smart contracts are written in the solidity language.There are

two smart contracts required for hChain implementation. The first

smart contract is for the management of access control. The second

smart contract is used to manage healthcare records, authorizations,

and the remaining hChain functionalities.

6 Experimental Results

6.1 Security Analysis

hChain uses symmetric key encryption to encrypt the data before

transmission. Therefore, the data is in unreadable form, and then

the encrypted data is sent to the healthcare provider layer. If an

attacker gains a copy of the data, it is in encrypted form. As a

result, the attacker cannot use or comprehend these data until he

obtains the secret key. The second type of unauthorized access is

through gaining access to the stored data. The proposed system

uses multiple levels of authentication. The stored data requires

a different authentication process to gain authorization to access

the data. The first authentication process is through the user’s

identity. The second authentication process is location based on

authentication. The location has a set of coordinates that represent

the existence of the data. Once the patient has registered with the

healthcare provider, the patient’s location is stored by the healthcare

provider in encrypted form. For patient authenticity, the distance

calculation is made on HCP layer to verify that the data came from

the right place.

Authorization through brute force attack solution is addressed

at hChain. The system is resistant to brute force attacks due to the

multiple authentication processes at each layer. Since each layer

has different authentication factors, it is difficult to gain all this

information and keys for the whole system to gain unauthorized

access through a brute force attack.

Data tampering proof is proposed at hChain through a one-way

hash function and patient signature. At the hChain framework,

EHR and other data are encrypted and hashed before sending the

data through the Internet. Therefore, any change to the data will

alter the whole hash value. Once, the HCP-E verifies the hash

value and the signature, any change to the data will be detected.

Moreover, collision and preimage attack prevention are addressed in

hChain. A collision attack can be launched by locating two distinct

inputs that result in a single output as a hash value. The preimage

attack is tarnishing the output, which is the hash value output. The

attacker tries to find input that produces the desired hash value. In

the proposed system, hChain uses SHA256, which is resistant to

collision attacks and premiage attacks.

6.2 Computation Time Analysis

The healthcare provider edge node and the verification node per-

form encryption, validation, and authentication tasks to increase

the security level. Fig. 3 depicts the computation time required to

complete a task and determine its validity, authentication, or dis-

card the transaction. Fig. 4 shows the total transaction processing,

once the data was received until data validation determination.In

Fig. 5, the time of the encryption analysis shows how long it takes

to encrypt and decrypt all of the data using both symmetric key

encryption and asymmetric key encryption. In order to circumvent

latency and the problems that are associated with it in real-time sys-

tems, the symmetric key encryption protocol has been introduced

to the hChain system.

Figure 3: Computation Time.

Figure 4: hChain Nodes Tx Processing and Validation.

In addition, the keying process for encrypting the data using

the private and public keys takes a significant amount of time,

which contributes to the increase in the delay due to the lower

computational complexity [16], as seen in Fig. 5. When the amount

of data is quite small, the time required varies slightly. On the other

hand, when the data is longer than 3,000 bytes, the distinction

becomes readily apparent. The suggested use for encryption is using

symmetric key when the system relies on real time. Asymmetric

key encryption for very low data is suggested.

7 Conclusion

The proposed system uses the blockchain to provide data security

and privacy to the traditional healthcare frameworks. A variety

of cryptographic algorithms are utilized to ensure system secu-

rity. Additionally, numerous authentication factors are utilized to

guarantee authenticity which leads to proper authorization. The

framework is composed of three principal layers: the patient layer,

the healthcare provider layer, and the blockchain layer. The first

layer is accountable for generating and securing the data source.

The second layer is intended to validate patient data and identity.

The third layer is responsible for data management and access

control management via smart contracts.
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Figure 5: Encryption and Decryption Comparison.
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