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ABSTRACT

Collaborative Edge Computing (CEC) works on the distributed
model, and is established at the Fog layer that consists of multiple
edge devices like Edge Data Centers (EDCs), Edge Routers etc. In
the CEC environment, the Edge layer has the capability of storing
and processing data. Since the processing capacity is limited, many
edge devices collaborate with each other to offload the processing in
a scheme called Load Balancing. CEC enables applications in smart
villages through task offloading/sharing, which calls for a trusted
security system to make the resource sharing and information safe.
Since the Edge is a resource-constrained environment where not
all data centers are resourceful enough to implement computation
intensive security systems. Physically Unclonable Functions (PUF)
are a robust, secure, and light-weight solution for providing hard-
ware security. PUFs are used to authenticate the EDCs during load
balancing in a collaborative edge computing environment. Though
PUFs are secure and difficult to remodel, the drawback lies in the
storage of Challenge-Response Pairs (CRP) in a CRP database. The
storage space for the CRP database becomes a concern when many
EDCs participate in dynamic load balancing and each EDC needs
to store a copy of the database. This research proposes a PUF based
certificate Authority protocol for authentication of EDCs which
will eliminate the need for CRP database storage while harnessing
the security feature of the PUF. Further, in this research the effi-
ciency of the PUF based authentication system is evaluated through
theoretical analysis and experimental results.
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1 INTRODUCTION

Authentication is a necessary feature for the different layers of a
smart environment. It is needed to prove identities of the devices
and to ensure confidentiality. Cryptography is largely used in se-
curity solutions for IoT applications, the challenge however lies in
providing a lightweight solution, in terms of generating smaller
keys in resource constrained environments and, significantly, at
the physical layer which involves devices with low processing
power. Lightweight security can be provided by hardware as well
as software.Edge computing provides speed, reliability, security,
scalability, and repeatability, with the ability to process data closer
to the IoT (Internet-of-Things) devices. Egde nodes are more vulner-
able compared to cloud and hence security and privacy is an area
that needs most attention [6]. The edge enables cooperative load
sharing/offloading for effective use of computing resources and
to reduce latency in time sensitive processes. The task offloading
process must be Privacy-aware, Energy-aware and Security-aware
before collaborating. The Quality of Results (QoR) is to be consid-
ered to identify acceptable results and make offloading effective
[24]. Since the EDCs are capable of limited processing only, a CEC
environment helps offloading the processing tasks to other EDCs
in the environment. The Fog layer, as shown in Figure 1, helps in
scaling the processing but also through load balancing it calls for
more secure architecture. The EDCs participating in the load bal-
ancing must be verified and authenticated to ensure data security
and communication security.

The heterogeneity of the edge computing environment also
makes security a challenge and calls for the need to monitor us-
ing robust monitoring tools that can provide security against data
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Figure 1: Overview of Edge Data Centers and Load Balancing.

breaches and physical damage to the devices. The technical chal-
lenges with respect to security and privacy in smart villages are
providing security against device physical damages, DoS (Denial-
of-Service) attacks, flooding attacks, forwarding attacks etc. [18].
A Certificate Authority (CA) is a trusted resource that issues Se-
cure Socket Layer (SSL) digital certificates which are a part of the
Public Key Infrastructure (PKI). CAs help maintain trust between
communicating entities over the internet [14]. The CA helps build
a Root-of-Trust between the connected devices in the environment.
A centralized CA will be prone to single-point failure whereas a
more distributed CA will provide flexible effective security man-
agement, and it has scope to generate different cryptographic keys
for different authentication processes [11]. This proposed research
is a continuation of the research proposed in [1], where XOR Ar-
biter PUFs are used to develop an authentication system for EDCs
in CEC. The paper implements the authentication scheme where
EDCs participating in load balancing authenticate each other, along
with the edge server acting as an EDC verifying and authenticating
authority. The current research is an improvement over the former,
in implementing an authentication system where data security and
device security is considered.

2 RELATED PRIOR RESEARCH

Covered in this section are the related prior research involving
device security and authentication methods. [10] uses PUFs to au-
thenticate IoT devices using the PUF CRPs, in order to minimize the
storage space for storing all the CRPs a PUF can generate. It uses
only one CRP to store for authentication by message encryption.
[23] uses multiple PUFs to authenticate IoT devices in resource
constrained environments, and the generated PUFs are not stored
or transmitted. The CRP once used during authentication will not
be used again, hence reducing the risk of a replay attack and CRP
exposure during subsequent authentication. It also reduces the
chances of machine learning attacks because of the use of multiple
PUFs. An Edge-Assisted Decentralized Authentication Architecture
(EADA) is proposed in [21] for vehicular networks. An authentica-
tion server is involved, which handles the registration and mutual
authentication of the edge nodes. The PUF addresses the funda-
mental problem of device identification which is essential for Trust
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Management. Root-of-Trust can be achieved using PUF-based digi-
tal signatures and authentication methods [4]. An Elliptic Curve
Encryption (ECC) technology based authentication system is pro-
posed in [20], for security of smart grids. In this method, the device
privacy information is encrypted with the use of random numbers
and timestamps to increase the security.

A blockchain based privacy preserving authentication protocol
for Vehicular Edge Computing (VEC) has been proposed in [22].
It uses smart contracts issued by the certificate authority (CA)
to link a public key to the user identity, which can be used for
mutual authentication. A secure vault based authentication system
to authenticate the IoT devices and IoT server is discussed in [19].
This research uses a multi-key authentication mechanism where
the key values keep changing, to overcome the drawbacks of single
key authentication systems. A smart contract and blockchain based
mutual authentication system for inter-edge ad intra-edge devices
and servers is presented in [5], which addresses security issues like
anonymity and confidentiality in CEC environments. A privacy-
aware authentication protocol based on a combination of PUFs
and blockchain is proposed in [25], for cloud-edge multi-server IoT
systems. In the field of Internet-of-Vehicles (IoV), technologies like
blockchain, PUFs, Dynamic Proof-of-Work (dPoW) and consensus
algorithms are used to develop a trust management model, where
PUFs are used for the unique identity of the vehicle forming the
trust element [9]. A comparative summary of these works is given
in Table 1.

Table 1: Comparative Table for State-of-the-Art Literature.

Research Algorithm Application

AES-based Authentication and Load
Symmetric En- Balancing of EDCs

Puthal, et al. [17]

cryption
Barbareschi, et al. PUF based Fog-IoT Systems
[3] PHEMAP
Hathal, et al. [8] TA, TESLA Vehicular Communication
Systems
Li, et al. [13] p-KNN SND-based Edge Comput-

ing for Healthcare Systems

Zhang, et al. [25] SRAM PUF and Multiserver Authentica-

Blockchain tion in Cloud-Edge IoT
Puthal, et al. [15]  Decision Tree Data aggregation and
PoAh for Blockchain in
IoT Edge
Aarella, et al. [1]  XORArbiter PUF  Authentication of EDC in

CEC

Fortified-Edge =~ SRAM PUF based Edge Data Center Authen-
(Current Paper) CA tication in Collaborative
Edge Computing
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3 CONTRIBUTIONS OF THE CURRENT PAPER
3.1 Problem Addressed

PUFs are hardware security primitives for IoT devices and data
centers. PUFs generate CRPs which are stored in the CRP database.
These databases are needed for storing the PUF challenges and their
responses and the device in question is authenticated based on the
verification of the device’s response to a given challenge. The CRP
database can be stored in the cloud in real-time processing and in
CEC scenarios where authentication does not involve the cloud, the
CRP database needs to be stored at the edge. Edge infrastructure
may not always provide enough storage space and storing database
at every EDC is a threat to data security as it can undergo data
breach. In CEC where authentication is off cloud, the CRP database
needs to be stored at the edge. The size of the database may vary
considerably depending on the number of devices involved in the
authentication process, and storage space is dependent on the EDC
infrastructure. Figure 2 shows the storage space complexity with
respect to dynamic load balancing. As the number of nodes to be
authenticated increases, the number of CRP sets to be stored also
increases. Space is not an issue in static load balancing where one
EDC always transfers loads to the same other EDC. In Dynamic
load balancing the EDCs can choose any available EDC at that
given time among the available EDCs, thus the need for storing
more CRP sets for each of the participating EDCs, which in-turn
calls for larger storage space. Therefore, we can deploy the security
of the PUFs and solve the storage space complexity.

CRP EDC-1
Database

Storage Space
Complexity

(b) Dynamic Load Balancing

(a) Static Load Balancing

Figure 2: Space Storage Complexity in Dynamic Load Balanc-
ing.

In resource constrained environments like the smart villages of
the future that head towards CEC, data storage is seen as an issue
[16]. Such an environment needs a secure authentication system
that does not need more storage space or processing power. Based
on these points, the problems that are addressed in this paper are:

(1) Need for lightweight, secure and robust authentication pro-
tocol

(2) At-the-Edge authentication protocol, without cloud depen-
dency

(3) A low latency authentication protocol

(4) Solving the storage space complexity when storing CRP
databases that are involved in PUF based authentication
schemes

(5) Data security of the CRP Database
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3.2 Solutions Proposed

The PUF CRPs stored in the cloud are highly secure due to the
complex cloud security systems and policies. The EDCs at edge rely
on mutual authentication like the majority of IoT devices. Mutual
authentication is achieved using methods like (i) Symmetic Cryp-
tography Algorithms, (ii) Public Key Infrastructure (PKI) and other
mechanisms. In this research we propose the following solutions
for PUF based authentication scheme [7]:

(1) Edge server based architecture for EDC verification and au-
thentication without cloud

(2) XORATrbiter PUF based authentication scheme for EDC verifi-
cation and authentication, to identify the EDCs by registering
them through a client-server authentication protocol

(3) A mutual authentication scheme for client-client authentica-
tion during load balancing

(4) Removing the need for storing a CRP database locally at the
EDC, hence reducing the risk of data compromise

(5) SRAM PUF based certificate generation to establish root-of-
trust between EDCs participating in load balancing

(6) Mutual authentication scheme based on certificates

3.3 Novelty and Significance of the Proposed
Work

The purpose of EDCs in CEC is to perform real-time processing
close to the edge and reduce latency. The distributed work handling
model of the data centers through load balancing ensures the faster
completion of tasks and maximum utilization of available process-
ing times at various data centers. All EDCs will not have the same
infrastructure and in environments like smart villages we cannot
expect them to provide storage space for complex authentication
systems. The aim is to achieve the main security features of IoT
edge, like Confidentiality, Integrity, Availability, Identification and
Authentication, Privacy and Trust. In the current paper we pro-
pose these following approaches for a lightweight, secure, and low
latency authentication process for the EDCs:

(1) CA based authentication to overcome the need for storing
CRP database in the EDCs

(2) Reducing the storage space requirement at EDC, enhancing
data security

(3) PUF as the lightweight, robust and secure mode of key gen-
eration

(4) Using servers at the edge instead of the cloud

(5) A robust and secure EDC mutual authentication scheme
during load balancing using SRAM PUF for certificate gen-
eration

4 THE PROPOSED PUF CA METHOD

The proposed scheme mainly focuses on removing the need for stor-
ing the CRP database locally in the EDCs, which participate in load
balancing and use PUF based security schemes for authenticating
each other. Hence, we propose a scheme where a Verification and
Authentication Server is centrally placed in the Fog Layer, making
it independent of the cloud server. SRAM PUFs have applications
in secure key generation, device authentication, data protection,
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Figure 3: Architecture of the proposed PUF based CA scheme.

chip asset management, anti-counterfeiting, anti-cloning, supply-
chain protection ,etc. The architecture of the SRAM PUF based CA
scheme is shown in Figure 3.

The PUF keys generated from the given input data and the digital
fingerprint of the SRAM PUF are the responses which are stored
in the CRP database of the Verification and Authentication Server.
The generated key code contains a 32-bit key header, which in-
cludes the Key Index, ranging from 0-15, and Key Size which ranges
from 64-bits to 4096-bits. The digital fingerprint is generated when
the SRAM PUF is powered up, the startup data from the SRAM
PUF combined with the Activation code input generates the digital
fingerprint of the SRAM PUF. This 256-bit digital fingerprint is
the root key used for encryption/decryption of the user keys. The
SRAM PUF bits can be extracted with lower error rates using differ-
ent extractor algorithms and error correction algorithms, through
which stable PUF bits can be generated [12].

4.1 Certificate Generation

The PUF based Certificate is generated by Algorithm 1. First the
EDCs register themselves with the Verification and Authentication
server by sending a request including its device ID and MacID.
The server verifies the information and sends the PUF challenge
from the PUF CRP database. To make the CRP data inaccessible
to external communication it is important to avoid any access to
the PUF once the device is enrolled [2]. SHA256 is used as the
hashing engine. The challenge and response are verified, the EDC
is registered, and a Digital Certificate is generated which includes
the following information:

Cerificate Version - Cy,

Certificate Serial Number - Cg

Issuer ID - G

Validity Period with Timestamp - Cq4
Edge Data Center ID - E;

Digital Signature - Dy
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Algorithm 1: Algorithm for Server Verifying EDC and
Sending Certificate.

Input: Recieve EDC ceritification request with payload
Output: Verify EDC and send Certificate from Authentication
Server
Client request recieved ;
2 get MacID ;
if MacID. = MacIDg then
| EDC is Identified;

-

oW

else
6 EDC is NOT Identified ;
7 Registration NOt Successful ;

8 Send random challenge C; based on EDC ID ;
9 Get PUF response R, ;

10 if Ry # Rs then

1 EDC is NOT Authenticated ;

12 | Registration NOt Successful ;

«o

13 else
14 Registration Successful ;
15 Generate Certificate ;

16 Create hashString = (Cy,Cs, Ci,Cq.Ei, Ds) ;
17 Compute hash (hashString));
18 Generate Private Key Py ;

19 Create Digital Signature = (hashString’ + Py ) ;

20 Send Digitally signed Certificate to EDC ;
/* The Certificate Authority module will generate the
authentication certificate and send it to the EDC
to store. */

Algorithm 2: Algorithm for EDCs Mutual Authentication
during load Balancing.

Input: Recieve Authentication request from EDC with payload
Output: Authenticate the EDC based on Certificate
Authentication request recieved ;

Send Certificate ;

Get Certificate ;

Check validity Period ;

if Valid then

L Get Public Key Py, ;

[

)

w

'

o

Verify Digital Signature = (hashString + Py);

~

3

if Verified then
L Successfully Verified ;

/* The EDCs will exchange the cerificates verify the
validity period and digital signature, if it is
valid they participate in load balancing */

©

4.2 EDC Mutual Authentication during Load
Balancing

During Load balancing the EDCs participating in load balancing
must authenticate each other before offloading the tasks. The au-
thentication scheme discussed here uses the Certificates of the
EDCs to authenticate each other. The requesting EDC will send an
authentication request to the participating EDC which will respond
by sending the PUF based certificate encrypted with its private key.
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Figure 4: Keycode generated from the SRAM PUF module.

The requesting EDC will decrypt the payload with its public key
and verify the validity of the certificate. If the certificate is valid
the EDC will authenticate the participating EDC and begins the
communication for task offloading, as shown in Algorithm 2.

5 EXPERIMENTAL RESULTS
5.1 Experimental Setup

The Verification and Authentication Server is a Raspberry Pi 4
with Okdo E1 development board used as an SRAM PUF module.
MCUZXpresso Integrated Development Environment along with
LCPXpresso55569 SDK is used for SRAM PUF key generation. The
SRAM PUF module is responsible for generating the Private Key
for signing the Digital Certificate. The keycode generated is shown
in Figure 4. During the enrollment phase of the PUF module the
Activation Code is generated which is used along with the PUF
algorithm to generate the PUF key. The CRP database in the server
stores the CRPs from the EDC clients, and Raspberry Pi 4 boards
are used as the EDC clients. The PUFs used in the clients are XO-
RArbiter PUFs virtually generated from the pypuf module. Python
is used for developing certificate generation and mutual authenti-
cation algorithms. For experimental purposes the validity period of
the certificate was set up as one day after which the certificate will
become invalid.

5.2 Validation and Analysis

The XORArbiter PUFs used for EDC client verification are tested for
accuracy and uniqueness. Figure 5 shows the validation and analysis
components. The accuracy results from training the varying amount
of data on different models is shown in Figure 5(1). To train the
models we have used 1000 challenge response pairs, with 64-bit
challenges and 1-bit response. The ideal prediction accuracy is
expected to be 50%. From the results, it is seen that the prediction
accuracy is close enough to the ideal values. The Hamming distance
of the 256 bit SRAM PUF keys is found to be 64 bits. Randomness
of the SRAM PUF keys is calculated as 50.89

Latency results are shown in Figure 5(2) shows the median la-
tency of the server in handling authentication requests in ms. The
system is capable of maintaining the latency with increase in num-
ber of requests. The results of load testing the server are shown in
Figure 5(3). The graph shows the response time of the server for
1000 client requests sent for verification and authentication. Table 2
shows the comparison of the results with state-of-the-art literature.
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Table 2: Comparative Table for State-of-the-Art Literature.

Research Algorithm Server Authen- Mutual  Au-

tication Time thentication
Time

Barbareschi, et PUF based PHEMAP NA 38.58ms

al.[3]

Hathal, et TA, TESLA NA 8600ms

al.[8]

Zhang, et al. SRAM PUF and 3302.9ms 991.8ms

[25] Blockchain

Puthal, et al. Decision Tree(DT) NA 0.6s to 0.803s

[15]

Aarella, et al. XORArbiter PUF 0.5s -1.5s 500ms

(1]

Fortified- PUF based CA <1500ms 500ms

Edge (Cur-

rent Paper)

6 CONCLUSION

PUF based authentication systems are proven to be a secure and
lightweight scheme in IoT applications that involves authentication
of client devices by servers and authentication of IoT user devices
by the clients. From the analysis it is shown that the mutual au-
thentication of EDCs during load balancing takes less than 500 ms,
hence reducing the latency. The Fog server-based certificate gener-
ation and issuing scheme also reduces the latency involved with a
cloud-based server. The use of SRAM PUFs to generate certificates
ensures the security of the authentication system. The certificate-
based authentication scheme discussed in this research removes
the need for storing the CRP database at the client end, making it
safe from external attackers accessing the database.

For future research and development of the developed scheme,
we propose extensive security analysis against external attacks like
man-in-the-middle, spoofing attacks, machine learning attacks etc.
Another objective is to design a PUF based Security-by-Design (SbD)
model for developing secure IoT applications for Smart Villages.
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