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Abstract. This paper presents a Hardware-assisted security primitive that inte-
grates Physically Unclonable Functions (PUF) and IOTA Tangle for device au-
thentication in the Internet-of-Medical-Things (IoMT). The increasing market
and scope for the IoMT is due to its potential in enhancing and improving the
efficiency of health services across the globe. As the applicability of IoMT is
increasing, various security vulnerabilities are surfacing and hindering its adop-
tion. Device and data security are pivotal for Healthcare Cyber-Physical Systems
(H-CPS) since a vulnerable working ecosystem in healthcare to various security
attacks could risk the patient’s lives. To ensure the authenticity of IoMT, the pro-
posed security scheme uses Masked Authentication Messaging (MAM), which
is the second level communication protocol for secure data storage, retrieval and
sharing in IOTA Tangle. MAM works in three modes: Public, Private and Re-
stricted. The proposed security primitive has been developed in Restricted mode
for ensuring the utmost security by storing the PUF key of the IoMT in Tan-
gle using MAM. PUFs are one of the most widely adopted hardware security
primitives which work based on nanotechnology to build a secure fingerprint that
guarantees the integrity of consumer electronic devices. For validating PUFchain
3.0, a strong arbiter PUF module, which supports higher number of Challenge
Response Pairs (CRP), has been configured on two FPGA boards on both the
IoMT and the edge server sides for validation. The proposed security scheme has
taken less than 1 minute to upload the transaction onto Tangle through MAM and
less than 2 seconds to retrieve the data, which substantiates its robustness and
potential for sustainable and secure Smart Healthcare.

Keywords: Internet-of-Medical-Things(IoMT) · Distributed Ledger Technology (DLT)
· Physically Unclonable Function (PUF) · Hardware-Assisted Security (HAS) · Security-
by-Design (SbD) · Masked Authentication Messaging (MAM) · Blockchain
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1 Introduction

IoMT devices generate large amount of fragmented data for different applications in
Smart Healthcare. These fragmented data are being used for various clinical exper-
iments and research [21]. Wearable and implantable medical electronic devices are
placed inside and on the body to monitor various physiological parameters and generate
data for analysis which are processed in cloud and edge computing systems [11,16]. In
order to address the privacy issues in smart healthcare, many researchers have adopted
Distributed Ledger Technology (DLT) based solutions which provide immutability and
confidentiality. Blockchain has been one of the most widely explored DLT for financial
transactions since its inception in 2008 [18]. However, resource constrained IoT devices
cannot sustain the computational resource requirements of blockchain. The IoT devices
are vulnerable to various types of physical attacks where the authorized nodes can be
replaced by the fake ones [5, 19, 24]. Authenticity of IoT devices at the Physical layer
of H-CPS is also important, along with data confidentiality and privacy which can be
addressed using PUFs. PUF-based security solutions can be embedded onto a chip and
generate keys from the PUF design using process variations inside an Integrated Circuit
(IC) [5, 9, 22] which can be used as security keys.

Using asymmetric keys for encryption and decryption of data can sometimes restrict
access to medical professionals or patients. At the same time, a universal access key for
encryption and decryption defeats the whole purpose of using security protocols. Hence
a simple scalable approach for the authenticity of IoMT devices is needed [5]. PUFs do
not require a database for key storage. The PUF keys can be generated instantly by tak-
ing advantage of micro manufacturing process variations [9,14,17,20]. Tangle is a DLT
based solution which is a Directed Acyclic Graph (DAG) and has similar fundamental
working principles as the Blockchain such as immutability, and irreversibility while
being simple [2, 27]. Tangle also addresses the fundamental challenges in Blockchain
which have been hindering its application in resource constrained decentralized and
distributed Fog and Edge computing systems. It does not require miner and transaction
fees to validate a transaction and add it to the Tangle DAG.

The rest of the paper is organized in the following manner: Section 2 presents the
novel contributions of this paper. Section 3 presents the security schemes and vari-
ous DLT based security solutions in SC. Section 4 explains MAM and its working.
The working flow of device authentication and transaction validation in the proposed
PUFchain 3.0 is explained in Section 5. Section 6 outlines the implementation details
and Section 7 presents the conclusion and directions for future research.

2 Novel Contributions

In motivation to propose a novel approach for sustainable cybersecurity in IoMT, we
propose a device authentication method by including PUF key of IoMT inside IOTA
Tangle using MAM which reduces the chance for its vulnerability to various kinds of
security attacks. The broad overview of PUFchain 3.0 is illustrated in Fig. 1.

The novel contributions of this paper include the following:
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Fig. 1. Tangle DLT for a Secure H-CPS using MAM.

– Providing a minerless, low cost decentralized DLT for device authentication using
PUFs and creating a secure channel for communicating IoMT data through MAM.

– A DLT that utilizes Proof of Work requiring minimal amount of computational
resource requirements.

– A PUF based security approach where a PUF module can be integrated inside wear-
able and implantable IoMT devices and can generate a unique device fingerprint.

– A system that doesn’t require transaction fees and allows secure communication
through MAM.

– A robust multi level device authentication system for edge computing driven SC.
– A sustainable security solution which works in the Restricted mode of MAM where

an authorization key is created to restrict unauthorized access to the MAM channel.

3 Related Research Overview

The success of Blockchain in financial transaction has increased its applicability in IoT
based applications. However, the rate of transaction approval and time taken to append
blocks in the Blockchain have driven researchers to explore the possibilities for other
DLT based solutions that could address the aforementioned issues.

An approach for IoMT data sharing through Tangle was proposed [27] using MAM.
Different sensors were interfaced with a Raspberry pi and the corresponding data was
published in MAM restricted mode. This work however doesn’t include a device au-
thentication mechanism.

A scalable approach for integrating DLT with Blockchain was proposed [13] where
IoT devices could be integrated with Tangle which could then connect to Blockchain
in the backend through a connector node. In this approach, IoT devices have been clas-
sified as full and light nodes depending on their functionality. These devices can also
function offline and upload transactions onto Tangle once they are approved by peers.
Blockchain in this approach is proposed to be working in the cloud and IoT devices are
integrated with Tangle through edge computing which reduces latency and facilitates
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data processing capability at the source. This method however does not emphasize the
security of IoT devices.

A mutual authentication protocol was proposed using PUF and Blockchain for multi
server systems using Smart Contracts and Proof of Work. This approach uses one-way
hash functions and a fuzzy extractor for biometric authentication. However this ap-
proach requires high computational resources.

Authors in [8] proposed a method in which PUF and Blockchain have been linked
together for IC traceability in supply chain management using the Inter Planetary File
System (IPFS). Various protocols were included to trace the ownership of a chip using
PUF key and smart contracts thereby storing these PUF keys in the IPFS. To address
the issues with consensus mechanisms like Proof of Stake (PoS) and with an objec-
tive of exploring Blockchain technology’s use for hardware assisted security, a robust
Proof of PUF-Enabled Authentication consensus mechanism for integrating PUF with
Blockchain was implemented in [18]. The result, PUFchain, works by authenticating
the PUF key of the device and its properties before uploading the data onto a database.

Most of the aforementioned approaches for HAS are utilizing Blockchain protocols
like PoW, PoS and Ethereum Smart Contracts. PoW is a computationally intensive con-
sensus algorithm which requires block validators or miners to achieve a nonce value to
validate a block of transactions.

Proof of Stake (PoS) on other hand is a stake-based block validation process where
the miner having higher amount of stake most probably is delegated with the respon-
sibility of validating the transaction. To address the above issues, a Proof of Quality
of Service based DAGs-to-Blockchain (PoQDB) consensus mechanism was proposed
in [3]. In this approach, the IoT devices can upload the data onto Cobweb ledger where
each transaction is authenticated using digital signature algorithm. After uploading data
in Cobweb using the MQ Telemetry Transport (MQTT) protocol, the Edge server will
upload the JSON data onto the Blockchain. However using private and public keys for
authentication makes this protocol vulnerable to network and spoofing attacks.

4 Tangle DLT

4.1 IOTA Tangle

Tangle is a DLT which is based on a DAG, where a transaction validates two previous
transactions to become part of the network. As the number of incoming transactions
increases, the transaction validation rate also increases. It is a No Block, No Miner and
No Fee DLT technology that has the inherent functionality of Blockchain while being
lightweight and scalable. The unverified transactions in the DAG are called ’Tips’ [4].
The tips are selected based on a ‘Markov Chain Monte Carlo (MCMC)’ algorithm. The
rate of approval of incoming transactions is defined by a Poisson point process where a
predefined (λ) high controls the transaction approval simulation [4].

A coordinator node is responsible for selecting the unverified transactions and at-
taching them as tips to newly added transactions. The transactions are uploaded by
clients onto Tangle through a coordinator node which performs Tip selection process for
the incoming transaction to validate previous two transactions. Validating a Tip involves



PUFchain 3.0 5

verifying balances of the respective transaction from a Tip by performing minimal PoW
which does not require much computational capability as it does in Blockchain [12].

Each transaction in Tangle is associated with a cumulative weight (CW) which is the
number of transactions approved by the subsequent nodes either directly or indirectly
[23]. If a node in Tangle has a predefined initial weight of 1 then its CW will be the sum
of its initial weight and the CW of all subsequent nodes in the DAG which have either
directly or indirectly approved it.

The MCMC method performs a random walk from the genesis node which is the
initial node of Tangle and propagates throughout the network until it reaches the node
whose transaction has not been referenced and validated by the subsequent nodes. A
minimal amount of PoW is done to counter spamming attacks in Tangle. The flow of
device registration and authentication mechanisms in PUFchain 3.0 are shown in Figs.
2, and 3.

PUFchain3/PUFchain˙3.0˙Enrollment”

Start

IoMT Data

Extract PUF Key
f(C1) = R1  

Yes

Process data on Edge

No

Discard PUF Key Broadcast Data to Edge 

Evaluate PUF metricsPUF Key 
standard?

Fig. 2. Procedural flow of Enrollment Process in PUFchain 3.0

4.2 MAM Overview

MAM is one of the communication protocols for sending and receiving the encrypted
information in Tangle through a channel by signing the message using the Merkle Hash
Tree (MHT) signature algorithm. The message can be accessed by the receiver using
the address of the channel. Whenever a new message of any length and size is uploaded
on Tangle a channel is created and the receivers can immediately access the data using
the root of the MHT [7, 10]. The transaction in MAM consists of the actual message
and the MHT signature of the source [25]. MAM works mainly in three modes: Public,
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Fig. 3. Procedural Flow of Authentication process in PUFchain 3.0

Private and Restricted. The working flow of MAM in restricted mode is illustrated in
Fig. 4.

Public Mode: In Public mode, the IoT device which is the source collects the data
and uploads it onto Tangle. A MAM channel with an address is generated for secure
exchange of information. The address of the channel will be the root of the Merkle Tree.
The subsequent transaction has to be submitted to the MAM channel using this fetched
root.

Private Mode: For applications requiring privacy and confidentiality, as in the case
of health record management, the root of the Merkle tree is hashed and the obtained
hash is used as the address of the channel to publish and access the data.
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Transactions
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Fig. 4. Masked Authentication Messaging Modes in Restricted Mode
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Restricted Mode: The restricted mode of MAM works by using a channel Autho-
rization key or Side key along with the Merkle root. The address of the channel for the
next transaction is generated by computing the hash of the Merkle root and side key.
The message subscriber’s access to MAM channel is based on this combined hash value
which is confidential and acts as a security layer for machine to machine communica-
tions using Tangle.

5 PUFchain 3.0: A Hardware Assisted Robust Authentication
mechanism using Tangle

The main object of PUFchain 3.0 is to explore the potential of Tangle for hardware
assisted security in SC to address the issues with existing device authentication mecha-
nisms which require a non volatile memory to store the secret keys used for authentica-
tion. This system also proposes an approach where the conventional network commu-
nication protocols which are vulnerable to various types of spoofing attacks could be
removed and the IoMT device embedded with a PUF module could connect to an edge
server and access the MAM channel only after successful authentication.

Once the IoMT broadcasts the data, the edge server receives the data which contain
its fingerprint and performs the authentication by extracting the PUF key and comparing
it with the obtained one. If the authentication is successful, the PUF key of the device
can be used as the side key for the MAM channel. The edge server creates the MAM
channel and uploads the data onto the MAM channel whose address is generated using
the side key and the root of the Merkle tree.

Once the transaction is uploaded onto Tangle, a new root is created which will
be specific for that channel and a particular client can upload the data in subsequent
transactions using the new fetched root.

Each transaction in MAM has a reference address to the next one. The reference
address will change based on the working MAM mode. The side key could be changed
at any point of time if the secrecy of the side key is anticipated to be compromised [2,7].
The whole transaction in PUFchain 3.0 works in MAM restricted mode where the MAM
channel could be accessed using an authentication key based on PUF along with the
hash of the root of Merkle Tree [2, 6].

5.1 PUF Overview

PUFs can be defined as fingerprint generating functions for electronic devices. PUFs
are developed based on intrinsic manufacturing variations during chip fabrication. The
stability of these parameters for ICs changes based on the location, temperature and the
materials used. PUFs have been classified as Strong or Weak depending on the configu-
ration. Arbiter PUF, Ring Oscillator PUF and Butterfly PUF are most widely used PUFs
due to their power and speed optimized designs. The Arbiter PUF design is delay based,
developed to create a PUF key using the micro manufacturing variations associated with
wiring between the electronic components in an IC [15].
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5.2 Working of proposed PUFchain 3.0

Device Registration Phase:
In the registration phase, the IoMT device embedded with the PUF module is tested

with different challenge response pairs (CRP) and figures of merit of the PUF are eval-
uated. Table 1 presents the notation used in the proposed PUFchain 3.0. Strong and
reliable PUF keys were selected and a random challenge input is tested on the PUF
module embedded with the IoMT, and the corresponding PUF key is considered as
its fingerprint. The micro controller connected to the client broadcasts the PUF data
to Edge server (ES). The working flow of the Enrollment process in PUFchain 3.0 is
illustrated in Algorithms 1, 2, and Fig. 5.

Step 1: Initially a PUF key for the challenge input CIN1 is extracted. The obtained
PUF Key R1 from the PUF module of IoMT device PUFMID is evaluated to compute
PUF metrics. If 100% reliability is achieved, then PMID is assigned as fingerprint of
end IoMT device and broadcast to ES.

Step 2:As soon as it receives the broadcasted PUF key PMID from the IoMT de-
vice, the ES extracts a PUF key by giving a challenge input CIN2 for the PUF module
PUFMED attached on its side and extracts PMED.

Step 3:An exclusive OR (XOR) operation is performed on both the received and
extracted PUF keys PMID, PMED. The XOR ed output PXOR is broadcast back to the
IoMT as a challenge input CIN3 on the client side. The IoMT device receives the input
and performs key extraction. The obtained key ROUT2 is broadcast back as a challenge
input C to the ES.

Step 4: The ES finally computes the SHA-256 Hash (H) of the obtained final PUF
key RKOUT for the corresponding input from IoMT. The obtained final hash value HD

is stored in a secure database.

Algorithm 1: 1st level Enrollment Process of PUFchain 3.0
Input: PUF key extraction from PUF module connected to IoMT client
Output: Reliable secure fingerprint for IoMT device to establish secure communication

with Edge Server
1 Random CIN generation for testing the PUF module.
2 Test the PUF module and perform PUF key extraction
// PUFMID →f(CIN)=ROUT

3 Perform PUF metric evaluation.
// Calculate Uniqueness, Reliability, Inter-HD & Intra-HD

4 if PUF keys ROUT are standard then
5 PMID →ROUT

// PUF Key is assigned as pseudo identity of the Client

6 Edge Gateway(EG) connected to IoMT stores the corresponding Key in secure database
// PMID→EG

Device Authentication Phase: Once the IoMT is authenticated, the ES uploads the
entire transaction process details in Tangle. The working flow of the authentication pro-
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Table 1. Notations

Notation Description
PUFMID PUF module on IoMT Side
PUFMED PUF module on Edge Server side

CIN Random Challenge Inputs
CIN1 1st Challenge Input
CIN2 2nd Challenge Input
ROUT Response Output from PUF module while testing
RKOUT Response Output from PUF module on ES side
RKOUT ′ Response Output from PUF module on ES side during

authentication
ROUT2 Response Output from PUF module on IoMT side

during Enrollment
ROUT2′ Response Output from PUF module on IoMT side

during authentication
PXOR XOR ed output during enrollment
PXOR′ XOR ed output during authentication
PMID′ Pseudo identity of IoMT device (PUF Key) during

authentication
PMED′ Pseudo identity of Edge Server(PUF Key) during

authentication
RKOUT Final Authentication key during enrollment
RKOUT ′ Final Authentication key during authentication

⊕ XOR
AK Side Key
RK Merkle root
H SHA-256 Hash Function
HD Hash output value during Registration
HA Hash output value during Authentication
AM New fetched root

cess and transaction update in the MAM channel are presented in Fig. 6 and Algorithm
3.

Step 1: Cryptographic identity of IoMT is verified by performing the PUF key ex-
traction on both End device and ES side from their associated PUF modules.

Step 2: Challenge inputs (CIN1, CIN2) obtained during enrollment are retrieved
from the database and given to two PUF modules.

Step 3: The obtained PUF keys (PMID′ , PMED′ ) are evaluated and XOR ed. The
output CIN3′ is given as input to PUF on IoMT.

Step 4: The obtained ROUT2′ is again tested on the PUF at ES and obtained final
key RKOUT ′ is hashed. Attained hash value HA is compared with the retrieved HD.

Step 5: Once the device authentication is considered as successful by the ES, it
creates a MAM channel to upload the transaction and fetch the address and broadcast it
to the authenticated client to upload its data.

Step 6: The working mode of MAM is specified as ‘2’ which is the restricted mode.
An authorization key or side key AK is created.
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Algorithm 2: 2nd Level Enrollment process of PUFchain 3.0
1 Edge Server (ES) receives PUF key from IoMT Client
// Selects a challenge input from CIN

// CIN→CIN2

// PMID→ES
2 ES Performs PUF key extraction from PUF module
// CIN2→ROUTED

3 ES performs PUF metric evaluation
4 if Reliability of ROUTED ==100% then
5 ROUTED→PUFED

6 f(CIN2)→PUFED

7 PUFED →PMED

8 Perform XOR Operation
// PXOR→PMID⊕PMED

9 ES sends XOR ed output as 2nd Challenge input to IoMT
// ES→PXOR→IoMT

10 IoMT gives corresponding XOR ed value as challenge input to its associated PUF
module
// IoMT→PXOR→PUFMID

11 IoMT extracts response output for XOR ed Challenge Input
// PUFMID→f(CIN2)→ ROUT2

12 IoMT sends PUF key as input to Edge Server
13 Edge performs PUF key extraction for the obtained input

// PUFMED→f(ROUT2)→ RKOUT

14 SHA-256 hash function is used to compute hash on the obtained final authentication key
// Hash→H(RKOUT )→ HD

15 Store the Hash value along with initial challenge inputs in a SDB
// HD,CIN1,CIN2 →SDB

Step 7: The authorization key AK for the MAM channel in the proposed security
protocol is predefined as “MYKEY”

Step 8: Once the MAM channel is created, an API link is obtained and broadcast
for the working nodes in H-CPS to view the MAM channel.

Step 9: Finally, hashing is performed on the root of the transaction RK and AK of
the MAM channel to fetch the address (AM ) for the subsequent transaction. The new
side key is defined as PMID of IoMT.

Step 10: The subsequent transaction address (AM ) is broadcast back to the authen-
ticated IoMT end device to upload.

The working mode of MAM is specified as “Restricted (2)”. The secret key for the
MAM is a predefined one which could be changed at any time depending on the security
requirements.



12 Bathalapalli, Mohanty, Kougianos, Baniya, Rout

Algorithm 3: Authentication process of PUFchain 3.0
1 ES extracts challenge inputs from Secure Database
// SDB→CIN1,CIN2

2 IoMT and ES perform key extractions
// CIN1→PUFMID→PMID′

// CIN2→PUFMED→PMED′

3 Perform XOR operation and corresponding PUF key extractions
// PXOR′→PUFMID′ ⊕→PMED′

4 Obtain final authentication key
// PUFMED→RKOUT ′

5 Compute hash on obtained final authentication key
// Hash→H(RKOUT ′)→ HA

6 if HA==HD then
7 Device Authentication is successful
8 Create MAM channel
9 Assign authorization key

// MAM Channel→AK

// MAM Mode →Restricted (2)
10 Upload Pseudo Identity of IoMT and ES

// PMID → Streams v0 (Channel)
11 Fetch Next root

// MAM Channel →New Root(NR)
12 Perform hash on side key and root

// AM →H(AK,RK)
13 Broadcast New fetched root and new side key PMID

14 else
15 Discard the transaction
16 Go to Step 1 for the new Transaction

6 Implementation and Validation

The proposed PUFchain 3.0 security is implemented using the Chrysalis version of
IOTA Tangle. STREAMS is a new feature of Tangle which introduces new security
features to improve the working ecosystem of Tangle by including cryptographic fea-
tures [7]. The MAM channel used for this implementation has been STREAMS v0
channel. The working code MAM in Tangle is given in [1]. The time taken to upload a
transaction into Tangle will be the total time taken for Tip Selection, Transaction valida-
tion. This is much shorter than the time taken to perform block addition in PoW which
is 10 minutes [18]. The sample outputs of PUFchain 3.0 are given in Fig. 7.

The Single Board Computers (SBC) are connected to PUF modules built on two
Xilinx FPGAs for PUF key extraction as, shown in Fig.8.

An Arbiter PUF is embedded on two Xilinx FPGA boards which are connected to
Raspberry pi boards through pmod ports. Baud rate of 9600 is used to extract PUF keys
from the Raspberry pis. Overall uniqueness of PUF keys from two PUF modules has
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Fig. 7. Validation of PUFchain 3.0 in Tangle API
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Fig. 8. Experimental Setup of PUFchain 3.0

been approximately 50%. The metrics of Arbiter PUF modules are given in Figs. 9 and
10.
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Reliability has been approximately 100% when the two PUF modules have been
tested with 500 PUF keys for four times at different instances of time and varying
temperatures. The characterization of PUFchain 3.0 is given in Table 2.

The overall time to perform device authentication process in PUFchain 3.0 is be-
tween 2.7 to 3.6 seconds. Once the device authentication is done, the average time
taken to upload the transaction onto Tangle Mainnet has been 28 seconds while the
mean time to fetch the transaction has been approximately 1 second. The tabulated re-
sults of PUFchain 3.0 are given in Table 3 and comparative analysis of PUFchain 3.0
with the state of the art research is given in Table 4.
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Table 2. Characterization of PUFchain 3.0

Parameters Results
Application Smart Healthcare

DLT IOTA Tangle
Communication Protocol MAM

PUF Module Arbiter PUF
Programming JavaScript, Verilog,

Python
Working Mode Restricted
IOTA Network Mainnet

Number of PUFs 2
PUF xc7a35tcpg236-1

Edge Server Single Board Computer

Table 3. Metrics Evaluation of PUFchain 3.0

PUFchain 3.0
Serial No.

Time taken to fetch
MAM

transaction(sec)

Time to perform
Device

Authentication(sec)

Time to taken to
upload transaction in
Tangle network(sec)

1 1.073 3.66 17.31
2 1.266 3.66 19.91
3 1.288 3.66 13.60
4 0.914 3.28 6.18
5 1.288 3.18 58.40
6 1.057 3.72 55.61
7 1.213 3.32 28.54
8 1.12 3.04 32.0
9 1.235 2.96 19.9
10 1.099 2.72 31

7 Conclusions

Smart Healthcare is converging various technological solutions to enhance the quality
of healthcare systems around the world. Various security solutions are being proposed
to address the security vulnerabilities and realize the true potential of the IoMT, which
constitutes an important part in H-CPS. This paper proposed and validated a sustain-
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Table 4. Comparison with state of the art Research

Research
Works

Security
Protocol

DLT Area Approach Security
Primitive

Chaudhary
et.al [8]

Auto-
PUFchain

IPFS IC
Traceability

Smart
Contracts

HAS

Al-Joboury and
Al-Hemiary [3]

PoQDB Blockchain
and Cobweb

IoT MQTT Data
Security

Wang et.al [26] Blockchain and
PUF-Based

based
Authentication

Protocol

Blockchain Smart
Healthcare

Smart
Contracts

HAS

Hellani et
al. [13]

Tangle the
Blockchain

Blockchain
and Tangle

IoT Smart
Contracts

Data
Security

Bathalapalli et
al. [5]

PUFchain 2.0 Blockchain Smart
Healthcare

Proof-of-PUF
Enabled

Authentication

HAS

PUFchain 3.0
(Current Paper)

PUFchain 3.0 IOTA
Tangle

Smart
Healthcare

MAM HAS

able security approach for device authentication and data confidentiality by utilizing
PUF and IOTA Tangle. IOTA Tangle is becoming an alternative for Blockchain in IoT
applications which are resource constrained decentralized systems due to its capability
in offering a robust security for data as the Blockchain while being ‘Miner and Trans-
action Free’. By integrating PUF with Tangle, the device integrity can be ensured since
each device fingerprint is stored in a DLT. A robust security protocol for device authen-
tication has been implemented and stored in Tangle using MAM in restricted mode.
The time taken to upload and retrieve the transaction in PUFchain 3.0 has been well
within 1 minute which is almost 10× times faster than the PoW consensus mechanism
in Blockchain.

Exploring the possibility for a scalable Blockchain based consensus mechanism
using PUF and IOTA Tangle to achieve the objective of SbD could be a direction for
future research.
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