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Abstract—This is a demo abstract based on our previously
published article [1]. Some of the significant challenges of central
cloud systems and the blockchain include lack of scalability,
security risks and higher energy consumption. As a solution, an
application with an off-chain Interplanetary File System (IPFS)
distributed storage system is presented as CoviChain. The IPFS
is used for storing and hashing different data formats of various
sizes into immutable links. The links are passed through smart
contracts of the Ethereum blockchain to provide a double hash
guarantee, along with user access permissions.

I. INTRODUCTION

For collecting data and performing analytics, different
application fields are using a variety of technological tools. For
example, data is collected from patients through sensors and
delivered to the doctors remotely for treatment and diagnosis
in the H-CPS [2], [3]. The data gathered are stored in central
and cloud systems, but that makes them exposed to various
attacks [1]. As the traffic increases, the downtimes and upload
times become higher, causing latency. The cloud and central
systems belong to public service domains, so they are more
vulnerable to attacks and provide less control over resources.

Fig. 1 shows various problems that reside in central, cloud
storage, and blockchain systems. In emergency situations, data
transmissions should take place at faster speeds without any
modifications or privacy breaches. One solution to reduce
changes is to transfer data through a blockchain, but they
suffer from high fee implementations, consume a lot of energy,
and are harder to scale [4]. This paper presents an off-chain
solution in a distributed way for higher security with lower cost
and energy requirements. Table I compares healthcare statistics
storage and security levels for central, cloud, and blockchain
to the current proposed CoviChain.

II. CoviICHAIN: IPFS BASED DECENTRALIZED
STORAGE AND SECURITY

CoviChain embeds two technologies, distributed IPFS and
decentralized blockchain (see Fig 2). An off-chain IPFS is
used for storing large-size data to make it available with or
without an Internet connection. The substantial data collected
from various devices reside on the edge end-systems. As the
source of data can be gathered from any location, IPFS can be
used as a tool for retrieving web pages from wherever required
with fast speeds and without data getting edited or censored.
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Fig. 1: Challenges in Central Cloud based Blockchain.

TABLE I: Data Storage in Healthcare Cyber-Physical System
(H-CPS) [1].

Application Protocol Edge Data Security  Computation
Storage

Aarogyasetu iBeacon ~ No C High PB High at CS

Trace BlueTrace No pPC Possible  High at CS

Together PB

MedRec SC No Oft- Single High at CS
chain C Hashing

CoviChain  IPFS Yes off- Dual Less at CS

[CurrentPaper] chain D Hashing

C - Centralized PC - Partially Centralized PB - Privacy Breach
CS - Client Side D - Decentralized

The IPFS system generates a hash of the data and converts
them into immutable links [1]. The hashes generated for each
data file act as unique keys.

The smart contracts feature in Ethereum allows creating
access permission rules and the logic for sharing and retrieving
data. The contract reads and performs a cryptographic function
on the links for storing and transmitting among participants
having access. Only those having the authorization to view
the data can retrieve the data [5].

III. IMPLEMENTATION OF THE PROPOSED COVICHAIN

We deploy CoviChain near the IoT-edge after data is
gathered. The Infura gateway provides a development platform
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Fig. 2: Proposed CoviChain system with IPFS and Blockchain.

and program interfaces for designing applications of IPFS with
blockchain. The IPFS functionality was implemented using
React JavaScript programming in the front end [1]. In the first
phase, the data was divided into smaller segments of the 256
KB buffer file and converted into a hash link. The system
can take in any format and size of data to give a buffer file
as output. The hash link coming from the IPFS was sent to
the Ethereum wallet to calculate the transaction fees and time.
The backend was designed using the solidity programming
language for reading and writing the values of the transaction.
The blockchain functionality resides at the rear end, which
embeds timestamps on the IPFS link transactions.

The verification of the proposed system was performed
using the Ropsten blockchain test network. The connection to
the testnet was made using the truffle and web3 API’s provided
by the Infura gateway. The gateway creates a unique key for
accessing blockchain explorer to migrate the transactions from
the Ethereum wallet. Once the hashed link moves to Ropsten
explorer, we have tracked and recorded all transaction details
with timestamp and hash. Fig. 3 shows the transaction in
blockchain explorer Ropsten [6].
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Fig. 3: Validation of CoviChain in Ropsten Explorer.

The hash results obtained from both IPFS and Ethereum

blockchain are presented in Table II. The transaction times
and cost are noted down for different formats (.csv, .zip, .txt,
Jjpeg, .png and .gis) and sizes of data. The overall latency
is reduced compared to central and cloud storage systems.
Security concerns are evaded using a blockchain. In the current
paper, the transaction cost, energy consumption, and data
validity time issues present in the blockchain are hindered
using the IPFS. Table III illustrates the results for reduced
mining times and cost inside the blockchain.

TABLE II: Double hash refuge for data file [1].

l File File-Size IPFS-Hash BC Hash
Xt 97 KB QmRTyUIHJthg 0xb591c8152
fhsdjh8gfs6fstR cc3cfce306e16b4
RFdcdfjc8RYT 0c3a343fd2f487
Dh7safgj9hsd df30be4499d16
4daecfedfe9es
.csv 441 MB QmYUDWICT Ox6aefal 1dd5
UAQJLI97KfITIZ 2d5782ea0c64
JOMjm8FTHLvw 8ad66b590efb42
NwJImPS8bKev f402451¢7b9307
947a4ac308992
TABLE III: Reduced Cost and Time [1].
File File-Size Time (ms) Gas Fees Cost($)
Xt 97 KB 39 0.00460792eth 8.34
csv 441 MB 77 0.00489103eth 8.85

IV. CONCLUSIONS

This paper presents a blockchain with IPFS distributed
storage for substantial data. The data is successfully hashed
twice for storing and transmitting between authorized users.
The proposed system is cost-effective and valuable for
sensitive data transmissions. The wvalidity time in the
blockchain is decreased, and latency issues of central and
cloud systems are evaded through the proposed CoviChain.

REFERENCES

[1] S. Vangipuram, S. Mohanty, and E. Kougianos, “CoviChain: A blockchain
based framework for nonrepudiable contact tracing in healthcare cyber-
physical systems during pandemic outbreaks,” SN Computer Science,
vol. 2, September 2021.

L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos,
“Sayopillow: Blockchain-integrated privacy-assured iomt framework for
stress management considering sleeping habits,” IEEE Transactions on
Consumer Electronics, vol. 67, no. 1, pp. 20-29, 2021.

A. M. Joshi, P. Jain, S. P. Mohanty, and N. Agrawal, “iGLU 2.0:
A new wearable for accurate non-invasive continuous serum glucose
measurement in iomt framework,” IEEE Transactions on Consumer
Electronics, vol. 66, no. 4, pp. 327-335, 2020.

M. B. Yassein, F. Shatnawi, S. Rawashdeh, and W. Mardin, “Blockchain
technology: Characteristics, security and privacy; issues and solutions,”
in 2019 IEEE/ACS 16th International Conference on Computer Systems
and Applications (AICCSA), 2019, pp. 1-8.

Joshuaminimalsm, “Introduction to smart contracts,” September
2021. [Online]. Available: https://ethereum.org/en/developers/docs/
smart-contracts/

Z. OZ, “What is ropsten eth and how can i get some?”
December 2019. [Online]. Available: https://www.2key.network/
blog-posts/what-is-ropsten-eth-and-how-can-i- get-some

(2]

(3]

[4]

[5

—_




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (None)
  /CalCMYKProfile (None)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<


    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200036002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>



    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 6.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200036002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 6.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>


    /SKY <>

    /SUO <>
    /SVE <>
    /TUR <>

    /ENU (Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


