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Abstract—The Internet of Things (IoT) is currently a main
focus of research across disciplines. In a household IoT environ-
ment, almost all devices are connected to the internet. In the
case of a smart city, most of the city homes and departments are
managed through the network. One small security vulnerability
is enough to take down an entire city or parts of it. Hence com-
munications should be encrypted. Physical Unclonable Functions
are commonly used for this purpose. A PUF key is not stored
anywhere thus providing the advantage of secrecy. In the current
paper, two designs of a reconfigurable PUF are proposed, a speed
optimized reconfigurable hybrid oscillator arbiter PUF and its
power optimized counterpart. Both designs can be introduced
into two different categories of IoT devices, one where high
performance is needed and one with low power consumption. The
Hamming distance of the speed optimized and power optimized
designs is 47% and 48% with power consumption of 167.5 W
and 143.3 uW, respectively.

Index Terms—Dopingless Junctionless FET, Physical Unclon-
able Function, Ring Oscillator, Arbiter PUF, IoT

I. INTRODUCTION

In the digital era, we use encryption to protect data and
the decryption key is typically stored in memory. Non-volatile
memory (NVM) is used for the storage but is not resistant
to certain invasive physical attacks [1]. To save the NVM
from those attacks, tamper-proofing mechanisms should be
employed which take chip area as well as power. In the case
of smaller devices, chip area and power consumption are the
two parameters that cannot be compromised. The Internet
of Things (IoT) was proposed to be one of the disruptive
technologies of modern era [2], [3]. The IoT necessitates
improved security.

The Physical Unclonable Function(PUF) was introduced
to overcome the issue of attacks on devices deployed in
unmonitored and insecure locations [4]. The main advantage
of Physical Unclonable Function is that the key is not stored
in memory. A PUF uses manufacturing variations in devices
to generate the key. The key generated can be utilized for
many different reasons, for encryption and decryption or IP
protection [5], and so on. A PUF module is given a challenge
input and a corresponding output is generated. The generated
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output can only be generated again in the same PUF module
with the same challenge input. If the same challenge input
is given to a different PUF, a different output key will be
generated.

Many different architectures have been proposed for PUFs
[6]. Some of the designs are Arbiter PUF [7], SRAM PUF
[8], and Ring Oscillator PUF [9]. In the current paper, a
Ring Oscillator is used as a base design for the PUF. The
novel contributions of the paper are presented in Section II
and the rest of the paper is organized as follows: Section
IIT summarizes related prior research in this area, Sec. IV
presets the designs of PUF that are being proposed, Sec.
V presents the design of the configuration module, Sec. VI
presents the experimental results for the designs and Sec. VII
gives conclusions and future research directions.

II. NOVEL CONTRIBUTIONS

In an IoT environment, many devices will be connected
to the Internet simultaneously. PUF modules are introduced
into each of the devices which can increase the security. Keys
generated by PUF modules can be used to encrypt the device
to device communication or end-to-end communication. The
following are the two novel designs of PUF that are being
proposed in this paper:

e Speed Optimized Reconfigurable Hybrid Oscillator Ar-
biter Physical Unclonable Function.

o Power Optimized Reconfigurable Hybrid Oscillator Ar-
biter Physical Unclonable Function.

The speed optimized design is proposed so it can be
introduced in devices where the speed of operation is of
importance but not the power consumption. Network switches
and modems are such examples. The power optimized design
is proposed where the speed of operation is traded-off for
the power consumption and chip area, primarily for mobile
applications.



III. RELATED PRIOR RESEARCH

Research in developing new architectures for IoT and better
networks to connect many devices to help them work together
has been done for a long time [1]. A new health monitoring
system was proposed in [10]. Different applications of the IoT
and the security measures were presented in [11]. In the paper,
test cases were built by the authors and various threats were
demonstrated.

For security in IoT devices, PUFs can an be easy and
efficient solution [4]. Different designs of PUF were proposed
using various devices. An SRAM based PUF was presented
in [8]. The Arbiter PUF was explored in [7]. Various types of
emerging PUF designs are presented in [4]. Two designs of
PUFs were presented in [12]. The ring oscillator architecture
was used in [12]. A design of PUF using the current starved
architecture of RO was presented in [13].

The PUF designs proposed in the current paper were de-
signed using the Dopingless Junctionless transistor. Dopingless
transistors were proposed in [14]. A temperature analysis
and aging analysis was performed on the transistors and an
extensive study was presented in [15].

A comparison of FinFET based and Dopingless FET based
PUF designs is presented in [16]. In the current paper, a
new configuration module is introduced into the design. The
configuration module is added at every inverter stage. Based on
the selected challenge bit, the oscillation frequency is changed.
Hence in this case, besides using the manufacturing variations
of the inverters, a delay is added due to the configuration
module using which the frequency of the ring oscillators is
changed.

IV. DL-FET BASED RECONFIGURABLE HYBRID
OSCILLATOR ARBITER PUF

A. Speed Optimized Reconfigurable Hybrid Oscillator Arbiter
PUF

Fig. 1 shows the design of a Speed Optimized Reconfig-
urable Hybrid Oscillator Arbiter PUF. This speed optimized
design is introduced into devices where the processing should
be fast to allow more data to be encrypted. For example,
in a household IoT environment, a number of devices are
connected to the Internet at the same time. All or some of
them might be accessing the network and hence the router
or the network switch connecting them should have faster
processing capability and be able to encrypt the data. A PUF
that can generate the keys at the rate of communication is
necessary. If it is not possible, the speed of the network can
be bottlenecked.

The ring oscillator PUF and the arbiter PUF designs are
combined to create the hybrid oscillator arbiter PUF. The speed
optimized design presented in the prior work does not have
the capability of generating multiple keys once the circuit is
fabricated, hence it is not possible to reconfigure. The present
design solves that issue by introducing a configuration module
between the inverters. Each configuration module contains two
challenge bits. This increases the chance of reconfigurability

exponentially. Further description of the configuration module
is presented in Sec. V. Introduction of this module in the
design will create some delay in the oscillations. Depending
on which challenge bit is selected, at each stage, the delay
introduced will vary. The ring oscillators along with the con-
figuration modules will be generating the oscillations needed.
The signals from oscillators will be fed to the D flipflop. The
oscillators are divided into two groups. One oscillator from
each set is selected and the signals generated are fed to the D-
input and clock signal of the flipflop. As there are differences
in the oscillations, the signals will not be the same at both the
D-input and the clock signal. Depending on the voltage at the
flipflop inputs at a certain time, the output of the flipflop will
vary. The outputs of all the flipflops will give the PUF key.
Due to the configuration modules, the delay can be changed
and the PUF output can be changed when needed.

B. Power Optimized Reconfigurable Hybrid Oscillator Arbiter
PUF

Fig. 2 shows the design of the Power Optimized Reconfig-
urable Hybrid Oscillator Arbiter PUF. The power optimized
design is used in day-to-day applications where the power
consumption of the devices needs to be as low as possible.
The power optimized design consumes less power compared
to the speed optimized design. This can be introduced into
smart-watches, mobile phones, etc. In an [oT environment,
there will also be other devices like clocks, smart TVs, etc.
In the case of a network switch the number of PUF modules
introduced can be more than one. With this power optimized
design, both less power consumption compared to the speed
optimized design and the increased number of configurations
can be achieved at the same time.

This design is also similar to the one presented in the pre-
vious subsection. The ring oscillator PUF and the arbiter PUF
designs are combined to form the current design. Then the
configuration module is introduced. The configuration module
will introduce the necessary delay in the oscillations. But here,
to decrease the space utilized and the power consumed, the
number of D flipflops used are decreased to one and two
multiplexers are used. The outputs from the two multiplexers
are fed to D-input and clock signals of the flipflop. Half the
multiplexers are given to MUX1 and the other half to MUX2.
So each signal from the ring oscillators is selected and fed to
the flipflop. Depending on the voltage level present at the clock
and the input, an output bit is generated. Another set of ring
oscillators is selected and fed to the flipflop to get another bit.
This process is repeated to get the complete PUF key. Hence
some time is traded-off for reduced power consumption of
the module. But the order in which the signals are fed to
the flipflop can be changed to generate a new key which is
not used. Hence the reconfigurability of the PUF module is
increased. The challenge bits of the configuration module also
contribute to the reconfigurability of the PUF.
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Fig. 1. Speed Optimized Reconfigurable Hybrid Oscillator Arbiter PUF.

V. CONFIGURATION MODULE DESIGN

Fig. 3 shows the circuit diagram of the configuration mod-
ule. The configuration module is used to provide a certain
delay to the oscillations so that the oscillation frequency is not
only dependent on the number of inverters used in the ring
oscillator design but also in the configuration module. This
helps in increasing the robustness of the entire PUF design
itself. The main components of the configuration module
are transistors. The transistors are introduced to increase the
delay in the oscillations. There are two transistors present, n-
Type DL-FET and p-Type DL-FET. Each of the transistors is
selected using the four AND gates and the OR gate present
in the module. The input is the oscillation coming from the
inverter before it. The input is fed to both AND gates. The
second input to the AND gates comes from the challenge
bit input. There are two challenge bits ‘C1’ and ‘C2’. If
a challenge bit is given high, the corresponding AND gate
will be fed a high input. Then the input (coming from the
inverter) will be fed as an input to the corresponding transistor.
Transistors T1 and T2 will be given high (1V) and low (0V)
all the time at their gates. If challenge bit C1 is made high, it
will be fed to both AND gates Al and A4. Al gets an input
from the inverter and the output is fed as an input to transistor
T1. Transistor T1 gives its output as an input to gate A4 which
has a high input already. So the same input is forwarded to the

OR gate. When C1 is high, C2 is made low. Hence no matter
what the input to gates A2 and A3, the outputs of A2 and A3
will be low. Hence the signals A2 (signal from inverter prior
to this configuration block) and A3 (a low signal in this case)
are fed to O1. Then the output is replicated at the output but
with a small delay.

VI. SIMULATION RESULTS

The key generated by a PUF should be secure and not clon-
able by any other PUF module. To validate the authenticity of
a PUF design, the following Figures of Merit are considered:

o Uniqueness
« Reliability
o Randomness

The current PUF is being introduced into the devices for
which power consumption is very important. Hence power
consumption is another FoM being considered in this case.
On both the power optimized and speed optimized designs of
PUF, a Monte Carlo analysis is performed. In the dopingless
Transistors, the width of device is varied by 10%. 100 Monte
Carlo runs were performed on the designs to simulate 100
different PUF modules. The characterization of two PUF
designs is presented in Table 1.
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Fig. 2. Power Optimized Reconfigurable Hybrid Oscillator Arbiter PUF.
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Fig. 3. Design of Configuration Module.

A. Uniqueness

Uniqueness of a PUF is the ability of the module to generate
a unique key when a challenge response is given to the
module. When two or more PUFs are given the same challenge
bit, they should be capable of generating a unique different

key. That is the uniqueness factor of PUF. To calculate the
uniqueness, the keys are generated and the Hamming distance
is calculated between the keys. The ideal Hamming distance
between two keys is 50%. To test the uniqueness of the
proposed design, 100 Monte Carlo runs were performed to
simulate 100 different PUF modules. The Hamming distance
between the keys produced by both PUFs, the speed optimized
and power optimized design, were calculated. Fig. 4 and Fig.
5 show the inter-PUF Hamming distance.
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Fig. 4. Hamming distance of Speed Optimized Reconfigurable Hybrid
Oscillator Arbiter PUF.
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Fig. 5. Hamming distance of Power Optimized Reconfigurable Hybrid
Oscillator Arbiter PUF.

B. Reliability

Reliability of a PUF is the ability of the module to generate
the same key with the environmental effects and natural aging
effects affecting it. There will be many different variations
like power supply variations, temperature variations and so
on, which will affect the working of the module. Due to these
affects if the PUF key is changed, the module itself will not be
reliable. The power supply and temperature were varied and
100 Monte Carlo runs were performed on the module. The
ideal reliability of a PUF module is 0% as there should be no
error in producing the results. But in real time this will not
be the case. Fig. 6 and Fig. 7 show the intra-PUF Hamming
distance.
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Fig. 6. Hamming distance of Speed Optimized Reconfigurable Hybrid
Oscillator Arbiter PUF.

C. Randomness

When the output key is generated from a PUF module,
the bits should contain an equal amount of ‘0’and ‘1’ bits
for the key to be more robust. This property of a PUF is
called randomness. To check the randomness of PUF designs,
Monte Carlo simulations were performed on both designs and
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Fig. 7. Hamming distance of Power Optimized Reconfigurable Hybrid
Oscillator Arbiter PUF.

keys were generated. Then the bit distribution in the keys was
observed. Fig. 8 shows the randomness distribution of the keys.
50% is the ideal value in this case. The keys generated in real
time will not be ideal but closer. In test results, there was a
48% mean number of zeros present in the keys generated.
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Fig. 8. Randomness of PUF.

VII. CONCLUSION AND FUTURE RESEARCH

Two designs of PUFs were proposed in this paper. Each of
the designs can be deployed into different applications in an
IoT environment. One when high processing speeds are needed
and the other where the power consumption is the highest
priority. The Speed Optimized Reconfigurable Hybrid Oscil-
lator Arbiter PUF generates the output keys fast. The Power
Optimized Reconfigurable Hybrid Oscillator Arbiter PUF can
be deployed in applications where the power consumption of
the device is a priority. The Power Optimized design consumes
less power compared to the Speed Optimized Design due to
the use of only one flipflop and multiplexer. In the current
designs, the reconfigurability has been addressed but the power
consumption can still be reduced. Future research includes



TABLE I
FIGURE OF MERITS FOR DIFFERENT PUF DESIGNS.

PUF Characteristics [

Estimated Values |

PUF Design Speed Optimized Hybrid Oscillator Arbiter PUF | Power Optimized Hybrid Oscillator Arbiter PUF
Average Power 167.5 pW 143.3 W

Hamming Distance 48% 47%

Average Time to Generate Key | 50 ns 1> 50 ns

TABLE II
COMPARISON OF RESULTS WITH RELATED EXISTING RESEARCH.
Research Works Technology Architecture Used Average Power Consumed | Hamming
Distance (%)

Rahman et al. [17] 90 nm CMOS - 50
Maiti et al. [9] 180 nm CMOS Ring Oscillator - 50.72
S. R. Sahoo et al. [18] 90 nm CMOS Ring Oscillator - 45.78
Maiti et al. [19] - - - 47.31
Yanambaka et al. (Power Opti- | 32 nm FinFET Current Starved Oscillator 175.5 pW 50.1
mized) [12]
Yanambaka et al. (Power Opti- | 32 nm FinFET Traditional Ring Oscillator 285.5 W 50.9
mized) [13]
Yanambaka et al. (Power Opti- | 10 nm Dopingless FET Hybrid Oscillator Arbiter 121.3 pW 48.0
mized) [16]
Yanambaka et al. (Speed Opti- | 10 nm Dopingless FET Hybrid Oscillator Arbiter 151 pW 50.0
mized) [16]
This Paper (Power Optimized) 10 nm Dopingless FET Reconfigurable Hybrid Oscil- | 143.3 uW 47.0

lator Arbiter
This Paper (Speed Optimized) 10 nm Dopingless FET Reconfigurable Hybrid Oscil- | 167.5 pW 48.0

lator Arbiter

exploring other architectures of PUFs. Side channel leakage
resilient PUF is important for having robust PUF designs.
Importantly, the deployment of PUF in real-life applications
is worthy exploring as future research.
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