
Novel FinFET based Physical Unclonable Functions
for Efficient Security Integration in the IoT

Venkata P. Yanambaka∗, Saraju P. Mohanty†, Elias Kougianos‡
Nano Systems Design Laboratory (NSDL, http://nsdl.cse.unt.edu), Computer Science and Engineering

University Of North Texas, Denton, TX 76207, USA.
Email: ∗venkataprasanthyanambaka@my.unt.edu, †saraju.mohanty@unt.edu, ‡elias.kougianos@unt.edu

Abstract—FinFETs were introduced to replace High-κ tran-
sistors in nanoelectronic applications. From microprocessors to
graphic processing units, FinFETs are being used commercially
today. Along with the technological advancements in computing
and networking, the number of cyber attacks has also increased.
Simultaneously, numerous implementations of the Internet of
Things (IoT) are already present. In this environment, one small
security flaw is enough to place the entire network in danger.
Encrypting the communication in such an environment is vital.
Physical Unclonable Functions (PUFs) can be used to encrypt
device to device communications and are the main focus of this
paper. Two different designs of a Ring Oscillator (RO) PUF are
introduced, one with low power consumption trading off device
performance and one with high performance trading off device
power consumption. There is a 10% decrease in power with the
low power model along with a simple design and fabrication. With
a trade off of 3.25% of power consumption, the performance of
the device can be improved.
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I. INTRODUCTION

The Internet of Things (IoT) is considered as one of the
six most “Disruptive Civil Technologies” by the US National
Intelligence Council [1]. The IoT in a home environment
is considered in this paper. The IoT mainly describes an
environment where all smart devices are able to talk to one
another [2]. Fig.1 presents an example of the IoT actively
working in a home. The IoT has become one of the main
focus of research because of the numerous advantages it has
and the major impact it can have on quality of life [3], [4].

In the near future, all devices at home will be communicat-
ing with each other, and people will control all the components
in a house with their mobile phones. Unauthorized access
to such a network will put that home in danger [5]. One
of the solutions to this problem is to encrypt the end to
end communication between devices. This paper examines the
communication among devices present in the specific network
with the use of Physical Unclonable Functions (PUFs) to
ensure security.

Novel Contributions of this Paper: The encryption key is
generated by a PUF which is used to encrypt the communica-
tions end to end. The main advantage of the PUF is that the key
is not stored anywhere in the memory. Different types of PUF
designs are available for use in the IoT [6]. An RO based PUF
is used in this paper. Two different PUF designs are presented,
one of which can be ideal for small devices like smart-watches
and the other ideal for high speed demanding devices like

routers and network adapters. The novel contributions of this
paper are the following two distinct designs:

• A novel energy-optimal hybrid oscillator arbiter PUF.

• A novel speed-optimal hybrid oscillator arbiter PUF.

The rest of this paper is organized as follows: Section II
presents related research in this field, Section IV presents the
design of a one bit hybrid oscillator based arbiter PUF. Section
III presents the proposed designs of Ring Oscillator (RO)
PUFs. Section VI concludes the paper and presents suggestions
for future research.

II. RELATED PRIOR RESEARCH

The IoT is the main focus of research for many researchers
and numerous applications are being introduced every year.
Different implementations of IoT are presented in [3]. A clear
survey fo IoT has been performed in [3]. [7] uses the IoT and
implements an energy efficient and user friendly architecture
for the health industry. A thyroid monitoring system that is
dynamically optimized was proposed in that paper. The IoT
is also used in surveillance activity. One such application is
presented in [8] which presents an architecture for secure
imaging.

Security in the IoT using PUFs is already being inves-
tigated. Many types of PUF designs are available such as
reconfigurable PUF, Ring Oscillator PUF, Arbiter PUF SRAM
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Fig. 1. Internet of Things at home.



PUF, etc. [9], [10], [6]. [11] presents an implementation of
PUF using the variability of RRAM but its functionality is
affected by voltage and temperature variations. [12] presents
a reconfigurable PUF using Ring Oscillators. [13] proposed a
new design to address the aging and the environmental effects
affecting the PUF reliability. [14] proposes a protocol for
authenticating different devices connected in an IoT network
to avoid various types of attacks. Different Security problems
in IoT are described in [15].

III. PROPOSED PHYSICAL UNCLONABLE FUNCTION
DESIGNS

In this section, we present two novel designs of RO PUF,
one being high performance and the other being low power.

A. Traditional Multiplexer Arbiter PUF

The design of a traditional one bit arbiter PUF is shown
in Fig. 2: a number of multiplexers are connected in series as
presented. The output from two multiplexers is fed to the clock
and input signals of a latch. The gate delays produced by the
transistors will produce time delay between the two signals.
This time period variation between the signals will produce
different outputs from the D flipflop. If the signal given to
the clock reaches faster than the signal given to the input, the
output will be high (1). If the signal given to the clock is
slow compared to the signal given to D, the output will be
low (0). The signals X[0], · · · , X[N ] are the select signals (or
the challenges) given to the multiplexers. But the chip area
consumed is high compared to the ring oscillators. The power
consumed is also comparatively high. To overcome these, the
two designs of Hybrid Oscillator Arbiter PUF are proposed.
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Fig. 2. One bit Arbiter PUF.

B. Traditional Ring Oscillator PUF Design

The design of a FinFET based traditional RO PUF is shown
in Fig. 3 [16]. The ring oscillators will generate the required
oscillations which are given to the inputs of a multiplexer.
Due to the process variations, the frequency of the generated
oscillations will be different in each of the ring oscillator.
As shown in the figure, the output from N

2 oscillators are
given to one multiplexer, MUX1 and the output from N

2
oscillators are given to the other multiplexer MUX2. At a given
time, two of the different ring oscillators are selected and the
pulse signals generated are counted. The counted numbers are
given to a comparator which compares the number of signals
generated up to that respective point of time and gives the
output accordingly as “1” or “0”. A 16-bit FinFET based

traditional RO PUF was implemented and its characterization
was performed. The results are tabulated in Table II. In a
traditional RO PUF, generating the key will take time as pairs
of ring oscillators are to be selected and the signals are to be
given to the counter for some time to count the number of
pulses generated and then compared. This lag in generation
can be avoided in the proposed PUF design presented next.
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Fig. 3. Traditional RO based PUF.

C. Proposed Energy-Optimal Hybrid Oscillator Arbiter PUF

The design of the FinFET based Power Optimized Hybrid
Oscillator Arbiter PUF is shown in Fig. 4. Like the traditional
RO PUF design, the ring oscillators will generate the necessary
oscillations. Due to process variations, the frequency of the
generated oscillations will be different in each of the ring
oscillators. In this case, to conserve energy and create a
low power environment, a multiplexer is employed. As in
the traditional RO PUF design, N

2 ring oscillators are given
as inputs to the multiplexer MUX1. The other half of ring
oscillators are given to the other multiplexer MUX2. The
output from MUX1 is given as the input to the D-Flipflop.
The output from MUX2 is given as the clock signal to the
D-Flipflop. Depending on the different frequencies of ring
oscillators, the output will be “1” or “0”. In this case, to obtain
the key will take more time than the Speed Optimized Hybrid
Oscillator Arbiter PUF as pairs of ROs are selected and given
to the D-Flipflop. The Power Optimized Hybrid Oscillator
Arbiter PUF is characterized and the values are tabulated in
Table III.
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Fig. 4. Novel Power Optimized Hybrid Oscillator Arbiter PUF.



IV. FINFET BASED DESIGN OF THE PHYSICAL
UNCLONABLE FUNCTIONS

A double gate FinFET is used to design the traditional RO
PUF and both the novel Hybrid Oscillator Arbiter PUFs for a
fair comparison. Fig.5 shows the design of one bit of the Fin-
FET based Hybrid Oscillator Arbiter PUF. It is similar to the
Multiplexer Arbiter PUF shown in Fig. 2 presented in Section
III-A. In the presented design, the environmental changes will
affect the output key generation. A single bit change can affect
the encryption and decryption of data and hence the entire
communication. Hence a current starved design of the ring
oscillator is chosen to compensate for temperature variations.
The traditional RO PUF and the Hybrid Oscillator Arbiter PUF
were subjected to 100 runs of Monte Carlo variations. All
the geometric parameters are varied with a variation (standard
deviation) of 10% over nominal. The parameters that were
varied are height and width of the transistors, oxide thickness
of p-type and n-type transistors, supply voltage, and threshold
voltages of both the transistors. A temperature variation was
also performed to simulate the real-time environmental effects
that the device can experience. Table I shows the nominal
values of the parameters that were considered.
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Fig. 5. One bit FinFET Based Hybrid Oscillator Arbiter PUF.

TABLE I. NOMINAL VALUES FOR THE FINFET DEVICE PARAMETERS.

Parameter Nominal Value

pFET Length 32n
nFET Width 240n
nFET Length 32n
pFET Width 12n

pFET Threshold Voltage -250mV
nFET Threshold Voltage 310mV
pFET Oxide Thickness 1.65n
nFET Oxide Thickness 1.75n

Supply Voltage 0.9V

A. Proposed Speed-Optimal Optimized Hybrid Oscillator Ar-
biter PUF

The design of FinFET Speed Optimized Hybrid Oscillator
Arbiter PUF is shown in Fig. 6. Due to process variations,
the frequency of the generated oscillations will be different in
each of the ring oscillator. In this design, the signals generated
by the RO are not given to the multiplexers, but are given to
the D-input and clock signal input of the D-Flipflop.
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Fig. 6. Novel Speed Optimized Hybrid Oscillator Arbiter PUF.

V. EXPERIMENTAL RESULTS

Table II, Table III and Table IV present the transistor sizes
used to design the RO and the respective results obtained.
Two figures of merits were considered, Time Period and the
Average Power. Time Period is the total time taken by the
circuit to generate the key. Average power is taken as the sum
of dynamic power and the leakage power of the transistors.
For simulation purposes, the ring oscillators used are the same
for all three configurations: Traditional, Power Optimized and
Speed Optimized PUF. 32 different Ring Oscillators are used
to generate a 16 bit key in the case of the traditional RO PUF
and 32 bit key in both cases of Hybrid Oscillator Multiplexer
based PUF. 100 Monte Carlo runs are performed on the circuit
and the frequencies of different ring oscillators are calculated.
Fig. 7 represents the frequencies of ring oscillators in all the
100 different runs. Temperature was varied from 24 ◦C to
30 ◦C and the mean supply voltage of 0.9 V was considered
with a 10% standard deviation. The quality of a PUF can
be estimated using three factors: Uniqueness, Reliability and
Attack Resilience.

A. Uniqueness

Uniqueness of a PUF is the ability of producing a unique
key different from the other devices. In the proposed design,
the output bit completely depends upon the frequencies of
the Ring Oscillators. Fig. 7 is the surface plot representing
the frequency variation of each of the 32 Ring Oscillators
across 100 Monte Carlo Runs. From this plot, the uniqueness
of different frequencies can be clearly shown. Hence all the
signals reaching each of the D-Flipflops in the proposed design
reach at different time periods.

After the bits are generated, the Hamming distance between
different keys is calculated. The ideal hamming distance for a
key to be unique is 0.5.
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Fig. 8. Distribution of intra-PUF Hamming Distance of Power Optimized
Hybrid Oscillator Arbiter PUF.

Figure 8 shows the distribution of Hamming distances of
the Power Optimized Hybrid Oscillator Multiplexer based PUF
which has a distribution from 44% to 58% with an average
Hamming distance of 50.9%. The Speed Optimized Hybrid
Oscillator Multiplexer based PUF has a distribution from 45%
to 55% with an average Hamming distance of 52% (histogram
not shown due to lack of space).

B. Reliability

Fig. 9 shows the distribution of Hamming distance with
temperature and supply voltage variations. The Hamming
distance was varied from 0.4% to 1.18% with a mean of 0.79%.
This reliability can still be increased by employing different
Ring Oscillator designs like Temperature resistant RO, and a
reconfigurable PUF design.
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Fig. 9. Distribution of intra-PUF Hamming Distance of Hybrid Oscillator
Arbiter PUF.

C. Attack Resilience

The attack resilience of the PUF is the main idea in
this paper. The only way an attacker is going to decode the
communication is by knowing the private key. The only way
to get the private key is to know the frequencies of Ring
Oscillators and the different pair configuration in which they
are connected to the D-Flipflop. The only way this is possible
is to have access to the device itself. An attacker outside the
home getting access to different devices in a home is unlikely
to happen. Hence the attack resilience of this proposed PUF
is high.

D. Figures Of Merit Comparison

Two Figures of Merit are considered, the Average Power
and Time Period. Both FoMs are calculated for each of the
three designs and presented in Tables II, III, IV and Figures
10, 11, 12. The Traditional RO PUF design consumes more
power than the Power Optimized Hybrid Oscillator Arbiter
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Fig. 10. Distribution of Average Power of Traditional RO PUF.

PUF. But the time consumed for the generation of key is also
more for the Traditional PUF than the Power Optimized Hybrid
Oscillator Arbiter PUF.

TABLE II. CHARACTERIZATION TABLE FOR TRADITIONAL PUF.

Parameter Value

p-Type (W:L) n-Type(W:L)
Transistor sizes

120n : 32n 240n : 32n
Average Power 310.8 µW

Hamming Distance 50 %
Time to generate key 150 ns (Varies with frequency of RO)

TABLE III. CHARACTERIZATION TABLE FOR POWER OPTIMIZED
HYBRID OSCILLATOR ARBITER PUF.

Parameters Values

p-Type (W:L) n-Type(W:L)
Transistor sizes

120n : 32n 240n : 32n
Average Power 285.5 µW

Hamming Distance 50.9 %
Time to generate key 50 ns (Varies with frequency of RO)

TABLE IV. CHARACTERIZATION TABLE FOR SPEED OPTIMIZED
HYBRID OSCILLATOR ARBITER PUF.

Parameters Values

p-Type (W:L) n-Type(W:L)
Transistor sizes

120n : 32n 240n : 32n
Average Power 320 µW

Hamming Distance 52 %
Time to generate key 100 ns (Varies with frequency of RO)
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Fig. 11. Distribution of Average Power of Power Optimized Hybrid Oscillator
Arbiter PUF.
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Fig. 12. Distribution of Average Power of Speed Optimized Hybrid Oscillator
Arbiter PUF.

E. Comparison of Traditional and Hybrid PUFs

Table V gives a comparison of the experimental results
of all the three different designs of PUFs, Traditional RO
PUF, Speed Optimized Hybrid Oscillator Arbiter PUF and
Power Optimized Hybrid Oscillator Arbiter PUF. Replacing
the counter and the comparator in the traditional RO PUF, with
a D-Flipflop will conserve a lot of energy. A total of around
10% Average Power consumption is reduced by using the
Power Optimized Hybrid Oscillator Arbiter PUF. Generation
of PUF key will take the same time as that of the traditional
design. The key can be generated much faster by removing
the multiplexer and increasing the number of D-Flipflops.
This will increase the Average Power Consumption. A trade
off of 3.25% is made in power consumption compared to
the traditional design but the key generation is much faster.
Table VI presents the comparison of the presented work with
research presented elsewhere.



TABLE V. COMPARISON OF FIGURE OF MERITS FOR DIFFERENT PUF DESIGNS.

Characteristics Estimated Values

PUF Design Traditional RO PUF Speed Optimized Hybrid Os-
cillator Arbiter PUF

Power Optimized Hybrid Os-
cillator Arbiter PUF

Average Power 310.8 µW 320 µW 285.5 µW
Hamming Distance 50% 52% 50.9%
Average Time to Generate Key 150 ns 50 ns 150 ns

TABLE VI. COMPARISON OF RESULTS WITH OTHER PUBLICATIONS.

Research Work Technology Average Power Consumed Hamming Distance (%)

Rahman et al. [13] 90 nm – 50
Maiti [16] 180 nm – 50.72
Suh [6] – – 46.15
Maiti et al. [17] – – 47.31
This paper 32 nm 285.5 µW 50.9
This Paper 32 nm 320 µW 52

VI. CONCLUSION AND FUTURE RESEARCH

Two novel designs of Hybrid Oscillator Multiplexer based
PUFs Functions are presented in this paper, one Power Opti-
mized and the other Speed Optimized. The Power Optimized
Hybrid Oscillator Arbiter PUF generates the key trading off the
speed with a 10% decrease in power consumption compared
to the traditional RO PUF. The Speed Optimized Hybrid
Oscillator Arbiter PUF generates the key much faster compared
to the Traditional RO PUF design with a 3.25% increase
in power consumption. Both these designs can be used in
two different types of devices in an IoT environment, low
power consuming devices and the high power consuming,
performance-oriented devices.

As a future research, hardware based encryption and de-
cryption architectures will be implemented to increase the
security of communication between devices. Optimization will
be performed on the designed hardware for the overall low
power consumption [18]. Different Ring Oscillator designs
will be employed to improve the stability and temperature and
voltage variation resilience. Side channel leakage resilient PUF
design can also be explored in future.
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