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Abstract— This paper presents a design technique for multiple
bit error correctable (fault tolerant) polynomial basis (PB) mul-
tipliers over GF(2"). These multipliers are the building blocks in
certain types of cryptographic hardware, e.g. the Elliptic Curve
Crypto systems (ECC). One of the drawbacks in the existing
techniques is their inability to correct multiple bit errors at the
outputs. Also, much attention has been given to error detection, as
opposed to error correction. However, owing to possible security
threats induced by soft or transient faults in cryptographic
hardware, in certain cases multiple bit error correction, as a way
of mitigating attacks, is more important than detection. To this
end, we use multiple parity predictions to detect multiple errors
based on popular error correcting codes. First, we present a
multiple error detection scheme using Low Density Parity Check
Codes (LDPC). The expressions for the parity prediction are
derived from the input operands, and are based on the primitive
polynomials of the fields. For multiple bit error correction we
use Reed Solomon codes. Comparison with traditional techniques
shows improved area and power performance.

I. INTRODUCTION

A variety of techniques have been proposed for increasing
the reliability through online error detection, not only for
memory, but for logic as well [4]. Furthermore, it has recently
been shown that for many digital signature and identification
schemes an attacker can inject faults into the hardware and
the resulting incorrect outputs can completely expose the
secret signatures [1]. Subsequently, [2] presented a technique
showing how the presence of faults in the public parameters
of an ECC system may expose the secret keys. On chip error
error detection and correction, could be one of the options to
correct both permanent failures and injected faults.

A number of approaches exists, e.g. [20], [22]. One way
to detect errors in finite field multipliers is to use parity
prediction techniques [5]. A second approach is to scale the
inputs of the multiplier by a factor and at the end of the
multiplication, the correctness of the result is checked by one
or two divisions [9]. The main techniques that can be used for
single error correction are (1) error detection and retry, and
(2) error masking. Error detection and retry involves using
concurrent error detection (CED) circuitry that monitors the
outputs of a circuit for the occurrence of an error. If an error
is detected, the system recovers through rollback and retry
thereby preventing a failure. Error masking involves using
circuitry that masks (i.e. corrects) errors using schemes such
as the triple modular redundancy (TMR) [8].

In [5] the authors have considered the detection of single
stuck at faults in the PB multipliers over GF(2™). They use
simple parity prediction technique for error detection. The
main problem with their approach is that for a low complexity
bit parallel multiplier the delay overhead is 69.2%. For perfor-
mance critical applications this delay overhead may be critical.
Our technique fundamentally differs from this technique in two
critical issues. Firstly, our technique addresses the problem of
single error correction. Secondly, and more importantly, since
our parity prediction circuit runs parallel with the multiplier,
delay penalty comes only in the decoding and correction logic.
While most of the previous work provides fault detection
techniques, this work proposes error correction techniques and
investigates the hardware cost and performance.

Considering the merits and demerits of the existing tech-
niques, this paper presents two aspects of multiple error
detection and correction in PB bit-parallel multipliers over
GF(2™). Firstly, we present a multiple error detection scheme
based on the LDPC codes, which can detect up to 3 concurrent
errors. We also present for the first time a design technique for
byte level error detection and correction based on the Reed-
Solomon codes. In addition, we derive closed form expressions
for parity prediction circuits for the error correction schemes.
The area, power and delay overheads for the proposed design
techniques are analyzed. Further, the proposed designs can be
made C-testable with 100% fault coverage using technique
presented in [6].

The remainder of this paper is organized as follows. In
Section II, we review the basics of Galois field multiplica-
tion. In Section III, we present the proposed error correction
scheme based on LDPC and RS codes. Section presents the
experimental results.

II. PRELIMINARIES

Let GF(p™) denote a set of p™ elements, where p is
a prime number and m a nonzero positive integer, with
two special elements 0 and 1 representing the additive and
multiplicative identities respectively. In addition let the two
symbols ‘+’ and ‘e’ represent addition and multiplication
operations respectively. Then GF(p™) forms a finite field, also
known as the Galois Field, if it forms a commutative ring with
identity over these two operators, in which every element has
a multiplicative inverse.



Finite fields over the set GF(2™) can be generated with
monic irreducible polynomials of the form P(x) = x"! +
Zf”:_oz cix, where ¢; € GF(2) [19]. Tt is conventional to rep-
resent the elements of GF(2™) as a power of the primitive
element denoted by o, where o is the root of P(x), i.e.
P(a) = 0. The set {1,o,a®...,a" '} is referred to as the
polynomial basis. Each element A € GF(2™) can be expressed
with respect to the PB as a polynomial of degree m over GF(2),
ie. as A(x) = X" ax, where a; € GF(2). Given any two
elements A and B over GF(2"), the PB multiplication of A
and B over GF(2™) is defined as W (x) = A(x)-B(x) mod P(x).
Details can be found in [10], [12]. Mastrovito has proposed
an algorithm, along with its hardware architecture, for PB
multiplication [12], popularly known as the Mastrovito algo-
rithm/multiplier. In [10], based on the Mastrovito algorithm,
a new formulation for PB multiplication and generalized
bit-parallel hardware architecture has been presented. Their
formulation is summarized below for completeness, which we
have used in the rest of the paper.

Consider a multiplier with @ and b inputs where a =
[Clo,a],az7 . ,am_l] and b = [bo,bl,bz, e ,bm—1]~ The a; and
b;, where 0 < i < m — 1, are the coordinates of a and b
respectively. The formulation is based on the three matrices:
(1) an m — 1 by m reduction matrix Q, (i) the L matrix,
and (iii) the U matrix. The L and U matrices are formed for
implementation of this multiplication scheme. The L is a lower
triangular matrix and the U is an upper triangular matrix. The
outputs (d’s and e’s) of the IP-network are defined by the
following two vectors, which are functions of A and B.

d = Lb (1)
¢ = Ub, )
where b = [bo,b1,b2,...,by—1]T, a vector column of the coor-

dinates. The matrices L. and U are defined in [10].
The multiplication outputs are given by the equation:

¢=d+Q'e, (3)

where the matrix Q, which is dependent on the irreducible
polynomials, can be derived as shown in [10].

Example 1: Consider a multiplier structure over GF(2%)
defined by the primitive polynomial P(x) = x> +x+ 1.

The two inputs of the multiplier are A = (ap,a;,a2) and
B = (bo,by1,by). The polynomial form of these elements are:
A(x) = ap + a1x + a>x*, and B(x) = by + b1x + box>, where
A,B € GF(2%). The product C(x) = A(x) - B(x).

Now, C(x) = (ap +arx+axx*) - (bg + b1x + bax*) = apbo +
(aoby + a1bo)x + (agby + arby + axbo)x* + (a1by + axby x> +
azbz)x4

Let us denote the lower order 3 coefficients as dy, d;, and d;
and the higher order 2 coefficients as ey and e;. Then, C(x) =
do+dix+ dox* + eox3 +e;x*. Here, we define product over
the primitive polynomial P(x) = x> +x+1 as W(x) = A(x) -
B(x) mod P(x). Hence, we have, x> =x+ 1 and x* = x> +x.

Substituting for x> and x*, and then simplifying we get:
W(x)=C(x) = (do+eo)+ (di +eo+e1)x+ (da +ep)x2.

The above polynomial multiplication and modulo reductions
can be represented in the matrix form as follows.

=d+Q"e, (4)

where Q = [(1) }

III. MULTIPLE ERROR DETECTION

In this section, a technique for designing bit parallel mul-
tipliers with multiple error detection is proposed. The basic
structure of the multiplier is similar to that of [10]. The
classical bit-parallel multiplier is designed by the method
described in Section II. The modified single error correcting
architecture is shown in Fig. 1. Apart from the functional unit
of the multiplier, it consists of a parity prediction unit, output
parity generation unit, and the comparison and error detection
logic. For Multiple Error Detection (MED), we use parity
prediction, which is based on the LDPC codes. The advantage
of the LDPC codes is that the complexity of the encoding
and decoding logic is simple. We give more emphasis on the
error detection, rather than correction, of fault. The reason is
that the number of faults detectable (d — 1) is larger than the
number of correctable faults (|4]), where d is the minimum
distance of the error correction code used. Furthermore, due to
the nature of the faults in the cryptographic context and their
potential effects on the security of the systems, the detection of
the errors is more important than correction. The sizes of the
parity prediction circuits depend on the number of input bits.
Next, we derive the closed form expressions for the predicted

parity bits.
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Fig. 1. Proposed Multiple Error Detection Multiplier Over GF(2").



For the LDPC codes proposed in the previous chapter, the
hamming distance is 3. Now if we add an overall parity the
overall hamming distance will be 4. Hence we could detect
any three errors. Let ¢ = [co,c1,¢2,- - cm—1]T be the output
of the multiplier and the corrected output. Also let r be the
number of parity bits, and p = [po,p1,...,pr1]" and ;1 =
(P4, ph,...,pl_|]T respectively be the predicted and the parity
bits generated from the output bits. Let H be the parity check
matrix associated with the proposed single error correction
scheme.

Design Procedure

¢ Determine the number of parity bits (r) required to satisfy
the required hamming distance and hence the number of
detectable errors .

o Construct the H matrix based on the approach proposed
in the previous chapter with an overall parity check bit
added.

¢ A column vector with a single 1 is assigned to parity P,.

o The remaining m columns are assigned the output bits c;,
without any constraints.

o Generate predicted parity expressions in terms of ;s and
biS.

Example 2: Consider the multiplier structure over GF(2%),

with primitive polynomial P(x) = x® 4 x+ 1. Here we have
m = 6. Therefore, we need 4 parity bits to detect three errors.

We have,
co €1 €2 €3 €4 C5 po P1 P2 P3 D4
1 1 1 1 1 1 1 O O O O
H— 1 o o 1 0 1 O 1 O O O
1 1 0 0 1 O O O 1 O O
o 1 1 1 0O O O O O 1 O
o o 1 o0 1 1 O O 0 0 1

The predicted parity of outputs based on the above H matrix
is given by

po = cotcrterteztestcs &)
p1 = cote3tcs (6)
P2 = cotcertey @)
p3 = citatces 3
P4 = C+catcs )

(Here, the ‘+ sign represents XOR operation.)

po = do+d +d3+ds+ds (10)
p1 = dotditds+eytertestey (11)
pr = do+di+dite+e3tes (12)
p3 = dit+dy+diter+es (13)
ps = drt+di+dste +exte; (14)

where, the d and @ outputs of the network are given below.

do = apbo; di = a1by+aob1; dy = abo +ai1by +apby; dz =
azbg +axby +a1by +aobz; dy = ashbg + azby +axby +a1bz +
aobs; ds = asbo 4 asby +azby +arbz +aj by + aobs;

eo = asby +asbr + azby + arby + a1 bs;, e = asby + agbs +
azby + arbs; er = asbs +asbs + asbs; ez = asby +asbs; es =
a5b5.

Table III shows the comparison of the area overhead for
various multiplier sizes. On average the overhead is slightly
over 100%.

TABLE I
HARDWARE OVERHEAD FOR DIFFERENT MULTIPLIERS FOR MULTIPLE
ERROR DETECTION

Field Multiplier area | PP and other Circuitry %
Size in um? area in um? Overhead

GF(210) 3844.20 4154.448 108.0
GF(2™T) 4656.90 4941.5 106.1
GF(2?) 5547.00 5805.968 104.6
GF(21) 6514.50 6747.852 103.5
GF(2™) 7559.40 7767.152 102.7
GFE(2D%) 8681.70 8863.868 102.0

IV. MULTIPLE BIT ERROR CORRECTION USING
REED-SOLOMON CODE

A. Reed-Solomon Code

The Reed-Solomon (RS) codes belong to a family of For-
ward Error Correction (FEC) codes known as the linear block
codes. The linear block codes encode a message as a block
and the redundant information is unique per block, i.e. the
whole message block is passed into the encoder one block at a
time and the encoder has no memory of any information from
the previous block. This is different from the convolutional
codes, which encode continuously. One can think of this style
of encoding as a window sliding over the information bits. In
the conventional RS encoder, the bits inside the window are
encoded, and therefore the encoded bits depend on previous
bits, i.e. the encoder has memory. In the proposed technique a
different approach is taken, i.e. a parallel encoder which does
not have any memory is used.

The RS codes were first proposed by Reed and Solomon
in 1960 [14]. They are known to be very efficient algebraic
codes, i.e. can correct a large number of errors with a low
overhead. By the very nature of their structure, RS codes are
well suited to FEC in bursty noise environments [15], [16],
[17]. The codes have the power to correct errors that occur
in a cluster. Decoding RS codes is a non-trivial task. There
are two fundamental types of decoding. The Hard Decision
Decoding (HDD) first thresholds the received data, effectively
making a hard decision for each bit (0 or 1). Then, using the
properties of the code, the decoder detects and corrects the
bits that are in error. In contrast, the Soft Decision Decoding
(SDD) uses all the information received from the channel, i.e.
there is no thresholding of the received data.

The RS codes operate over an extended binary field GF(2")
and each symbol in the RS code word is an element from the
corresponding Galois field. The RS codes have the following
parameters: n = 2" —1 symbols in a code word k = the number
of message symbols n - k = 2t redundant symbols. t =the
number of errors to be corrected. d,,;, = 2t + 1.



To construct the generator for a Reed Solomon code, we
need to construct the appropriate finite field and choose roots.
Let the roots be ﬁi to ﬁi+2t_1, the generator polynomial will be
g(X) — (X+ﬁi)(X+ﬁi+l ) . (X+ﬁi+2t72)(X+ﬁi+2t7]) where
t is number of symbol errors that can be corrected.

Here, we represent the original output bits and the RS
code word using polynomials where the coefficients of the
polynomial are output symbols and the redundant symbols and
the power of X represents the position of the symbol in the
code word. The original output symbols/bits will be denoted
¢(X) and the code word will be denote o(X). The code word
polynomial is related to the output polynomial by the generator

polynomial
2

g(X)=H(X+Ot) =go+ g X+ gy XH 4 X%

A Ree(i-Solomon output word could be generated directly
using the generator polynomial o(X)=c(X)g(X)

If m(X) is of degree k-1 and g(X) is of degree 2t, then the
resultant code word will be of degree 2t+k-1 = n-1. However,
for practical purposes, systematic encoding has the advantage
of simplifying the retrieval of the original bits after decoding.
Systematic encoding means that the redundant information is
appended to the original message.

B. Parallel Encoder

The classical bit-parallel multiplier is designed by the
method described in Section II. The modified multiple error
correcting architecture for a GF(2'3) multiplier is shown in
Fig. 2. Apart from the functional unit of the multiplier, it
consists of a reed Solomon check bits generation, syndrome
generator, and correction logic. The sizes of the parity pre-
diction circuits depend on the number of input bits. Next, we
derive the closed form expressions for the predicted parity bits.

TABLE II
FIELD ELEMENTS GF(8) WITH P(x) = + x +1

Element Representation
0 000
1 001
B 010
B2 100
B =B+1 011
B*=p*+B 110
B3=p*+B + 1 111
BO=B>+0 + 1 101
B’=1 001

The basic principle of multiple bit error correction is ex-
plained by considering the following motivating example. Here
we consider a GF(2'%) bit multiplier. Let the roots be 8 and
B, the generator polynomial will be g(X) = (X+f)(X + ).
ie. g(X) = X2+B*X + B° The symbols encoded with above
g(x) could correct one symbol error.

Let ¢ =[co,c1,¢2,...,c14]” be the output of the multiplier.
The 15 bit output is divided into 5 three bit symbols over
GF(2%). The five 3 bit symbols are C4, C3,, Ca, C,andCy.
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Fig. 2. Proposed Multiple Error Correcting Multiplier Over GF(213).

Table IV-B shows the field elements of GF(2%) with P(x) =
¥4+ x 41

Let RP; and RP, denotes the two Reed Solomon check
symbols which is generated from the input operand. Using
systematic encoding we can derive a closed close expression
for RP, and RF,. That is,

RP) = BCs+BC3 +B°Co+C1+BC

RP; = B*Cy+B°C3+B°Co+Ci +BCo

Cy = (c14, €13, €12)

C;3 = (c11, €105 ©9)

Cy = (cg, ¢7, C6)

Ci = (cs, ca, 3)

Co = (c2, c1, <o)

BCy = (c13, c14 + c12, C14)

BCs = (c10, c11 + co, c11)

B’Cy = (cs+c7, cs + c1+ cg, s+ co)

Ci= (cs5, 4, c3)



B4C0=(cz+cl—|—co, c1 + co, 2+ 1)

RPy = (rpo2,7pot, rpoo)

rpo2 =c13+cip+ceg+c7+cs+cx+cr+co rpor =cia+
ciptciit+eo+ cg + 7+ cgtca+ c1 + co rpoo =cia+
cii+ g+ c6+ c3+ 2+ ¢

rpop =diz+e3+enp+dio+en+eo+dg+es+d;+eq+
ds+es+eqs+dy+d+dy+ e

rpor = diga +e13 +di + e e+ dy+ e+ dg +
+ dj+ de+es+dites+es+ di+er + dy

rpoo = dis+e1a+ez+di+eir+epp+ dg+eg+er+ do+
egt+es+ dyt+es+ dot+ei+ di+er+ep

Deriving the bit level details of the RP;, we have RP| =
BiCy+PB°Cs+BCr+C1+BYCo

BCy=(cratci3+cia, 13 + e, clat c13)

B>Cs = (cio+co, ¢, cii+ cro+ o)

BSCZ: (CS+C7, ce , C8, C7+ C6)

Ci = (cs, ¢4, 3)

BCo=(cateci+ co, c1 + co, 2+ c1)

RP| = (rp12,7p11,7p10)

rp12 = cl4+ci3+crtciotco+egt+cr+es+ (2 e+ co
rpir =ci3+ci2+co+ ¢ + ¢4+ cr+co rplo=ciat+ci3+
cii+ cio+ co+ g+ 7+ cg+ 3+ 2+ cr)

rpi2 =dis+eiz+dip+en+es+do+es+er+dr+es+
e7+ds+es++esdr +dy+do+ey rpi1 =diz+ez+enn+
dip+eig+eg+do+eg+er+dg+eq+es+dy+eqs+ +ezd) +
dy+dy rpio = dia+es+diz+en+din +eir +dio+do+
eg+d;+er+es+dy+es+ex+di+er+ep

The above expressions for RP; and RP(y are used for
implementing RS check symbol prediction block in Figure 2

C. Decoding

The decoding algorithm is more complicated and is divided
into the following steps:

o Detection of errors .

o Identification of the corrupted symbol
o Error magnitude computation

o Apply correction

Here we consider single symbol errors only(i.e. t= 1)
and uses the Peterson-Gorenstein-Zierler (PGZ) algorithm.
Considering various RS decoding algorithms, the Peterson-
Gorenstein-Zierler in general has the least computational com-
plexity for small t values. According to PGZ algorithm C(x)
denote the transmitted code word. Then the received code
word, r(x), can be represented as

r(x) =C(X) +e(x) (15)
where e(x) represents the error pattern. The syndrome

values, denoted by S;,are obtained by evaluating the received

polynomial r(x) at f3; That is, equation can be written as

n—1
Si=r(B") =Y ri(B"), 1=<i<2 (16
j=0

In our case we denote syndrome as S; and S», it is computed
by

2
Si=r(B) =Y ri(B), 1=i<2 a7
J=1
Let the output of the multiplier be

C(X) = CaX® + G3X5 + CX* +C1 X3 + CoX? + RPIX +RRy

Syndrome S| = (s12,511,510) is generated by

S1 =B +C3B° +CoB* +Ci1 B +CoB* + RP B +RP,

BOCy = (c12,c14,¢13 4 c12) B°C3 = (c10 4 ¢9,¢9,¢11 + 10+
6‘9) [34C2 = (Cg—|—C7 +ce,C7 +C6,08+C7) B3C1 = (C5+C4,C5—|—
c4+c3,C5 +C3) ﬂZCO = (Cz—‘rCo,Cl —|—C0,C1)

B'RP, = (rp11,rpiz+rpio, rp1a)

RPy = (rpo2;po1,7Poo)

sip=cp+cotegtertcgtesteatertcotrpii+rpoz)
S11 =Cl4+tc9g+cr+ce+cs+cs+c3+cr+co+rpia+rpo+
rpo1) S10 = c13+crp+ci1+cro+co+cg+c74cs+c3+rpio+
rp12+rpoo)

Syndrome S = (s22, $21, $20) is generated by evaluating
the output polynomial at [32

Sy =Cyf'2+C3B'0+ B8 +C1 B8+ CoB* +RP B>+ RP

Sy =CyB° +C3B° + B +C1 B +Cof* + RPB* + RPy

BCy = (c13 + cia,ciz,c1a + 13 + c2) PGy = (e +
ci0,¢11 +¢10 + co,cr1 +c9) B'Cy = (e7,¢5 +co,c3) BOC) =
(02,05,C4+C3) ﬁ4C0 = (C2—|—C1 +co,C1 —I—C(),Cz-l-cl) ﬁszl =
(rp12+rpio,rpi2+rpii,rpin) RPy = (rpo2;rpoi,7poo)

s =ci3tcpteyteterterter+rpia+rpio+rpo)
$21 =cr2+ci+cot+cgt+cg+cet+cs+ci+cot+rprat+rpi+
rpo1 $20 =cCi4+ci3t+cip+ciptcotegtcat+cz+eater+
rp11+7rpoo

The above are used for generating the syndrome.

By PGZ method, the error locator is given by

X === 18
s, (18)
and error magnitude is given by
52
y==:2 19
S (19)

The complete block level implementation is shown in Figure
2.

D. Simulation Results

Both original and error correcting architectures described in
the previous section have been coded in VHDL. The results
reported here are for 15bit multiplier however the design
is generic, it can be extended to any multiplier size . The
design was simulated using modelsim’" and was tested for
functionality by giving various inputs. The outputs from the
VHDL coded architecture are validated against a standard
multiplier function. The architectures were synthesized using
the Synopsys tools. Synopsys Power compiler’™ was used to
estimate the power consumption. Figure 3 shows the simulated
waveform in a multiple bit error correction case using Reed
Solomon code. Here, one of the error injected produces
multiple bit errors in symbol C3 which corresponds to 6



symbol in the output code. Recall that the 7 symbols are
Cy, C3,Cy, C1,Cp, RP; and RPy. Further the 6" symbol has
changed from 000 to 101. In Figure 3 the error magnitude is
101 and position is 111. The gosition 111 corresponds to 6"
symbol because 111 means 3° (see Table IV-B).

Table IV-D shows area analysis of the above design exam-
ple. The overhead is about 185 percentage, however it is much
less than a N modular error correction. The above design can
correct three errors (one symbol error).

TABLE III
HARDWARE OVERHEAD FOR GF(2'%) MULTIPLIER WITH MULTIPLE
ERROR CORRECTION

Field Multiplier area | PP and Other Circuitry %
size in pum? area in um? Overhead
GF(2D%) 8681.70 15958.868 184.82
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Fig. 3. Simulation Results

V. CONCLUSIONS

This paper proposed multiple bit error detection and correc-
tion techniques for PB multipliers over GF(2"). The LDPC
code has been extended for three error detection by adding
a overall parity check bit.For multiple error correction, the
experimental results suggest that this technique can signifi-
cantly reduce area, delay, and power compared to N modular
redundancy. One of the future works is to make C-testable by
applying the techniques described in [6].
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