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Abstract— Due to the need for increased border security, we
present a novel system in the form of a digital camera that
embeds biometric data into an image. The embedding process is
performed using an invisible watermarking algorithm that allows
for verification of the image as well as the identity of the carrier.
This paper presents an area efficient and high performance VLSI
architecture implementing the invisible watermarking algorithm
towards the development of the camera.

I. I NTRODUCTION

In order to improve document and border security, it is
proposed to include biometric data such as fingerprints, sig-
natures, etc., in the electronic passport [1]. The key objectives
of the passport are to identify the owner, authenticate the
document, and copyright the passport. However, there are
continuous risks of unauthorized access and modification
to the data contained within the passport. We propose that
an effective solution to combating unauthorized access such
as “skimming” and “eavesdropping” is thejudicious use of
watermarking [2] and encryption [3].

We have introduced the concept of a secure digital camera
(SDC) that has both watermarking and encryption capabilities
in [2]. In this paper we present a novel architecture of an
invisible watermarking unit which will be integrated in our
previous SDC work. We employed the use of parallelism
and resource-sharing to meet the timing and area constraints.
The FPGA prototype version of the proposed architecture is
estimated to be operating at256MHz. Earlier in [4] asoftware
based biometric system were presented and cameras, such
as the PhotoPC 3000Z/800Z, with watermarking capabilities
were commercially produced (but discontinued.)

II. SECURE BIOMETRIC DATA PROCESSING INOUR SDC

The passport image is watermarked with biometric data
during the “enrollment process” as shown in Fig. 1. When
an individual applies for a passport or ID card, our proposed
SDC is used to invisibly watermark the individual’s binary
biometric data into the applicant’s image captured by it.

The “verification process” is needed during the authentica-
tion of the individual’s identity and picture. At the checkpoint,
the image is acquired by scanning the passport and the
encrypted compound biometric data is extracted from the
acquired image and decrypted using the original key that was
earlier stored in a secure external storage, as shown Fig. 2.
The biometric data is then authenticated with the biometric
data of the passport’s owner through invisible watermarking.
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III. SECURE INVISIBLE WATERMARKING ALGORITHM

As presented in Fig. 3, the algorithm inserts a binary image
as a watermark into the host image (passport photo). The
watermark is inserted in the perceptually significant compo-
nents so that the watermarked image is robust with respect
to common attacks. After the preprocessing phase, the host
imageI is divided into8 × 8 blocks and the DCT (discrete
cosine transform) of each block is calculated. For the insertion
phase, the DC componentc00 and the three low frequency
componentsc00, c10, andc11 are considered for insertion. The
watermark (biometric image) is partitioned to the same number
of blocks as the host image (passport photo) with a block size
of 2× 2. If the watermark’s binary value in blockk is wij(k)
the insertion process is carried out as,∀i, j, and k [5],

c′ij(k) =

{

cij(k)(1 + αij) if wij(k) = 1,

cij(k)(1 − αij) if wij(k) = 0.

A value of 0.1 is used forαac and 0.02 forαdc.

IV. OUR PROPOSEDVLSI A RCHITECTURE

The architecture of the invisible watermarking chip consists
of 3 distinct modules: insertion module, extraction module,
and controller module. The structures of the extraction and
insertion modules are very similar, so due to lack of space we
will present the insertion module only.

The insertion module performs the watermarking insertion
process. The architecture of this module is shown Fig. 4(a),
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Fig. 3. Flowchart of Invisible Watermarking

and uses minimal number of resources. The architecture
consists of one multiplier, two multiplexers, one adder, one
subtractor and two latches. The insertion unit takes the DC
DCT component (c00), the first (c01), second (c10) and third
(c11) AC components of each8 × 8 block for watermarking.
The top multiplexer (MUX) is used to choose between the
watermarking strength factors,αac and αdc. The lower mul-
tiplexer helps in selecting an additive or subtractive process
of watermarking insertion. To improve the performance of
this architecture we also developed a parallel version using
more resources in parallel as shown in Fig. 4(b). This parallel
architecture provides the capability to watermark a DCT
block in two clock cycles instead of four. This improves
the performance of our system, however, there is a trade-off
between the performance and the area used. We used latches
in the insertion module for temporary buffering.
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Fig. 4. Datapath of the Insertion Architecture

One of the most computational intensive units needed in the
datapath architecture is the DCT module (not shown in Fig.
4 due to lack of space). The DCT module consists of two 1D
DCT sub-modules and was implemented following the same
approach as our previous work in [2]. Buffer circuitry is used
to assist in finding the transpose. It also serves as temporary
storage for the first 1D DCT coefficient. In order to reduce
the latency, we use a multiplexer between the buffer and the
second 1D DCT submodule. We used registers as opposed to
RAM cells, typically used to design the transpose buffer in

order to reduce the latency and to increase performance. The
DCT module does not have a separate controller, i. e. it is
controlled by the main controller.

The controller is modeled as a finite state machine with
seven states (init, S0→ S6). Transition from the initial state
(init) to S0 occurs when the start signal is high. The pixels
(Iij) are read from storage to the input register for their DCT
coefficients to be calculated. The first DCT operation is carried
as a pipelined operation. If the DCT coefficient of all the
coefficients of a block is not completed, there is a transition
from state S2 to state S0. Transition is made to state S3 for the
second DCT operation after the completion of the 1D DCT
operation on the original image pixel (I) of the block. Due to
the use of transpose buffer and the multiplexer, as discussed in
the previous section, the input to the second DCT is done in a
parallel fashion. The 2-D DCT coefficients (cij) of the original
image are obtained in state S4. The watermarking process is
performed on (cij) in state S5 and then written to RAM or
displayed in state S5. If all the coefficients of the block are
watermarked, a transition occurs to the initial state.

V. I MPLEMENTATION RESULTS AND CONCLUSION

The prototype was implemented in VHDL and synthesized
using Xilinx Vertex II technology with an xc2v500-6fg256
target device. A multiplication unit was shared between the
DCT module and the insertion module by using two mul-
tiplexers. We also employed the use of registers instead of
RAM to increase the performance of our system. The synthesis
and timing reports are also presented in Table I. While we
presented the architecture of an invisible watermarking unit
for biometric applications that will be employed in our SDC,
the complete design of the camera is currently being actively
conducted in our laboratory.

TABLE I

INVISIBLE WATERMARKING UNIT SYNTHESISDATA

Parameter Values

Cells Usage (BELs) 218

Maximum Operating Frequency 256.148MHz

Critical Path Delay 2.164ns

Minimum Time Period 3.904ns
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