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Abstract— Recent growth of high speed internet and high of the real-time architecture of the watermarking procefsle
resolution imaging has enabled electronic storage and trasfer |owed by hardware implementation. The proposed architectu

of digital multimedia contents without resorting to the loss of ; . ; ; ;
quality. In order to protect the illegal reproduction of the digital IS deS|_gn.ed aiming at an easy integration as an module into
any existing GPUs.

multimedia elements, many researchers have suggested daji
watermarking as a feasible solution. Like other signal andrinage Il THE PROPOSEDNEW GENERATION GPU
processing works, digital watermarking is a computationaly :

intensive process. For efficient, high performance, real the and Fig. 1 depicts the proposed schematic architecture for new
low cost watermarking we propose two alternatives: (1) Usig  ganaration GPU with watermarking processor. The graphics

the Graphics Processing Unit (GPU) available on the modern ~. i h in Fig. 1 fund tal blocks of all th
graphics cards for the complex mathematical computations 10 pipelineé as shown In Fig. 1 are fundamental blocks ot all the

(2) Implementing a dedicated processor chip, a coprocessdor Modern GPUs as described by Owensl. [4].
the GPU, to accomplish the task. In this paper we present the
e F

later alternative, a coprocessor for the GPU to do multimeda
watermarking for real-time applications.
Texture
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The watermarking technology makes it possible to identify
the creator, distributor or authorized consumer of a m@tim Fig. 1. The Proposed GPU Architecture with WatermarkingReoeessor
element [1]. In order to be effective, a watermark should be
perceptually invisible and the data owner or an independeniVe propose to add a watermarking processor to the existing
control authority should be able to extract it easily forrantti- hardware organization to enable the GPU to watermark multi-
cation. Moreover, it must be difficult for an attacker to remo media elements, like images, efficiently. For normal graphi
or destroy the watermark embedded inside. Many applicatioapplications, the pipeline takes a list of geometry, exgedsn
like video broadcasting require the copyrighting processih  terms of vertices, as input. The functional blocks perfonm t
in real-time at video frame rates [2]. necessary processing and render the final image into thefram
Many significant contributions [3] [5], [6] have been mad®uffer. However, for real-time watermarking the waterniagk
to the field of digital watermarking. Most of the robusfrocessor will be activated. The watermarking processdr wi
watermarking methods often need computational intengive dake the data from global memory inside texture unit. Based o
erations. This constraint puts the watermarking procegstin the input whether to embed or extract (EN / DE) a watermark,
be done off-line. However, real-time insertion of the watark the watermarking processor executes the required inginsct
as and when data is recorded is very useful for applicatiohBe output from the watermarking processor gets saved in the
like video broadcasting, traffic monitoring, etc. Now-gyga frame buffer. While the output of the Watermarking Processo
most of the graphics cards have a powerful processor chipa watermarked image if a watermark is embedded into the
referred to as Graphics Processing Unit (GPU), to acceler&ost image, a binary signal describing the presence or absen
the graphics processing. Recent performance improvenfenfba watermark is sent out during extraction.
the graphics cards have gained lot of interest among the
reserach communities to harness the tremendous power GPU
for general purpose computing [4], [7]. Fung et al. [8] have We present an invisible robust watermarking algorithm
proposed to use graphics cards for efficient computation @&hicable for hardware implementation based on the method-
computer vision algorithms leaving CPU free for other task8/0gy proposed by Pivat al. [5] that does not need original
Inspired by the above discussed challenges and ventures,ifiage for extraction and authenticatidatifd). The algorithm
propose a dedicated a Co-processor Ch|p targeted forim|_tenab|es us to deSign an efficient VLSI Architecture without
watermarking. The chip will be integrated as a co-procesd@sing the robustness of the blind invisible watermarking.
to the existing GPU. We have customized a renowned robustlhe steps of invisiblensertion is described below:
invisible image watermarking algorithm to facilitate taliiig 1) Find the8 x 8 block-wise DCT of the host image.

IIl. THE WATERMARKING ALGORITHM
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2) Locate the blocks which are in the center quarter of the

image, where each block represent’ a 8 pixel area. EN/DE Authentication Information
3) Choose four coefficients, thi; », F 3, Fi 1, F1,4 coef- Fig. 2. The Co-Processor for Blind Invisible Robust Watenkiray

ficients, from the qualifying blocks and generate a vector
V = {’Ul,ia V2,45 U335y Vd iy -y U1, M, V2 M, U3, M » v4,M}| _Start | _|' controller l l l
where M is the number o8 x 8 pixel blocks in the ? _

. Input ’l DCT H Coefficient Pseudo RandomH Insertion LWalermarked
central quarte.r.of the image a|fij7i .represents the “mage | "L Modue Selection Unit Number Generatol 4Umt Fimage
selected coefficients of the DCT matrix of blo¢k

4) Select a watermark/ = {wl, wa, ..., ’w4><]\4}, which is Fig. 3. Block Diagram of the Encoder
a pseudo random sequencedof M real numbers, and
each valuew; is a random number having a standard
normal distribution with zero mean and unit variance. V. EXPERIMENT AND SIMULATION RESULTS

5) The watermarkiV is embedded into the vectdr to The proposed co-processor has been simulated in MATLAB
obtain a new vectoV” = {v;, vy, ..., 04, }, @ccording  gng tested with several images, sample image Lena is shown in
to the following rule, where = 1,2,..,4 x M: Fig. 4. Further, several common signal processing tecksiqu

v, = v; + v [w;. (1) and geometric distortions were applied to this image toleval
. ] . ate the algorithm. The response of the watermark detector fo
6) The vector” is then reinserted to the block-wise DCTrangom number sequences (watermarks) with 1000 different

matrix at chosen coefficients of corresponding blockSgeeqs is shown in Fig. 4(c). This reveals the functionality a
7) The inverse DCT algorithm is performed, obtaining thg,p,stness of the proposed system.

watermarked imagé .

During theblind extraction watermark, given possibly cor-
rupted imagel*, the8 x 8 DCT is applied to/*. The blocks
which lie in the center quarter of the image are locatec
The selected coefficients chosen during watermarking geoce
from the central quarter blocks are taken to generate a vect
V* = 0] ;,05 .., V3 31, V3 - The correlation between the
extracted coefficients’™, and the watermark itself is taken as (4 original Lena  (b) Watermarked Lena (c) Detector's Response
a measure of the watermark presence. By comparing the value
of correlationy to a predefined threshold., it is possible Fig. 4. Experimental Results of Proposed Watermarking @méssor
determine whether a given watermark is present or not. The

correlation is defined as: VI. CONCLUSION
N = wvr - Ewiv“l” 2) The proposed architecture is a novel idea in its domain.
M _ M Though the results are shown only for images, it can be easily
and the threshold value determined as: extended for other types of multimedia. The development of
_ @ @) @ parallel, pipelined, low power architecture is under pesg
T 3MEM v i [ i
i=1Y; and will appear in a longer version of the paper.
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