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Introduction —
Banking = Cryptocurrency
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Traditional Banking System

Intermediary ? \
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Issues in Banking system

= Transaction fees

= Delay

= Central authority

= Fraud

= Walk-In transactions
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Digital Assets

Digital asset can be anything of value, such as
the combination to your home safe, a secret
password, a list, a message, electronic cash, a
document, a photo, and so on.

Encryption + Decryption = Cryptography
Digital Assets + Cryptography = Cryptocurrency
Cryptocurrency + Economics = Cryptoeconomics
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Double Spending may Happen In

Digital Assets
i i

Traditional exchange of physical money — No Double Spending

() —| Digital coin

—| Digital coin copy

@
[
>
Double spending digital assets |I
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Bitcoin

First successful implementation of Blockchain
Introduced by Satoshi Nakamoto

Public distributed ledger

Underlying architecture is Blockchain

Problems solved
o Double spending
o Anonymity
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Blockchain Technology

This Photo by Unknown Author is licensed under CC BY
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https://hackernoon.com/beginners-guide-to-blockchain-explaining-it-to-a-5-years-old-772caac6ae97
https://creativecommons.org/licenses/by/3.0/

What is a Blockchain
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Blockchain

Source: https://www.linkedin.com/pulse/securing-internet-things-iot-blockchain-ahmed-banafa

“A Blockchain is a cloud based database shared by every participant in a given system, in the case of
this exemplar, its currency trade. The Blockchain contains the complete transaction of the cryptocurrency
or other record keeping in other applications. Think of it as cloud based peer to peer ledger.”
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Presenter Notes
Presentation Notes
A blockchain – originally block chain – is a distributed database that maintains a continuously growing list of records, called blocks, secured from tampering and revision. Each block contains a timestamp and a link to a previous block. By design, blockchains are inherently resistant to modification of the data — once recorded, the data in a block cannot be altered retroactively. Through the use of a peer-to-peer network and a distributed timestamping server, a blockchain database is managed autonomously. Blockchains are "an open, distributed ledger that can record transactions between two parties efficiently and in a verifiable and permanent way. The ledger itself can also be programmed to trigger transactions automatically."


What is Blockchain?

= Technical Definition: A blockchain is a linked list that is built
with hash pointers instead of regular pointers.

= Socio—Political-Economic Definition: A blockchain is an
open, borderless, decentralized, public, trustless,
permission less, immutable record of transactions.

= Financial — Accounting Definition: A blockchain is a public,
distributed ledger of peer-to-peer transactions.
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Types of Networks Based on Control

Centralized Decentralized Distributed

https://blog.maidsafe.net/2015/12/04/evolving-terminology/
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Classification of Blockchain

Private
Blockcham
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Blockchain — Architecture
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Different Aspects of Blockchain

K Creates Secured
Digital Wallet
» Private Key
(Generates Digital
Signatures)
* Public Key
(Represents

k Address)

\

Pseudonymous User

/

Asymmetric
Cryptography

Secured u / \

Distributed CONsensus e Common Agreement
Ledger Mechanism Protocol, Validates Blocks

_  Updates Ledger
(Blockchain) - Block Miners Eamn

Incentives

o J

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine, Volume 7, Issue 4, July 2018, pp. 06--14.

7/10/2023

DLT (Blockchain) - Prof./Dr. Saraju Mohanty

21



Contents of a Transaction

-
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Transaction
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Key hash)
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In next
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Blockchain Structure

Block N-1

Block N

Block N+1
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Block Structure

Block Header Block Header

Hash value Hash value Hash value
of Previous of Previous of Previous
Block Block Block
=) —)

Root of
Hash
Tree

TX1-1 TX3-1
TX1-2 TX3-2
TX1-n -n
Collection of
Blocks

[@ Hash Valuei

@D : Hash function

Collection of
Transactions

.. Transactions
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How Blockchain Works?

7/10/2023

DLT (Blockchain) - Prof./Dr. Saraju Mohanty

60



Blockchain - Working Model

The requested

—‘“T H " )
ransaction” is Q ﬂ/ . Transaction
broadcasted to a (& Validation
P2P network
. ., Create New Ve”f'ed.
A “Block Transactio
Block of
Block I ns e
Validation - B A“Verified
Data for : Transaction”
Blockchain (e.g.
Cryptocurrenc
Ledger y)
| —
A “Validated BloC
added to the existing Transaction
Blockchain which is New Block Old Block Complete

unalterable

Source: Deepak Puthal, Nisha Malik, Saraju P. Mohanty, Elias Kougianos, and Gautam Das, “Everything you
Wanted to Know about the Blockchain”, IEEE Consumer Electronics Magazine, Vol. 8, No. 4, pp. 6--14, 2018.
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Transaction

Electronic coin can be defined as a chain of digital signatures

Transfer happens by signing the hash of the previous
transaction and public key of next owner.

A payee can verify signatures for chain of ownership
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Transaction Generation

Transaction
IS requested Broadcastod
by a node rtc;aacl:gazspe Users in

same network
know address
of each other

v

" ltis called as iInput
transaction: has amount to
be transferred + recipient's

. bitcoin (BTC) address |

~ hetwork of
nodes

P-2-P Network

Input Public Key Hash of receiver:
Transaction '‘A' BTC address

Hashing (e.g. SHA-256) ]

Unique Transaction Sender's H Digital }
identity Private key Signature
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Data computation

Block header without transactions is about 8OKB
Bitcoin Is designed to generate a block for every 10 minutes

Data generated in one year

o 360(days) * 24(hours) * 6 (blocks per hour) * 80 bytes (Each
header)= 4.2 MB per year
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Transaction Validation

N
. Hash Ofeab12390
. Algorithm
2- Hash

101011011 .... : Decryption

Decrypting _ using public Ofeab12390
Encrypted data key cenn
Data Hash
Oo—=
Public key

Compare

Verifier
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Process of Adding New Value to

Blockchain

Hash_Previousl

Hash_Previous2

Hash_Previous3

{Set of
Transactions}

{Set of
Transactions}

{Set of
Transactions}

Proof-of-Work1

Proof-of-Work?2

Proof-of-Work3

-

N

Hash_Previous2 = Proof-of-Work1
Hash_Previous3 = Proof-of-Work2

Proof-of-Work = H ({Value_Found, Set of Transactions, Hash_Previous})
H() = Cryptographic Hash Function, e.g. SHA-256

~

/
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Merkle Root Generation

h

Transaction . .
srondast. — ners — (ereotion . Tinaenon oo
to Network yp
Root hash or
/ Merkle root \
/ \ First Step
Hash 0 Hash 0
/""3\ > — SHA-256 e— DlocK
/\ Creation
HasTh 0 | HasTh 1 ' HasTh 3 | Hash 3
kTX 1 | X1 | TX3 TX 3 /
Merkle root of Block’s header contains:
this hash tree is 1.Hash of previous block Transaction
placed in block’s 2.Nonce Block

header

3.Merkle root
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Block Hash Creation

256 bit hash value. It

Is the hash value of

that respective block
contents.

Hash output is
combined with the
contents of block

Contents Contents
houe ) SHA-256 - O2feabcl?... .
02feabcl?...
This is
| T SHA-256 =) 02feabcl2... oy assigned to the
next block

256 bhit hash value.
It is the hash value
of that block.

] DLT (Blockchain) - Prof./Dr. Saraju Mohanty
Fig: Blockchain- Nonce, Contents of Block
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Nonce Calculation

A target value is set for block header’'s hash, for example, the block
header starts with a certain number of zeros, which is called “Nonce.”

Hasheqd \Output Output Merkle ) Merkle root +
each )| sHA-256 == 2" =) rootis Bf(;kr:\ﬁ?ﬁgr
transaction !
/ ieliilet block hash
Block is relayed to the rest of
Output the network (Broadcasted)
| follows
t SHA-256 protocol

?

No

. N\
Nonce Is

varied

=

Rehash the
header

b
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Transactionj

Block Generation
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4 )

Block is relayed
to the rest of
the network

(Broadcasted)

Block Validation

Transaction
& Hash
Correct?
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Blockchain Consensus
Algorithms
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Trust In Blockchain

i

nwm

Strangers in Blockchain

ow can | trust you
all???
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Consensus Algorithm - Taxonomy

| BO-Based Consensus Protocols For CPS Applications

|
| | | l

Proof-Based Consensus Capability-Based Consensus Voting-Based Consensus Miscellaneous Comput(e:;:::::lil\;e-Based

PoW - PoB ‘ ' — PoM Delayed PoW
PoS | Pol Crash Fault Byzantine Fault | PoRT
Pure PoW

— PoL || PoH — PBFT
— RAFT

- DPoS —| Randomized BFT
] Pov L PoDP
Casper
PoA ~{ Stellar
I ° — PoSpace

- PaXoS

LPoS — BFT SMART
Nomination
Protocol

— PoDV

| | Federated Consenus

— BFT For Agreement
- PoET
Ballot Protocol
— Corda
~‘ PoAC
— Tendermint
PoAC Source: U. Bodkhe, D. Mehta, S. Tanwar, P. ———
Bhattacharya, P. K. Singh and W. Hong, "A Survey
on Decentralized Consensus Mechanisms for | | Ripple
. PoC

8 ]

Cyber Physical Systems," in IEEE Access, vol.

pp. 54371-54401, 2020, doi: S
10.1109/ACCESS.2020.2981415.
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Consensus Algorithm Types

Blockchain Consensus Algorithm

Validation Based

Voting Based Authentication Based

| |Proof of Work
(PoW)

|Proof of Stack
(PoS)

| |Proof of Activity
(PoA)

—-Ripple —Proof of Authentication (PoAh)
 |Proof of
Vote Proof of PUF-Enabled
Authentication (PoP)
 |Proof of
Trust

 |Proof of Relevance
(PoR)

 |Proof of
Elapsed Time

7/10/2023

DLT (Blockchain) - Prof./Dr. Saraju Mohanty

85



Proof-of-Work (PoW)

&
{]

2

e — ﬁﬁ)))

Create Block

/
{]
g

Solve Puzzle  Broadcast the Proof-
of-Work (PoW)

>

Process Starts Again p==== B, B., B,

Proof-of-Work (PoW)

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Nonce Calculation

A target value is set for block header’'s hash, for example, the block
header starts with a certain number of zeros, which is called “Nonce.”

Merkle root +

block hash

Hashed Output Output Merkle T
each :: >t SHA-256 | > lash I:'| > root is :> _fc reveigugr
transaction | LI found >
y,
Block is relayed to the rest of
Output the network (Broadcasted)

| follows
t SHA-256 | protocol

?

No

. N\
Nonce Is

varied

=

Rehash the
header
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Proof-of-Work (PoW)

Tx-1 ves TX-n Tx-1 ves TX-n

Proof-of-Work
(PoW)
transactions

PoW
» Public blockchain - Untrusted nodes
» Solving cryptographic puzzle needs computational resource and
consumes significant energy
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PoW - Problems

It is slow (1 block / 10 minutes In bitcoin)
Computational intensive

Needs specialized hardware as complexity increases
Not good for environment

Chance of two miners broadcasting block at same time
o Can be resolved using conflict mechanism

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
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PoW - Complexity

Problem with too complex puzzle:
o Transactions will stuck
o Work-flow stops

Problem with too easy puzzle:
o DoS attack
0 SPAM

A moving average difficult based on the computational power
and number of peers so that the network generates fixed
number of blocks pe hour

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
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Conflict Blocks

Longest Chain

Conflict Resolving

7/10/2023
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Proof-of-Stake

@&\ — Cf— —

Stake Randomly Chosen
Pool of Validators Validator

t

|
|_ /" Process Starts o B, '
Again Discarded

Block of Transactions

https://steemit.com/pow/@tunguyen.info/what-is-proof-of-brain-
can-change-social-world

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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PoW Vs PoS

Source: https://blockgeeks.com/guides/proof-of-work-vs-proof-of-stake/
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Nothing at stake problem

= PoS doesn’t have any procedure as in Proof-of-Work, any
malicious attempts to tamper the chain will reduce the value
of coin and is profitable to play by rules.

Block 10

——p Block 11 m——» Block12 > Block 13

7/10/2023
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Blockchain Characteristics
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Blockchain - Characteristics

consensus

Immutable and
Transparent Log

(E

Irreversible
and Auditable

Sequential and
Time-stamped

Minimized Third
Party Interference
Cryptographically and Dependency
Secured, Digital

Ledger

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and C. Yang, “The Blockchain as a Decentralized Security Framework”,

IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 2, March 2018, pp. 18--21.
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Blockchain - Characteristics
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Blockchain Challenges
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Blockchain has Many Challenges

High Energy
Consumption
Lack of
Scalability
- High
Latency

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Energy Need is Huge

Energy consumption 2 years of
Energy for mining of 1 bitcoin a US household
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Blockchain Energy Need Is Huge

\~ . consumption 80,000X

for each
= bitcoin

' /%s’ transaction -
Energy consumption of

a credit card processing
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Blockchain — Energy Issue

Energy for mining of 1 bitcoin = 2 years consumption of
a US household.

Energy consumption for each bitcoin transaction -2
80,000X of energy consumption of a credit card
processing.
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Blockchain — Energy Issue

Source: LinkedIn posting of Steffen Mueller
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Blockchain — Energy Issue

Source: LinkedIn posting of Steffen Mueller
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Blockchain Challenges - Energy

The requested
D — “Transaction” is

]

Transaction
Validation

broadcasted to a
P2P network

Verified
w , Create New )
A “Block Transactio
Block Block of ns
Validation ¢ B - A “Verif?ed
Data for ' Transaction”
Blockchain (e.g. Cryptocurrency)
Ledger
— [
A “Validated Block”
Is added to the Transaction
existing Blockchain  New Complete
which is unalterable Block Old Block

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine, Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain has Security Challenges

Descriptions Defence
Many payments are made with a Complexity of mining
body of funds process

Blocks are modified, and fraudulent Distributed consensus
transactions are inserted

A miner with more than half of the Detection methods and
network’s  computational  power design of incentives
dominates the verification process

An entity’s private key is stolen Reputation of  the

blockchain on identities
The software systems that implement Advanced Intrusion
a blockchain are compromised detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things
Devices,” IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Blockchain Security Threats

Blockchain Security Threats

.. Network

— Selfish Mining — DDoS Attack Vulnerabilities
In source code

Block- _
— withholding Sybil Attack Vulnerabilities
Attack L in Blockchain
Delay Routing

7/10/2023
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Release

Rich List

Privacy

Fungibility

Hardware Mineable

Sender Address Hidden

Sent Amount Hidden

January | January
2009 2014 2014

Yes Yes

Yes

Yes

No Yes

No No Yes

No No Yes

2014

No

February
2016

No

No

No

No

Blockchain has Serious Privacy Issue

2016

Yes

Yes

Yes

Source: J. Lee, "Rise of Anonymous Cryptocurrencies: Brief Introduction”, IEEE Consumer Electronics Magazine, vol. 8,
no. 5, pp. 20-25, 1 Sept. 2019.
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Smart Contracts - Vulnerabilities

Out-of-gas send |Fallback of the callee Is executec Contract’s source code

Type casts Contract execution type-check error | Contract’s source code
Field disclosure |Private value published by miner Contract’s source code

Ether lost Ether sent to orphan aadress Ethereum virtual machine
bytecode

Randomness Seed biased by malicious miner Blockchain mechanism

bug

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things
Devices,” IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Blockchain - 51% Attack

Computation Power

With >50% computation power, attacker can
create fork with fraudulent data.

Fork by 51% attack

— Genuine blocks
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Blockchain Challenges —
Anonymity Can be Broken

B
B o B
B

With careful analysis, anonymity can be broken

Seller

7/10/2023 DLT (Blockchain) - Prof./Dr. Saraju Mohanty 135



7/10/2023

Blockchain Memory Usage

A transaction Is charged based in the amount of data

Multiple transactions needed for larger files to break them
Into chunks and send multiple transactions

This will iIncrease cost In terms of base transaction fee, fee
per byte of data

All these factors limited amount of data to be stored on the
blockchain

Solution: Usage of hash to be stored on the blockchain
and actual data to be stored off-chain like RDBMS and File
sharing systems
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Some of our Blockchain/DLT
Solutions
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Our Proof-of-Authentication (PoAh)
NY— s —  —<79)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

ProceSS_ e B(POW) B Eliminates cryptographic
Starts Again & - | “puzzle” solving to

validate blocks.

.IIIII’E

’____‘

Proof of Authentication (PoAh) Transmitto fTrusted Nodes\
Trusted Nodes: Network |

B; _>: v

Nodes form Block —-—— -
of Transactions

Uses a cryptographic B., B., B
authentication mechanism.
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Our PoAh-Chain: Proposed New
Block Structure

Hash of the
following: JF following:
« Hash of B, * Hash of B,
* Nonce of B, ; . UBT of B, ;
Number only » Transactions Unique Block * Device I[?
used once of B, Token (UBT) e Transactions
(Nonce) of B,

PoAh Block Structure

Conventional Block Structure

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
7/10/2023 153



Our PoAh: Authentication Process

Select a node to be part

of authenticzition process

Is this a initially NO
defined trusted _;

node? _
Is this a normal

1Yes node received
trust value?

No If trust value is
— greater than a Yes
threshold
Yes

Assign a block to be part of
chain after block authentication

Steps to find a Trusted Node which will
Authenticate a Block.

Algorithm 1: PoAh Block Authentication

Provided:

All nodes in the network follow SHA-256
Hash

Individual node has Private (PrK) and Public
key (PuK)

Steps:

= (1) Nodes combine transactions to form

blocks
(Trx*) — blocks
(2) Blocks sign with own private key
Spik (block) — broadcast
(3) Trusted node verifies signature with
source public key
Vp k(block) - MAC Checking
(4) If (Authenticated)
Block||PoAh(ID) — broadcast
H(block) — Add blocks into chain
(5) Else
Drop blocks
(6) GOTO (Step-1) for next block

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
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Proof-of-Authentication (PoAh)

Nodes form Block
of Transactions

Sign with a
Private Key

Transmit to
Trusted Nodes

m—

Trusted Nodes
Network

\V

Tx-1

TX-n

Source: Puthal and Mohanty 2019, IEEE Potentials Jan 2019 and ICCE 2019

Tx-1 '

Yes

' TX-n
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Proof-of-Authentication (PoAh)

Source: Puthal and Mohanty 2019, IEEE Potentials Jan 2019 and ICCE 2019
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loT Simulators - Node-RED - Example

Simulation: Proof-
of-Authentication

(PoAh) based IoT
Friendly Blockchain

Source: D. Puthal, S. P. Mohanty, P. Nanda, E.
Kougianos, and G. Das, "Proof-of-Authentication for
Scalable Blockchain in Resource-Constrained Distributed
Systems", in Proc. of 37th IEEE International Conference
on Consumer Electronics (ICCE), 2019.
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Our PoAh i1s 200X Faster than PoW

Eliminates cryptographic
“puzzle” solving to
validate blocks.

i Block (i+1)® Block
ngh ngh ngh

[Catency T High High High e
Searchspace  High

Source: D. Puthal, S. P. Mohanty, P. Nanda, E. Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.
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Our PoAh-Chain Runs in Resource
Constrained Environment

Participant 2

Participant 1 o
P ‘ ‘ Participant 3

G
I :
1 leer
Miner v Blockchain using PowW
Participant 5 Needs Significant Resource

Participant 4

500 OOOO W Source: https://www.iea.org/newsroom/news/2019/july/bitcoin-energy-use-
)

mined-the-gap.html
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Our PoAh Is 200X Faster than PoW While
Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, Dos | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec

Source: D. Puthal, S. P. Mohanty, P. Nanda, E. Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.
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We Proposed World’s First
Hardware-Integrated Blockchain
(PUFchain) that is Scalable, Energy-
Efficient, and Fast

\

PUF 2 -

PUF 1
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PUFchain: The Hardware-
Assisted Scalable Blockchain

PUFchain System Model

PUFChain 2 Modes:

8% EHE%O‘JG I\E/lln(gl PUFchain Working Model
aln iviode

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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Our Proof-of-PUF-Enabled-
) Authentication (PoP)
I:li\ ;—» Bi —) —m;(E?o)))

Create Block Solve Puzzle Broadcastthe§ oo ¢\ ork (PoW)
Proof-of-Work

Process (PoW) Eliminates cryptographic
Starts Again ) Biz By B, “puzzle” solving to
validate blocks.

.IIIII»I'D

f Trusted Nodes \
. . ' Network |
loT Client Devices Bi M
B4 s
(PUFs) o Device

Auther))tlcatea INO
B, Bi1 B <« J
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PUFchain: Proposed New
Block Structure

Hash of the
following:

 Hash of B,
— « UBT of B, ;
 Device ID

PUF Unique
Identifier
 Transactions

Hash of the

l
[
|
|
following: i

 Nonce of B.; ||

e Transactions ||

- Of Bi_l I
[

|

[

l

I

l

!

Conventional Block Structure
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PUFchain — A Typical Node

) Node in A PUF — Chain Environment

Broadcast to
the Network

loT Device
Block X Hash Hash
~+ Data Function
(SHA-256)
PUF Key
PUF Module .
PUF and Hashing
Module

-+ 4)))

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos and D. Puthal, "PUFchain: A Hardware-Assisted Blockchain for Sustainable Simultaneous Device and
Data Security in the Internet of Everything (IoE)," IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 8-16, 1 March 2020.
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PUFchain: Device Enrollment Steps

Trusted
Device

R, R,...R

PUF and
. Hashin
loT Device ModlIJIeg
C,,C,..C
——=_%Ic,, C,,...C,
PUF f(C)=R,
R, R,,....R
R Ry R [T

L

Device Enroliment Steps

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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PUFchain - Transactions Initiation

loT Device PUF and Hashing Module
C, »1
PUF
f(C) = R,
( |)I i Ri R
Transaction Data 1
Hash Module
H(Data, R
d = H(Data, R))
A 4
Broadcast to
Network

——

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.

Steps for Transactions Initiation
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Transactions Initiations Steps

PUF and Hashing

loT Device Module
C,
PUF
f(C) =R,
Rl
Data
Cryptographic
Hash

d’ = H(Data, R,) H(Data, R,)

Broadcast to
Network

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos and D. Puthal, "PUFchain: A Hardware-Assisted Blockchain for Sustainable Simultaneous Device and

Data Security in the Internet of Everything (IoE)," IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 8-16, 1 March 2020.
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PUFchain — Device Authentication

.))
/ Transaction Data /

PUF
Responses
(of a Device)

Change PUF
Key

Steps for Device
Authentication

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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Device Authentication Steps

PUF
Keys

Change PUF
Key

.)))

Receive Data from

node

Collected
Data

SHA-256

NO

Matched
?

YES

Add back to
Block Chain

Hash

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos and D. Puthal, "PUFchain: A Hardware-Assisted Blockchain for Sustainable Simultaneous Device and

Data Security in the Internet of Everything (IoE)," IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 8-16, 1 March 2020.
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Steps of Proof-of-PUF-Enabled-

Authentication (

-

/ Transaction Data / /

Hash
Value

loT Device PUF and Hashing Module
C, »1
PUF
f(C) = R

( I)I I Ri R PUF
Transaction Data Responsfes
1 (of a Device)

Hash Module 1
H(Data, R, Change PUF
d = H(Data, R)) Key
A 4
Broadcast to
Network

Steps for Transactions Initiation

Steps for Device Authentication
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PUFchain Security Validation

S - the source of the block
D - the miner or authenticator node in the networks

PUFchain Security Verification in Scyther simulation environment
proves that PUFChain is secure against potential network threats.
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Our PoP i1s 1000X Faster than PoW

. .--

PUF and Hashin

Module

v PoP is 1,000X faster than PoW
19 v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Consensus Algorithms —
pectives

Ccom

arative Pers

Consensus Blockchain | Mining/ Prone To [Power |Time for

Algorithm Type Consensus Attacks |Consu. |[Consen.

Proof-of-Work (PoW) Public Computation Sybil, 51% | 538 KWh |10 min
Power Based

Proof-of-Stake (PoS) Public Validation Sybil, DoS |5.5 KWh |NA

Ripple Permissioned | Vote Based DoS, Sybil | NA NA
Mining

Proof-of-Vote Consortium | Vote Based NA NA NA
Mining

Proof-of-Trust Permissioned | Probability & DDoS NA NA
Voting Based Attack

Proof of Block and

Trade (PoBT)

Proof-of- Private Authentication Not Known | 3.5 W 3 sec

Authentication (PoAh)

Proof of PUF-Enabled | Private Authentication Not Known |5 W 1 sec

Authentication (PoP)

Source: D. Puthal, S. P. Mohanty, V. P. Yanambaka, and E. Kougianos, “PoAh: A Novel Consensus Algorithm for Fast Scalable
Private Blockchain for Large-scale IoT Frameworks”, arXiv Computer Science, arXiv:2001.07297, January 2020, 26-pages.
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Blockchain Applications
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Blockchain Applications

Blockchain - Applications

Finance Internet of Smart
Services SIS PIOEs) Things (loT) Healthcare
Asset Money | Smart _Personal Health
Management Lending Appliances Record Keeping
Insurance | Smart Supply — Access Control
— Claims Car —  Chain
Processing Sensors
Healthcare
Smart Management
| Cross-Border  —  phone
FELETE Insurance
Processing

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Applications

Smart
Government
‘ Smart
Healthcare
7~
Blockchalin
Applications
e AN

Finance
Services

Source: Deepak Puthal, Nisha Malik, Saraju P.
Mohanty, Elias Kougianos, and Gautam Das,
“Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine,
Vol. 8, No. 4, pp. 6--14, 2018.
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Blockchain Adoption for Applications

g

User-1

l

o

User-2

l

”

)y

o

User-3

l

User-n

[oT Devices

D,

D,

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.

Dy
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Blockchain in 1oT

Blockchain in 10T:

Blockchain could be a platform for loT infrastructure as well as loT
applications.

Blockchain could replace the cloud and provide secure and transparent
database for all users.

Blockchain in 10T applications:

All the traditional services nowadays are transforming to a smart
applications with the advancement of technologies.

Part of being a smart application is being a secure one. Blockchain could
be part of several applications in 10T environment as the technology behind
recording the data.

3/1/2020 DLT (Blockchddhy  Brct i MRS Kanty



Other Applications

Banking: Prevents Double Spending and Hacking, and reduce

crises to large extent.
Law enforcement: Secure Criminal Database.
Voting: Authentication of Voter ID and secure counting of votes.

Internet of Things: Data Integrity and secure transfer among

devices.
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Applications

Cryptocurrency and Financial transactions
Health

Gambling

Insurance

Agriculture

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
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Blockchain in Smart Healthcare

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
7/10/2023 205



Smart Healthcare - 4-Layer Architecture

Decision
Measurin
g Unit
(DMU)

Body Area
Network (BAN)

Implantable
BANSs (IBAN)

Source: M. Ghamari, B. Janko, R.S. Sherratt, W. Harwin, R. Piechockic, and C. Soltanpur, "A Survey on Wireless Body
Area Networks for eHealthcare Systems in Residential Environments”, Sensors, 2016. 16(6): p. 831.
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Blockchain can be a Solution for many
Security Challenges in Smart Healthcare

-Data Eavesdropping

—-Data Confidentiality
—-Data Privacy

—-Location Privacy
Selected Smart

Healthcare L |dentity Threats
Security/Privacy
Challenges -Access Control

—Unique ldentification

—-Data Integrity

—-Device Security

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything You Wanted to Know about
Smart Health Care”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 1, January 2018, pp. 18-28.
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Traditional Versus Blockchain EHR

Health Information Exchange (HIE) Pain Points

Source: Exploring the Use of Blockchain for EHRs, Healthcare Big Data, https://healthitanalytics.com/features/exploring-
the-use-of-blockchain-for-ehrs-healthcare-big-data
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EHR in Blockchain

Insurance
Doctor Provider
EHR smart contract
Patient
Ganache Pharmacy

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
7/10/2023 215



Regular EH Vs Blockchain Based Secure
EHR

Name: AAA DOB: BBB Hash of current block

Address: TTT 360245680b514589c65478d9875abc656fcd895de
Height: CCC Weight: DDD Hash of previous block

Body Temperature: XXX 15489dfc2578451bdcel18d9875abc656fcd895de

Heart Rate: AAA Glucose Level: KKK  Encrypted Data
Nonce (Hashcash process)
Other Data Root of hash tree
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Blockchain in Smart Healthcare

—

Can it preserve privacy?

Source: C. Esposito, A. De Santis, G. Tortora, H. Chang and K. R. Choo, "Blockchain: A Panacea for Healthcare Cloud-
Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018.
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MedRec -- Smart Contract

Registrar Contract

ID Discovery

Summary Contract

"\ Stewardship

Patient Provider Relationship Queries Reference Blockchain
EMR Queries and Hashes
Database Database
Permissions Provider X Provider Y

Mining Bounties

Source: A. Azaria, A. Ekblaw, Thiago Vieira and Andrew Lippman , “MedRec: Using Blockchain for Medical Data
Access and Permission Management”, pp. 25--30, 2016.
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Smart -Yoga Pillow (SaYoPillow) -

|dea

Edge Data Blockchain for Person 1
aeo are Blockchain for Person 2
(¥ £ 2t -
Tt o
-
L L 11 [ [
Person 2 SaYoPillow 2 A Iockchal\n for Person n
I I Analyzed f J_
I I Stress
| I Data g
T
| I ,g‘ - - Secure Data
' I - Access
' Smart Home Hub | i
| I I
| ] i
! ] —Q !
[
. I I
Person N savopillow n : I I
Connected Home / Network | e User Interface_ ___ 1
——————————————————————— =

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for
Stress Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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SaYoPillow: Blockch

Data request/ Data request

Physiological data Access

|

Physiological data upload

ain Detalls

>

Data
Requestor

response

Smart

Contracts
Ledger

Sensor data .

P2P Network

Physiological data and

Transaction
Pool

| User Interface |

Request Requested
Handler data
y y

Encryption/'Decryption

Client Program

ata Upload
esponse

D
R

/| Client Program

Encryption/Decryption

Edge Processor
Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for

Stress Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.

Stress detection,
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Handler data
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%
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SaYoPillow: Prototyping

Ethereum Blockchain Status

User Interface with Access

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for Stress
Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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SaYoPillow: Prototyping

Creating a Transaction in Ethereum

Ethereum Blockchain Explorer

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for Stress
Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.
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Fake Medicine - Serious Global Issue

> It is estimated that close to $83 billion worth of
counterfeit drugs are sold annually.

» One in 10 medical products circulating in
developing countries are substandard or fake.

> In Africa: Counterfeit antimalarial drugs results
In more than 120,000 deaths each year.

» USA has a closed drug distribution system
iIntended to prevent counterfeits from entering
U.S. markets, but it isn’t foolproof due to many
reason including illegal online pharmacy.

Source: https://fraud.org/fakerx/fake-drugs-and-their-risks/counterfeit-drugs-are-a-global-problem/

Source: https://healthpolicy-watch.news/fight-the-fakes-
campaign-raises-awareness-of-falsified-substandard-medicines/

Source: https://allaboutpharmacovigilance.org/be-aware-of-counterfeit-medicine/
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PharmaChain - Counterfeit Free Pharmaceutical

—
ﬁ
*
_
e
_
#

e
—_—
R —
—
‘_——
—_—
‘_—
—_>
Ingredients Manufacture

Pharmac

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, D. Puthal, and A. Bapatla, “PharmaChain: A Blockchain to Ensure Counterfeit-Free Pharmaceutical Supply
Chain”, IET Networks, Vol. XX, No. YY, ZZ 2022, pp. Accepted on 24 June 2022, DOI: https://doi.org/10.1049/ntw2.12041. (Dataset for Research: GitHub

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
7/10/2023 233


http://www.smohanty.org/Publications_Journals/2022/Mohanty_IET-Networks_NET-2022-03-0017-Final_PharmaChain.pdf
http://www.smohanty.org/Publications_Journals/2022/Mohanty_IET-Networks_NET-2022-03-0017-Final_PharmaChain.pdf
https://doi.org/10.1049/ntw2.12041
https://github.com/anandkumarbapatla/PharmaChain

Architectural Overview of PharmaChain
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Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, D. Puthal, and A. Bapatla, “PharmaChain: A Blockchain to Ensure Counterfeit-Free Pharmaceutical Supply
Chain”, IET Networks, Vol. XX, No. YY, ZZ 2022, pp. Accepted on 24 June 2022, DOI: https://doi.org/10.1049/ntw2.12041. (Dataset for Research: GitHub)
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http://www.smohanty.org/Publications_Journals/2022/Mohanty_IET-Networks_NET-2022-03-0017-Final_PharmaChain.pdf
https://doi.org/10.1049/ntw2.12041
https://github.com/anandkumarbapatla/PharmaChain

PharmaChain Entity Diagram

Manufacturer Distributor Retailer Consumer
| ots of Retailer buys
Medicine is Medicines
produced
y Retaller sells
Manufacturer smaller '
sells produced quantities to Consumer
medicine and individual > buys required
ships conslimer medicine
I h \ 4 \ h \
- Authenticity Authenticity
Authenticit
y 1 Check Check

Check

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1— 24 (2022). https://doi.org/10.1049/ntw2.12041
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PharmaChain 2.0 - Architecture Overview

End Node Monitoring and Controlling
0 Edge Device vironmental Parameters

'0/4; > Parameters Data Manufacturer
(o) < —_—
Cos Control loT Log .
. JinRules loT. Function Distributor
Violation Data . Action
End Node ¥/ |  Secure Storage for o
9 N Violation Data ~ Shipping
Edge Device |( ______ i ‘“I'i
UL e f: Struct qll
¥ | \Blockehain Structurg |
EIRIGEE ‘{%; ° It~ . "\l Retrieving .
O T | S
% ‘ L! $ >< Il Violation Data ~,neumer
OO/ ] ; ™ D I I
Violation | = ] 1
Data I\_ P2P Network /|

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaCh&m Z.0: A BIGCkERain Framework Tor Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2022, pp. Accepted.
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PharmaChain Versus PharmaChain 2.0
~ PharmaChain  PharmaChan20

Tracking and Tracing in Pharmaceutical Both Tracking & Tracing along with Monitoring
Supply Chain and Controlling Temperature Excursions
Ethereum Blockchalin PoAh Consensus Based Blockchain (our
EasyChain)
Proof-of-Authority (PoA) with less throughput Proof-of-Authentication (PoAh) with higher
compared to PoAh throughput
Private Blockchain with only nodes Private Blockchain with only nodes
participating from Entities participating from Entities
Not IoT friendly Consensus loT Friendly Consensus with less power and
computations
Average transaction processing time is 5.6 Average transaction time has been improved
Sec. significantly to 322.28 ms
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PharmaChain 3.0 - Architectural Overview

QR Code Label Generatiorl Ej L | abel Assigned

QR Code withH—- L to Lot
Contract Address

< écan OR Code
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Contract Address

Blockchain Network Labeled Drug Lot

f I
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_______ < _ =
ISmart Contract | ( @ Eé P Smart Contract Interactions . P
nteractions 1 | Retrieved Product —
Distributor ICF £ || Information and IPFS Hash Consumer
} B s :
—— I\ _P2P Network /|
<Response Reguest Files rL]JSing
.. Hash IPFS Has
Shipping — > > Retr_ieve
Files Files
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Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaChain 3.0: Blockchain Integrated Efficient QR Code Mechanism for Pharmaceutical
Supply Chain”, in Proceedings of the OITS International Conference on Information Technology (OCIT), 2022, pp. Accepted.
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PharmaChain 2.0 Versus PharmaChain 3.0

Both Tracking & Tracing along with Monitoring and
Controlling Temperature Excursions

PoAh Consensus Based Blockchain (Our EasyChain)
Proof-of-Authentication (PoAh) with higher throughput

Private Blockchain with only nodes participating from
Entities

loT Friendly Consensus with less power and
computations. Doesn’t support smart Contracts.

The average transaction time is 322.28ms
Less information storage capabilities

Integrating QR Code Mechanism for easy Tracking
and Tracing and Drug Information

Ethereum Blockchain into the CPS

Proof-of-Stake (PoS) Consensus mechanism is used
with lesser throughput than PoAh

Private Blockchain with only nodes participating from
Entities

P2P nodes are maintained by the entities and are
computationally capable. No need for loT-Friendly
Consensus

The average Transaction time is 16.2 Sec
More information can be stored
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PharmaChain 3.0 - Comparative Analysis

Crypto Cargo Proof-of-Work On-Chain
[11] Ethereum (POW) High Public and Cloud
Kumar et.al. [9] NA NA NA NA Yes On-chain No
PharmaChain Proof-of- : On-Chain
[12] Ethereum Authority (PoA) Low Private No and Cloud No
: Proof-of- :
FIEITE AT ol : Authentication Low Private No QI No
2.0 EasyChain and Cloud
(PoAh)
Current :
Solution Proof-of-Stake . OUHENEN
: Ethereum Low Private Yes and off- Yes
(PharmaChain (PoS) :
3.0) Chain
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Blockchain in Smart Agriculture
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Food Supply Chain: Farm = Dinning

Trading ‘ Consumption

. By Users
Retalls y

Service of

Processing Transportation Food

Fa.rming &
Growing

Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19
Perspective”, arXiv Quantitative Biology, arxiv:2008.11153, August 2020, 18-pages.
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Smart Agriculture - Food Supply

Chain
= Actors involved
o Farmers
Shipping companies

d

o Wholesalers
o Retallers

a Distributors
a Grocerries
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Roles of Blockchain in A-CPS

Visibility Food Safety Provenance Traceability Farm Supervision

Land Registration Supply Chain Farmer Incentives

Source: S. L. T. Vangipuram, S. P. Mohanty, E. Kougianos, and C. Ray, “agroString: Visibility and Provenance through a Private Blockchain Platform for
Aaricultural Dispense towards Consumers”, MDPI Sensors, Vol. 22, No. 21, Oct 2022, 20-pages, DOI: https://doi.org/10.3390/s22218227.
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Roles of Blockchain in A-CPS - Private Vs Public

/( Private Blockchain }

¥

Raw Materials Data

—

—

- Relevant Permissioned

~
~

Companies  Companies Distributors  ghoppers
Data Data Data

\

J

((

Public Blockchain

e ,

(¥

Logistics Data

—
—
~~.

Participating Permissionless Nodes

)

Source: S. L. T. Vangipuram, S. P. Mohanty, E. Kougianos, and C. Ray, “agroString: Visibility and Provenance through a Private Blockchain Platform for
Aaricultural Dispense towards Consumers”, MDPI Sensors, Vol. 22, No. 21, Oct 2022, 20-pages, DOI: https://doi.org/10.3390/s22218227.
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Our G-DaM: A Blockchain Framework for
Management of Groundwater Quality Data

Source: S. L. T. Vangipuram, S. P. Mohanty, E. Kougianos, and C. Ray, “G-DaM: A Distributed Data Storage with Blockchain Framework for Management of
Groundwater Quality Data”, MDPI Sensors, Vol. 22, No. 22, Nov 2022, 20-pages, DOI: https://doi.org/10.3390/s22228725.
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Our G-DaM: Distributed Storage

Ethereum Network
IPFS Network I mmnnmnnnnnnnnnnannnnan s nnnnnnnnnnnnnnnnnns

-------------------------------------------------h

Distributed
Storage Smart
Contract

Various DataI_ Generate

Collected

SEEEEEEEEEEEEPVE

|

Nodes/Users
Participating

e —— A

a

Source: S. L. T. Vangipuram, S. P. Mohanty, E. Kougianos, and C. Ray, “G-DaM: A Distributed Data Storage with Blockchain Framework for Management of
Groundwater Quality Data”, MDPI Sensors, Vol. 22, No. 22, Nov 2022, 20-pages, DOI: https://doi.org/10.3390/s22228725.
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Our sFarm: A Distributed Ledger based Remote
Crop Monitoring System

Transaction generation

Raspberry Pi 4
Model B

DHT11 and Node MCU

Dielectric Soil moisture

sensor and Node MCU Monitoring Dashboard
pH Sensor and Node

MCU

Farmers

Source: A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “sFarm: A Distributed Ledger based Remote Crop Monitoring System for Smart Farming”

in Proceedings of the 4th IFIP International Internet of Things Conference (IFIP-10T), 2021, pp. 13—31, DOI: https://doi.org/10.1007/978-3-030-96466-5 2
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Agriculture Supply Chain

g » Who are the stake holders?

» What is the role of each stake holder?

consumers

Transportation

Source: A. Mitra, S. L. T. Vangipuram, A. K. Bapatla, V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, and C. Ray, “Everything You wanted to Know about
Smart Agriculture”, arXiv. Computer Science, arXiv:2201.04754, Jan 2022, 45-pages.
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Our agroString: Visibility and Provenance In
Agriculture through a Private Blockchain

Source: S. L. T. Vangipuram, S. P. Mohanty, E. Kougianos, and C. Ray, “agroString: Visibility and Provenance through a Private Blockchain Platform
for Agricultural Dispense towards Consumers”, MDPI Sensors, Vol. 22, No. 21, Oct 2022, 20-pages, DOI: https://doi.org/10.3390/s22218227.
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Impact of Agriculture Finance on Farm Yield

Use of New Technology * Increased crop production
* Improved access to banking services « |ncome is Increased

Adopting new technology easily

Agricultural
Finance

o Use of Traditional Tools  Decreased crop production
« Separation from the financial Services ¢ Low Yield

Source: S. L. T. Vangipuram, S. P. Mohant.y, I!SQJl%Falnoors] .grr'lglg] Qf;\r},a'gq(r:olgrgq: Visibility and Provenan . Reduced |nCOme

ce through a Private Blockchain Platform for
Agricultural Dispense towards Consumers”, MDPI Sensors, Vol. 22, No. 21, Oct 2022, 20-pages, DOI: https://doi.org/10.3390/s22218227.
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Our IncentiveChain: Blockchain Crypto-Incentive for
Effective Usage of Power and Water In Smart Farming

—

gmé, cimale change— _ Water & energy use in different domains.
N 2 = Present Scenario: Electricity & water
Electricity g — Wastage
G| Oveopulaton  _ Farming as main source for water and
Farming energy wastage.
= Recognizing farmers as main entity In
Water farming.

—

Source S L. T. Vanglpuram S P. Mohanty and E. Kouglanos IncentlveChaln Blockchain Crypto-Incentive for Effectlve Usage of Power and Water in Smart
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Our IncentiveChain: The ldea

—— Water meter

— 1 Electricity meter

Using water &

S No of Units
electricity on farms

saved during
Farming fields farming

Farmer _
Converting saved
_ units to ether
Providing ether rewards to cryptocurrency
farmers for saving resources

Source S L. T. Vanglpuram S P. Mohanty and E. Kouglanos IncentlveChaln Blockchain Crypto-Incentive for Effectlve Usage of Power and Water in Smart
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Our IncentiveChain: Architecture

r

Service Providgr Agricultural Departmen

#

Design IncentiveCh
services

Ether

01 suun Ajnn Buixiq

Application Layer
Blockchain Layer

Reqisters for Incentive Chain
through utility service companies

AoualinooydAio UJHSJG&],H

é .
— N '
—

\ Cryptocurrency Smart Contract Customer Utility Bills

Source S L. T. Vanglpuram S. P Mohanty and E. Kouglanos IncentlveChaln Blockchain Crypto-Incentive for Effective Usage of Power and Water in Smart
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Blockchain for Smart Energy
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Blockchain in Smart Energy

Energy Trading Request l
Hydro Power
Plant R RN | loT based $M1 @

% “l' I W Consumer 1
- il
. . Home 1
Wind Turbine ome
Power Plant Energy Request
Reeeived, Load

o Transfer —— h
E —_ < v M g
w ) ] =
= Payment Receipt = LA Z
-8 Generated ‘ | X/ | s
% Smart Contract (SC) l § L =
Load generation onsumer 1 <8
n Thermal / eneratior Acknowle/sdgement g
Power Plant Home 2
Successful Check Status? Unsuccessful
Sola Energy Refund
' Delivered
Power
Plant o w
% Home n

Consumers
participating in
Energy Trading

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.
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Blockchain in Smart Grid

Source: A. S. Musleh, G. Yao and S. M. Muyeen, "Blockchain Applications in Smart Grid—Review and Frameworks,"
IEEE Access, vol. 7, pp. 86746-86757, 2019.
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Blockchain in Smart Transportations
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Smart
Transportation

2014: 1.2 Billion vehicles on the worlds’
Roads.

2035: 2 Billion vehicles on the worlds’
Roads.

Observing the figures above, we will
recognize that there will be a problem in
the future.

Smart transportation emerged with the
advancement of technology.

Blockchain could be used as a platform for
smart transportations.

Source : greencarreports.com
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Smart Transportation

= Applications meet the definition of blockchain and needs the characteristics
of blockchain in smart transportation domain:

Car History.

Car locations.

Car Trace.

Car Training.

Car Rentals.

Car Ownership.

Blockchain could be used in the communication between cars, car — building.

o O 0O 0O O o o
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Blockchain in Smart Transportation

w-5-0
w-O-7
w-5-7
w-5-7
w-5-0

Sensors

Untrusted (End) Node
Single Board Computer

Sensors

Untrusted (End) Node
Single Board Computer

AN

Sensors

Untrusted (End) Node
Single Board Computer

Sensors

Untrusted (End) Node
Single Board Computer

oi)})

)
S

Trusted (Edge) Node

- Single Board Computer

ok g -6

!

\1%5

78
S
End De

Sensors

Untrusted (End) Node
Single Board Computer

)
S O

Router

Fog Computing Used in PoAh:

. The end devices include the
single board computers that
collect the data from the
Sensors.

The Edge devices include the
trusted node, and the router
that connects all the network
components.

The cloud is the final
destination of the data
collected from where the
data can be retrieve.

—>

—

Edge Devices

Cloud
I

The system operation:
The system proposed works as follow:

The end nodes collects the data via sensors
from the car such as temperature, location.
Broadcasts the data to the whole network
including the trusted node.

The trusted node receive and authenticate the
data and the source of the data, add to the
blockchain. If not authenticated the data will
be discarded, and the node will loss trust
points.

Afterwards, the trusted node broadcasts the
data through the router to the whole nodes
connected to the network, and update their
ledger.
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Blockchain in Smart Transportation

U U - U
‘1 f Massive ‘“
data generation
Dy D> D,
10T
Sensors Actuators .
Devices
Sensor bridge
Messaging (REST, MQTT)
Device manager | Device connectivity

Drivers

and controller
l.ocal storage

Cloud bridgc/

[] []

Vehicle-1
Vehicle-2

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.

Vehicle-3
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Blockchain based Energy
Trading in Electric Vehicles

Source: I. A. Umoren, S. S. A. Jaffary, M. Z. Shakir, K. Katzis and H. Ahmadi, "Blockchain-Based Energy Trading in Electric-Vehicle-
Enabled Microgrids," IEEE Consumer Electronics Magazine, vol. 9, no. 6, pp. 66-71, 1 Nov. 2020, doi: 10.1109/MCE.2020.2988904.
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Hardware for Blockchain
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Blockchain - Application Specific Hardware

Q

It is a hardware assistance to speed up the transactions process
and increase the network throughput.

The accelerator could be built using an FPGA, GPU, or ASIC
Processors.

These acceleration hardware could be targeting one aspect of the
blockchain or contribute in the whole network.

= For example, an ASIC could be programmed to accelerate the trust
process among nodes with lowest time and power consumption.

= Also, increases the mining process with lowest power consumption.
Devices in market:

BITMAIN company has many versions of hardware mining
accelerators for Blockchain applications.

KRAMBU company provides different models of accelerators
using FPGA, GPU, and ASIC.

7/10/2023
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ASIC Miner

An application specific hardware designed for mining cryptocurrency

ASIC’s consume less power and perform better than CPU and GPU as they
are application specific

Avoids unnecessary circuitry

Properties of miners to be considered:
o Hash rate

o Power efficiency

o Price
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ASIC Miner

Image source: https://www.bitdegree.org/tutorials/what-is-bitcoin-mining/
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Hardware wallets

This stores users private key

o Private keys are stored in protected area of microcontroller
o Immune to computer viruses like in software wallets

Can work with multiple blockchains simultaneously like Ethereum, bitcoin,
and other alt coins and recovered with only one single phrase

A pin or phrase Is used to extract keys
Small and portable device giving access to Dapps
Provides wallet to wallet transfers without exchange accounts
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Hardware wallets

Image source: https://www.buybitcoinworldwide.com/wallets/ledger-nano-s/
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Security risks in Hardware wallets

Relies on hardware random number generator which
may not provide sufficient randomness

Security due to firmware bugs
Hardware backdoors during manufacturing

Examples:

Trezor One

Keepkey

Opendime

Coldcard

CoolWallet
BlochsTech card etc.

o O 0O 0O O O
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Software for Blockchain
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Blockchain Platforms

Tezos
Ethereum
Hyperledger Fabric
Hyperledger Sawtooth
Hedera Hashgraph
Ripple
Quorum
Hyperledger Iroha
Corda

. EOS

. OpenChain

. Stellar

. Dragonchain

. NEO

© X NOoO Ok wWDdDE

e el
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Source: https://www.leewayhertz.com/blockchain-platforms-for-top-blockchain-companies/

DLT (Blockchain) - Prof./Dr. Saraju Mohanty
7/10/2023 335



Blockchain Platforms

Hyperled Hyperled

ger R3 Corda|Ripple |Quorum |ger EOS shperlee QpenCha Stellar
Ethereum : ger Iroha |in

Fabric Sawtooth

Digital
Industry |[Cross- Cross- Financial [Financial |Cross- Cross- Cross- Cross- Asset
focus Industry [Industry [Services |[Services [Industry (Industry (Industry [Industry |Managem
ent
Ledger [Permissio [Permissio |Permissio |Permissio |[Permissio [Permissio |Permissio |Permissio |Permissio
Type nless ned ned ned ned ned ned ned ned
Consens Chain-— 1 tionne
us Proof of Pluggable [Pluggable Probabilis |Majority Pluggable |Delegated |based .
Algorith  IWork Framewor [Framewor tic Votina [\Votin Framewor [Proof-of- [Byzantine Consensu
g Kk k g g k Stake Fault
m S
Tolerant
Smart Yes Yes Yes No No Yes Yes Yes Yes
Contract
Ethereum EOSIO

Ethereum [Linux R3 : Developer|Linux Core Linux
Governa : . |Ripple : N . o
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Source: https://www.leewayhertz.com/blockchain-platforms-for-top-blockchain-companies/
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Blockchain Development Tools

Geth

Mist

Solc

Remix
Testnet
GanacheCLI
Coinbase
EtherScripter
. BaaS

10. Metamask
11.Ethers.js
12.Tierion

13. Embark

14. Truffle

15. MyEtherWallet

Source: https://blockgeeks.com/guides/15-best-tools-blockchain-development/
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Blockchain Performance Metrics
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Transactions per Second (TPS)

Different blockchains will have different execution times for
deploying, invoking and executing of smart contracts.

The throughput can be measured by Transactions per
second
TPS = count(Tx in (ti,t))/(ti-tj) txns/second

where ti,tj are time in between which transactions are

counted
Throughput for n peers in the network can be calculated

BT _ Yu TPSu txns
N sec
Where TPSu = Throughput of each node and N is number of

nodes

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Average Response Delay

Time between the transaction being sent to the peer
and transaction is confirmed is called Average
Response Delay (ARD).

Tx Is number of transactions and tTxconfirmed,
tTxinput are time at which the transaction is confirmed
and sent respectively

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transaction per CPU

As different networks work on different CPU powers and the CPU

utilization depends on business logic complexity and block validation
capacity of CPU

To quantify below Transaction per CPU will help
F is the frequency of CPU and CPU(t)is the utilization of CPU at that time.

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transaction per Memory Second

Execution the account data is loaded into main memory.

RMEM(t) is real memory consumed by blockchain program at time t and
VMEM(t) Is the virtual memory consumed.

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transactions per Disk I/O

Blockchain will have separate disk space to store data including world

ledger state
DISKR(1) Is size of data read from the disk at time t and DISKW(t) is the
size of data write to disk at time t

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Transactions Per Network Data

Bases on different consensus mechanism, the data will be shared over
network to append to ledgers

UPLOAD(t) is size of upstream and DOWNLOAD(t) is size of downstream
In the network at time t

Source: Zheng, Peilin & Zheng, Zibin & Luo, Xiapu & Chen, Xiangping & Liu, Xuanzhe. (2018). A detailed and real-
time performance monitoring framework for blockchain systems. 134-143. 10.1145/3183519.3183546.
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Block Generation Time

Block Time / Block creation time Is defined as time taken to create
a hew block in the blockchain

This depends on complexity of consensus mechanism

Bitcoins network’s block time is nearly 10 minutes and Ethereum it
Is 20 seconds nearly

Consensus determines the ordering of events and coming up on
an agreement between all the nodes

It is performed by miners
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Blockchain Validation Time

Blockchain validation is different from blockchain consensus
Any full-node can validate a transaction

There Is no incentive for validation, except security which Is
not a motivation

Miners will be validators in most of the chains

Validation checks the double spending maliciousness of the
transactions
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Blockchain Memory Usage
As discussed In limitations, Memory is directly impacting the costs
of operating the blockchain

Less data to store on blockchain is desirable, hashing can help In
storing such large data
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Next Generation Blockchain or
Ledger Technology
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Blockchain — Next Generation
Ledgers or Post-Blockchain
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Hashgraph Tangle Current Paper

(McPoRa for CPS)
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Presenter Notes
Presentation Notes
Moving forward from Blockchain to Post Blockchain,

We will briefly present 2 of them such as Hashgraph, Tangle in addition to the current paper.


Blockchain vs. Distributed Ledger

- ¢ 101 Blockchains I BLOCKCHAIN VS. DISTRIBUTED LEDGER TECHNOLOGY

WHAT IS A WHAT IS A
DISTRIBUTED LEDGER? BLOCKCHAIN?

A distributed ledger 1is a database that is The blockchain is one of the distributed ledger
decentralized, ie., distributed across several technology where every node gets its very own copy of
computers or nodes. In this technology, every node the ledger. Every time someone adds a new
will maintain the ledger, and if any data changes transaction, all the copies of the ledger gets updated.
happen, the ledger will get updated. The updating

takes place independently at each node You can consider DLT as the parent technology of

blockchain. blockchain market 1is expected to
increase from half a billion USD in 2018 to 16 billion
USD in 2024.

BLOCKCHAIN VS.

DISTRIBUTED LEDGER The blockchain is a type of distributed ledger. However, you cannot call

THE DIFFERENCE every distributed ledger a blockchain.

Blockchain represents the data as a chain of blocks. This structure is not the
genuine data structure of distributed ledgers. A distributed ledger is simply a
database spread across different nodes. However, you can represent this data in
different ways for different ledgers.

In blockchain technology, you can find all the blocks in a particular sequence.
Distributed ledgers do not need to follow blockchain’s sequence of data. Other
DITs have a different kind of sequence of data; it depends on the technology.

In most cases, there is typically a wide usage of proof of work mechanism in
the blockchain. However, there are also other mechanisms, but in the end,
they also take up power. But distributed ledger doesn’t need this kind of
consensus, so in short, they are comparatively more scalable.

REAL_L":E Many enterprises and governmental institutions are already using
blockchain technology, but DLT projects or usage is still under
IMPI.EM ENTATIONS development. So, it doesn’t have many real-life implementations.

In a distributed ledger technology, it’'s not necessary to have tokens or
any kind of currency on the network. On the other hand, many

TOKENS blockchain platforms have some sort of token economy. However,
modern blockchain technology 1s trying to come out of the
cryptocurrency shadow.

DK CECIRES 56 B9 GO KCINE S VS & CHES TP B
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Comparative Perspective of BC,
Tangle, Versus Proposed MC

o

(a) Blockchain Technology

Genesis \/ \ /

(b) Tangle Technology

Genesis

(c) Post-Blockchain Multichain as a Directed Acyclic Graph (DAG)

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain
based Security in Large Scale Complex Cyber-Physical Systems”, Proc. 9th IEEE-CS Annual Sympo. on VLSI (ISVLSI), 2020, pp. 446--451.
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Presenter Notes
Presentation Notes
** You need to explain clearly here the difference between MC and Tangle as the audience might assume they are the same.


A Pers

pective of BC, Tangle Vs Our Multichain

Features/Technology Blockchain (Bitcoin) Proof of Authentication Tangle HashGraph McPoRA (current
Paper)
Linked Lists ° One linked list of blocks. | e One linked list of blocks. | e DAG linked list. ° DAG linked ° DAG linked List.
° Block of transactions. ° Block of transactions. ° One transaction. List. ° Block of
° Container of transactions.
transactions ° Reduced block.
hash
Validation Mining Authentication Mining Virtual Voting Authentication
(witness)
Type of validation Miners Trusted Nodes Transactions Containers All Nodes

Ledger Requirement

Full ledger required

Full ledger required

Portion based on longest
and shortest paths.

Full ledger required

Portion based on
authenticators’ number

Cryptography Digital Signatures Digital Signatures Quantum key signature Digital Signatures Digital Signatures
Hash function SHA 256 SHA 256 KECCAK-384 SHA 384 SCRYPT
Consensus Proof of Work Cryptographic Authentication Proof of Work aBFT Predefined UID
Numeric System Binary Binary Trinity Binary Binary
Involved Algorithms HashCash No ° Selection Algorithm | No BFP

° HashCash
Decentralization Partially Partially Fully Fully Fully
Appending Longest chain One chain Selection Algorithm Full Randomness Filtration Process
Requirements
Energy High Low High Medium Low

Requirements

Node Requirements

High Resources Node

Limited Resources Node

High Resources Node

High Resources Node

Limited Resources Node

Design Purpose

Cryptocurrency

loT applications

IoT/Cryptocurrency

Cryptocurrency

IoT/CPS applications

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain
based Security in Large Scale Complex Cyber-Physical Systems”, Proc.19th IEEE-CS Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.
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** Briefly go through this. Don’t spend too much time. Concentrate on Tangle, HashGraph and McPoRa


FlexiChalin

= MultiChain [1] & ASID [2] combined.

= Strong connected blocks built over a genesis Integrated
blockchain (NodeChalin).

Genesis Block
(Back up VN)

Source: A. J. Alkhodair, S. P. Mohanty, and E. Kougianos, “FlexiChain: Bcalable Next GeneratiomrBte
for Rapid Data and Device Security in Large Scale Complex Cyber-Physical Systems”, Springer Nature Computer S¢
(SN-CS), Vol. 3, No. 3, May 2022, Article: 235, 13-pages, DOI: https://doi.org/10.1007/s42979-022-01139-4.
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https://doi.org/10.1007/s42979-022-01139-4

FlexiChain Characteristics
Neglected VN —»0 o (B) (2)

Orphan VN

Alpha VN

O @

Beta VN

Neglected Block

_»Orphan

Block
OO ® ©
Block

1 4
Block Labels: (_FlexiChain J[  Virtual Nodes | Block Type = Distance  Minimal Distance/ Minimal Version ['Confirmations = # of Nodes

Source: A. J. Alkhodair, S. P. Mohanty, and E. Kougianos, “ElexiChain: A Minerless Scalable Next Generation Blockchain for Rapid Data and Device Security in
Large Scale Complex Cyber-Physical Systems”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 3, May 2022, Article: 235, 13-pages,
DO httpS7/d0i.org/10.1007/542979-022-01139-4.
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FlexiChain Block Types
e e

Header of Previous Block (arc 1) Header of Previous Block (arc 1)
Header of Previous Block (arc 2) Header of Previous Block (arc 2)
TPM Public Key authentication Lightweight calculation
Authenticator UID Authenticator UID
Merkle Tree Hash Merkle Tree Hash
Block Header Block Header
Parameters (Extracted Data) Transactions (Sensed Data)
Source key Source key
Distance Distance
Minimal Distance Minimal Distance

Source: BoAfiftkadain $irddedapy. and ougianos, “FlexiChain: A Miherless Eapfirenation dianestampkehain
- | stems”, Springer Nature Computer_Science (SN-CS), Vol. 3, No. 3,

DO _tps.//dol.org/10.100/7/s429 (9-UZ2Z2-U1159-4.

apid Data and Device Security in
ay 2022, Article: 235, 13-pages,
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\
Does system need permanent
_ shared data storage?
v Yes
Blockchain is used when & Are there multiple data
multiple entities are giving data contributors to system?
¥ Yes

Does the application
modify data after storage?

Blockchain does not provide : ¥ Yes _
data privacy, even ifitisin € Is data privacy required?
an encrypted format

Blockchain does not allow data
modification after storage

¥ Yes
Blockchain is not required, if there ¢ Does the system work in
are no trust issues in a system an untrusted environment?

Yes

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, Yes

No
—

No

—

No

—

Blockchain
IS not
needed

"When Do We Need the Blockchain?," in IEEE Consumer _
Electronics Magazine, doi: 10.1109/MCE.2020.3015606.
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Conclusions
Blockchain technology has many advantages and applicability
In different fields.

Blockchain is a secure platform that could contribute in smart
healthcare, smart transportation, and smart agriculture.

Blockchain could consolidate IoT applications In smart
environments.

DAG Is an alternative technique for blockchain and could be
used of applications that require rapid responses.

Acceleration hardware i1s a new hardware assistance to fasten
the calculation and processes of the blockchain.
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Future Directions

As future directions, more efficient and low power algorithms
for blockchain can be developed.

Even though Blockchain has many advantages, it has some
limitations.

These limitations created opportunities for researchers, and
companies to figure out a way to overcome lIt.
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Blockchain - Open Issues

[Rescarch Challenges

Source: U. Bodkhe, D. Mehta, S. Tanwar, P. Bhattacharya, P. K. Singh and W. Hong, "A Survey on Decentralized Consensus
Mechanisms for Cyber Physical Systems," in IEEE Access, vol. 8, pp. 54371-54401, 2020, doi: 10.1109/ACCESS.2020.2981415.
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Internet of Every Things (loE)

Requires:
=Data, Device,
and System

Security
=Data,
Location, and
System
Privacy

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, "PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in the Internet of Everything (I0E)", arXiv Computer Science, arXiv:1909.06496, September 2019, 37-pages.
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