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Security-by-Design (SbD) —
The Principle
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Applications of Security-by-Design (SbD)

Healthcare
CPS
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Security by Design (SbD) and/or
Privacy by Design (PbD)

“» Security by Design (SbD) is a
system design paradigm that
ensures security and privacy are
considered right from the
beginning of the design phase so
that retrofitting at the later stage
IS not needed.

“* Privacy by Design (PbD) Treat
privacy concerns as design
requirements when developing
technology, rather than trying to

retrofit privacy controls after it is
built.

Source: S. P. Mohanty, "Security and Privacy by Design is Key in the Internet of Everything (IoE) Era," in IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 4-5, 1 March 2020, doi: 10.1109/MCE.2019.2954959.
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Security by Design (SbD) and/or
Privacy by Design (PbD)

Retrofitting: Difficult 2> Impossible!

-
- - e - -

LA X N ]
5 e
(o] \ __..-" il
N bltns lsiit Sl e
) " {?‘}
S - '
/f
”
”
%\ A

™~
Source: https://teachprivacy.com/tag/privacy-by-design/

Source: S. P. Mohanty, "Security and Privacy by Design is Key in the Internet of Everything (IoE) Era," IEEE Consumer Electronics Magazine, vol. 9, no. 2, pp. 4-5, 1 March 2020, doi: 10.1109/MCE.2019.2954959.
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Security by Design (SbD)-Principles

—Proactive not Reactive

@ |Security/Privacy as the Default
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CPS - loT-Edge Vs loT-Cloud
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Cloud Security/Intelligence

»Big Data

»Lots of Computational Resource
»Accurate Data Analytics

»Latency in Network

»Energy Overhead in Communications
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Physical Unclonable Function
(PUF)
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PUF: A Hardware-Assisted Security Primitive

»A secure fingerprint
generation scheme based
on process variations in an
Integrated Circuit

"PUFs don't store keys in
digital memory, rather
derive a key based on the
physical characteristics of
the hardware; thus secure.

*A simple design that
generates cryptographically
secure keys for the device
authentication
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PUF: A Hardware-Assisted Security Primitive

v' PUF has a Challenge as an Input and
Response as an Output

v Response output from the PUF design will
be unique for the challenge input on that
PUF design

v" Arbiter and Ring Oscillator PUFs are the
most widely used PUF designs for loT
applications

v' Delay-based PUF designs support the
higher number of Challenge-Response
pairs (CRP)
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Challenge 1

Challenge 2
Challenge 3

Challenge M

PUF Key Generation and Working

' - I~ Response 1

— Response 2

— Response 3

— > Response M

PUF 1 ’
Same .
PUF 2 R Different
Input : Outputs
PUF N |

Source: International Symposium on Smart Electronics Systems (iSES) 2019 Demo (PUFchain: Hardware-Integrated Scalable Blockchain)
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https://www.smohanty.org/Presentations/2019/Mohanty_iSES-2019_PUFchain_Demo.pdf

(" ) (" mux ) ( MUX )
] )
1
Iy L~
NG
[ 1
|J | J \ J

E
L

N
A

-
‘e
r
‘e

( wow ) ( o )

~
L.
-
L.

=
N
A
N

Challenge input Challenge 1

=
N
o 71

-
‘.
-
‘e

(IUE )
| - = |2 D Q_Y
/.1 Output 0
[ 0 CLE
1
I..lJ
Challenge input D Flip Flop
ot BN
| fD S R
1
E/’ Output 1
Ay
L - - CLE
1
. »,
(IO Y
ot I P
/._1__J Output 2
|
\‘O\j CLE |
s 1 I
. | o I
Challengs input D Flip Flop |
MUX :
| | o o ol
1
<"—J Qutput n
| j cx
[~—{ 1
. >,

- - . P ju} @ — DUF Key
L )—LMG | Pl Select Lines )

--------------------------------- [ (Chsllenge Bits)
————————————————————————————————— | D-ElipFlop

|
[ ]
- i
.
' l ' . ' ' ' Seleat Lines
{Challenge Bits)

June 21, 2023

IEE ISVLSI 2023 - iTPM

13


https://www.smohanty.org/Presentations/2019/Mohanty_iSES-2019_PMsec-IoMT_Demo.pdf
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Trusted Platform Module-Overview

= A Trusted Platform Module (TPM) is
a hardware security primitive
introduced by the Trust Computing
Group (TCG), which provides the
root of trust for the computing
platform as a simple System-On-Chip
(Soc).

= A TPM is a secure cryptoprocessor
being wused in all advanced
computing systems

= TPM Non-Volatile Memory (NVRAM)
can seal and unseal the secret keys
generated inside or outside TPM.
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Functionality of TPM

A TPM is composed of a cryptographic sub-system and two memories, one non-volatile and
one volatile. The Endorsement Key (EK) is an RSA key with a 2048-bit length, stored at the
non-volatile memory and created by the TPM manufacturer to be able to identify this unique
chip.

= A specified NV-index is defined for secure storage and retrieval of private keys. Access to

TPM NVRAM can be user-defined and password-protected, following TCG’s procedures.

The system configuration parameters during the boot process are stored in the TPM's
Platform Configuration registers (PCR).

Source: M. Calvo and M. Beltran, "Remote Attestation as a Service for Edge-Enabled 10T," 2021 IEEE International Conference on Services Computing (SCC), Chicago, IL, USA, 2021, pp.
329-339, doi: 10.1109/SCC53864.2021.00046.
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Applications of TPM

andom
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PUF versus TPM

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)
RSA key generator

Platform Configuration mn//P 0
Registers (PCR) bo-
SHA-1 hash generator -
Attestation Identity = - . ' ' '
Keys (AIK) o9 0.0 §A0 $a8el

Module (TPM) \\ Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)

Trusted Platforrﬂ

TPM:
1) The set of specifications for a secure
crypto-processor and

2) The implementation of these
specifications on a chip

PUF:

1) Based on a physical system
2) Generates random output values
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Our First Novel Integration PUF with TPM in DLT
Security-by-Design of loT

PUFchain 4.0: Integrating PUF-based TPM in Distributed
Ledger for Security-by-Design of loT
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Architectural Overview of PUFchain 4.0
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Architecture of Proposed PUF-based TPM

Conventional TPM Architecture
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Working Overview of PUFchain 4.0

IoT Devices

Transaction Data

IOTA API

\ 4

with PUF key &
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PUFchain 4.0:Enroliment and Authentication

Access PUF module
Edge Node m—p- PUF Module

N Receive Data from IoT
TRX =y ES

Calculate PUF Metrics

Is Rx reliable:

Assign Rx as Device identit)

>
S

Broadcast Tx to Edge Server

Rx==b-P[D

Edge Server stores 7x in secure Database

A 4

A 4

Perform PUF Key verification

Create Channel
[mode-2, Authorization key-’" MYKEY’, Channel-Streams v0]

Access Hardware TPM

ES = TPM

A 4

Specify TPM NV-Index
ES = TPM=—>NV-Index

|

Generate Seed, Address, Root

Upload Transaction onto Tangle
= PUF Unique Identifier(PID)
=  TPM NV-Index ( NV-Index)
= MAC Address (MAC)

= Timestamp

!

Fetch New Root Address
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Implementation and Validation

Authentication and Transaction verification outputs
on IOTA Explorer

Streams vO Channel

Sealing and unsealing PUF Key inside TPM by
accessing NVRAM

)ifiraspberrypl
Slde Ke, MYKEY

218T .'i‘-.|}hl'l' rypl

sifraspbherrypl

p1fraspberrypl
)1draspberrypl
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iIra ‘.-|)|J!:I rypi JBLTQEGMBNEBWQPUNPYTTYJOWZI ILVAVIGEYOAIIBZF BOTXIMFXNYVF LSOSF CRGNESKGFKPGSRNFXHARP

draspberrypi
pberrypi
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aspberrypl
iraspbherrypi .
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Performance Analysis of PUFchain 4.0

= Characterization

= Performance Analysis

| Parameters Results Parameters Results
Application IoT NV Storage capacity (Read/Write) 768 Bytes
Hardware Security Module TPM, PUF Time to generate PUF key 87 ms
Hardware Security Mechanism PUF-based Hardware TPM Power Consumption of pi with 2733 Watt
— : ’ _{ .7-3.3 Wa
TPM Board Specification Infineon Opt1g2'1 SLB 9670 TPM ’ TPM ‘
2.0 Time to perform device 2000
TPM Storage NVRAM authentication ms
Free NV memory 6962 Bytes PUF Metrics Reliability- 99%
Data Security System Tangle real-299 ms, user-12 ms, and sys-19

Communication Protocol

Masked Authentication Messaging

Time to write PUF key to TPM

ms

TPM module Geek Pi TPM 2.0
PUF Module Arbiter PUF
PUF Key 64 Bit

Time to read PUF key from TPM

real-411 ms, user-22 ms, and sys-10
ms
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Working Prototype

Continued...

Transaction verification of outputs

on IOTA Explorer

Streams vO Channel

General

Root JBLTQEGMBNEBWQPUNPY TTYJOWZJILVAVJGEYOAJIBZFBOTXJMFXNYVFLSOSFCRGNESKGFKPGSRNFXWARP
Mode

Side Key MYKEY

Root
JBLTQEGMBNEBWQPUNPYTTYJOWZIILVAVIGEYOAISBZFBOTXIMFXNYVFLSOSF CRGNESKGFKPGSRNFXWARP

Tag
MYSMAM

Message ascii [0

1']

PUF Key
161601111610911116100111161661111610011110160111161061111610011
Authentication is successful

TPM NV-Index for Node 1

9x1500020

Node output: ['1676446728.9398807" 'Ox1500020' 'dc:a6:32:c0:77:88' '10100111101001111016011110100111101601111016011116100111161601

Root
TKXBZZT9BYPUXIRILXXPGOIRTSFWHS I TPBHRCIZPPOZHLFPSRPVHELYHYRNQEONIGZKONDO TVUYTEMLCY

Tag
MYGMAM

Message ascii 10

1']

PUF Key
110109161101691011018016110180101101061611010910116160101161891
Authentication is successful

TPM NV-Index for Node 2

©x1508021

Node output: ['1676447285.0460067' '©x1500021' 'dc:iab:32:¢8:d7:50' '11010010110100101101001011010010110100101191001011616016110100

1%t Edge Node Transaction «

—— 21 Edge Node Transaction o
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Our Novel Integration PUF with TPM using
PCR: Security-by-Design of loT

iTPM: Exploring PUF-based Keyless TPM for
Security-by-Design of Smart Electronics

June 21, 2023
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Overview of Proposed iTPM

PUF Key
Eneryption &

Encryption .
TPM & Decryption Engine Decryption
— Response [ Eﬁ;
= [T = Platform Coﬂﬂguratmn

Registers PUF Key
Hash Value

» The proposed SbD primitive works by performing secure verification of the PUF key using
TPM'’s Encryption and Decryption engine. The securely verified PUF Key is then bound to
TPM using Platform Configuration Registers (PCR).

» By binding PUF with PCR in TPM, a novel PUF-based access control. The policy can be

defined, as bringing in a new security ecosystem for the emerging Internet-of-Everything
era.

PUF
Challenge F—> %
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Working Flow of Proposed iTPM

Start Start
Detfine PCR Values
1 —> PCR 16
XOR PUF Key —pPCR 23
/Access Hardware TPM / L
Compute Hash Values
Sha- | ==—p-PCR 6, 23
Sha-256 =—PCR 16, 23

|

During the Boot, Process Verify the PCR

Access TPM Encryption & Decrypt PUF Key from TPM
Decryption Engine RSA Decryptiorimp Rx
RSA Encryption == Rx Success AFPCR 16 & 2NJ ailure

Failure Success

IEE ISVLSI 2023 - iTPM
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Novel Contributions

A sustainable PUF-based TPM SbD approach that works by defining a PUF-based access
control policy for TPM.

A simple, lightweight, and robust approach for integrating two hardware security primitives
PUF, and TPM to achieve the objective of sustainable and secure loT

A robust TPM-based PUF key verification scheme that utilizes TPM’s encryption and
decryption policy.
A sustainable policy that can bind PUF with TPMs Platform Configuration Registers (PCR).

A simple Edge computing drive PUF-based keyless TPM initiative that works by binding PUF
with PCR that can facilitate a secure boot process, remote attestation, and NVRAM a

A novel approach that explores the true potential of proposed SbD by integrating various
PUF topologies with Hardware TPM.
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Related Research Overview

eTPM [18]

RADIS [19]

xTSeH [4]

TPM-based
Sensor Security
[20]
loT Remote
Attestation [14]

PUFchain 4.0 [12]

iTPM

Cloud Computing

loT

loMT (Device)

Wireless Sensor
Networks (WSN)

loT

loT
(Device & Data)

Smart Electronics

Software TPM

NA

Hardware TPM

Hardware TPM

Raspberry pi
based TPM,
Blockchain

PUF, Hardware
TPM, Tangle

PUF, Hardware
TPM

Virtual
Machine(VM)
Security

Distributed
Service
Attestation

TPM based
Service
Attestation

Secure WSN

Malware
Detection

Sealing PUF key
inside TPM
(NVRAM)

Securely Binding
PUF with PCR

Cloud Computing

Distributed

Decentralized

NA

NA

Edge Computing

Edge Computing
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= Arbiter PUF
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PUF Metrics

Hamming Distance

@ W oM W & W W W
Percentage

o1

(a) Arbiter PUF Hamming Distance

Rand

B
Parcentage

(c) Arbiter PUF Randomness

Mo @ W W M W W

Parcentage

(b) Arbiter PUF Reliability

B
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(d) XOR PUF Hamming Distance
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= Prototype

= Validation

Prototype and Validation

| Metrics Results
Application Smart Electronics
Hardware Security PUF-based Keyless TPM
Mechanism
Security Modules TPM, PUF
PUF Modules XOR Arbiter & Arbiter PUF
Anproach Integrating PUF with TPM’s
PP PCR
Platform Cpnﬁguratlon 16 & 23
Registers
. Encryption & Decryption
TPM Integration Engine. and PCR
TPM Hardware TPM
Hardware TPM Chip Infineon SLB 9670
PUF XcT7a35tepg236-1
TPM Embedded Device Single Board Computer
Interface SPL, UART
Tools tpm2-tools, tpm2-abrmd,

VIVADO 2020.2

TPM Hash Algorithm

Sha-1 and Sha 256

Possible Applications

Remote Attestation, and
Secure Boot Process
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Experimental Results

Shedl
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Summary

» This paper presented and validated a novel SbD approach with a sustainable policy for
integrating PUF and TPM by binding PUF with PCRs inside TPM.

« By successfully binding PUF in PCR, the PUF is made as a device integrity credential
required for a secure boot process.

» Further, the experimental analysis revealed that integrating PUF inside PCR could bind PUF
with TPM and facilitate security at the edge level in smart Electronics applications.

» The proposed approach also presents the possibility of PUF-enabled secure firmware and
boot processes for computing systems

« By Integrating the PUF with TPM in this work, we validated the potential of PUF-based TPM
security solutions for |loT.
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Future Research

= l|dea of implementing PUF-based TPM scheme for the Security-by-Design (SbD) in
Smart Healthcare.

= Exploring the feasibility of a Trusted Platform Module (TPM) integrated scalable
Blockchain-based cryptographic scheme to attain the Security by Design (SbD) objective
in loMT.

= Working on an integrated access control mechanism for resource-constrained electronic
devices using TPM

= Developing scalable and sustainable TPM-enabled loT device authentication scheme for
Fog, Edge, and Cloud Computing Paradigms.

= Extending iTPM scheme for the resource-constrained loMT and Internet of Agro-Things
security.
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Thank You !!
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