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Counterfeit in Healthcare
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Counterfeit Medicines I1s a Problem

ORIGINAL COUNTERFEITED / FAKE
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Tamiflu is an antiviral drug for the Daflon 500 used to treat gravitational (stasis)
treatment of the flu. dermatitis, and dermatofibrosclerosis

« Drug Components: Active Pharmaceutical Ingredient (API) + Excipients or inactive ingredients
« Counterfeit Drugs: Less API or no API or wrong API drugs produced in sub-standard conditions

Image Source: https://www.stabroeknews.com/2019/09/06/business/ga-fdds-occasional-fake-drugs-disclosures-may-be-tip-of-the-iceberg/
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Fake Medicine - Serious Global Issue

» It is estimated that close to $83 billion worth of
counterfeit drugs is sold annually.

» One in 10 medical products circulating in developing
countries are substandard or fake.

» In Africa: Counterfeit antimalarial drugs result in more
than 120,000 deaths yearly.

» USA has a closed drug distribution system intended
to prevent counterfeits from entering U.S. markets,
but it isn’t foolproof for many reasons, including illegal
online pharmacies.

Source: https://fraud.org/fakerx/fake-drugs-and-their-risks/counterfeit-
drugs-are-a-global-problem/
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: lllicit sale in unofficial
l distribution channels

Risk Countries Falsified Drug Flows
@ | High-risk Iﬁ“ Regional producion  Source:https://healthpolicy-watch.news/fight-the-
Medium-risk H H '
e B B o mrocetion fakes-campaign-raises-awareness-of-falsified-

substandard-medicines/

Source: https://allaboutpharmacovigilance.org/be-aware-of-counterfeit-medicine/
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Counterfeits in Healthcare = Severe Direct Impact

Pharmaceutical
Students' Federation
Aska Pacific Regional Office
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Typical Pharmaceutical Supply Chain

ii Food and Drug Administration Pharmacy Benefit Manager Health Insurance/
e r.E'.' 6)5/ - L , B a2 o . Negotiate Prices Governmen]t Schemes
j - 0 #‘l‘ h . J <
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o, Xz St 1>
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Ship Inred|ents oy = “ho “ & Hospitals |, | -~ ERS
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“Request Ingredle t ——— Mail-order Care Centers !
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Other Raw Material

Supplier

Sent for Re- Packagmg ) P ]
AP
ri Consumer

Shlp Re- Packaged Re-packaging Unit — Payment Flow

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1—- 24 (2022). https://doi.org/10.1049/ntw2.12041
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News Source: Affairs, O. of R. (n.d.). Press releases. U.S. Food and Drug Administration. Retrieved November 15, 2022, from
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/criminal-investigations/press-releases

Issues In Traditional PSC

08/22/2022

BEAUMONT, Texas — A
Florida-based
pharmaceutical president
has pleaded guilty to
federal drug trafficking
violations in the Eastern
District of Texas,
announced U.S. Attorney
Brit Featherston tod:

11/12/2021

A federal grand jury in
Beaumont has returned a
three-count: / windictment
charging nine individuals
in drug ~trafficking
conspiracy in the Eastern
District -~ of / Texas,
announced Acting U.S.
Attorney  Nicholas J.
Ganjei today

08/24/2021

ALEX NDRIA, Va. — An
Inverness,  Florida, man
was sentenced today to
three years in prison for

selling

hundreds of

thousands of counterfeit

15 Dec 2022
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PharmaChain - Counterfeit Free Pharmaceutical

Enterprise Resource Planning Blockchain System

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, D. Puthal, and A. Bapatla, “PharmaChain: A Blockchain to Ensure Counterfeit-Free Pharmaceutical Supply
Chain”, IET Networks, Vol. XX, No. YY, ZZ 2022, pp. Accepted on 24 June 2022, DOI: https://doi.org/10.1049/ntw2.12041. (Dataset for Research: GitHub
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http://www.smohanty.org/Publications_Journals/2022/Mohanty_IET-Networks_NET-2022-03-0017-Final_PharmaChain.pdf
https://doi.org/10.1049/ntw2.12041
https://github.com/anandkumarbapatla/PharmaChain

Blockchain Technology
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Blockchain Definition

Shared and
Distributed Technical Definition: A blockchain is

onsensus ) : _ M
Based a linked list that is built with hash

rdate pointers instead of regular pointers.

5 - -
. . -
Immutable and % % quuential and
Transparent Log | % Time-stamped é

Socio-Political-Economic Definition:
A blockchain is an open, borderless,
decentralized, public, trustless,
permissionless, immutable record of
" transactions.
. Financial — Accounting Definition: A
Minimized Third &1 blockchain is a public, distributed
and Auditable Party Interference @ ledger of peer-to-peer transactions.
Cryptographically and Dependenc

Secured, Digital

Ledger @

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and C. Yang, “The Blockchain as a Decentralized Security Framework”, IEEE Consumer Electronics
Magazine (CEM), Volume 7, Issue 2, March 2018, pp. 18--21.
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\
Blockchain provides historical Does system need permanent No
consistent data storage shared data storage?
v Yes
Blockchain is used when @ Are there multiple data No
multiple entities are giving data contributors to system?
¥ Yes
Blockchain does not allow data Does the application No
modification after storage modify data after storage? Blockchain
: : IS not
Blockchain does not provide _ AL _ No| needed
data privacy, even if itisin € Is data privacy required? —
an encrypted format ¥ Yes
Blockchain is not required, if there ¢ Does the system work in _No|
are no trust issues in a system an untrusted environment?
¥ Yes
No
—

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the Yes .
Blockchain?," IEEE Consumer Electronics Magazine, Vol 10, No. 2, Mar 2021, pp. 53--56. Your SyStem needs the blockchain
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Blockchain Transaction Steps

The requested
— “Transaction” is e ,r—’ =

— - — > alideton
broadcasted to a D((‘ ’))

P2P network

, Create New Ve”f'e.d
ock Transactions
Block Block of
Validation g O A Venﬂe d ”
Data for Transaction
Blockchain (e.g. Cryptocurrency)

Ledger

Géﬁ—» @
A “Validated Block” is added

to the existing Blockchain New Block Transaction
ew Bloc Complete
which is unalterable Old Block p

Source: Deepak Puthal, Nisha Malik, Saraju P. Mohanty, Elias Kougianos, and Gautam Das, “Everything you Wanted to Know about the Blockchain”, IEEE
Consumer Electronics Magazine, Vol. 8, No. 4, pp. 6--14, 2018.
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Blockchain Applications

Blockchain - Applications

Finance Internet of Smart
Services SITRIFE AElZEy Things (IoT) Healthcare
Personal
Asset Money Smart
— — - — : — Health Record
L
Management ending Appliances Keeping
Insurance | Smart — Access Control
— Claims Car —
Processin
2 | Healthcare
| Smart ° Current Scope Supply Chaln
| Cross-Border Phone
Payments Insurance
Processing

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the Blockchain”, IEEE Consumer Electronics
Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Leveraged Healthcare CPS

+= Manufacturers and Ingredient Suppliers Interactions _Network Communication Protocols
= Distributor and Manufacturers Interactions

¢

Network of Ingredient Suppliers
Network of Manufacturers a N
Network of Dlstrlbutors

Network of Healthcare
Facilities

Healthcare Facility ..‘ »

Distributors Nodes v\\.’
Manufacturers Nodes
Ingredient Suppliers NOodes B e || et

======

== Healthcare and Distributor

= Customer Interaction and Verification
Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1— 24 (2022). https://doi.org/10.1049/ntw2.12041
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Our First Work to Transparent
Pharmaceutical Supply Chains

PharmaChain: A Blockchain to Ensure
Counterfeit-Free Pharmaceutical Supply Chain

15 Dec 2022
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Architectural Overview of PharmaChain

N e Cload‘ N Chainlink Network E—

ij I/ SNS & = =~ L Chainlink Contract* 1
MQTT Broke Violat N Fetch
_ -1 olations \ Shipment
7’ 09
/ T T Shipr1ent LSEUE Dat
StatusjLog

L
loT Node ) | loTHub  «/»  loTAction ()

f'%
@
\

. : _ _ API
loT MQTT \ loT Rules Function Function Gateway
Humidity Client S - _ o /
% g" Fetch Real-time
Receiver _ g Monitoring
>l o
ShlpmentUpdates_ == Parameters
Purchase/ Sell/ Ship ol S ’
Verifying £l 2 Ethereum Network '
Authgntlmty of 5 = Send Transaction . ’
| | - = Shipment o|F
Transporting Truck g &= s ':BK 3 b

~ e, .
Entitv Acti ‘%E{}ﬁgﬁ E""’ ] Frontend Decentralized 115> Blockchain HTTPs | =
ntity Actions == ] Application Gateway Ethereum Smart Contract ’/

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, D. Puthal, and A. Bapatla, “PharmaChain: A Blockchain to Ensure Counterfeit-Free Pharmaceutical Supply
Chain”, IET Networks, Vol. XX, No. YY, ZZ 2022, pp. Accepted on 24 June 2022, DOI: https://doi.org/10.1049/ntw2.12041. (Dataset for Research: GitHub)
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http://www.smohanty.org/Publications_Journals/2022/Mohanty_IET-Networks_NET-2022-03-0017-Final_PharmaChain.pdf
https://doi.org/10.1049/ntw2.12041
https://github.com/anandkumarbapatla/PharmaChain

15 Dec 2022

Novel Contributions

Expedite the order processing and prompt decision making
nformation fragmentation issue Is addressed

Detecting counterfeits easily in the supply chain

ncreasing accountability of participating entities

Drug recall process made easier

Real-time decision support tool is provided for pharmaceutical
supply chains

OCIT 2022 - PharmaChain 3.0
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PharmaChain Sensing Node

GPS
Sensors Send Processed Data

oy Over MOTT
) lJL
...... a

(¢ (¢
Cio
Readinags
: Wi-Fi

Authenticate
Device and
Consume Data

— G
o
MQTT loT Hub
Broker

Stored Repo of
RSA Keys and loMT Node
Root CA

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1—- 24 (2022). https://doi.org/10.1049/ntw2.12041

Designed to monitor important
parameters for pharmaceutical
shipment which include temperature,
humidity along with GPS coordinates of
the shipment

Monitoring data from sensing nodes will
be processed and formatted into a
JSON file before being sent to the cloud
component

Lightweight Message Queuing
Telemetry Transport (MQTT) protocol
and topics are used

OCIT 2022 - PharmaChain 3.0
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PharmaChain Cloud Component

Chainlink Network I "
Monitoring Entities

« Smart contracts cannot interact
with API or external environmental

‘ ending Shipment
Status Data

MQTT ] MQTT Broker

& HTTPS data
Received Update
Sensing Node Shipment status API Gateway ficati
Data Database Notification sent to « Cloud component used for
pply Custom Intended entities oveI o )
Rules o Create Push HTTPS designing data provider for Oracle.
EF Notification : « Data feeds to the smart contracts
Update Create Infura | fsgndwe_’lng : are df)ne oy Oracles: g
Abnormalities ATLansactlﬁn ;‘OF = Connection HTTPS ;  Itis simply decentralized verifiable
Latabase s o data to integrate smart contracts
Blockchain Network|  ith external data feeds.

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1—- 24 (2022). https://doi.org/10.1049/ntw2.12041
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PharmaChain Oracle Component

and Published

Oracle node will take
up the Job based on ID

I

S v
0

o

5 £ |Cloud Componen
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— I
0N
28

S5 op=

T 5 =

@®© -~
QS

n ﬁ_fgb

v 22

n &

Event Generated S

O

=

Q

}

with parameters

entire Oracle Network

A

Send Request fdr
extrinsic Data
BlR( 2ISULIX]

Ethereum Hybrid

___Smart Contract__

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1- 24 (2022). https://doi.org/10.1049/ntw2.12041

15 Dec 2022
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OCIT 2022 - PharmaChain 3.0

Multiple jobs are executed to fetch
the data instead of a single job
Results from multiple jobs are
aggregated

Aggregated data is published to
hybrid smart contract

Y V\

S"'%Ezf‘:;’?&:&%g‘

21



PharmaChain Entity Diagram

Manufacturer Distributor Retailer Consumer

a2

gt
Q

Lots of Retailer buys
Medicine is S _ |o—8| Medicines
produced i
y L Retailer sells
Manufacturer =
sells produced |...5 smg!ler LT v
-p- quantities to Mg Consumer
medlm_ne and individual - buys required
Shlps HHIIHIIHIHHB consumer mediCine
i v. . N — A\
Authenticity Authenticity Authenticity
Check Check Check
SO Bap A h HeH=teo=a RS EHe=caH ce pharmaceutica Op hain
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Designed Sensing Node

* Private, Public keys and Root CA are
loaded in the SPI Flash File System

(SPIFFS) of the sensing node

, 2. e '. :.

3 mzib/x/ l[ il J_@EE
Ty [} @ B n‘

"&zmxmmaOOquuamuxua. ut

Source: Bapatla, A.K., et al.: PharmaChain:

15 Dec 2022

OCIT 2022 - PharmaChain 3.0

23



Sensing Node Data

©

Send
+ s .3Candone
state: 0 -> 2 (b0)
.state: 2 -> 3 (0)
state: 3 -> 5 (10)
add 0
aid 1
cnt
connected with LifeEhOkaZindagi, channel 11
dhep client start...
ip:192.168.1.62,mask:255.255.255.0,gw:192.168.1.1
WiFi connected
IP address:
192.168.1.62 . e .
Heaps 32632 : Loading all necessary RSA Key and Certificate files and
Successfully opened cert file . . . . .
cert loaded establishing secure connection before publishing data
Successfully opened private cert file
private key loaded
Succesafully opened open ca
ca loaded
Heap: 2901é
Attempting MQTT connection...pm open,type:2 0
connected —_—
Publish message: {"timestamp":" ","latitude":0,"longitude":0,"sku":2112101,"lot":547863250, "drugname”:"Mucinex"”, "temperature”:21.5, "humidity":60} [}
Heap: 23584 ko]
Publish message: {"timestamp":" ","latitude":0,"longitude”:0,"sku":2112101,"1ot":547863250, "drugname”:"Mucinex"”, "temperature”:21.5, "humidity":60} _ o
Heap: 23696 =
Publish message: {"timestamp":"11 / 01 / 2022 04 : 27 : 01 AM ","latitude™:33.21301,"longitude™:-97.15771,"sku":2112101, "1ot":547863250, "drugname" : "Mucinex", "temperature”:21.5, "humidity":61}
Heap: 23592 g
Publish message: {"timestamp":"11 / 01 / 2022 04 : 27 : 18 AM ","latitude":33.213,"longitude":-97.15753, "sku":2112101, "1ot":547863250, "drugname” : "Mucinex", "temperature”:21.5, "humidity":61} —
Heap: 23592 2
Publish message: ("timestamp":"11 s/ 01 / 2022 04 : 27 : 28 AM ","latitude™:33.21297,"longitude”:-97.1575, "sku":2112101, "1lot":547863250, "drugname": "Mucinex", "temperature”:21.5, "humidity": 61} m
Heap: 23592 CD
Publish message: {"timestamp 11 / 01 / 2022 04 : 27 : 33 AM ","latitude™:33.21295, "longitude”:-97.15753,"sku":2112101, "1lot":547863250, "drugname": "Mucinex", "temperature"”:21.4, "humidity":61}
Heap: 23592 e
Publish message: {"timestamp":"11 / 01 / 2022 04 : 27 : 40 AM ","latitude":33.21297,"longitude”:-97,15757,"=ku":2112101,"1ot":547863250, "drugname": "Mucinex", "temperature”:21.4, "humidity":61} o
Heap: 23592 =
Publish message: {"timestamp":"11 / 01 / 2022 04 : 27 : 49 AM ","latitude":33.21296,"longitude":-97.15765,"sku":2112101,"1ot":547863250, "drugname" : "Mucinex", "temperature"”:21.4, "humidity":61} >_ m
Heap: 23592 -
Publish message: {"timestamp":"11 / 01 / 2022 04 : 28 : 02 AM ","latitude":33.21296,"longitude”:-97.15772,"sku":2112101,"1ot":547863250, "drugname": "Mucinex", "temperature”:21.4, "humidity":61} g
Heap: 23592
Publish message: {"timestamp":"11 / 01 / 2022 04 : 28 : 02 AM ","latitude™:33.21296,"longitude™:-97.15772,"sku":2112101,"1ot":547863250, "drugname" : "Mucinex", "temperature”:21.4, "humidity":61} o
Heap: 23592 0]
Publish message: {"timestamp":"11 / 01 / 2022 04 : 28 : 28 AM ","latitude":33.21297,"longitude":-97.1575, "sku":2112101, "1lot":547863250, "drugname” : "Mucinex", "temperature”:21.4, "humidity":61} '5
Heap: 23592 —_
Publish message: ("timestamp":"11 s/ 01 / 2022 04 : 28 : 35 AM ","latitude™:33.21297,"longitude”:-97.15747,"sku":2112101,"1ot":5476863250, "drugname" ;: "Mucinex", "temperature”:21.4, "humidity":61} 0
Heap: 23592 =]
Publish message: {"timestamp":"11 / 01 / 2022 04 : 28 : 42 AM ","latitude":33.21297,"longitude”:-97.15752,"sku":2112101,"1lot":547863250, "drugname": "Mucinex", "temperature”:21.4, "humidity":61} D—
() Autoserell 7] show tmestamg = | [11520bsud | | Clear outut

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1— 24 (2022). https://doi.org/10.1049/ntw2.12041
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Implemented Cloud Component

Q b=} index.js >
APIUpdate E e AddPharmaChainTemperatureAbnormalDs 8- ;
I s index.js 2
. E g ;};’;n:?i;n (event, context,callback} {
N loT Custom rules to send real-time : .
k=] p: event['ti

18 : event[®
11 longitude: eventl
ala 1o tne =

13 lot : event['lot’],
14 drugname : ewent['drugname’],
15 temperature : event['t ture’ ],
16 humidity : event['humi
17 3
The source of the messages you want ta process with this rule. =
19 leMame : "TemperatureAbnomralNotif

SELECT * FROM "esp32/pub”

dynamo.put(params, function(err,data){
if(err){

Using SQL version 2016-03-23 ° Add i ng abnormal i callback(err,null);

1se{
Actions callback(null,null);
by
i e g e e i, s e temperatures to DB
]lll‘[ Send a message to a Lambda function Edit »
updateDB

o
o

index.js X

PharmaChainNode_loTRule

Fonst ANS = require("aws-sdk"};

§ v lambdaFunctionForAPT L
ENABLED % index.js DynamoDB . DocumentClient();
£ c (event, context) =»
: et e AP Gateway
“application/json”
=
/ value, which are substitutes for the values you want to compare.
ExpressionAttributevalu
Using SQL version 2016-03-23 i "isku": parselnt(event.pathParameters. sku),
. g which are the attributes that you want.
Actions
Actions are what happens when a rule is triggered. Learn more = namo.scan(parans) .promise();
i27 pathParameters . sku)
i 28 - ExpressionittributeValues)
[ll Send a message as an SNS push notification Remove Edit » ig
snsnodemcu .
renedem 31 \ new Error( Unsupported route: "${event.routeKey}" );
32
33
]I M Send a message to a Lambda function Remove Edit  » i;
AddPharmaChainTemperatureAbnormalDs

37 } finally {

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1—- 24 (2022). https://doi.org/10.1049/ntw2.12041
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Alerts Generated

snsnodemcu =no-reply@ans MAzonaws. com=
tome =

limestamg™ 2% 1 12 7 2021 07 - 11 53 AM ° atisde™ "33 2125717 Tongiude™ 4T 15774 "shu™ “PFO2112101° ot 547563250 "drugname™"plizer Vaccine™, temperatune™ 24 9 Tuomidity* 40}

W you wish to stop recedving naotifications from this toplc, pleasa click or visit the link below to unsubscribe:
hittps lisns us-sast-2 amazonaws comiunsubscribe hami? riptigndmmn=am aws sns us-gast-2 THSASTTZ441

S-abiic- 70283362 d1 AEndpoint=anandaws 1 00 @gmal com

Please da nol reply directly 1o this email B you have any quesions or comments regarding this email, please contact us a1 hifps faes amazon comisuppan

SnsNodemEl «no-reply@sns amaranaws. coms

tome -
Ftimestamp™ 2%/ 12 72021 07 - 11 : 54 AM " “Iatitede™"33. 2125717 “longitude™ 97 157799 "sku™ "PFO2 1121017, ot 547663250, drugname™"pfizer Vaccine™ Temparature™24.9, humidity 40}

s

SNENOdeMEU <no-roply @SN s AMaranaws. coms

Timestamp™: 2%/ 12 72021 07 - 11 55 AM °latitede™"33. 2129717 Tonghtude™ ™97 157798 "sku™ PFO211 21017 101" 547 563250, drugname™"pfizer Vaccing™ temperatune™24.9, Tumidity ™ 40}

SNSNODRMCU <no-reply@an s SMaZOnaws. com>

tame =

[timestamp”™"2% /12 72021 07 - 11 : 56 AM ", Tatitude™ "33 2129717 longitude™ ™37 157799 "sku™ "PF02 1121017 01" 547863250, " drugname™ "plizer Vaccine™ Temperature™ 24 9, humidity ™ 40}

SNSNOdeMCU <no-reply@ans &M AZONEWS Com»

tome =
Ftimestamp™ 20712 12021 07 - 11 58 AM ™ atitede™ "33 2129717 Tlengitude™ ~-97 157799 "sku™ "PFO2 11 21017 Tl 547863250 " drugnama™ "pfizer Vaccine™, emparature™ 249, Thumidity ™ 40}

T

SNENOABMEU “no-reply@4ns aMATONIWS COm>

tame -

Timestamp™: 25/ 1272021 07 - 11 : SHAM °latitede™"33. 2129717 Tonghtude™ ™97 157798 "sku™ PFO211 21017 101" 547 863250, drugname™"pfizer Vaccing™ Temperatune™24.9, Tumidity ™ 40}

SNSNOdeMEU <no-reply@sns AMaranaws. coms
tome -

lot™-54T8E63250 “mestamp™=259 / 12/ 2021 0T - 14 : 55 AM = “longitwde™"-47 157795 Thumidity™ 40, “drugname” “pfizer Vaccine™ Tatitude™ 33 2125717 Temperature™ 26 “sku™ "PFO2 1121017

i Reply e Forward

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1- 24 (2022).
https://doi.org/10.1049/ntw2.12041
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Web DApp Interface

0.2619ETH 0.0916ETH

« Manufacturer View — « Distributor View

;O?:E'b- i 3 ;09§ETH
 Retailer View « Consumer View

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1- 24 (2022). https://doi.org/10.1049/ntw2.12041
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Consumer Verifying Authenticity

Source: Bapatla, A.K., et al.:

15 Dec 2022

Purchase Item By Consumer

{ CodeURC

Verify Authenticity of Product

Verfied transf

fer from manufaturer to distributo

Verfied transfer from retailer to consumer at block number : 29223300

Product is verfied v

Fetch Item Details

PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1- 24 (2022). https://doi.org/10.1049/ntw2.12041
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Performance and Cost Analysis

1000

900 Number of Oracle 1000
800 Requests sent
g oo Load Duration 2 Seconds
§ " Failed Requests 0
E z Percentage of Error 0%
§ 200 Average Response 285.196 ms
200 Time (mS)
100 Maximum Response /8ms
0 - Time (ms)

Requests having response  Requests having response  Requests having response

time <= 500ms time <= 1000ms time > 1500ms Throughput 1666
M Response Time Ranges
(requests/sec)

Source: Bapatla, A.K., et al.: PharmaChain: a blockchain to ensure counterfeit-free pharmaceutical supply chain. IET Netw. 1—- 24 (2022). https://doi.org/10.1049/ntw2.12041
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Blockchain has Many Challenges

High Energy
Consumption

NOT
ket \!;5:

High
Latency

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the Blockchain”, IEEE Consumer Electronics
Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Our EasyCham Proof-of-Authentication (PoAh)
Y e —47)

A Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

Process (PoW)
Starts Again W' B'Ii Io;ci o B. l

T Eliminates  cryptographic

o ~ — = = = = ~“puzzle” solving to validate
Proof of Authentication (PoAh) Transmit to fTrusted Nodes\ bFI)ocks :

Trusted Nodes: Network |

Uses a cryptographic
authentication mechanism.

Nodes form Block
of Transactions

Consensus Time - 3 sec
Power Consumption — 3.5 W
Performance — 200X faster than PoW <= mw

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
2

S O =

e
ﬁ%:tﬁ?;%‘:‘f“‘
> UNT =5 :f‘::.*??f"ﬂ 31

EST. 1890

OCIT 2022 - PharmaChain 3.0
15 Dec 2022



Our EasyChain: PoAh Authentication Process

Select a node to be part

— . <
of authentlczitlon process
Is this a initially No
defined trusted — 3
node?
Is this a normal
1Yes node received
trust value?
No If trust value is
— greater than a Yes
threshold
Yes

Assign a block to be part of
chain after block authentication

Algorithm 1: PoAh Block Authentication

Provided:
All nodes in the network follow SHA-256 Hash
Individual node has Private (PrK) and Public key (PuK)
Steps:
(1) Nodes combine transactions to form blocks
(Trx*) — blocks
(2) Blocks sign with own private key
Se« (block) — broadcast
(3) Trusted node verifies signature with source public key
Ve k(block) - MAC Checking
(4) If (Authenticated)
Block||[PoAh(ID) — broadcast
H(block) — Add blocks into chain
(5) Else
Drop blocks
(6) GOTO (Step-1) for next block

Steps to find a Trusted Node which will Authenticate a Block.
Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
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Addressing Blockchain Scalability
Issues and Control During Transport

PharmaChain 2.0: A Blockchain Framework for
Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain

15 Dec 2022
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News Source: Affairs, O. of R. (n.d.). Press releases. U.S. Food and Drug Administration. Retrieved November 15, 2022, from
https://www.fda.gov/inspections-compliance-enforcement-and-criminal-investigations/criminal-investigations/press-releases

Issues In Traditional PSC

08/22/2022

BEAUMONT, Texas — A
Florida-based
pharmaceutical president
has pleaded guilty to
federal drug trafficking
violations in the Eastern
District of Texas,
announced U.S. Attorney
Brit Featherston tod:

11/12/2021

A federal grand jury in
Beaumont has returned a
three-count: / windictment
charging nine individuals
in drug ~trafficking
conspiracy in the Eastern
District -~ of / Texas,
announced Acting U.S.
Attorney  Nicholas J.
Ganjei today

08/24/2021

ALEX NDRIA, Va. — An
Inverness,  Florida, man
was sentenced today to
three years in prison for
selling  hundreds  of

thousands of counterfeit
prescription drug pills

through the Internet.

15 Dec 2022
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Motivation

Temperature-controlled drug’s life cycle includes:

o Monitoring and controlling the temperature during the storage of
medicines in warehouses.

o Maintaining the temperature ranges during the transportation of
drugs.

o Packaging should be taken care of following all recommended
procedures.

o Pharmacies and care sites should be properly equipped to maintain
the medication temperature until dispensed.

OCIT 2022 - PharmaChain 3.0
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Novel Contributions

Near real-time data will be propagated in the P2P network. Hence, prompt
action can be taken to prevent decreases in drug efficacy.

Consensus in the proposed P2P network will make the system more robust
to different security threats.

PharmaChain 2.0 makes use of IoT systems to provide continuous
monitoring and control throughout the drug life cycle in the supply chain.

Data security is provided by using the immutable characteristic of blockchain.

PharmaChain 2.0 provides a cost-efficient infrastructure that can be adapted
on a large scale as cold supply chains are huge.

OCIT 2022 - PharmaChain 3.0
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PharmaChain Versus PharmaChain 2.0
- PharmaChan  PharmaChan20

Ethereum Blockchain Used for Tracking and PoAh Consensus Based Blockchain, used for both
Tracing in Pharmaceutical Supply Chain Tracking & Tracing along with Monitoring and
Controlling Temperature Excursions

Proof-of-Authority (PoA) with less throughput Proof-of-Authentication (PoAh) with higher
compared to PoAh throughput

Private Blockchain with only nodes participating Private Blockchain with only nodes participating

from Entities from Entities
Not loT friendly Consensus loT Friendly Consensus with less power and

computations

The average transaction processing time is 5.6 The average transaction time has been improved

Sec. significantly to 322.28ms

OCIT 2022 - PharmaChain 3.0
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Architecture Overview of PharmaChain 2.0

End Node Monitoring and Controlling
Edge Device qvironmental Parameters

» Parameters Data Man ufacturer

>
L g . %:g%&
loT Function Distributor

Action %&g
Secure Storage for

Violation Data

IoT
ubRuIes

Shlpplng

. Retrieving
Violation Data

Consumer

Violation ' |_—|_‘—’_:|_
Data
P2P Network

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaChain 2.0: A Blockchain Framework for Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2022
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Proposed Algorithms — Log Generation

Algorithm 1 Proposed Violation Data Log Generation Algo-
rithm For PharmaChain 2.0
Input: Temperature, Humidity, Luminosity and GPS Position

data from End node Emsg(temp, Hum, Lum, GPS)

Check any

Output: Violation data transaction published to blockchain R R Vl 0] I at| ons
network and cloud layer - - -
1: End node E prepares a message E,,,., with all the environ- - - ~ o
mental parameters Temperature (temp), Humidity (hum), E E ' E

Luminosity (lum) and GPS position data(gps) F—

Prepared message is published to the topic 7 of edge 'TITIT]
device using light weight pub-sub protocol

(5]

3: E.Publish(7,E}, sy (temp, Hum, lum, GPS)) SenSIng NOde Edge DeV|Ce —
4: Edge device E,. consumes the messages sent by the end >
nodes -
5: E..consume(T) — \ (- T:/
Phase 1 — Edge Device Processing g 9
6: procedure EDGE DEVICE PROCESSING C_G "G
7: for Every message E,.., do 9 (qv)
8: Check the pre-defined conditions on Temperature, \ > n
Humidity, Luminosity %
9 if Any Violation Detected then —
10: Publish violation data V& to both cloud |_
11: E..Publish( V)
12: Prepare and send transaction to blockchain \
network
13: Tx + E..prepareTransaction(Vg)
14: E,.generate Transaction(Tx) 1
S Blockchain

16: end for

17: end procedure
Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaChain 2.0: A Blockchain Framework for Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2022, pp. Accepted.
& @ 5 B
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Proposed Algorithm — Log Generation

Phase 2 — Cloud Laver Processing

18:
19:
20:
21

22

23:
24:
25:

procedure CLOUD LAYER PROCESSING
for Every Violation Data Vg received do
Consume the message
IoTHub.consume(Vg )
Generate an alert using SNS (Simple Notification
Service) to the registered entities
SNS.generateAlert( Vi)
end for
end procedure

Phase 3 — Blockchain Laver Processing

26:
27

30

31:

32:
33:

prﬂcedure BLOCKCHAIN LAYER PROCESSING

Generated transaction is received into unconfirmed
transactions pool (UTx)

UTx.append(Tx)

Miner picks transaction from UTx pool and creates a
block

Mining performed based on PoAh consensus protocol

New block is added to the chain at all the participating
nodes in the network creating an immutable violation data
log

end procedure

Check any Violations

| || g @@ loT Hub
Edge Device % E
0n|<

ek

Pharmacy

Distributor

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaChain 2.0: A Blockchain Framework for Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2022, pp. Accepted.
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Proposed Algorithm- Control Algorithm

Algorithm 2 Proposed Control Algorithm For PharmaChain

2.0
1: for Each violation alert received do
2: Alert is reviewed by the responsible entity in the cold

supply chain network
Control command CC,. for actuator is prepared by the
entity

4: CC. +— Entity.prepareCommand(Control Instructions)
5: Control command is published to the cloud layer

6: Entity.publish(CC..)

7: Cloud Layer processes the command and prepares

control instructions for end node

CC,." « loTHub.process(CC,)

Cloud layer published the processed control command
to the edge devices
10: loTHub.publish(CC,.*)

11: Edge devices will send control instructions to the
corresponding end devices

12: for Received Control Instructions by End Node e do

13: e.consume(CC,. "))

14: Process and turn ON/OFF the actuators

15:; e.process(CC. 7))

16: end for

17: end for

b

puewWo) =
SS900.d

Distributor

&
@?; X e {0}

Actuators

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaChain 2.0: A Blockchain Framework for Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2022, pp. Accepted.
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Implemented Sensing Node

Light Sensor

End Node

Source: A. K. Bapatla, S. P. Mohanty, E. Kougianos, and D. Puthal, “PharmaChain 2.0: A Blockchain Framework for Secure Remote Monitoring of Drug Environmental
Parameters in Pharmaceutical Cold Supply Chain”, in Proceedings of the IEEE International Symposium on Smart Electronic Systems (iISES), 2022, pp. Accepted.
)
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Implementation and Validation

,f’, in as: pi
£

(b) Edge Device Running Proof of
Authentication Based Blockchain

(a) Edge Device Running Proof of
Authentication Based Blockchain

Two nodes act
as a miner
nodes which
are responsible
for creating
blocks from the
unconfirmed

Node 3 Node 4
(e) Implemented Four Node Prototype
for PharmaChain 2.0
(c) Edge Device Running Proof of (d) Edge Device Running Proof of
Authentication Based Blockchain Authentication Based Blockchain

OCIT 2022 - PharmaChain 3.0
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raspherryPiZeroBlockehainRequets

GET v nrm~1234-mcmnan

Pharmacha

Transaction in
Unconfirmed Pool

8

m Rl

Cookies

Save Response v

B Q

Encoded Encrypted

Encoded Digital Signature

1.

"pending_transactions":

(

"index":
"timestamp”: 1659294689,

1,

transactions": [],

"poah”:
"hash™:
“previous_block_hash": "@"

index": 2,
"timestamp”: 1659295858,

transact

1.
“poah”:
“hash”:

"previous_block_has

(

“sourceid": "2",
"destinationid": "3",
"macid": "dca6327e1@af”,
“data
"Vaccine Name": "COVID-19",

"Vaccine Manufacturer": "Pfizexr",
“Manufactured Date": "06312022",
"Batch Number": "PFCVeel",
“Shipment ID": “e€001",

"Type of Violation": "Temperature",
"violation Value": "23"

;l

elov2UcLtouiDo1gmO(eR,

60733,

In 2.0 Validation

Violation Data in Distributed Ledger

"digitalsign": "C*D*b]y\x00|quOF :Ci0ETOPAueDOSko_2\ £~DE%: 298y bDOKADDAODAS: ° 38 3A0CAGT

"a96d8768a9ac402651854228a09681cbe7{5dc8edb703645818090827e4e6a75",

.y nge

“network_nodes": [

“current_node
“current_node_
"current_node_sourceid”:

"d": {

"dca6327e016!

“dcab327e0£d3",

" http

//192.168.1.5

15 Dec 2022
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Number of transactions / sec

Testbed Evaluation

Average Transaction Time
00

. PharmaChain 2.0 173.39ms 148.89 322.2
ms 8ms

8

" Analysis Summary of PharmaChain 2.0
E 0 [\ N A A N A ) A rJ\/\ A Average Block Time
g A 200
LTSN A T W vV~
180
h 160
140

[=]
o

43 a5 47 49 51 53 55 57
Transaction Number

Block Time(ms)
o
(=]
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0
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Elapsed Time (granularity: 1 min)
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Comparative Analysis with Existing Solutions

CryptoCargo Proof-of-Work

[15] Ethereum (PoW) Public 43.36 sec
PharmaChain Proof-of-Authority

9] Ethereum (POA) Private No 5.6 sec
Current Paper PoAh Consensus Proof-of-

(PharmaChain Based Authentication Private Yes 322.28ms

2.0) Blockchain (PoAh)

OCIT 2022 - PharmaChain 3.0

15 Dec 2022
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Ease of Integrating Blockchain in
Pharmaceutical Supply Chain

PharmaChain 3.0: Blockchain Integrated Efficient
QR Code Mechanism for Pharmaceutical Supply Chain

15 Dec 2022 OCIT 2022 - PharmaChain 3.0
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Typical QR Code System

Drug Lot Client

OR Code s Request Information
Scanner - N— . . .
< [ ) ) ®
Product Information
Centralized Servers

« Better tracking and tracing

along with security against

Product Identifier J man_lpullatlon of data 'S_
lacking in such centralized
systems
5.9 38
OCIT 2022 - PharmaChain 3.0 %ﬁtory (SESLY
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Issues Traditional Tracking

OCIT 2022 - PharmaChain 3.0
15 Dec 2022
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Novel Contributions

P2P network and consensus-based updates used in PharmaChain 3.0
remove the centralized entities and need for centralized databases for
retrieving drug information.

Shared ledger proposed in PharmaChain 3.0 provides high availability of
data providing low latency for data retrieval.

With the proposed QR Code integrated with the Blockchain mechanism,
various drug information along with track and trace information can be stored
In a single place and can be accessed using a single QR Code scan.

Due to the immutability nature of blockchain, various threats like data security
and unauthorized modifications are eliminated.

== @ = JA Z\ éﬁs

Sm Electronic S
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PharmaChain 2.0 Versus PharmaChain 3.0

PharmaChain 2.0

PoAh Consensus Based Blockchain, used for
both Tracking & Tracing along with Monitoring
and Controlling Temperature Excursions

Proof-of-Authentication (PoAh) with higher
throughput

Private Blockchain with only nodes participating
from Entities

loT Friendly Consensus with less power and
computations. Doesn’t support smart Contracts.

The average transaction time is 322.28ms

Less information storage capabilities

OCIT 2022 - PharmaChain 3.0

15 Dec 2022

PharmaChain 3.0

Integrating Ethereum Blockchain into IoT
Systems through QR Code Mechanism for easy
Tracking and Tracing and Drug Information

Proof-of-Stake (PoS) Consensus mechanism is
used with lesser throughput than PoAh

Private Blockchain with only nodes participating
from Entities

P2P nodes are maintained by the entities and are
computationally capable. No need for loT-
Friendly Consensus

The average Transaction time is 16.2 Sec

More information can be stored




Related Research

Proposed
Modum.io

A. Musamih et.al.

CryptoCargo

M. Dave et.al., P.Sylim et.al., D. Sinclair
et.al.

Methods Used

Used Sensory tags MAC address for track
and trace. Mainly looks at track and
tracing.

Smart contracts to track and trace.
Integration using QR codes is not
considered.

Similarly, considered track and tracing
using blockchain but integration of QR
codes is not implemented.

Hyper ledger-based solution for track and
tracing using Chain codes, however
Integration of loT environment is not

addressed.
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Architectural Overview of PharmaChain 3.0

QR Code Label Generation> Ej L | abel Assigned

QR Code wittH— L
Contract Address

| T

Shipping

Smart Contrac (

Interactions

LN P2P Networ

- Response

Hash

UEIoad

Files

to Lot

4

Blockchain Network Labeled Drug Lot

«
Smart Contract Interactions

écan OR Code

—
Contract Address

Kk

Retrieved Product
Information ana IPFS Hash

Reguest Files using

IPFS Hash

il

m 1
> -

- k\
Consumer

Inter Planetary File System

Retrleveg
Files
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Proposed Algorithms

Each Manufactured Lot

Algorithm 1 Data Upload and QR Code Generation Algorithm LOt Pare nt CO ntraCt

for Proposed PharmaChain 3.0 =

Input: Newly manufactured drug lot information files, ship- i
ping updates by entities in supply chain. =2 -.3' A | ﬁ?’ ,

Information

Output: Unique QR Code specific for newly manufactured j (/ =EE D *
lot and Immutable ledger of shipment updates. c ‘ _— —— Lot Contract S O
—
Phase 1 — QR Code Generation 8 ) Address 8 8
1: procedure QR CODE GENERATION g O 1 o ®
for Each Drug Lot Manufactured do = < —_ 2 n
Lot specific contract is created by calling parent E o U B Z
contract cC O Tl o )
4: Contract;,,, <— Contract,,, ., -createNewLotContract() — o wn — E
5: Manufacturer uploads all required information ? = I
about medicine on to IPFS system — "5' 8
6: for Each Data File do ) (e >
T Upload each individual file on IPFS o QO
8: IPFSHash ;, + IPFS.add(File) S Created Lot
9: Returned hash is then updated in the newly -
created drug lot smart contract -) : Contl’act
10: Contract;,;.addIPFSHash(IPFSHash f;;. )
i e X QR Code Added s
12: Create a QR Code with newly created lot contract ] | L to Lot s
address information il > s
13: QRCode.embed(Contract;,; Address) I:I _| C
14: Generated QR Code is assigned to the newly Oﬁ_Chaln Flle
created drug lot
is:  end for Storage Generated QR New Lot
16: end procedure Code
= 8
15 Dec 2022 OCIT 2022 - PharmaChain 3.0 ESLY 54




Proposed Algorithms

Phase 2 — Track and Trace Updates

17:
18:
19:

20:

25:
26:

procedure TRACK AND TRACE UPDATES
for Each Shipment Update in Supply Chain do
Entity scans the QR Code to retrieve the lot
contract address
Contract;,; < QRCodeScan()
New transaction is generated and contract call is
done to update the information of lot
Newly generated transaction will be added to the
unconfirmed transaction pool
Group of unconfirmed transaction will be picked
by miner and a new block is created after performing
consensus
New block is added at each and every node partic-
ipating in the network creating immutable ledger of trail
of ownership data
end for
end procedure

Entity Scans QR Code

" ||||||||||_—
O € €

Blockchain

Shipping

15 Dec 2022
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Proposed Algorithms

Algorithm 2 Algorithm for Drug Information Access and
Authenticity Verification of Drug in Proposed PharmaChain

3.0

bl AN S v

10:

User scans the QR Code to get the lot contract address
Contract;,; < QRCodeScan()
IPFS hashes are retrieved from the lot contract call
IPFSHashes s;;. < Contract;,;.getHashes()
for Each IPFS hash do

Retrieve each information file

FileData < IPFS.get(IPFSHash ;. )
end for
To verify authenticity, check the entities information up-
dated 1n the smart contract
TrailInformation < Contract;,;.getTraillnfromation()

. Authenticity of product can be checked along with all

required drug information can be accessed.

Consumer Scans

Off-Chain File
Storage

15 Dec 2022
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Role Based Access Control Mechanism

<<Library>>
Roles
contractsRoles .sol

* Roles smart contract designed has the capability
of creating, adding, and renouncing different roles

Internal:

add(role: Role, account: address)
remove(role: Role, account: address)
has(role: Role, account: address): bool

i

<<Struct>

to different Externally Owned Accounts (EOA).
« This ensures the entities update only the
corresponding information about the drug

contractsRoles .sol

Role

bearer: mapping(address=>bool)

ConsumerRole
contractsConsumerRole.sol

DistributorRole
contractsDistributorRolesol

ManufacturerRole
contractsManufacturerRolesol

RetailerRole
contractsRetailerRole..sol

Private:
consumers: Roles.Role

Private:
distributors: Roles.Role

Private:
manufacturers: Roles.Role

Private;
retailers: Roles.Role

Internal:

_addConsumer(account: address)
_removeConsumer(account: address)

Public:

<<event>> ConsumerAdded account: address)
<<event> ConsumerRemoved account: address)
<<modifie>> onlyConsume()

constructor()

isConsumer(account: address ): bool
addConsumer(account: address) <<onlyConsumer>>
renounceConsumer(account: address)

Internal:

_addDistributor(account: address)
_removeDistributor(account: address)

Public:

<<event>> DistributorAdded account: address)
<<event>> DistributorRemovedaccount: address)
<<modifier>> onlyDistributor()

constructor()

isDistributor (account: address ): bool
addDistributor (account: address) <<onlyDistributor>>
renounceDistributor ()

Internal

_addManufacturer (account: address)

_removeManufacturer (account: address)

Public:

<<event>> ManufacturerAdded (account: address)
<<event>> ManufacturerRemoved (account: address)
<<modifier>> onlyManufacturer ()

constructon()

isManufacturer(account: address): bool
addManufacturer(account: address) <<onlyManufacturer>>

renounceManufacturex)

Internak:

_addRetailer (account: address)
_removeRetailer (account: address)

Public:

<<event>> RetailerAdded(account address)
<<event>> RetailerRemoved (account: address)
<<modifier>> onlyRetailer ()

constructon()

isRetailer(account: address): bool
addRetailer(account: address) <<onlyRetailer>>
renounceRetailer()

15 Dec 2022
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Factory Smart Contract

LotContract
LotContract.sol

Public:

lotNumber: uint256
manufacturerID: address
distributorID: address

retailerID: address

files: mapping(uint256=>address)
numberOfFiles: uint256

Public:

constructor(_lotnumber: uint256)
storeLotNumber(num: uint256)
retrieveLotNumber(): unt256
setManufacturer]D(_address: address)
retrieveManufacturerID(): address
setDistributorID(_address: address)
retrieveDistributorID(): address
setRetailerID(_address: address)
retrieveRetailerID(): address
update] PFSHash(_address: address)
retrieveAllFileHashes(): address|]

LotFactoryContract which generates a unique lot
contract for each newly manufactured lot

Factory
LotContractFactory.sol

Public:

- —| contractAddresses: mapping(uint256=>address)

Public:
CreateNew LotContract(_lotnumber: uint256)
getLotContractAddress(_lotnumber: uint256): address
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Implementation and Validation

I « Ganache local blockchain is used to implement

PharmaChain 3.0.

NG STATUS

cuRRENT BLOCK s PR Gas Lnarr HARDFORK wETWORK 1D APC sERveR
1 20000000000 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:75 AUTOMININ

~ms | TX ©xb86bb714119cf51d12f8ec566dc4tb64bbo3c880bI6be3cF6a60eba3bso6! | Web3JS and ReaCtJS were used to deVEIOp the
2:?;‘:‘:::;572 244bbd65SE433e6AEL170AF5D43757dDF2C g(:‘A;rE:);;QZNé"‘;Z‘;gL;ZES;DQG3522Df26D68(|6 UI Componentl

VALUE GAS USED GAS PRICE - - - - -

. is used for providing distributed storage o
Ox608060405234801561001057600080fd5b50610afaB806100206000396000f3fe60B060405234801561001057600080fd5b50600436106100365760!
080fd5b61005560048036038101906100509190610172565b610087565b60405161006291906101bd565b60405180910390f35b61008560048036038 .
01960815260200160002060009054906101000a9004 7 3fFfffffffffffffffffffffffffffffffffffrffff169050919050565b6000816040516100d290!

100f8573d6000803e3d6000fd5b5090508060008084815260200190815260200160002060006101000a81548173FFFFffffffffffffifffffffefiff
Ffff1602179055505050565b6108798061024c83390190565b60008135905061016c81610234565b92915050565hb6000602082840. tl/]‘-hlnl‘(hh/h]

65b6161a8816101f3565b82525050565b6101b781610225565b82525050565b60006026820190506101d2600083018461019f565b92915650565b60006020820190506101ed60008301846101a6565592915650565b60006101
fe82610205565b9050919050565b60007 3 fffffffffffffffffffiffffffffffffffffffff82169050919050565b600081905091905 o'c.rmyooosouum,lo’ 3d81610225565b811461024857600080fd5b5056fe60806040526
00060055534801561001557600080Fd5b5060405161087938038061087983398181016040528101906100379190610059565b80600081905550506100ac565b60008151905061005381610095565b92915050565b6000602082
8403121561006f5761006€610090565b5b600061007d84828501610044565b91505092915050565b6000819050919050565b600080fd5b61009e81610086565b81146100a957600080fd5b50565b6107be806100bb600O39600
0f3fe608060405234801561001057600080fd5b506004361061009e5760003560e01c80638e9fd2e5116100665780638e9fd2e514610135578063c0277a1414610153578063c471b9171461016f578063e0e6d7561461018d57
8063e1c3b55a146101a95761009e565b806330a6c49a146100a3578063474F776d146100C1578063497cd01a146100df57806372404d34146100fd57806383ba6e7614610119575b600080fd5b6100ab6101c5565b604051610
0b891906105ef565b60405180910390f35b6100c96101ce565b6040516100d691906105b2565b60405180910390f35b6100 565b6040516100f491906105b2565b60405180910390f35b610117600480360381019061
©11291906104b5565b610222565b005b610133600480360381019061012e91906104b5565b610291565b005b61013d6102d5565b60405161014a91906105cd565b60405180910390f35b61016d6004803603810190610168919
06104b5565b6103cf565b005b610177610413565b60405161018491906105b2565b60405180910390f35b6101a760048036038101906101a291906104b5565b61043d565b005b6101c360048036038101906101be91906104e2
565b610481565b005b60008054905090565b6000600160009054906101000a90047 3 fFFffffffffffffffffffffffiffffffffffffff16905090565b6000600260009054906101000a900473FFFfffffffffffffffiffffffff
fFFFffffffffff16905090565b8060046000600554815260200190815260200160002060006101000a815481 73 Ffffffffffffffffffffffffffffffffffffffff021916908373Ffffffffffffffffffffefffffeffeffrfeefeere

ff160217905550600560008154809291906102899061067 f565b919050555050565b80600260006101000a8154817 3 f fFfffffffffiffffifrffffrffrffrffffrffffff021916908373FFffffffifffffffffffrffffifreeerees

Fffffff16021790555050565b6060600060055467 ff ffffffffffffff811115610215576102f4610726565b5b604051908082528060200260200182016040528015610323578160200160208202803683378082019150509050

7 200190815260200160002060009054906101000a90047 3 FFfffffffffffffffiffffffffffffffffffffff1682828151811061037a576103796106f7565b5b602

FFfff1690817 3 ffffffffffffffffffffffifffffffffffffffff168152505080806103bf9061067f565b915050610329565b508091505090565b806003600061

FFFFfO219169083 73 Ffffffffffffffffffffffffffffffffffffffff16021790555050565b6000600160009054906101000a90047 3 Fffffffffffffffffffffff

FIfffffffffffifff16905090565b80600160006101000a8154817 3 ffffffffffffffffffffffffffffffffffffffffO021016908373Fffffffffffffffrffffiffffffffffffffrifff16021790555050565b80600081905550
50565b60008135905061049a8161075a565b92915050565b6000813590506104af81610771565b92915050565b6000602082840312

b6000602082840312156104f8576104f7610755565b5b6000610506848285016104a0565b9150509291¢ .()sobh‘wl)oUU()hIU‘\II)‘(
0643565b82525050565b60006105508261061a565b61055a8185610632565b93506105658361060a565b8060005b83
65b5085935050505092915050565b6105ac81610675565b82525050565b60006020820190506105c76000830184610

12156104cb576104cab610755565b5b60006104d98482850161048b565b91505092915050565
3183610527565b60208301905092915050565b6105308161064 3565t 65b61053f816
101 mumul, 7x| 5161057d888261050f565b975061058883610625565b9250506001810190506105695
{h 565592915050565b600060208201905681810366008301526165078184610545565b90509391505656

Fig. a. Factory Contract Creation

& Ganache - o bo

(&) TRANSACTIONS

CURRENT BLOCK GAS PRICE GAS Linarr HARDFORK NETWORK 1D RPC SERVER MINING STATUS WORKSPACE
2 6721975 MUIRGLACIER 5777 HTTP://127.0.0.1:7545 AUTOMINING QRBLOCK

—BACK TX 0x8ab2781e7c0Ob63f473f622e1835bdaeafObl1a0672ca806b240c0f326853ce8650

SENDER ADDRESS TO CONTRACT ADDRESS m
0xc7Ad775244bbd65E433e6AE170AF5D43757dDF2C 0x70f2B5476bCOb963522Df26De8d6fB89Aec7Bd78

VALUE GAS USED GAS PRICE GAS LIMIT MINED IN BLOCK
0.00 ETH 493213 20000000000 493213 2

TX DATA

Oxcc5685d d2

EVENTS

Fig. b. New Lot Contract Creation Transaction
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Implementation and Validation

Lot Contract Address

QR Code Generated for Lot Labelling

New Lot Contract Address Converted to QR Code for Labeling

OCIT 2022 - PharmaChain 3.0

60



Implementation and Validation

@ Home x 4+ o

s w9 OO0 »0O%

(& & http://localhost:3000/home

Home

QRBlock

Scan the QR Code

Contract Address

Fig. a. Scanning the QR Code to Get Contract Address

<> < (@ localhost:3000/fetch] D) s m % O O » O

QRBlock

Manufacturer |D: Oxc7Ad775244bbd65E433e6AE170AFS5DA43757dDF2C QMZVEMAIUSWRA3JATUeADEKAXDMNT1GS5THXdVU3ULKUQPS
Distributor 1D: Oxf27BA403Fc1512C633605349445334325d58F2A2

QMXBE78)pdrqWi3rux8vzZU7bX7qF895F5qFHACArnzRyw
Retailer ID: 0X69526ECOA74e93CA0MDaC03aad4195EDfad8d5aq8

Fig. b. Fetching Drug Trail and IPFS Hashes
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Security Analysis

Threat 1: Counterfeit Drugs introduced into the supply chain by a malicious entity.

Solution: Each transaction generated in the proposed PharmaChain 3.0 must be signed by
the entity’s private key before sending it to the blockchain.

Threat 2: Data Integrity Attacks to manipulate data within the network

Solution: Proposed PharmaChain 3.0 makes use of distributed shared ledger, each entity
node participating in the network will have its copy of the ledger.
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Timing and Cost Analysis

Smart Contract Function vs Transaction Smart Contract Function vs
Time Transaction Cost
) 30 25
D @)
n 25 %)
ot 2 2
e 20 :
c 15 @)
i) O 1
3 10 S
§> - 0.5
% 5 5 ;
=0 (<,() 0 N e-— L
Factory Lot Constract Set Distributor Set Set Retailer <ZE Factory Lot Constract Set Distributor Set Set Retailer
Contract Generation Manufacturer IrJ_: Contract Generation Manufacturer
Deployment Deployment
Smart Contract Function SMART CONTRACT FUNCTION
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Comparative Analysis

Crypto Cargo Proof-of-
[11] Ethereum Work (PoW)
Kumar et.al.
[9] NA NA
Proof-of-
PharmaChain Authority
[12] Ethereum (PoA)
PoAh

consensus- Proof-of-
PharmaChain based Authenticatio

2.0 blockchain n (PoAh)
Current
Solution
(PharmaChai Proof-of-
n 3.0) Ethereum  Stake (PoS)

No Public
NA NA
Yes Private
Yes Private
Yes Private

On-Chain
No and Cloud
Yes On-chain
On-Chain
No and cloud
On-Chain
No and cloud

On-chain and

Yes off-Chain

NoO

No

No

No
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Summary

PharmaChain 3.0 presents a novel solution of embedding the
smart contract addresses as the QR codes which will increase the
accessibility of the tamper-proof information.

This ensures the right medicines reach the consumer instead of
counterfeits and increase consumer confidence.

It also addresses the issue of uploading large data drug
Information files onto the blockchain by introducing an IPFS
distributed storage system.

Results from the analysis have shown that the proposed
PharmaChain 3.0 is a feasible solution.
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Future Research

As future work, mechanisms to avoid the duplication of the
QRCodes will be included.

More user-friendly GUI will be provided in future work.

Increasing efficiency In terms of cost and response times will
be addressed in future work.

Automating more complex interactions in the supply chain
thereby reducing the latencies.
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