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Architecture of H-CPS



Smart Healthcare Cybersecurity Issues
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Power Efficient Tamper Proof

Reliable

Source: Expert Lecture - Workshop on VLSI Device and Circuit Design Tools, School of Electronics Engineering, VIT-AP University - 23 June 2022 (Physical 

Unclonable Function (PUF) as the Hardware-Assisted Security (HAS) Primitive) 

https://www.smohanty.org/Presentations/2022/Mohanty_VIT-AP_Workshop_2022_Expert-Lecture_PUF.pdf


Cybersecurity Measures in Healthcare 

Cyber-Physical Systems is Hard
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Radio 

Attacks

Reverse 

Engineering 

Attacks

Eavesdropping 

Attacks

Impersonation 

Attacks

Insulin Pump

Implantable and Wearable Medical 

Devices (IWMDs):

→ Longer Battery life

→ Safer device

→ Smaller size

→ Smaller weight

→ Not much computational capability

Collectively (WMD+IMD): 

Implantable and Wearable

Medical Devices (IWMDs)
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PUF: A Hardware-Assisted Security Primitive
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Power Efficient Tamper Proof

Reliable

▪A secure fingerprint 

generation scheme based 

on process variations in an 

Integrated Circuit

▪PUFs don’t store keys in 

digital memory, rather 

derive a key based on the 

physical characteristics of 

the hardware; thus secure.

▪A simple design that 

generates cryptographically

secure keys for the device 

authentication



PUF: A Hardware-Assisted Security Primitive
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Power Efficient Tamper Proof

Reliable

✓ PUF has a Challenge as an Input and 

Response as an Output

✓ Response output from the PUF design will 

be unique for the challenge input on that 

PUF design

✓ Arbiter and Ring Oscillator PUFs are the 

most widely used PUF designs for IoT 

applications

✓ Delay based PUF designs support higher 

number of Challenge Response pairs 

(CRP)



PUF Key Generation and Working
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Source: iSES 2019 Demo (PUFchain: Hardware-Integrated Scalable Blockchain) 

PUF 

https://www.smohanty.org/Presentations/2019/Mohanty_iSES-2019_PUFchain_Demo.pdf
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• PUF keys are not stored in the digital memory. But the keys are 

generated using silicon manufacturing process variations.

Silicon Wafer

Parameters: Oxide growth, Ion  

Implantation,  Lithography

Challenge

(Input)

PUF Design

(Arbiter, Ring    

Oscillator PUF)

Response 

output

101011..

PUF-Principle

9
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Source: OCIT 2021 Talk (A PUF Based Approach for Sustainable Cybersecurity in Smart Agriculture) 

https://www.smohanty.org/Presentations/2021/Mohanty_OCIT_2021_PUF-Smart-Agriculture_Talk.pdf
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PUF Designs

10
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Source: iSES 2019 Demo (PMsec: PUF-Based Energy-Efficient Authentication of Devices in the Internet of Medical Things (IoMT)) 

https://www.smohanty.org/Presentations/2019/Mohanty_iSES-2019_PMsec-IoMT_Demo.pdf


Applications of Blockchain
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E Commerce

Logistics

Banking

Electronic 

Health Records

Blockchain

▪Blockchain can be 

Public, Private, and  

Consortium

▪Proof of Work (PoW), 

Proof of Stake(PoS), 

and Proof of 

Authentication(PoAh) 

are prominent 

consensus algorithms

▪PoAh is 1000 times 

faster than PoW

Source:V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable

Simultaneous Device and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI:

https://doi.org/10.1007/s42979-022-01238-2.

https://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
https://doi.org/10.1007/s42979-022-01238-2


When do You Need the Blockchain?
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Blockchain provides historical 

consistent data storage

Blockchain is used when 

multiple entities are giving data

Blockchain does not allow data 

modification after storage

Blockchain does not provide 

data privacy, even if it is in 

an encrypted format

Blockchain is not required, if there 

are no trust issues in a system

Blockchain is not suitable 

solution if auditing in real-time

Blockchain 

is not 

needed

Yes

Yes

Yes

Yes

Yes

No

No

No

No

No

No

Yes

Does the system need 

tamperproof data storage?

Does system  need permanent 

shared data storage?

Does the system work in 

an untrusted environment? 

Does the application 

modify data after storage?

Are there multiple data 

contributors to system?

Your system needs the blockchain 

Is data privacy required?

Information of the System that may need a blockchain? 

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the

Blockchain?," IEEE Consumer Electronics Magazine, Vol 10, No. 2, Mar 2021, pp. 53--56.
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Blockchain has Many Challenges
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Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the Blockchain”, IEEE Consumer Electronics

Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.

Blockchain 
Challenges

Lack of 
Scalability

High Energy 
Consumption

High 
Latency

Lack of 
Privacy

Limited 
Onchain 
Storage 

Capability

Fake Block 
Generation



Block Validation and Addition Process
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Source: D. Puthal, S. P. Mohanty, P. Nanda, E. Kougianos and G. Das, "Proof-of-Authentication for Scalable Blockchain in Resource-Constrained Distributed 

Systems," 2019 IEEE International Conference on Consumer Electronics (ICCE), 2019, pp. 1-5, doi: 10.1109/ICCE.2019.8662009.
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Transaction Validation in IOTA Tangle
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Source: F. Guo, X. Xiao, A. Hecker and S. Dustdar, "Characterizing IOTA Tangle with Empirical Data," GLOBECOM 2020 - 2020 IEEE Global Communications

Conference, 2020, pp. 1-6, doi: 10.1109/GLOBECOM42002.2020.9322220.

▪Tips are unverified transactions in the Network

▪Incoming transaction must validate tips to become part of Tangle Network



Applications of IOTA Tangle

IOTA Tangle 
Applications

Smart 

Government

Smart Cities

Smart Healthcare

Smart 

Transportation

Smart

Villages Autonomous  

Vehicles

Smart  

Tourism

16October 12, 2022

▪Miner less and Fee less 

Distributed ledger technology 

▪Minimal amount of Proof of Work 

to negate the possibility of fraud 

transaction approval     

▪MAM Channel: A secure data 

communication protocol for IoT-b

based applications

IFIP-IoT_2022-PUFchain 3.0



Novel Contributions
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• Providing a miner-less, low-cost decentralized DLT for device authentication using PUFs and 

creating a secure channel for communicating IoMT data through MAM.

• A DLT that utilizes Proof of Work requires minimal computational resource requirements.

• A PUF-based security approach where a PUF module can be integrated inside wearable and 

implantable IoMT devices and can generate a unique device fingerprint.

• A system that doesn’t require transaction fees and allows secure communication through 

MAM.

• A robust multi-level device authentication system for edge computing-driven SC.

• A sustainable security solution that works in the Restricted mode of MAM where an 

authorization key is created to restrict unauthorized access to the MAM channel.



We Proposed World’s First Hardware-

Integrated Blockchain (PUFchain) that is 

Scalable, Energy-Efficient, and Fast 

18

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain – Another Way

19

PUF

Blockchain

PUFchain

Blockchain Technology is

integrated with Physically

Unclonable Functions such as

PUFchain by storing the PUF

Key in an immutable Blockchain

IFIP-IoT_2022-PUFchain 3.0
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Source: V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable

Simultaneous Device and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI:

https://doi.org/10.1007/s42979-022-01238-2

Architectural Overview of PUFchain 2.0

https://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
https://doi.org/10.1007/s42979-022-01238-2


Architectural Overview of PUFchain 3.0
IoMT PUF Gateway Node

IOTA Tangle

Broadcast Data to 

Edge Server

Edge Server

PUF key 

verification

Remote PUF Key Extraction

MAM Channel

Creation
Root and Auth Key

are Created
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Related Prior Works
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PUFchain: Hardware-Assisted Robust Blockchain for 

Sustainable Simultaneous Device and Data Security in    

Smart Healthcare

23
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PUFchain: Our Hardware-Assisted Scalable Blockchain 
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Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.

PUFchain System Model

PUFchain Working Model

Can provide: 
Device, System, and 
Data Security 

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

✓ PoP is 1,000X faster than PoW

✓ PoP is 5X faster than PoAh

IFIP-IoT_2022-PUFchain 3.0
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Our Proof-of-PUF-Enabled-Authentication (PoP)

25

Create Block Solve Puzzle Broadcast the 

Proof-of-Work 

(PoW)Process 

Starts Again

Bi

BiBi-1Bi-2

Proof-of-Work (PoW)

Eliminates cryptographic “puzzle” 

solving to validate blocks.

Device

Authenticated

?

Yes

No

BiBi-1Bi-2

Bi

PUFs
IoT Client Devices

(PUFs)

Trusted Nodes 

Network Uses a PUF-based

authentication mechanism.

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Hash of 

Previous 

Block

Unique Block 

Token (UBT)

Transactions

Tx1, Tx2, …, TxN

Block in 

PUFChain(Bi)
Hash of the 

following:

• Hash of Bi-2

• UBT of Bi-1

• Device ID

• PUF Unique 

Identifier

• Transactions 

of Bi-1

Proposed Block Structure for PUFchain 

PUFchain: Proposed New 

Block Structure

26

Hash of the 

following:

• Hash of Bi-2

• Nonce of Bi-1

• Transactions 

of Bi-1

Number only 

used once 

(Nonce)

Transactions

Tx1, Tx2, …, TxN

Block in 

Conventional 

Blockchain (Bi)

Hash of 

Previous 

Block

Conventional Block Structure
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PUFchain: Device Enrollment Steps
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IoT Device

PUF f(Ci)=Ri

R1, R2,…. Rn

Trusted 

Device

PUF and 

Hashing 

Module

C1, C2,… Cn
C1, C2,… Cn

R1, R2,…. Rn

Secure 

Database

R1, R2,…. Rn

Device Enrollment Steps

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous

Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.

October 12, 2022
IFIP-IoT_2022-PUFchain 3.0



Proof-of-PUF-Enabled-Authentication (PoP)
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PUF and Hashing ModuleIoT Device

PUF

f(Ci) = Ri

Ci

Hash Module

H(Data, Ri)

Transaction Data 

Ri

d’ = H(Data, Ri)

Broadcast to 

Network

Steps for Transactions Initiation

Hash 

Module

Receive Block 

from Node

PUF 

Responses 

(of a Device)

Matched?
Change PUF 

Key

No

Add Block to Blockchain

Yes

Steps for Device Authentication

Transaction Data Hash 

Value

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain Security Validation
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PUFchain Security Verification in Scyther simulation environment

proves that PUFChain is secure against potential network threats.

S - the source of the block

D - the miner or authenticator node in the networks

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our PoP is 1000X Faster than PoW
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✓ PoP is 1,000X faster than PoW

✓ PoP is 5X faster than PoAh

PoW - 10 

min in cloud

PoAh – 950ms 

in Raspberry Pi

PoP - 192ms in 

Raspberry Pi

High Power 3 W Power 5 W Power

Trusted 

Node

(Miner)

Trusted 

Node

(Miner)

Trusted 

Node

(Miner)

Client 

Node

Client 

Node

Client 

Node

PUF and Hashing 

Module

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in

Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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PUFchain 2.0: Hardware-Assisted Robust Blockchain for 

Sustainable Simultaneous Device and Data Security in    

Smart Healthcare

31
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PUFchain 2.0 Enrollment and Authentication
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Source:V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable

Simultaneous Device and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI:

https://doi.org/10.1007/s42979-022-01238-2.

https://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
https://doi.org/10.1007/s42979-022-01238-2


Implementation and Validation of 

PUFchain 2.0
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Source:V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable

Simultaneous Device and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI:

https://doi.org/10.1007/s42979-022-01238-2.

https://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
https://doi.org/10.1007/s42979-022-01238-2


PUFchain 2.0 Results

34October 12, 2022
IFIP-IoT_2022-PUFchain 3.0

Source:V. K. V. V. Bathalapalli, S. P. Mohanty, E. Kougianos, B. K. Baniya, and B. Rout, “PUFchain 2.0: Hardware-Assisted Robust Blockchain for Sustainable

Simultaneous Device and Data Security in Smart Healthcare”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 5, Sep 2022, Article: 344, 19-pages, DOI:

https://doi.org/10.1007/s42979-022-01238-2.

https://www.smohanty.org/Publications_Journals/2022/Mohanty_SN-CS_2022-Sep_PUFchain2.pdf
https://doi.org/10.1007/s42979-022-01238-2


PUFchain 3.0: Hardware-Assisted Distributed Ledger for 

Robust Authentication in the Internet of Medical Things
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➢ Provides Device 

and Data security 

in IoT

➢ Works in Three 

modes: Public, 

Private and 

Restricted 

Masked Authentication Messaging 

(MAM) in IOTA Tangle  
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MAM Modes

Public Mode: In Public mode, the IoT device which is the source collects the data and 

uploads it onto Tangle. A MAM channel with an address is generated for the secure exchange of 

information. The address of the channel will be the root of the Merkle Tree. The subsequent 

transaction must be submitted to the MAM channel using this fetched root.

Private Mode: For applications requiring privacy and confidentiality, as in the case of health 

record management, the root of the Merkle tree is hashed and the obtained hash is used as the 

address of the channel to publish and access the data.

Restricted Mode: The restricted mode of MAM works by using a channel Authorization key 

or Side key along with the Merkle root. The address of the channel for the next transaction is 

generated by computing the hash of the Merkle root and side key.
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Source: Lamtzidis, O.; Pettas, D.; Gialelis, J. A Novel Combination of Distributed Ledger Technologies on Internet of Things: Use Case on Precision Agriculture. 

Appl. Syst. Innov. 2019, 2, 30. https://doi.org/10.3390/asi2030030 

➢ MAM Channel once 

initiated consists of a 

sequence of 

transactions where 

each transaction 

provides an address for 

the next transaction

MAM Channel  
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Working Flow of PUFchain 3.0  

Steps for Device Registration Steps for Authentication



MAM in Public Mode

Root

Transactions

Tr1, Tr2….. Trn  

New Root

One Time Signature

Seed

Address

Signature 

Section

Transaction 

Section

Root

Transactions

Tr1, Tr2….. Trn  

New Root

One Time Signature

Seed

Address

Root

Transactions

Tr1, Tr2….. Trn  

New Root

One Time Signature

Seed

Address

3
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MAM in Private Mode

Transactions

Tr1, Tr2….. Trn  

AI = H (RI)

One Time Signature

Seed

Address

Root (RI)

Transactions

Tr1, Tr2….. Trn  

A2 = H (AI)

One Time Signature

Seed

Address

Root AI

Transactions

Tr1, Tr2….. Trn  

A3 = H (A2)

One Time Signature

Seed

Address

Root A2
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MAM in Restricted Mode

Transactions

Tr1, Tr2….. Trn  

AI = H (RI , KI)

One Time Signature

Seed

Address

Root (RI)

Side Key (KI)

Transactions

Tr1, Tr2….. Trn  

A2 = H (R2 , K2)

One Time Signature

Seed

Address

Root (R2)

Side Key (K2)

Transactions

Tr1, Tr2….. Trn  

A3 = H (R3 , K3)

One Time Signature

Seed

Address

Root (R3)

Side Key (K2)
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PUFChain 3.0 Enrollment
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Authentication
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Implementation and Validation
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PUF Metrics

PUF Module 1

PUF Module 2



Prototype
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Summary
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• This paper proposed and validated a sustainable security 

approach for device authentication and data confidentiality by 

utilizing PUF and IOTA Tangle.

• IOTA Tangle is becoming an alternative for Blockchain in IoT 

applications due to its capability in offering robust security for data 

as the Blockchain while being ‘Miner and Transaction Free’

• A robust security protocol for device authentication using Arbiter 

PUF which supports higher number of CRPs has been  

implemented and stored in Tangle using MAM in a restricted mode

IFIP-IoT_2022-PUFchain 3.0



Future Research

◼ Exploring the possibility of a scalable Blockchain based

consensus mechanism using PUF and IOTA Tangle to achieve

the objective of Security-by-Design could be a direction for future

research.

◼ Idea of implementing PUF based authentication in Public and

Private modes of MAM depending on the security requirements

could be explored.

◼ Exploring the feasibility of a Trusted Platform Module (TPM)

integrated PUF-based cryptographic scheme to attain the

objective of Security by Design (SbD) in IoMT.
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Thank You !!
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