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Human Body and Health

Brain
Hypothalamus

Human Body

= From an engineering perspective -
Human body can be defined as a
combination of multi-disciplinary
subsystems (electrical, mechanical,
chemical ...).

Pharynx
Larynx
Lymph nodes
Thyroid
Lungs
Arteries

Heart

Bone marrow

: e | | J Liver
— Gallbladder

\ Pancreas
Stomach

Health

= Human health is a state of
complete physical, mental and
social well-being.

Kidneys
Intestines
Urinary bladder
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Traditional Healthcare

Primary

Care
Specialists > Physical presence needed
» Deals with many stakeholders

» Stakeholders may not interact
| aboratories » May not be personalized
» Not much active feedback
» Less effective follow-up from
physicians

Hospitals
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Telemedicine
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Telemedicine: The use of
telecommunication and
Information technology to
provide clinical health
care from a distance.




Electronic Health (eHealth)
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eHealth. The use of
Information technology to
Improve healthcare services.
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Source: W. O. Nijeweme-d'Hollosy, L. van Velsen, M. Huygens and H. Hermens,
"Requirements for and Barriers towards Interoperable eHealth Technology in
Primary Care," IEEE Internet Computing, vol. 19, no. 4, pp. 10-19, July-Aug. 2015.
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Connected Health (cHealth)
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Source: https://www.slideshare.net/tibisay hernandez/connected-health-venfinal

Long Term 4 : : :
e Copaacics I
‘ rlazfin
Diagnostic _ ~ hing '
Centers il : - Core___ Suppliers

cHealth: Connections of
the various healthcare
stake holders through
Internet to share
appropriate data to better
serve the patlents
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Mobile Health (mHealth)

mHealth: Healthcare supported by mobile
devices that uses mobile
telecommunications and  multimedia
technologies for the delivery of healthcare
services and health information.

Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and K. F. Tsang, "Smart Healthcare in the Era of
Internet-of-Things", IEEE Consumer Electronics Magazine, vol. 8, no. 5, pp. 26-30, Sep 2019.
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Smart Healthcare (sHealth)

Smart Hospital

Emergency Response Smart Home - E ‘

Fithess
Smart Infrastructure TraC ke I’S
L T
EEEL
fiee Shop HHHH‘ A
= \ Headband with
™ Embedded
: Neurosensors
Quality and
sustainable
: = Embedded
healthcare with

limited resources. ‘

On-body Sensors
Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything You Wanted to Know about Smart Health Care”, IEEE Consumer
Electronics Magazine (MCE), Vol. 7, Issue 1, January 2018, pp. 18-28.
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Smart Healthcare - Applications
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Healthy Home Care

Living - Mobile health

* Fitness » Telemedicine
Tracking . Self-

- Disease management
Prevention « Assisted

 Food Living
monitoring

Internet of Medical Things (IoMT)

Frost and Sullivan predicts smart healthcare market
value to reach US$348.5 billion by 2025.

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything
You Wanted to Know about Smart Health Care”, IEEE Consumer Electronics Magazine
(MCE), Vol. 7, Issue 1, January 2018, pp. 18-28.

VOL. 7, NO. 1, January 2018

EleE [F@DTD@@

# 63
_@_ 11 Q

Smart
Healthcare

Your Quality of Life
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Smart Healthcare -
Characteristics

12 Feb 2022

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

13



What is Smart Healthcare?

Smart Healthcare
é
Conventional Healthcare
+ Body sensors
+ Information & Communication Technology (ICT)

+ Artificial Intelligence (Al)/ Machine Learning (ML)
+ Smart Technology (BCI, VR, etc.)

Healthcare Cyber-Physical Systems (H-CPS)

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything You Wanted to Know about Smart Health Care”, IEEE Consumer
Electronics Magazine (MCE), Volume 7, Issue 1, January 2018, pp. 18-28.
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Smart Healthcare - 4-Layer Architecture
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Source: M. Ghamari, B. Janko, R.S. Sherratt, W. Harwin, R. Piechockic, and C. Soltanpur, "A Survey on Wireless Body Area Networks for eHealthcare Systems
in Residential Environments”, Sensors, 2016. 16(6): p. 831.
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G Headband with
. Embedded
Neurosensors

Fithess
Trackers

Insulin Pump

\ E Embedded

Source: https://www.empatica.com/embrace2/ S k

Medical grade smart
watch to detect seizure Patches
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Implantable Medical Devices (IMDs)

electrode

Pill Camera

Image Sensors Q

RF Transmitter || Electromagnet

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju,
“Everything You Wanted to Know about Smart Health Care”, IEEE Consumer
Electronics Magazine (MCE), Volume 7, Issue 1, January 2018, pp. 18-28.

Collectively: Implantable MEMS §
Implantable and Wearable : W=

Medical Devices (IWMDs)

Source: http://web.mit.edu/cprl/www/researc shtml
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Smart Healthcare — 7Ps

Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and K. F. Tsang, "Smart Healthcare in the Era of
Internet-of-Things", IEEE Consumer Electronics Magazine, vol. 8, no. 5, pp. 26-30, Sep 2019.

12 Feb 2022

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

19



loMT Advantages & Limitations

Advantages
Patients/Users Technical Challenges
> Real-time interventions in emergency % Security of IoT data - hacking and unauthorized
» Cost reduction use of IoT

)
0’0

Lack of standards and communication protocols
Errors in patient data handling

Data integration

Need for medical expertise

Managing device diversity and interoperability
Scale, data volume and performance

» Reduced morbidity and financial burden due
to less follow up visits

e

%

e

%

)
0’0

Healthcare Service Providers
» Optimal utilization of resources
» Reduced response time in emergency

e

%

)
000

Manufacturers Market Challenges
> Standardization/compatibility and uniformity of < Physician compliance

data available % Data overload on healthcare facility
> Capability to sense and communicate health <+ Mobile hesitation

related information to remote location < Security policy compliance

Source: Y. Shelke and A. Sharma, "Internet of Medical Things", 2016, Aranca, https://www.aranca.com/knowledge-library/special-reports/ip-research/the-
internet-of-medical-things-iomt, Last Visited 10/18/2017.
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Smart Healthcare -
Components
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Internet of Medical Things (loMT)

Health Cloud

RFID Reader

D@

‘ Online Data

ﬁ"l

* Biobanks
Wearables Clinical Trials Desktop Manager

Patlent

p Netwprk Hub Requires:
+ Data and Device Security
+ Data Privacy

lIoOMT Is a collection of medical sensors, devices, healthcare
database, and applications that connected through Internet.

Source: http://www.icemiller.com/ice-on-fire-insights/publications/the-internet-of-health-things-privacy-and-security/
Source: http://internetofthingsagenda.techtarget.com/definition/loMT -Internet-of-Medical-Things
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Smart Healthcare Sensors

Electroencephalogram (EEG) &

Electrocardiogram (ECG)

Smart PiIll

Oximeter

Altimeter

Electrodermograph
Electromyography (EMG) 8
Photoplethysmography (PPG) ¥#é
Glucose monitoring ¢

Thermal sensor =

Pulse sensor v
Accelerometer &

Gyroscope b of
Magnetometer ps

-
O

5?-.0.(@%

Types of Sensors
Brain related applications

Imaging applications
Heart related applications
Skin related applications
Blood related applications
Ingestible sensors

Motion Detection

7
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Smart Healthcare Communication

Bluetooth 4.0 (LE) 2.4 GHz 50-200 Kbps ~10 mW
Zighee 868 MHz/ 915 MHz/ 2.4  20-250 Kbps 30 m 30 mW
GHz
ANT 2400-2485 MHz 1 Mbps Uptol0m 0.01-1 mW
IEEE 802.15.6 2,360-2,400/ 2,400- NB: 57.5-485.7 1.2m 0.1 pyWw
2,483.5 MHz Kbps
UWB: 3-10 GHz UWB: 0.5-10
HBC: 16/27 MHz Mbps
Medical Implant 402-405 MHz Upto 500 Kbps 2 m 25 W

Communications
Service (MICS)

Source: V. Custodio, F.J. Herrera, G. Lopez, and J. I. Moreno, “A Review on Architectures and Communications
Technologies for Wearable Health-Monitoring Systems”, Sensors, 2012. 12(10): p. 13907-13946.
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Electronics Health Record

Handy patients enterprise edition

Father: Financial adwisor
Parents: Maried

» Electronic Health Record (EHR) IS b s

the systematized collection of E—

Full stal O Vascular

O Cardiac

health information of individuals | ——
stored in a digital format.

2 month checkup SMar09 2m0d a
1 rnonth checkup 5Feb 03  1m.0d
22 Jan 09 | 17d

» Created by various health providers e = "
such as hospitals and clinics.

My Diagnosis
Social &
Send checkup |
4 » |
T
e = |

Father ask many questions, add 10 minutes to
consultation

Digestive inspection

Normal

Digestive auscultation

Normal abdomen noises

Digestive palpation

Little pai'|;| on ii'ie .v;téi'\.l'iowev area
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Smart Healthcare — Al/ML Is Key

Al Role Includes:
» Automatic diagnosis
R ‘ TWhlA O ( » Disease predication
-~ SOOONEE] T e || & > Diet prediction
|H|H______ e ) i | el » Pandemic projection

'“ \I » Automatic prescription

l

I
| HE
e AT
i MMM

e A
fy
A <

Gl

Source: Robert Pearl, "Artificial Intelligence In Healthcare: Separating Reality From Hype", 13 Mar 2018,
https://www.forbes.com/sites/robertpearl/2018/03/13/artificial-intelligence-in-healthcare/?sh=598aa64d1d75
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BCISYSTEM

Brain Computer Interface (BCI)

SIGNAL PROCESSING

SIGNAL INGITIZED ¥ | 1 : DEYME ' -
AMURE | g lTranslation : . /
ACOUISITION SIC AL . };“uﬂ'.m! Algorithes | | COMMANDS 1 »‘

Source: http://brainpedia.org/brain-computer-interface-allows-paralysis-als-patients-type-much-faster/

Source: http://brainpe‘:cii.:al.o;rélwh;t-;s-brain-comput@ace-bci/ BCI A”OWS paraIyS|S patlentS tO Type

BCI Allows paralysis patients
move a wheelchair
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Virtual Reality in Healthcare

Source: http://medicalfuturist.com/5-ways-medical-vr-is-changing-healthcare/ Source: hittps://touchstoneresearch.com/tag/applied-vr/

For Therapy In Surgery

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty
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Crowdsourcing for Smart Cities

Smart Healthcare Data
Gathering (Diet
Dataset, Healthcare

Dataset)
Urban Data
. Crowdsourcing Gathering (Bike
for Smart Cities Data, Energy

Usage Data)

o

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty
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Smart Healthcare —
Specific Examples
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What is Stress?

Eustress

Friends

N \)
; Graduation ————— ) ‘_

Divorce - "Negative Feelings ™.
Punishment " /\ “Financial Problems Bad Stress
JUury  Work Tensions g

Distress

(1 Stress is the relationship between a person and a situation, which adversely impacts the
happiness and health of the sufferer or physiological reactions.

[ Stress can be divided into two parts: stressor and reaction.

O Stressor is the activity or effect that triggers a change in the physiological parameter values
of the human body.

 Reaction is the deviation of these parameter values from their normal levels.

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty
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Stress Monitoring and Control is Needed

Stress Is the body's reaction to any change
that requires an adjustment or response.

Sudden encounter with stress
->Brain floods body with chemicals and hormones Distress
(adrenaline and cortisol)

> Lack of Energy _ D |/ P
» Type 2 Diabetes — —
» Osteoporosis s T
» Mental cloudiness (brain fog) and memory problems 7 T N

» A weakened immune system, leading to more

. . Eustress
vulnerable to infections

& ® T B
. Sm Electronic %s%lhs
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Stress I1s a Global Issue

In major global economies - 6 In 10 workers experiencing
Increased workplace stress.

n USA: 75% of adults reported experiencing moderate to high
evels of stress. 1 out of 75 people may experience panic disorder.

n Australia: 91% of adults feel stress in at least one important area
of their lives.

n UK: An estimated 442,000 individuals, who worked in 2007/08
pelieved that they were experiencing work-related stress

Depression Is among the leading causes of disability worldwide.
25% of those with depression world-wide have access to effective
treatments - 75% don't have.

Source: http://www.gostress.com/stress-facts/
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Stress Monitoring & Control — Our Vision

—————————————————————————————————————— -

< J. 1
Advise Examples: Specific Music, Shower, :
Physical Exercise, Breathing Exercise, Long- I
—— Meditation, Yoga, ... Term :
Body Short-Term Advise Advise I
Temperature _____ Stress i
. — |
Physical Activity I Efgzrr[l)iﬁgp | | Management :
Monitorin Unit 1 -
Sensorg Based Stress: 3 y ! g Internet
weat Sensor Level Moduld !
Food Intake Stress-Level — i
Monitoring DEEE 1T ! Automated Stress Level
|

------------------------------------------------ = Detection and Management

Accelerometer  0-75 75-100 101-200 E ’
(steps/min) § ‘
Humidity (RH%) 27-65 66-91 91-120 |
Temperature ¥ 98-100 90-97 80-90 T epurime

Source: L. Rachakonda, S. P. Mohanty, E. Kougianos, and P. Sundaravadivel, "Stress-Lysis: A DNN-Integrated Edge Device for
Stress Level Detection in the IoMT", IEEE Transactions on Consumer Electronics (TCE), Vol 65, No 4, Nov 2019, pp. 474--483.

Pl
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Consumer Electronics Devices -
Can Provide Data for Stress Detection

Brand

Empatica

Garmin

Zephyr

iMotions

BIOPAC

Device Signals

E4 wristband PPG, GSR, HR,

ACC, ST
Vivosmart HR, HRV, ACC
BioHarness 3.0 HR, HRV, GSR,
ACC, ST
Shimmer 3+ GSR GSR, PPG

Mobita Wearable ECG, EEG, EGG
EMG, and EOG

RTI

Yes

Yes

Yes

Yes

Yes

Ambulant

Yes

Yes

Yes

No

No

GSR = Galvanic Skin Response, HR = Heart Rate, ACC = Acceleration, ST = Skin Temperature,
HRV = Heart Rate Variability, PPG = Photoplethysmograph, RTI = Real Time Implementation

Source: R. K. Nath, H. Thapliyal, A. Caban-Holt, and S. P. Mohanty, “Machine Learning Based Solutions for Real-Time Stress Monitoring”, IEEE Consumer Electronics
Magazine (MCE), Vol. 9, No. 5, September 2020, pp. 34--41.

12 Feb 2022
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Consumer Electronics Sleep Trackers

Consumer Products

Approach

Features

Drawbacks

Fitbit [34]

SleepScore Max [36]

Nokia Sleep [38]

Xiaomu Mi Band 3

[31]

Eversleep [32]

Beddit [35]

Eight [37]

Dreem [33]

Muse [26]

Wearable

Non-wearable

Non-wearable

Wearable

wearable

Non-wearable

Non-Wearable

Wearable

Wearable

Heart rate monitor, sleep stages
monitor. Has techniques to improve
the sleep score.

Invisible radio wave sleep tracking

Uses Ballistocardiography sensor

Pulse Monitor

Snoring and breathing interruptions

Monitors snoring

Humidity, temperature., heartbeat,

breathing rate

Simulates slow brain waves

Simulates brain waves

Relationship between stress and
sleep is not discussed.
Does not manage stress with sleep.

Does not explain the relationship
with stress with sleep.

No information on importance of
quality sleep.

No explanation on the relationship
between stress and sleep.

Doesn’t consider other possible
features.

No data on how it is important to
have a good sleep.

It doesn’t consider other features;
Does not manage stress with sleep.

No understanding of the impor-
tance of quality sleep.

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: A Blockchain-Enabled, Privacy-Assured Framework for
Stress Detection, Prediction and Control Considering Sleeping Habits in the loMT”, arXiv Computer Science, arXiv:2007.07377, July 2020, 38-pages.

12 Feb 2022
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Stress-Lysis:

From Physiological Signals

! Temperature (

Sensor Deep Learning

Sens| | Based Stress
. — or :
Physical Activity Detection
Monitoring ¥

Internet

Stress-Level
Detection

Sensor

1’| Humidity Sensor
: (For Sweat

1 Analysis)

1%t Hidden Layer
(Reads Sensor Values)

Temperature Sensor

CNSTNK I\

X
/S
Output

l (Stress Detected)

\/
A

24 Hidden Layer
l (Boundary-conditioned sensor values)

Input
(Sensor Data)

Stress-Lysis Hidden Layers
(Weighted input and net output with activation function)

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty
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Stress-Lysis - DNN has been trained with
a total of 26,000 samples per dataset and
has accuracy upto 99.7%.

Source: L. Rachakonda, S. P. Mohanty, E. Kougianos, and P. Sundaravadivel, "Stress-
Lysis: A DNN-Integrated Edge Device for Stress Level Detection in the l1oMT", IEEE
Transactions on Consumer Electronics (TCE), Vol 65, No 4, Nov 2019, pp. 474--483.
= DN V\
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Stress-Lysis: Experiments

| @ coms

g % ,. ThingSpeak‘ Chamels +  Appss  Comemmily  Support = ThmgSpeak
| S |
T 2 Cloud Server
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Szap cousz: 1
B st eneny Temperature Sensor Input Humadity Sensor Input
-v':-:mn s 0 T
o - _ .
—] Serial Monitor Window i ) B
B e output. &
. & z £
0 0
BN ) %3 o o 144 1425 i 1443 144
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00 4
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Source: L. Rachakonda, S. P. Mohanty, E. Kougianos, and P. Sundaravadivel, "Stress-Lysis: A DNN-Integrated Edge Device for
Stress Level Detection in the loMT", IEEE Transactions on Consumer Electronics (TCE), Vol 65, No 4, Nov 2019, pp. 474--483.
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IMirror: Our Smart Mirror for Stress
Detection from Facial Feures

Inputs Images
from Camera
attached to
Mirror

Automatic Data
Processing Unit

Internet

s @B

Source: L. Rachakonda, P. Rajkumar, S. P. Mohanty, and E. Kougianos, “iMirror: A Smart Mirror for Stress Detection in the loMT Framework for Advancements in Smart
Cities”, Proceedings of the 6th IEEE Smart Cities Conference (1SC2), 2020.
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Smart-Yoga Pillow (SaYoPillow) - Sleeping Pattern

Person On Pillow: Person Off Pillow:
Physiological Sensor Data Monitoring Starts Physiological Sensor Data Monitoring Ends

i

Period 1. Lying on bed but not Sleeping
A

Period 3: Drift from Period 5: AWake

Wakefulness to Sleep Person
. 22727 -~

Data Processing Secure Data Storage User Applications

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-Assured IoMT Framework
for Stress Management Considering Sleeping Habits”, IEEE Transactions on Consumer Electronics (TCE), Vol. 67, No. 1, Feb 2021, pp. 20-29.
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SaYoPillow — / S /
Stress Analysis Approach -

HoursOfSleep

Perform Feature Extraction from the Acquired Data
¥

Data Processing by Boundary Conditioning on Edge
Probability of Stress Level Type - v - -

Perform Stress Level Characterization on Edge using

Machine Learning Algorithms
¥

Analyze Stress Behaviors During Sleep to distinguish

SnoringRange

RespirationRate

HeartRate ' "Q S ) :
( o ",,;\ A’ ’A A\' _ between Smart-Sleeping and Regular Sleeping
BloodOxygen v,‘ 0’; a ‘v e <A\\ L .
, /) ‘,\ _ Accurately Detect Stress Level During Sleep
EyeMovement )/[ Q\\\ ‘ ¥
/' _ Accurately Predict Stress Behavior for following day
LimbMovement / A Output Layer v -
Suggest Stress Control Remedies
TemperatureRate - ¥
Input Layer Hidden Layers Securely Transfer the Analyzed Stress Data

SaYoPillow — Uses deep learning for 96% accuracy 3
' ' - Secured Data St <
with blockchain based security features C__Secure ala olorage

_ _ _ Secured Data Retrieval through
Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: Blockchain-Integrated a User Interface
Privacy-Assured IoMT Framework for Stress Management Considering Sleeping Habits”, IEEE Transactions

on Consumer Electronics (TCE), Vol. 67, No. 1, Feb 2021, pp. 20-29.

_?—_’ a s {;} >
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Stress Control by iFeliz: Our Proposed System

Generate workout plan, meal plan, sleep schedule, display stress relief
paintings, play music in the background, suggest videos to play, quick 2 min

breathe exercise, display positive and inspirational quotes, nearby therapy
dog's location, automatic slide show of photos from gallery.

Physical exercise,

yoga, meditation-

heavy breathing,

specific music, shower, Massage appointment, Nap, pet time.

Temperature Sensor

Respiration Rate Sensor

Short-Term Advice

Noise Sensor

Humidity Sensor

Heart Rate Sensor

Sleep Cycle Data

/|

loMT-Sensors

Physical Activity Monitoring Sensor

I Edge Deep |
: Learning 1
L _Models_ |
b

Stress-Level
Detection Unit

Stress
-l evel

Stress
-\/alue

Food Consumption Data

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, "iFeliz: An Approach to Control Stress in the Midst of the Global Pandemic and Beyond for Smart Cities
using the 1oMT", in Proc. of IEEE Smart Cities Conference (1SC2), 2020.
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User Interface

Long-Term Advice

Wi-Fi 4—»@
Module
1 loMT-Cloud

y

Carrier = 2:25PM

High Stress Detected!

Suggested Tips:
* Workout plan
. Meéé‘;%?aﬁ_

Logoutl




IFeliz: Stress Control Approaches

=N ~__,| Classified Stress
&) Level Data
m Live Approach _
g § Short-Term Remedies

\ 4

Day-End Approach

\ 4

-

Smart Device Weekly Approach
v Long-Term Remedies
Monthly Approach

IFeliz - 15 Features, Stress Detection, Stress Control, Accuracy - 97%.

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, "iFeliz: An Approach to Control Stress in the Midst of the Global Pandemic and Beyond for Smart
Cities using the IloMT", in Proc. of IEEE Smart Cities Conference (ISC2), 2020.
= DN f/\

;._ @'4 UEY = —
Smart Electronic

: 8
>0 atory (SE%FS
ey

12 Feb 2022 Smart Healthcare -- Prof./Dr. Saraju P. Mohanty 54



Aut
and

omatic Food Intake Monitoring
Diet Management is Important
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Imbalance Diet is a Global Issue

Imbalanced diet can be either more or fewer of certain nutrients
than the body needs.

In 2017, 11 million deaths and 255 million disablility-adjusted life-
years (DALYSs) were attributable to dietary risk factors.

Eating wrong type of food Is potential cause of a dietary
Imbalance:

» Psychiatric disorders » Obesity
> Coronary heart disease  » Tooth decay
» High blood pressure » Diabetes

Source: https://obesity-diet.nutritionalconference.com/events-list/imbalanced-diet-effects-and-causes
https://www.thelancet.com/article/S0140-6736(19)30041-8/fulltext
P

4‘ it y
;!-‘41 sy =

Sm Electronic stems
Smart Healthcare -- Prof./Dr. Saraju P. Mohanty atory (S
12 Feb 2022 UNT ’-t:a':’::zz"f"af-zfﬁ?;:”@ 57



Automatic Diet Monitoring & Control - Our Vision

Automatic Food Image
Analysis

loT Cloud

Captures
Food Images

Mormal Eating

Foad Input hood Input

Happy

Current Mood

vi ko
4

Calories Left Techhigues to
Reduce Stress

-
7 4

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, “iLog: An Intelligent Device for Automatic Food Intake Monitoring and Stress Detection in the loOMT”,

IEEE Transactions on Consumer Electronics (TCE), Vol. 66, No. 2, May 2020, pp. 115--124.
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Diet Tracking Approaches

12 Feb 2022

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

)
u Diet Tracking ]
| |
\ )
Manual ] Automatic ]
| | |
[ A ) i - ) . r ) \ \
Hand and Food- Food Image
Mouth Weight -ood Ima
- Movement | | Sensing . g

ectronic

S El
tory (S
" EST.189 sz &

FENT GF COMPUTER.

59



Food Tracking Apps
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Smart Healthcare — Diet Monitoring - ILog

=
et

/ Edge Platform \

o Classification Cloud Platform
@w = o 3 ! .
o Mobile
1 Application
., Interface
}"éQ — Stress-Eating I
Analysis

Reference Image

iLog- Fully Automated Detection System with 98% accuracy.

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, “iLog: An Intelligent Device for Automatic Food Intake Monitoring and Stress Detection in the IoMT”,
IEEE Transactions on Consumer Electronics (TCE), Vol. 66, No. 2, May 2020, pp. 115--124.

=1 (=Y ’;} §,
. Sm Electronic %s%lhs
Smart Healthcare -- Prof./Dr. Saraju P. Mohanty atory (S
> UNT w& 61

EST.1890

12 Feb 2022



Smart Healthcare — Diet Prediction — Smart-Log

( Start )
| ] "\
— @ utrition Facts of t% e

Food item
A

\ 4

Automatic food quantity estimation

Computer Vision =
Methods using Machine Food Obtain Nutrition [Nutrient Value|Timestamp when
Learning Models Item information for ofthe  |weight of the food ) C
) D each food item | food item |item is altered Smart-Log Prediction

Accuracy - 98.6%

_ ¥
Calculate nutrition information of all the food

For Future Meal Predictions

Meal| Nutrient Value |Food item| Timestamp to
ID | of the meal quantity | compute meal type

Source: P. Sundaravadivel, K. Kesavan, L. Kesavan, S. P. Mohanty, and E. Kougianos, “Smart-Log: A Deep-Learning based Automated Nutrition Monitoring System in the
loT”, IEEE Transactions on Consumer Electronics (TCE), Vol 64, Issue 3, Aug 2018, pp. 390-398.
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Epileptic Seizure Has Global Impact

A seizure is an abnormal activity

In the nervous system which

causes Iits sufferers to
consciousness and control.

lose

= Up to 1% of the world’'s population

suffers from epilepsy.

Epilepsy is the fourth most common
neurological disease after migraine,
stroke, and Alzheimer's.

Individuals can suffer a seizure at any
time with  potentially disastrous
outcomes including a fatal complication
called “Sudden Unexpected Death in
Epilepsy” (SUDEP).

Source: https://www.epilepsy.com/learn/about-epilepsy-basics/epilepsy-statistics
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Epileptic Seizure - Qur Vision

Cloud

Persistent

w Storage

[ 11

EEG Signal
Preparation

Feature

- e
Extraction

Seizure
Detection

Wearable Edge
Computing Device

Quick Response Due
to Early Detection, —"

Seizure
Crisis

Source: I. L. Olokodana, S. P. Mohanty and E. Kougianos,
"Krig-Detect: Exploring Alternative Kriging Methods for Real-
Time Seizure Detection from EEG Signals,” 2020 IEEE 6th
World Forum on Internet of Things (WF-loT), 2020, pp. 1-6,
doi: 10.1109/WF-10T48130.2020.9221260.
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Implantable for Seizure Detection and Control

Implantable lead
assemblies

Implantable
telemetry unit

Personal advisory
device
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Seizure Detection Methods

Seizure
Detection

Electroencephalogram
(EEG)

Non-EEG

Wavelet
Domain

Time
Domain

Frequency
Domain
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Consumer Electronics for Seizure Detection

= Embrace2: Smart-band which uses
machine learning to detect convulsive
Seizures and notifies caregivers.

Source: https://spectrum.ieee.org/the-human-
os/biomedical/diagnostics/this-seizuredetecting-
smartwatch-could-save-your-life

= Medical grade smart watch: It detects
generalized clonic-tonic Seizures and
notifies physicians.

% b
Source: https://www.empatica.com/embrace2/
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Smart Healthcare - Seizure Detection & Control

s EEG Signal -
o S 9 Sejzure Seizure State : i
Detection e -
Drug Yes Dosage ~  Hospital
Injection BTG Information po oSk
. g ______ ) I hﬁ/@
% Delivery - L > WY E
- Wireless  ¢joud Storage .
—— Transfer ““Doctor
EEG Data » ~ g Oocto
Acquisition Sensor Unit Transmission and Storage Access Unit
w00} Seizure ‘; i Seizure
.  Onset - i~ Detection
o 100 } ‘ '|“N
100 m Wk ifil “‘J tency 6 sec |
200 ; : Détection - 1 to 2 sec
300 eizure Predication - Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri,
o0 . | | . atleast 6 sec before “eSeiz: An Edge-Device for Accurate Seizure Detection for Smart

(
40 50 Go 70 80 90

100

Healthcare”, IEEE Transactions on Consumer Electronics (TCE),
Volume 65, Issue 3, August 2019, pp. 379--387.
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Seizure Detection Approaches@

Testing .
Sienal DWT based Data-Set
Preprocessing =] Splitting

Wireless LEd
Transfer Dactor

=) )

Unit Unit

I . st %

¥ : ! ;l;:ilg;l] Etatlstlctal Seizure? W/

epg  Traming] | Zamster (Yes/NO)  [nternet/ T

Data Sets Set : i ____1 Deep Neural Cloud asuialll
I wmm————— Network (DNN) 1 Hospital
I Classifier
L--------------------------------------------I
< — , . , =< ¢ >
EEG Data Acquisition, processing and Seizure Detection Data Transmission Data Access
‘ ' B o v D and Data Storage
I Cose 2: AD vs E

Cloud Vs Edge Computing

=3
o0

Cloud-loT 2.5 sec 98.65%
based Detection

Edge-loT based | 1.4 sec | 98.65%
Detection

Accuracy (%)

=
~1

96

95

Kumar, et al. [2014] Tawfiq, etal. [2016] Yavuz, et al. |[2018]  Proposed system

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri, “Neuro-Detect: A Machine Learning Based Fast and Accurate
Seizure Detection System in the IoMT”, IEEE Transactions on Consumer Electronics (TCE), Vol 65, No 3, Aug 2019, pp. 359--368.
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Our Neuro-Detect : A ML Based
Seizure Detection System

x[i[ Tl @ P High-Pass Filter
eln] 4’&[ o @D
ofn] »._|}2 hia] D4 Feature Extraction
- ’E—I&
Low-Pass Filies g Al

Input Hidden Hidden

layer layer 1 laver 3
Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri , "Neuro-Detect: A Machine Learning Based Fast and Accurate SeiZL};e Detection System in the loMT",
IEEE Transactions on Consumer Electronics (TCE), Vol 65, Issue 3, Aug 2019, pp. 359-368.
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Smart Healthcare — Brain as a

Frontal

@ Known Labels

+ Seizure Signal
& Unknown Labels

msum: Spatial Correlation

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, "Ordinary-Kriging Based
Real-Time Seizure Detection in an Edge Computing Paradigm”, in Proceedings of the

3A8th_lEEE_International-Conference.-on.-Consumer-Electronics (I(‘(‘F)1 2020

Spatial Map - Kriging Meth

ods
zy;!‘.;

Source: http://desktop.arcgis.com/en/arcmap/10.3/tools/3d-analyst-
toolbox/how-kriging-works.htm

Spatial autocorrelation principle - things that
are closer are more alike than things farther

S El
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Kriging based Seizure Detection
e N (7 N A

Signal Feature ?:Ie;sl;irfeicitiagﬁ
Denoising Extraction
: | ' Seizure
J = | = I o
I I I Status
_______ ———mma fmmimmmms emmimnmmm
. Wavelet '| | ; Fractal ' Kriging
. Transformations : . Dimension | : Classifier |
L I 3 1

&omimmmem ) \_ ............. )\ /
~ Works  BxtractedFeatures  Classification Algorithm  Sensitivity  Latency

Zandi, et al. 2012 [23] Regularity, energy & combined Cumulative Sum thresholding 91.00% 9 sec.
seizure indices

Altaf,etal. 2015 [24] Digital hysteresis Support Vector Machine 95.70% 1 sec

Vidyaratne, et al. 2017 [25] Fractal dimension, spatial/ Relevance Vector Machine 96.00% 1.89 sec
temporal features (RVM)

Our Proposed Petrosian fractal dimension Kriging Classifier 100.0% 0.85s

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, "Ordinary-Kriging Based Real-Time Seizure Detection in an Edge Computing Paradigm"”, in Proceedings of the 38th
IEEE International Conference on Consumer Electronics (ICCE), 2020.
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Seizure Control Methods

v |
Common Drug Resistant
Epilepsy Epilepsy Treatment
Treatment l

!

* Antiepileptic Drug
* Surgery

* Deep Brain Stimulation * Focal Drug Delivery
* Responsive Neurostimulation

* Vagus Nerve Stimulation

* Stereotactic Laser Ablation

» External Nerve Stimulation

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri, “IDDS: An Edge-Device in IoMT for Automatic Seizure Control
using On-Time Drug Delivery”, in Proceedings of the 38th IEEE International Conference on Consumer Electronics (ICCE), 2020.
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Seizure Control Methods

Inlet
From ____5 |_/—'|
Reservoir Pump Chamber Electromagnetic: Latency — 1.8
Sec, Power — 12.81 mW, Flow
Rate — 0.34 mL/min
Magnet
. Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos,
Dlaphragm and H. Zaveri, "An loT-based Drug Delivery System
Supply —_— for Refractory Epilepsy", in Proceedings of the 37th
. IEEE International Conferen n Consumer
Voltage <———— Coil EIectronicse(ICaCE),aZOlg.0 e e oreHme
' Piezoelectric Diaphragm . .
Switch Disc Epileptegenic
(Sl\) Drug Drug zone
Inlet Outlet ]
—- )_
X Pump T
Chamber

Piezoelectri

. Latency — 1.8 Sec, Pctwer —
Reservoir 2 Reservoir 1 29 MW, Flo

aE — 3 TTTL/ T

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri, “IiDDS: An Edge-Device in IoMT for Automatic Seizure Control
using On-Time Drug Delivery", in Proceedings of the 38th IEEE International Conference on Consumer Electronics (ICCE), 2020.
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Population in Millions

2000

Diabetes Is a Global Crisis

Source: A. M. Joshi, P. Jain and S. P. Mohanty, "Everything You
Ch logical Y Wanted to Know About Continuous Glucose Monitoring," IEEE
ronological Year  consumer Electronics Magazine, doi: 10.1109/MCE.2021.3073498.

>
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Blood Glucose Monitoring —
Invasive Vs Noninvasive

Invasive Approach (C aplllaly Glucose Measurement)

‘&" _— N -

Traditional — Finger Pricking

Blood Glucose

Monitoring
% = (lllg./dl)
Preparation of Pricking of the Contact to strip :
Lancet Blood for Monitoring
Invaswe Approach (Serum Glucose Measmement) Invasive Approach —

Glucose Value

(mg/dl) using
‘ﬁ u ﬁ 'Ilﬁ Glucose

Processing Blood/Serum

Analyzer Noninvasive — Wearable
Blood Sample Clinical Centnfuoe for Prepared Serum for Glucose
Collection Separation of Serum Measurement
Non Invasive Approach Noninvasive
Approach —
Fingertip/Earlobe/ . .
Skin between Processing Light

\ fingers

Source: P. Jain, A. M. Joshi, and S. P. Mohanty, “Everything You Wanted to Know About Noninvasive Glucose Measurement and Control”, arXiv

Physics, arXiv:2101.08996, January 2021, 51-pages.
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Noninvasive Glucose-Level I\/Ionltorlng

Front view Back view

Sensor
(finger)

Sensor
(wrist)

Photoplethysmogram (PPG)  Near Infrared (NIR)

PPG Signal Analysis NIR Spectroscopy
Specific LED B W Detector Specific LED Detector
Wavelf:ngt!:ls are @1::: e fl— Wavelengths . @1::_1 —
not required il . needed for glucose ™ ™%
l molecule detection l

Foseed signal or puse R
analysis and features :
: reflectance of light from
extraction
glucose molecule
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Automatic Glucose Monitoring and Control -
Our Vision - IGLU (Intelligent Noninvasive)

Continuous

Glucose .
Monitoring pltal
i(\ a=1

i

— 1

a -

Cloud Storage | BAL
Doctor

Parameters  gystem (APS)
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Unique Near Infrared Spectroscopy for iIGLU

Near Infrared (0.7um-2.5um)

Short wave Long wave
(0.7um-1.3um) (1.3um-2.5um)
\ . Photo \'\\ Phot
Photo % & Emitter and e -0
: 4 ok Emitter
Emitter = : 4% “.Detector

Reflectance of 940 Absorptlon of 1300 nm Source: A. M. Joshi, P. Jain, and S. P. Mohanty, A Device For Non-
Invasive Blood and Serum Glucose-Level Monitoring and Control, India

nm Wavelength 940 nm Wavelength
Wavelength Patent Application Number: 202011027041, Filed on: 25 June 2020.
=.95 8
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IGLU 1.0: Capillary Glucose

Vibrations @& 9

(Stretching, =&, /@,
. Wagging, Bending) 1 Attenuated Infrared
Detector

— - - N
“ == : s Wave
-~ o S ST=ay
Transmitted”
Near Infrared Wave
(NIR) Emitters

(940nm, Analog-to-Digital
1300nm) Infrared Converter
Detector
Cost - US$ 20

Clinically tested in an hospital.
y P Accuracy - 100%

Source: P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level
Monitoring in Smart Healthcare”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35-42.
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IGLU — Design Implementation

Data logging for model = : -
] S : _ rocessing Unit
training, validation and testing B g

§ |

\], Power Supply

1000 1 |:Vj I:vil Glucose

1 Level Data
1000 Photo Output
Light &V Photo Dlodel_
Emitting —7 &> A Diode Light
Diode K Emgtingr_% OUtIO.Ut3 —@
A\ 4 Diode
Ground B} output 2 ~ glOkQ \ 4 _ _
nm Conversion Unit :
(Absorption) ! . 9ﬂ40 nm &)und N hOSpltaI .
Channel 2 round (Reflectance)

1300 nm \ 4 Channel 3 Cost - US$ 20

Channel1  Ground Output3
Output 2 Accuracy - 100%
Outputl

Source: A. M. Joshi, P. Jain, and S. P. Mohanty, A Device For Non-Invasive Blood and Serum Glucose-Level Monitoring and Control, India Patent Application Number:
202011027041, Filed on: 25 June 2020.
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Elderly Fall Automatic Detection Is
Needed to Improve Quality of Life

» Elderly Fall: Approximately a third of elderly people 65 years or
older fall each year.

» Fall Caused - Over 800,000 hospital admissions, 2.8 million
Injuries and 27,000 deaths have occurred in the last few years.

Source: L. Rachakonda, A. Sharma, S. P. Mohanty, and E. Kougianos, "Good-Eye: A Combined Computer-Vision and Physiological-Sensor based Device for Full-
Proof Prediction and Detection of Fall of Adults”, in Proceedings of the 2nd IFIP International Internet of Things (IoT) Conference (IFIP-10T), 2019, pp. 273--288.
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Consumer Electronics for Fall Detection

Wearables Drawbacks

N Apple watch: uses only accelerometers, doesn't work on low

- thresholds like double carpet, bathroom, hardwood floors. The

| 12 user must manually select the option SOS and as a reason it fails

> if the person is unconscious. Users may remain on the floor with

no help for large hours.
- w Philips Lifeline: Uses only accelerometers and barometric sensors
S .

- for pressure
(> @ changes. After the fall, the system waits for 30 sec and directly
connects to help.

Lively Mobile by greatcall and Sense4Care Angel4: Monitors
fluctuations using only
accelerometers.

Bay Alarm Medical and Medical Guardian: Use only
accelerometers. Have huge base stations limiting the usage and
location access.

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty
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Issues of Existing Research

Decisions of fall are dependent on the changes In
accelerometer axes only.

Some applications have user to give response after the fall
and that can be time consuming as the user might not be
CONSCIOuUS.

Some applications are limited to a certain location and certain
type of surroundings which add up the additional costs.

Prediction of fall or warning the user that there might be an
occurrence of fall is not provided by most of the applications.

12 Feb 2022
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Good-Eye: Our Multimodal Sensor System
for Elderly Fall Prediction and Detection

Physiologi
cal Sensor Image
Data Unit Data Unit

— e oy

L

\/

Parameter Range
Comparison Unit

- e o o = o o E—,,

ISensor Input

' unit !N Processing Unit _

N - — - S i -

T

Analyses
Unit

Parameter

A 4

Fall

N

\ 4

Sit Aside,

Detection

"l vou might fall

50

Prediction
Unit

NG

\ Help Unit/I

s - = -

Source: L. Rachakonda, A. Sharma, S. P. Mohanty, and E. Kougianos, "Good-Eye: A Combined Computer-Vision and Physiological-Sensor based Device for Full-
Proof Prediction and Detection of Fall of Adults”, in Proceedings of the 2nd IFIP International Internet of Things (lIoT) Conference (IFIP-IoT), 2019, pp. 273--288.
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Good-Eye: Elderly Fall Detection

Framel

£x1, vy

|

Frame?2

(X2 A

ﬁ)taining r,g,b values

func_r(x,y)
{ return x+y/100 * 256; }

func_g(x,y)

func_b(x,y)

*20;}

\_

{ return (1 — x+y/100) * 256; }

{return (1 - (0.5 — x+y/100)"2)

~

/

Framel

£.(1, g1, b1)

Frame?2

(2, g24b2

Source: L. Rachakonda, A. Sharma, S. P. Mohanty, and E. Kougianos, "Good-Eye: A Combined Computer-Vision and Physiological-Sensor based Device for Full-

4 )

Check if the
d is above
the
threshold

_

v
Decision of fall

Proof Prediction and Detection of Fall of Adults", in Proceedings of the 2nd IFIP International Internet of Things (IoT) Conference (IFIP-IoT), 2019, pp. 273--288.
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cStick: A Calm Stick for Fall Prediction,
Detection and Control

Physiological
Sensor Data
Unit

B No Fall

y

Parameter
Analyses Unit

_—_—_—___‘

Fall Detection
Prediction Unit

Sit Aside, you

might fall

Sensor Input
\ Unit

2
Control Unit

- = m o e o o o e e e e e e e . o 7’
Fall Monitoring Accelerometer, Gyroscope, HRV,
+ Body Vital Monitoring Blood Pressure, Sugar levels, SpO2

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, “cStick: A Calm Stick for Fall Prediction, Detection and Control in the IoMT Framework”,

in Proceedings of the 4th IFIP International Internet of Things (loT) Conference (IFIP-IoT), 2021.
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cStick - Prototyping

For the loMT-Edge
computing, a controller has
been chosen with real time
sensor data from various
sensors which monitor the
required parameters.

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, “cStick: A Calm Stick for Fall Prediction, Detection and Control in the IoMT Framework”,
in Proceedings of the 4th IFIP International Internet of Things (IoT) Conference (IFIP-I0T), 2021.
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MyWear — A Smart Wear for Continuous Body

Vital Monitoring — using ECG & EMG
—m———*. Internet

Upload Router
Deep Neural )
Wi-Fi = Network (DNN)—= = = =
-~ T @
\ ," \ Cryptographic | Real-Time
I J émar ) .Data Security | EIanaetra eRr?(E)OXISe/rt : Monitoring/
arment, | v gency v Alert System
‘ & Upload Cryptographic
g Healthcare
User Data Securit | | v |
Bluetooth Body Orientation L Provider

. Stress Data Muscle ACt|V|ty Source: S. C. Sethuraman, P. Kompally, S. P. Mohanty, and U.
Mobile Visualization i i _ Choppali, ‘MyWear: A Novel Smart Garment for Automatic
Application Vlsua |Ization Continuous Vital Monitoring”, IEEE Transactions on Consumer

Electroni TCE), Vol. XX, No. YY, ZZ 2021, A ted 30
\ Body Temperature ) yay 2001 ° Pp. Recepied on

v-:“’l \.!ﬁg '-:}
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MyWear — A Smart Wear for Continuous
Body Vital Monitoring — using ECG & EMG

Bluetooth Processing Unit [——— R S 1

Recorded and
Analyzed |

| I
| "7 ““““““ Readings
| I

ECG value Corresponding Stress Value | Mobile Application |

¢

:I Normal II Abnormalities I Stressed l Normal I|

Electromyography
(EMG) Sensor

Temperature
Sensor

I Deep Learning based

i HRV based Stress ]
'l  ECG Classification |

Level Detection H]

Accelerometer

_____________ — — —
=
Gyroscope | ° Data Acquisition Unit
e _ . !
- Wi-Fi : -
loMT Sensor Unit | Data Processing Unit |
e e |

Source: S. C. Sethuraman, P. Kompally, S. P. Mohanty, and U. Choppali, “MyWear: A Novel Smart Garment for Automatic Continuous Vital Monitoring”, IEEE Transactions on
Consumer Electronics (TCE), Vol. XX, No. YY, ZZ 2021, pp. Accepted on 30 May 2021.
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MyWear — A Smart Wear for Continuous Body

Vital Monitoring — using ECG & EMG
Embedded Electrodes inside MyWear _

Chest 654 Orientation Rest
Bicep 756 HRV score 73.4
Heart Rate 78 Body Temp 30 C

MyWear Prototype Results: |

- Heartbeat Classification - Accuracy - 97% |
- Myocardial Infarction (Heart Attack) - Accuracy - 98% |
- Stress Level Detection - Accuracy - 97% Pt it
- Muscle Activity Detection - Accuracy - 96% B

- Fall Detection - Accuracy - 98.5% User Interface
o
ECG Sensor EMG Sensor ) AL

Micro-controller < o o

Source: S. C. Sethuraman, P. Kompally, S. P. Mohanty, and U. Choppali, “MyWear: A Novel Smart Garment for Automatic Continuous Vital Monitoring”, IEEE Transactions on
Consumer Electronics (TCE), Vol. XX, No. YY, ZZ 2021, pp. Accepted on 30 May 2021.
P G f/\

Seu (B ‘=

Electronic Systems
oratory (S

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

12 Feb 2022 99




Smart Healthcare —
Some Challenges
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Smart Healthcare Architecture —
Requirements

Low power

Higher efficiency
Small form factor
4 Inter operability
X@ntinuous connectivity
High speed

Security (Data and Device)
Privacy
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Smart Healthcare — Data Quality

Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and K. F. Tsang, "Smart Healthcare in the Era of Internet-of-Things", IEEE Consumer
Electronics Magazine, vol. 8, no. 5, pp. 26-30, Sep 2019.
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Machine Learning Challenges

Machine |
Learning Issues

Source: Mohanty ISCT Keynote 2019
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Smart Healthcare - Security Challenges

Selected Smart Healthcare
Security/Privacy Challenges

Data Eavesdropping

Data Confidentiality

Data Privacy

Location Privacy

|dentity Threats

Access Control ‘

Unique Identification

Data Integrity

Device Security

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything You Wanted to Know about Smart Health Care”, IEEE Consumer

Electronics Magazine (CEM), Volume 7, Issue 1, January 2018, pp. 18-28.
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Health Insurance Portability and
Accountability Act (HIPPA)

Data
Data Disclosed

_ Compromised Improper
Wlth_out_ by Hackers Disposal Of
Authorization 6% Data
from Patient 59%
‘ @ . 20% .
. Data Lost and
H I PAA ~ Not Accounted
Other ' A Eor
Health Insurance Portability 2% : _ 12%
and Accountability Act

Data Physically :
Stolen
55%

HIPPA Privacy Violation by Types
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loMT Device Security Issue Is Scary

= Insulin pumps are vulnerable to hacking, FDA warns amid recall:

https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-vulnerable-hacking-fda-
warns-amid-recall/

= Software vulnerabilities In some medical devices could leave them
susceptible to hackers, FDA warns:
https://www.chn.com/2019/10/02/health/fda-medical-devices-hackers-trnd/index.html

= FDA Issues Recall For Medtronic mHealth Devices Over Hacking Concerns:

https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-mhealth-devices-over-
hacking-concerns
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loOMT Security — Selected Attacks

Impersonation
Attacks

|

Eavesdropping
Attacks

Smart
Healthcare

Physical

Security
Threats
for loMT

Attack

Network

Attack

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight

Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security Measures iIs Hard —
Resource Constrained

' .

] ] ‘
/) N
. . | f
) [ .
N

|
\

'n

Collectively ( WMD+IMD):
Implantable and Wearable
Medical Devices (IWMDs)

Implantable and Wearable
Medical Devices (IWMDs) --
Battery Characteristics:

= Longer life

- Safer

- Smaller size

- Smaller weight

raGemaker Battery Life - 10 years

12 Feb 2022
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loOMT Security Measures is Hard —
Energy Constrained

Neurostimulator
J Battery Life
| - 8 years

Battery Life
- 10 years

»Implantable Medical Devices (IMDs) have integrated battery to provide
energy to all their functions -> Limited Battery Life depending on functions

»Higher battery/energy usage - Lower IMD lifetime

»Battery/IMD replacement > Needs surgical risky procedures

Source: Carmen Camara, PedroPeris-Lopeza, and Juan E.Tapiadora, “Security and privacy issues in implantable medical
devices: A comprehensive survey", Elsevier Journal of Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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Smart Healthcare - Safety

10 devices tied to the most
reports involving death
(2008-2018) 93

62

Automated external

Implantable
cardioverter
defibrillators (ICD)

defibrillators
59 82
Pacemakers Tissue heart

valves

51

(pulse generator)

46

Other infusion Pacemakers
pumps (leads)
Insulin infusion Endovascular
pumps stent grafts
31 Y Aortic stent grafts
Mechanical heart
pumps (VAD)
CBC NEWS Source: Health Canada & ICIJ

Source https://planet-report.com/canadian-advocates-call-for-all-medical-implants-to-be-registered-cbc-news/

CENTRAL ILLUSTRATION: Cardiac-implantable Electronic Devices: Tech-
nical and Safety Considerations

SMALL POTENTIAL RISKS

FACTORS INFLUENCING SAFETY

Heating effects:
Tissue injury (Mainly theoretical)

MR magnet:

» Magnet strength
« Radiofrequency power
» Magnet position

Strategy to minimize risk: Lead designed to limit current induction

Cardiac implantable device: H Mechanical effects:
 Ferromagnetic material Device movement (Mainly theoretical)

« Presence of reed switch Strategy to minimize risk: Limitation of ferromagnetic materials

» Device programming
» Altered sensing/capture

:@} « Ferromagnetic material « Inhibited therapies

» Lead stability « Inappropriate therapies
(No significant adverse patient outcomes)

Electromagnetic effects:

Strategy to minimize risk: Lead designed to limit current induction,
replacement of reed switch with Hall sensor, temporary device
reprogramming

« Patient position
« Patient size

@) Indication to scan: If the benefits outweigh the very small potential risks, MRI is acceptable

Miller, J.D. et al. J Am Coll Cardiol. 2016;68(14):1590-8.

Source: J. D. Miller, S. Nazarian, H. R. Halperin, "Implantable Electronic Cardiac Devices and
Compatibility With Magnetic Resonance Imaging", J Am Coll Cardiol. 2016 Oct, 68 (14), pp. 1590-1598.
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Smart Healthcare - Ethics

(EE T TR TN
LAE R LR L 2% cn
LI e S L N

Source: B. Mittelstadt, “Ethics of the health-related internet of things: a narrative review”, Ethics Inf Technol 19, 157-175 (2017), DOI: https://doi.org/10.1007/s10676-017-9426-4.
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Smart Healthcare —
Some Solutions
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loT/CPS D

esign — Multiple Objectives

Smart Cities
Vs
Smart Villages

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote
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CPS - loT-Edge Vs loT-Cloud

Edge Data Center

GHE
Upload 11 @
e
- Local
Area
| - —— e Network
Upload -=" (LAN)

JRob

Edge Router ’
g +* Download

~
y
~
=~

Sensors (Things)
Cluster

e Middleware
End/Sensing Devices (Communication)

End Security/Intelligence Edge Security/Intelligence

» Minimal Data »>Less Data

> Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics »Less Accurate Data Analytics
> Very Rapid Response »Rapid Response

TinyML at End and/or Edge is key for smart villages.

Gateway

/

Edge / Fog Plane

Cloud Security/Intelligence

»Big Data

»Lots of Computational Resource
»Accurate Data Analytics

»Latency in Network

»Energy Overhead in Communications

Heavy-Duty ML is more
suitable for smart cities

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty
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Our Kriging-Bootstrapped DNN Model

Kriging Model Layer |
Hidden Layer 1

Layer 3

Jﬁw . idd;f i’lyer 3

45‘1;

""".- . Laver 4
X\
' M W\ :
X MR/
/ f\ 1 ) \1[
(AN~

\

Seizure Signal

=

@
Q
NI

HIC — Hjorth Complexity Layer D .
ENT — Signal Entropy fnput Layer
SISHAl : : Extracted EEG Features Layer 2
PFD — Petrosian Fractal Dimension Hidden Layer 2
\ Y J \ Y J
Extracted Features 4-Layer Deep Neural Network (DNN) Model

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Kriging-Bootstrapped DNN Hierarchical Model for Real-Time Seizure
Detection from EEG Signals”, in Proceedings of the 6th IEEE World Forum on Internet of Things (WF-I1oT), 2020

12 Feb 2022 Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

123



Our Distributed Kriging-Bootstrapped DNN Model

Extracted )\ Features Layer 1
4 - Y Hidden I_ayer 1
HJ — Hjorth Complexity
EN — Signal Entropy H,dgﬂﬁ’if \
e ~ idden Layer

' FD — Fractal Dimension

Layer L
Output Layer

Data
Aggregation

e = -

— o ——— —
>

Input Layer
Extracted EEG Features L'l}f’El 2
Hidden Layer 2
\ J \ /
Distributed Kriging Model L-Layer Deep Neural Network (DNN) Model

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Distributed Kriging-Bootstrapped DNN Model for Fast, Accurate
Seizure Detection from EEG Signals”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020.
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Experimental Results: Dataset A

Models Detection Latency

DNN 0.80s
Ordinary Kriging 0.86s
Krig-DNN 0.80s
Dist-Krig-DNN 0.80s
175 100
0.8
150
80 )
0 125 - § gﬂ-ﬁ
E 100 1 £ o0 3
E 751 E 10 EO“"
" 50 E g
20 2oz
251
o DNN Kriging Krig-DNN  Dist-Krig-DNN . DNN Kriging Krig-DNN  Dist-Krig-DNN o DNN Kriging Krig-DNN  Dist-Krig-DNN

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Distributed Kriging-Bootstrapped DNN Model for Fast, Accurate

Seizure Detection from EEG Signals”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020.
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Our Secure by Design Approach for
Robust Security in Healthcare CPS

End Devices Edge Router nq
"7 ()
- =P — » Local
7 Area

\ 7/ Network <:>
\ / 4
« ~ EdgeServers ,“ (LA
N ey
4 /’

I

Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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]

g% PUF Module @&
B onFPGA &

Time to Generate the Key at Server 800 ms
Time to Generate the Key at loMT Device 800 ms
Time to Authenticate the Device 1.2sec-1.5sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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Our Smart-Yoga Pillow (SaYoPillow)

Blockchain for Person

we VL Blockehain for Person 2

Edge Data
Processor

k 1 \ Physiological 5@%
.~ Sensor 1\
Person 2 SaYoPillow 2 Qc? o a ocke f"“ or Ferson n
| | " nalyzed' | __
I ' S Stress "
| | 5 Y _Data SC
| ! 5 T '\ A
: I > o ’ it
‘ = L,n@, § Smart Home Hub | p=========f-=======-
€L D ﬁ )
W5

I.;
[~]

Lo o o Connected Home / | Ngtviorld (N — U SEJ‘.I.lerfﬁQQ____

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-Assured loMT Framework
for Stress Management Considering Sleeping Habits”, IEEE Transactions on Consumer Electronics (TCE), Vol. 67, No. 1, Feb 2021, pp. 20-29.
N
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|

.‘|
-
1

Physiological data Access
1

Physiological data upload
|

End Sensors

—

SaYoPillow: Blockchain Detalls

Request Requested
Data request/ Data request_ Haridler d@ta
response : -
— EncryptlonéDecryptlon
Data Requestor Client Program

Smart Contragts

EEEEEEE

P2P Network

Ledger

Physiological data

Sensor data ” :
> Request Physiologic

and Stress detection,

Harldler al Qata

predictions data
.|l Communication stub

Edg

Source: L. Rachakonda, A. K. Bapatla, S. P.
Mohanty, and E. Kougianos, “SaYoPillow:
Blockchain-Integrated Privacy-Assured 1oMT
Framework for Stress Management
Considering Sleeping Habits”, IEEE
Transactions on Consumer Electronics (TCE),
Vol. 67, No. 1, Feb 2021, pp. 20-29.
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SaYoPillow: Prototyping

— Transaction

15297 Confirmations

Summary
Block Hash 0x44214514875cdcb9d8
Received Time Jul 2, 2020 8:49:19 AM

Included In Block

23663

Logged in as:
0x9537cb86f5a03c8ccb52c44b49757861eca0004b
Gas Price 0.0000000010 ETH m

2
Transaction Confirmations Hours Slept Snoring Range Respiration Rate

91 ® 61 15

Eye Movement

Gas Used 241,526 m/s ﬁ SaYoPillow Dashboard

Hours Slept

Number of transactions made by the sender prior to this one 53 .
Blood Oxygen Level

Transaction price 0.000241526 ETH

g Medium Low
Data
Detected Stress Level

Follow below suggestions to relieve stress
Play lullaby's or peaceful music to regulate sleep.

Average Values (Last 24 hours)

lem Average Hours Slept 2

® Average Snoring Range 64

Average Respiration Rate 21

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. o Average Heart Rate 54
Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-Assured & Average Blood Oxygen Level 92
loMT Framework for Stress Management Considering Sleeping - e B Rt 2
Habits”, IEEE Transactions on Consumer Electronics (TCE), Vol. A etmes b Movenan B
8 Average Temperature 96

67, No. 1, Feb 2021, pp. 20-29.
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Smart Healthcare —
COVID-19 Perspectives
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Smart Healthcare in Pandemic — Some Roles

Source: A. M. Joshi, U. P. Shukla and S. P. Mohanty, "Smart Healthcare for Diabetes during COVID-19," IEEE Consumer Electronics Magazine, Vol. 10, No. 1, January 2021, pp. 66--71.
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CovilLearn - Smart X-Ray Device for
Automatic Initial Screening of COVID-19

Active  IFiat panel detector Data Control
Matrix Display
. Detector ) (User interface)
Wirel Onboard | | P'COM Image Pre-
X-ray Ireless Memory | Converter processing
. apparatus transmitter (T) - & Network
i I Y
Patient 1 receiver
¢
Detector & Image I _
Readout controller ® : — s
Exposure |, 4 Data Augmentation Unit | | R
ntroller : |
o i ML Model Execution Unit COHID Ties:
Report
- Transfer Learning Unit :
Systm ontroller

Source: D. Das, S. Ghosal, and S. P. Mohanty, “CoviLearn: A Machine Learning Integrated Smart X-Ray Device in Healthcare Cyber-Physical System for Automatic Initial
Screening of COVID-19”, Springer Nature Computer Science (SN-CS), Vol. 3, No. 2, March 2022, Article: 150, 11-pages.
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Comorbidities with Pre-existing medical
conditions for COVID-19

—-—

S ST

<N ‘ﬁf
of 4 u-i-

L

Cardiovascular
Source: A. M. Joshi, U. P. Shukla and S. P.

Disease Mohanty, "Smart Healthcare for Diabetes
during COVID-19," IEEE Consumer

O ’
(13-2 /0) Electronics Magazine, Vol. 10, No. 1,

January 2021, pp. 66--71.
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IGLU - Our Intelligent Non-Invasive Glucose
Monitoring with Insulin Control Device

Noninvasive
Glucometer (IGLU)

IQBIIT-CIoud

Healthcare Provider

Insulin Pump

|nSU|in Secretion Source: A. M. Joshi, U. P. Shukla and S. P. Mohanty, "Smart
S Healthcare for Diabetes during COVID-19," IEEE Consumer
through Pump o Electronics Magazine, Vol. 10, No. 1, January 2021, pp. 66--71.
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ILog + IGLU - Our Diet Automatic Monitoring
and Control for Blood Glucose Level

Reference

07/05/2019

o - o o . o e e e e .

| 07/05/2019 |
s ]
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EasyBand — Safety-Aware Mobility during Pandemic

EasyBand Green Color

|
|
|
|
‘= A

/)\.

-R ™~ Careful Warning

No Warning

g
b
"i g A a

Y4
L

\’

.4

.
- &
/7 r'lll

EasyBand Yellow Color

-
-

- o

EasyBand Green Color

— -~ \
6!‘_4’ \
v
—
M o

Critical Warning ﬁ

=G
-4
= A )
g N
> N

Source: A. M. Joshi, U. P. Shukla and S. P. Mohanty, "Smart Healthcare for Diabetes during COVID-19," IEEE Consumer Electronics Magazine, Vol. 10, No. 1, January 2021, pp. 66--71.

12 Feb 2022

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

149



EasyBand in Healthcare CPS (H-CPS)

Edge Data Center

Source: A. K. Tripathy, A. G. Mohapatra, S. P. Mohanty, E. Kougianos, A. M. Joshi and G. Das,

Edge
Router

Firewall Firewall

Firewall
IIII_III

Data
= Analysis
! <
g
o .
= City
@ Server

<
<«

pd
~

18

pd
- ~

Data
Analysis

Analysis &
Reporting

State Server

Outbreak," IEEE Consumer Electronics Magazine, vol. 9, no. 5, pp. 57-61, 1 Sept. 2020, doi: 10.1109/MCE.2020.2992034..

Cloud Country
Data Center

Firewall

"EasyBand: A Wearable for Safety-Aware Mobility During Pandemic
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CoviChain: A Blockchain based Framework

/Abbreviations:

RFID: Radio-Freguency ldentification

WS Wireless Sensor Network
INFURA: Endpoirnts For Blockchain

Maas: Modes as a Service
Kad-DHT: Kademlia DHT

ECC: Elliptical curve Cryptography

Tx - Transactions

Block : Blockchain Modes

M- Modes

UDP -User Datagram Protoool

Whisper: decentralized middleware for
Confidential Communication between

Blockchain Modes

— . Dlata Flowve Direction

MNational

International

M2

2
W

Whisper &
upp
INFURA/Naa$

'-QE'C: Remote Procedurs Call _/,-' "-
Communication —_—
Layer = w
- Edge Layer | = =
Fighee s =
| Nodes =
uDpP
SB02.15_49 .\_: | A —
Distributed Storage N Od e | E o
Kad-DHT = -
Aldgorithm E iy
= E
I Tx 1 with Send City
Tx fCowid ECC Signature m 2
Data Algorithn N1 ~
Block 1 " M
Block Fields Block 1 b
Block M el
Block ldentifier, Mext Block Identifier, Block
size, Block wersion, Prewvious Block Hash, Block
Merkle Root, Block Time Stamp, MNonce,
Transaction Counter, Transaction List Y
| Tx1 »
T2 N
TacM .
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for Nonrepudiable Contact Tracing in H-CPS

Source: S. L. T. Vangipuram, S. P. Mohanty, and E.
Kougianos, “CoviChain: A Blockchain based
Framework for Nonrepudiable Contact Tracing in
Healthcare Cyber-Physical Systems during Pandemic
Outbreaks”, Springer Nature Computer Science (SN-
CS), Vol. 2, No. 2, June 2021, Article: 346, 16-pages.
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CoviChain: A Blockchain based Framework
for Nonrepudiable Contact Tracing in H-CPS

Ethereum Network
IPFS Network I e s n s aann R EE R EEEEEEEEEEEEEEREEEnE

Distributed
Smart

Values

=

e IR LR

Nodes/Users
Participating

I —— A

Source: S. L. T. Vangipuram, S. P. Mohanty, and E. Kougianos, “CoviChain: A Blockchain based Framework for Nonrepudiable Contact Tracing in Healthcare
Cyber-Physical Systems during Pandemic Outbreaks”, Springer Nature Computer Science (SN-CS), Vol. 2, No. 2, June 2021, Article: 346, 16-pages.
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CoviChain: A Blockchain based Framework
for Nonrepudiable Contact Tracrng in H-CPS

1 User Interface 2 F|Ie Converted to Buffer

= From the front-end, Covid file
IS submitted to the IPFS and
store It.

= Once the file I1s stored, the
hash of the file Is returned to
the browser console.

= The hash generated from IPFS
IS stored on the blockchain,
Instead of the actual file.

Source: S. L. T. Vangipuram, S. P. Mohanty, and E. Kougianos, “CoviChain: A Blockchain based Framework for Nonrepudiable Contact Tracing in Healthcare
Cyber-Physical Systems during Pandemic Outbreaks”, Springer Nature Computer Science (SN-CS), Vol. 2, No. 2, June 2021, Article: 346, 16-pages.
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CoviChain: A Blockchain based Framework
for Nonrepudiable Contact Tracing in H-CPS

Comparing MedRec and Covichain Mining Time for MB Data

D 450
7))
€400
GEJ 350
= = The times for data In
300
MedRec are calculated
250 . .. .
assuming the mining time of
200 .
the conventional Ethereum
150 .
blockchain to be 13
100
I l I Seconds for 1MB Data.
50
0 | ] | ]
9MB-Zip File 17 MB-Dat file 31 MB-csv file 33.5 MB-ixt file
m Data to Blockchain ® Covichain
Source: S. L. T. Vangipuram, S. P. Mohanty, and E. Kougianos, “CoviChain: A Blockchain based Framework for Nonrepudiable Contact Tracing in Healthcare
Cyber-Physical Systems during Pandemic Outbreaks”, Springer Nature Computer Science (SN-CS), Vol. 2, No. 2, June 2021, Article: 346, 16-paqres.
F X X}
S Electronic s
Smart Healthcare -- Prof./Dr. Saraju P. Mohanty tory (S
12 Feb 2022 %&{r “ﬁ 154




PharmaChain - A Blockchain to Ensure
Counterfeit Free Pharmaceutical Supply Chain
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Pandemic — Trusted Food Supply Chain

How to ensure quality food
through legitimate supply chain?
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Source: A. M. Joshi, U. P. Shukla and S. P. Mohanty, "Smart Healthcare for Diabetes during COVID-19," IEEE Consumer Electronics Magazine, Vol. 10, No. 1, January 2021, pp. 66--71.
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Conclusions and
Future Research
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Conclusions

Healthcare has been evolving to Healthcare-Cyber-Physical-
System (H-CPS) I.e. smart healthcare.

Internet of Medical Things (IoMT) plays a key role smart
healthcare.

Smart healthcare can reduce cost of healthcare and give more
personalized experience to the individual.

Al/ML i1s a key component of smart healthcare.

loMT provides advantages but also has limitations in terms of
cybersecurity and privacy.

Smart Healthcare can be effective during stay-at-home scenario
during pandemic.
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Future Research

Edge-Al for smart healthcare needs research.

Internet-of-Everything (loE) with Human as active part as
crowdsourcing need research.

Smart Healthcare will need robust data, device, and H-CPS security
need more research.

Cybersecurity of IWMDs needs to have very minimal energy
overhead to be useful and hence needs research.

Integration of blockchain for smart healthcare need research due to
energy and computational overheads associated with it.

Privacy-aware limited healthcare data sharing in global scale to
reduce spread of pandemic outbreak.
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Smart Healthcare — Reality?

= Short answer - Yes
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Smart Healthcare — Hype?

= Still long way to go ...

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

12 Feb 2022 161



Acknowledgement(s)

This material is based upon work supported by the Nationa
Science Foundation under Grant Nos. OAC-1924112 anc
HBCU-EIR-2101181. Any opinions, findings, anc
conclusions or recommendations expressed In this materia
are those of the author(s) and do not necessarily reflect the
views of the National Science Foundation.

Smart Healthcare -- Prof./Dr. Saraju P. Mohanty

12 Feb 2022 162



