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Smart Cities - 3 Is

|nstrumentation

The 3ls are provided by
the Internet of Things (loT).
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Services in Smart Cities and Smart Village

Harvesting containers adds in cost
Air Quality Smart Weather BLE, ZigBee, 6LOWPAN, WiFI, Solar Panels, Battery Power and Feasible
Monitoring and Irrigation Cellular, Sigfox, LoRaWAN Energy Harvesting
Smart Survelllance|. NA BLE, WiFi, ZigBee, Cellular, Sigfox, Battery Power and Energy Feasible but additional
LoRaWAN Harvesting sensors needed
Smart Energy Smart Energy ZigBee, Z-Wave, 6LoWPAN, Sigfox, PowerGrid, Solar Power, Wind Feasible
LoRaWAN Power, Energy Harvesting
Smart Lighting Smart Lighting WIiFI, ZigBee, Z-Wave, Sigfox, Power Grid, Solar Power, Energy Feasible
LoRaWAN Harvesting
Smart Healthcare Smart Healthcare | BLE, Bluetooth, WiFi, Cellular, Sigfox Power Grid, Battery Power, and Feasible
Energy Harvesting
Smart Education Smart Education LR-WPAN, WiFI and Ethernet Power Grid, Battery Power, and Feasible
Energy Harvesting
Smart Parking NA Z-Wave, WIiFI, Cellular, Sigfox, Power Grid, Solar Power, Energy Feasible
LoRaWAN Harvesting
Structural Health NA BLE, WiFI, ZigBee, 6LoW-PAN, Power Grid, Solar Power, Battery Energy harvesting can be
Monitoring Sigfox Power, Energy Harvesting useful for power specs
Noise Monitoring || NA 6LoWPAN, WiFi, Cellular Battery Power, Energy Harvesting, Sound pattern identification
and Energy Scavenging Is a bottleneck
NA Smart Farming BLE, Bluetooth, WiFi, 6LoW- Power  Grid, Battery Power and Feasible
PAN, Sigfox, LoRaWAN Energy Harvesting
NA Smart Diary Bluetooth, WiFI,  ZigBee, Power Grid, Battery Power and Feasible
6LoWPAN, LoRaWAN Energy Harvesting

Source: S. K. Ram, B. B. Das, K. K. Mahapatra, S. P. Mohanty, and U. Choppali, “Energy Perspectives in 10T Driven Smart Villages and Smart Cities”, IEEE Consumer
Electronics Magazine (MCE), Vol. 10, No. 03, May 2021, pp. 19-28.
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Healthcare Cyber-Physical System (H-CPS)

Offline Data

C IEEE
Electronics Magazine
Volume &  Number 5

ID Reader

% Online Data

RFHD
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Patient
rk Hub
o Biobanks

Wearables Clinical Trials Desktop Manager

H-CPS < Biosensors + Medical Devices + T
Wearable Medical Devices (WMDs) + RIS
Implantable Medical Devices (IMDs) + Internet
+ Healthcare database + AI/ML + Applications
that connected through Internet.

+» Data and Device

. Secu”tY Healthcare Cyber-Physical
* Data Privacy System (H-CPS)
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart

Cloud Layer - device for plant disease
Services for Agriculture and growth prediction. IEEE
Agriculture onsumer
. Sensor Data, : - ) ,
Data Analysis - D Agriculture Data Analysis Flectronics Magazine -
___________________ ameroa  N—=F  andPredictions___________ "
. = . Internet-of-
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Sensor Data Models Models/) Data Models
—~ i -~
? i Farmer ? Farmer ——
: — Data P Smart Agriculture
Data g
Agriculture ﬂ sCrop  Automatic |  _..... SDC“?p Automatic o e
Device T Device | |rrigation e (PEVICE igation & & CTSoc &IEEE
 er =, D,
Y . . .2. J’ W Smart Agriculture Market Worth $18.21 Billion By 2025.
Earm |_.and SCFOp App fE— Ea;jgources: http://w%mﬁeﬂrﬁﬁarch.com/press-release/gIobal-smart-agriculture-farming-market

Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation
in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. XX, No. YY, ZZ 2020, pp. Accepted on 14 Oct 2020, DOI: 10.1109/JSEN.2020.3032438.
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What is Smart?

= Ability to take decisions based on the
data, circumstances, situations?

= Al plays the role in making decisions
automatic based on modeling of data.

s S 'f:i;i e E = (e ' t -
c I . o I ce Source: https:/imatmatch.com/blogthe-age-of-artficial-intelligence-in-materials-science-part-one!

Large Amount of Data Processing for Al
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TinyML - Key for Smart Cities and Smart Villages

Needs Significant:

TRAIN: Iterate until you achieve satisfactory performance.

PREPROCESS
DATA

b

ACCESS and |

Ve

-

EXTRACT
FEATURES

=
N

Ve

ey

OPTIMIZE
PARAMETERS

v

PREDICT: Integrate trained models into applications.

Ve

™ f B g
CAPTURE
EXTRACT
SENSOR DATA FEATURES RUN MODEL
= N 3
L] L] i
@ 8 = ey = =/ B
= =
x| e |

~

—y

AN

A
C

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html

Needs:

» Computational Resource
» Computation Energy

Solution: Reduce Training Time
and/or Computational Resource

R4

RISC

How complex Al models
run in loT-end devices?

Source: ww W-cnx--software-com.cdn.ampproject.org.html

» Computational Resource
» Computation Energy gqution: TinyML
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Collaborative Edge Computing is Cost Effective
Sustainable Computmg for Smart Villages
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Source: D. Puthal, S. P. Mohanty, S. Wilson and U. Choppali, “Collaborative Edge Computing for Smart Villages”, IEEE Consumer Electronics Magazine (MCE),
Vol. 10, No. 03, May 2021, pp. 68-71.
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CPS - loT-Edge Vs loT-Cloud

Edge Data Center
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Sensors (Things) Gateway
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: : Cluster
89 0 Middleware Edge / Fog Plane
End/Sensing Devices (Communication)
End Security/Intelligence Edge Security/Intelligence

> Minimal Data »Less Data
> Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics »Less Accurate Data Analytics
> \ery Rapid Response »Rapid Response

TinyML at End and/or Edge is key for smart villages.

Cloud Security/Intelligence

»Big Data

»Lots of Computational Resource

»Accurate Data Analytics

»Latency in Network

»Energy overhead in
Communications

Heavy-Duty ML is more
suitable for smart cities
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Blockchain Energy Need is Huge

ppiiie

Energy consumption 2 years of a US
Energy for mining of 1 bitcoin household

W\ Energy
| consumption 80,000X
= for each bitcoin
transaction Energy consum

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need the Blockchain?," IEEE Consumer Electronics
Magazine, Vol 10, No. 2, Mar 2021.
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When do You Need the Blockchain?

Information of the System that may need a blockchain?

\
Does.system need permanent  No
shared data storage? —
v Yes
Blockchain is used when @ Are there multiple data E’
multiple entities are giving data contributors to system?
¥ Yes
Blockchain does not allow data Does the application No
modification after storage modify data after storage? Blockchain
Blockchain does not provide Yes No 'S r;ot q
data privacy, even ifitisin € Is data privacy required? —| heede
an encrypted format ¥ Yes
Blockchain is not required, if there ¢ Does the system work in _No,
are no trust issues in a system an untrusted e\r;wronment?
es

Yes

Source: D. Puthal, S. P. Mohanty, E. Kougianos and G. Das, "When Do We Need
the Blockchain?," IEEE Consumer Electronics Magazine, Vol 10, No. 2, Mar 2021. _
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We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (loE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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A Security Nightmare - by Quantum Computlng

Edge Data
Center
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S ot Cloud Computing
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‘‘‘‘‘‘‘ Sensors (Things) Gateway using Quantum
Clust : -
o uster Edge Devices »Ultra Fqst quantum
End Devices Edge Computing computing resources
In-Sensor/End-Device | »High latency in netwo.rk |
: »Less computational resource »Breaks every encryption in
Computing .
»Minimal latency in network no time
» Minimal computational resource > Lightweight security
> Negligible latency in network A quantum computer could break a
> Very lightweight security 2048-bit RSA encryption in 8 hours.
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Security by Design (SbD) and/or
Privacy by Design (PbD)
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Source: h?t\ps://teachprivacy.com/tag/privacy-by-design/
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Villages — May not have Electricity, Connectivity...

IEEE
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el aEs s T e - T » How to be connected?
Source; P. hak and |. Banerjee, "Irl1.t<.er;et of Things-enabld Srt iIIages: ReC(‘e-n4t Advances and > HOW to run AI?

Challenges," IEEE Consumer Electronics Magazine, vol. 10, no. 3, pp. 12-18, May 2021.
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Eternal-Thing: Combines Security and
Energy Harvestmg at the loT-Edge

=)

I
| Solar Cell

Gateways/

Edge Devices and % Nodes Concentrators loT-Cloud

their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for Sustainable 1oT”,
IEEE Transactions on Sustainable Computing, Vol. 6, No. 2, April 2021, pp. 320-333, doi: 10.1109/TSUSC.2020.2987616.
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Personal loT (PloT) May Help?

. & Bluetooth-Enabled
PloT on PloT Devices

Person

o

J \ J

Personal IoYI' Network PublicYNetwork

Communication I_\/Ie_dlum Wireless LAN
In Close Proximity

Source: B. P. S. Sahoo, S. P. Mohanty, D. Puthal and P. Pillai, "Personal Internet of Things (PloT):
What is it Exactly,"” IEEE Consumer Electronics Magazine, doi: 10.1109/MCE.2021.3077721.
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Can Any Smartness/Intelligence/loT Solve?
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Source: https://WWW.WiIsoncenter.org/article/building-slum-fre-mumbai
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