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Introduction
loT —Internet of Things

= Application Fields

o Smart City

o Smart Medical(loMT).

o Smart Farming(loAT)
o Smart Industrial (l10T)
U
U

Network Layer

Smart Energy(loE)

Smart Supply chain
and Retall.

o Smart Home.

Sensors / Actuators

Application Layer
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Introduction-Ground Water Data

o Groundwater is 1.69 %
of total water on earth.

o Source of sustenance.

Data collected from
diverse sources.

o Helps in Increasing
Food Production

o Checking Water
Avallability

Wireless Sensorsi o
Satellites Q Predlc_:tlng Water
Groundwater supplies.
bata | o Analysis of
Data Research Contaminant Water .
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Challenges in Existing Ground Water Data
Management System

o Transferring Data
o Data storage

o Data Integration

o Avallability of Data
a Access Control

o Metadata
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G-DaM Talk, iSES-2021




Sources of Groundwater Data

Remote Sensing

loOAT-Smart Farming

Computer Simulation

Q
Q
Q
Q
Q
Q

On field Data
Historical

Remote Sensing
Computer Simulation
Web and Social Media
Internet of Things(loT)
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Recipients of Groundwater Data

Water usage Bgal/day

N [
N |

PUBLICSUPPLY ~ DOMESTIC IRRIGATION LIVESTOCK INDUSTRIAL  THERMOELECTRIC  MINING

=&=\Water usage Bgal/day

Industrial Public Supply
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Related Research

Application Data Storage Computation
Level

Nguyen et al.[4] Supply-chain  Decentralized- High-SH High High
Data On-Chain

Umamaheshwari et al.[5] Crop Farming Decentralized- High-SH High High
Data On-Chain

Pincheira et al. [6] Water Usage  Decentralized- High-SH High High
Data On-Chain

Turganbaev et al. [7] Groundwater  Centralized Low High High
Data

Yi et al. [8] Groundwater  Centralized Low High High
Data

Zhu et al. [9] Groundwater  Centralized Low High High
Data

Iwanaga et al. [10] Groundwater  Centralized Low High High
Data

G-DaM [Current-Paper] Groundwater  Decentralized- High-DH Low Low
Data On-Chain
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Issues In Existing works

o Centralized Data
storage.

o Decentralized -On- —
Chain Storage

= Single point failure

High Transaction —— = = High Energy
Cees — Consumption
: : : Bandwidth

High Block validating )

- e _ Bottlenecks
Time(Mining Time) —>-
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Novel Solutions in G-DaM

o Blockchain used to mitigate uncertain facts
and Increase Ground Water Data Quality.

. o / o Use Distributed Data Storage for storing
4 Bulk Data

o Perform Double Hashing Refuge
o Results with Reduced Transaction Fee

Q&b and Time with increase data quality and
i i Integrity.
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Distributed Storage

To avoid repetition of
Records

_ = High availability of Data
For Transferring Large Data = _
to Cloud = Disaster Recovery Process
' = Reduced Cost
Gateways = Increased Performance

o Why?

= Bulk storage

o Drawbacks
= No Time Stamp
= Duplication of Data
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Blockchain o what?

= Data stored as ledger
records

0 Types
Block sent to nodes [ P u bI IC
] = Private

P’ = Consortium
| % = Hybrid

Nodes:get Rewards Block getting added to D Why?
Block getting validated existing chain ]
= Decentralized

Block1 Block2 Block3 Block4 = No Administrator
= Data cannot be modified
Block1 Timestamp = Data = Embedded Timestamp

Hash

=)
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Various DataI_
Collected

Nodes/Users
Participating

Distributed Storage in G-DaM

Ethereum Network
! IPFS Network | @ e msnmnnnnnnnnnnnnsnnnnnnnnnnnnnnnnnnnnnnnnnns

Distributed
Storage Smart

Generate Contract

e — A
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Proposed Architecture of G-DaM

Data-1 256 KB

DDS(S/Kademlia DHT) s
* AR —
e—

Data 1 Hash(Cl)
Data 2 Hash(ClI)
Data 3 Hash(ClI)
Data 4 Hash(Cl)

Data n Hash(Cl)

Data-n 256 KB

Ground sensing

DDS: Distributed Data Storage
Cl: Content Identifier.
BC: Blockchain

!

DDS Data Root
Hash

Data Root
Hash as
Block1
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Block Hash:
56jhghghagdj

Previous
Block Hash:
89hjggskjdhs;j

Signature

Database
Hash

Transaction

Block Hash:
6785jbdmhgdf

Previous
Block Hash:
56jhghghagd;j

Signature

Database
Hash

Transaction

Blockchain
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Data Flow In Proposed System

Adding Groundwater Data File.
o IPFS creates Segments of the File.
o Creates Content Identifiers(Cl) and DDS Hash.

Linking IPFS Data to Ethereum Smart Contracts(BC).
o Verified Data based on Content Identifiers.
o Added to Blocks as Transactions.

o ECC applied to Transactions Data to give Transaction root hash.
Retrieving Groundwater Data File.
o Compares received checksum CI with Source CI to retrieve the file.
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Technologies used for Implementation

= React JS for Front end
Developing

= IPFS , @
Ethereum Smart

= BC: Smart Contract ———— Contracts
Ropsten Test Network |5

Smart

Contract
Management

Truffle
Framework

Meta mask A v
Wallet esting

Web 3

o

Create and Deploy Smart Contract
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G-DaM Functional Verification

Groundwater Data i1s redirected
towards IPFS residing in End
Systems.

IPFS Generates Hash of the
Groundwater Data.

The IPFS Hash iIs stored on
Blockchain as a Transaction.

Blockchain generates Transaction
Hash.

& 00H

=N}

datasets @ Groundwar. € Sateliteim- Enom manwsss. BlCiUsesise. @Gnace  Gondwat. * SNCSSNC. N MetaMask .

G-DaM User Interface

‘RrAGPpOor s B
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Validation

Ropsten Testnet is used to
see the actual working of the
transaction.

Inserting APl Infura Key in
configuration file for deploying
Data file to Testnet network.

Cost to upload Groundwater
Data IS measured and
paralleled to Traditional BC
Cost.
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\ AVAIl ABIE
AVAILABLE

GAS PRICE GASLINIT HARDFORK NETWORKID  RPCSERVER MINING STATUS WORKSPACE
20000000000 6721975  PETERSBURG 777 HTTP:/127.0.0.1:7545  AUTOMINING  COVIDDATA

SENDER ADDRESS 70 CONTRACT ADDRESS  —
0x7230637232f0951d01686T41CFF43CDe1A6B339 0x082ced384fc2467628dBf51C03AC3d8a81d95h ity
1 d

VALUE GASUSED GAS PRICE GASLIMIT MINED IN BLOCK
0.60 ETH 41130 20000000000 61695 224

CONTRACT

CONTRACT ADDRESS

Coviddata 0x0f82ced384fc2467628dBf51C03Ac3d8a81d95hd
FUNCTION Documents/BlockCode/Coviddata

set(_covidHash: string)

} c ess: C843074938Fch882
TS a : 01686F41CFF43CDe

QmPQQVJu2p63i77TP1cp29YunbSTRCVY5pHGSs24d8jaoy

> value sent: {
EVENTS > total cost: 0.00460792 ETH
> Saving artifacts

| OO0 H = B dmeses @cowdwa € Sateliteim. W Command. EJC\User\su. g Ganache @ Groundwat. [ dataset{Co X SN-CSSNC- N MetaMask...

Validating through Ropsten Testnet

33D3876
1A6B3391

82940bc6cdddf397463ce5999d0ac2c89c15a9682867e1a8

arAgorR mmv B
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Experiment Results of G-DaM

File File size | Deploy Mining Mining Gas Gas Fee Tx Cost Tx Cost
Time(Sec) | Time(Sec) | Time(Sec) | Fee [BC+DDS] [BC] [BC+DDS]
[BC] [BC+DDS] [BC]

xt- 97 KB 3.104 0.00460792eth $5,622 $8.34

Chemical use in eth

agriculture

.CSV- 441 MB 24 57 77 141.1 0.00489103eth $255,626 $8.85

Water use in 2eth

agriculture

.CSV- 497 MB 4 64 7 159.0 0.00491564eth $288,086 $8.9

Affected water 4 eth

bodies

.Zip- 11.6 MB 72 150 46 371.2 0.00367895eth $672,395 $6.66

Nebraskagroundwa eth

terdata

.gis-Waterdataset 52.7 MB 96 685 57 1686. 0.00543623eth $3054,761 $9.8
4 eth
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Conclusion

= |ssues like data integrity, privacy, data quality and latency are reduced in this
novel DDS and BC approach.

= The data upload and mining time of blockchain is significantly decreased.

= The proposed application is a precise and cost-effective solution and useful for
Groundwater data storing.

With
—

Cost Reduced

Groundwater data Reduced Time

Records & Blockchain Storage
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20

21st Dec 2021



Future Work

= The stakeholders and the sectors of the groundwater data
can be made more confidential through Private Blockchain.

= Thus, having extensive control of the groundwater data flow.
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