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Population Trend — Urban Migration

“India is to be found not in its few cities, but in its 700,000 villages.”
- Mahatma Gandhi

» 2025: 60% of world
population will be urban

» 2050: 70% of world
population will be urban
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Issues Challenging City Sustainability
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Energy Crisis
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Smart City Technology - As a Solution

= Smart Cities: For effective management =~ o s

of limited resource to serve largest

possible population to improve: Electronlcs

VOL. 5, NO. 3, July 2016 = MAGAZINE
1
=) (=

o Livability :
. At Different Levels:
0 Workability > Smart Village

o Sustainability » Smart State
» Smart Country
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Smart Cities - History

First Literature
Evidence for

Digital City
UN Habitat
First Digital Agenda Several
City Urban Smart City
Practice Indicators Standards
Amsterdam (HUI) (ISO, ITU)
1994 1997 1998 1999 2005 2007 2009 2011 2014 2015 2016 >
Flrst First Global
Smart European City
City Smart City Teams
Practice Group Challenge
Dubai (EMC)

Source: Leonidas G. Anthopoulos 2017, The Rise of the Smart City
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Smart Cities Vs Smart Villages

City - An inhabited place of greater size, population, or importance than
a town or village
-- Merriam-Webster

Smart City: A city “connecting the
physical infrastructure, the information-
technology infrastructure, the social
Infrastructure, and the business
Infrastructure to leverage the collective
Intelligence of the city”.

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to
Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July
2016, pp. 60--70.

Smart Village: A village that uses
Information and communication
technologies (ICT) for advancing
economic and social development to
make villages sustainable.

Source: S. K. Ram, B. B. Das, K. K. Mahapatra, S. P. Mohanty, and U. Choppali, “Energy
Perspectives in loT Driven Smart Villages and Smart Cities”, IEEE Consumer Electronics
Magazine (MCE), Vol. XX, No. YY, ZZ 2021, DOI: 10.1109/MCE.2020.3023293.
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Internet of Things (loT) — Concept

/ Local Network\
Can be wired or
wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

LD
\ ( ) / Global Network

Connecting bridge between the local network, cloud
services and connected consumer devices

Overall architecture: 4 _
& A configurable dynamic Connected Electronic Systems
global network of networks Smart phones, devices, cars, wearables

% Systems-of-Systems 'whmlijﬁ conniid to the mgsj

L

Source: Mohanty ICIT 2017 Keynote
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loT =2 CPS - Smart Cities or Smart Villages

loT
9

Cyber Physical CPS (Smart Components)
System (CPS) Y S

Smart Cities or Smart Villages

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Smart Healthcare

Smart Hospital

Emergency Response Smart Home

A GUIDE TO THE CE INNERVERSE

Fithess &
Trackers

= Consumer
ElCEIHONIES

VOL. 7, NO. 1, January 2018

Smart Infrastructur

S
T 5 6 s

HEEA EI
” | e
A
L%

>

Doctor
Headband‘with
Quiality and Embedded Smart
sustainable Neurosensors HHeaIthcare
ere to Improve

t?:]echmclan Robots Your Quality of Life

healthcare wi

limited resources.
On-body Sensors Embedded

Source: Mohanty CE Magazine July 2016 Skin Patches‘
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Healthcare Cyber-Physical System (H-CPS)

C IEEE Offline Data
Electronics Magazine
Volume & Number 5

Patient

Ne

.Y&nwn‘aaub'

e Biobanks ‘f
Wearables  Clinical Trials Desktop Manager

Requires: | H-CPS ¢ Biosensors + Medical Devices +

% Dataand Deviceé  \\earable Medical Devices (WMDs) +

Security Implantable Medical Devices (IMDs) + Internet

lpmplniivet Lothill e % Data Privacy + Healthcare database + Al/ML + Applications

System (H-CPS)

oy e that connected through Internet.

CTSoc < IEEE
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FUTURE FARMS

small and smart S

FARMING DATA

The farm generates vast quantities
of rich and varied data. This is stored
in the cloud. Data can be used as
digital evidence reducing time spent
completing grant applications or
carrying out farm inspections saving
on average £5,500 per farm per year.

!ﬁt

i

-

Source http //www nesta.org. uk/blog/preC|3|on agrlculture -almost-20-increase-income-possible-smart-farming

Sources: http://www.grandviewresearch.com/press-release/global-smart-agriculture-farming-market

o ,
> ‘  and increasing milk yields by 10%.

Smart Agriculture

SURVEY DRONES

Aerial drones survey the fields,
mapping weeds, yield and soil
variation. This enables precise
application of inputs, mapping
spread of pernicious weed
blackgrass could increasing

- Wheat yields by 2-5%.

FLEET OF AGRIBOTS

A herd of specialised agribots tend
to crops, weeding, fertilising and
harvesting. Robots capable of
microdot application of fertiliser
reduce fertiliser cost by 99.9%.

B “a it
' ‘ (9
Ml e ﬂ

TEXTING COWS

Sensors attached to livestock
allowing monitoring of animal
health and wellbeing. They can

- send texts to alert farmers when

a cow goes into labour or develops
infection increasing herd survival

SMART TRACTORS

GPS controlled steering and
optimised route planning h
reduces soil erosion, AT
saving fuel costs by 10%.

w"" e A, e

ke

http://www.fao.org
Internet-of-Agro-Things (I0AT)

Automatic Irrigation System

———
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Source Maurya 2017 CE Magazme JuIy 2017
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Agriculture Cyber-Physical System (A-CPS)

Solar powered smart

CSIouo_I Layfer - device for plant disease
ervices for e
- and growth prediction.
Agriculture ggncultlljjre . >
Data Analysis Sl BElk, Agriculture Data Analysis
Famer Data

and Predictions

()
Edge Device 6 56 & ('_Iﬁ - B

Layer (for Each Edge Node Edge Node Edge Node
Farm or Edge Edge Edge
Neighborhood) Machine = = =~ Machine{< =~~~ Machine
Learning Learning[S€nsor Learning
Sensor Data Models Models) Data Models
= T = '
< [F)armer v . ¥  ramer Internet-of-Agro-Things
= ata =
- Data
Agriculture n %Crc_)p Automatic | ... .. u SD%(/?ge Automatic (I0AT)
- BUIEER | rioati -
Device e rrigation = -t Irrigation =
o. o ".“ .. - "'“
Farm Land sCrop App Farm Land sCrop App

Source: V. Udutalapally, S. P. Mohanty, V. Pallagani, and V. Khandelwal, “sCrop: A Novel Device for Sustainable Automatic Disease Prediction, Crop Selection, and Irrigation
in Internet-of-Agro-Things for Smart Agriculture”, IEEE Sensors Journal, Vol. XX, No. YY, ZZ 2020, pp. Accepted on 14 Oct 2020, DOI: 10.1109/JSEN.2020.3032438.
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Energy Cyber-Physical System (E CPS)

Smart Smart ok Water N AR 3
@ Heat
Generation %a Storage ‘ . Service Provider EH S c “sumer
-3 LIGGUFONICS
<
Home Energy

Electric Car

—p AC
— DC

Quiality,

2o

sustainable,

uninterrupted energy with
minimal carbon footprint.

_ e Manager (((

il ) smart
& Consumption

p
e
il - J|

A

= loT Role:
= "Management of
usage
=" Power generation dispatch
for solar, wind, etc.
= Better fault-tolerance of the
grid

energy

Smart Energy
The Key
for Sustainability

Hoe Automation
(User controlled

smart appliances)
. J

= Services for plug-in electric

DLNA Networ | (bijas (PEV)

» Enhancing
relationships

.

consumer
Internet of Energy

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July 2016, pp. 60--70.
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Transportation Cyber-Physical System (T-CPS)

\ Mobile
Communications

Security Systems

oo =

Mobile
[Communications ((‘ )))

I

=

&= Vehicle-to-Vehicle

Security Systems A

- =)

i
=

)

— il |
)
2. T 2 oy
ee .
e S

Satellite
é i”a

Communications

Schedule (\l m

and
Location
S e

rowry

— Traffic and
Construction

= N

Ap AL

Travel and
Passenger

Information Q

s Requires:

Intersection

k“g% oo

Data and Device
Security

*» Location Privacy

oo,

Source: Datta 2017, CE Magazine Oct 2017

Consumer

Electronics Magazine

Volume 9 Number 4 JULY/AUGUST 2020

Transportation Cyber-Physical
System (T-CPS)

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

12/25/2020

30



Challenges in I0T/CPS Design
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loT/CPS — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT/CPS
Design and Security,
Operation — Privacy, and
Selected IP Protection

hallenge

Creating
Knowledge
and Big
Data

Source: Mohanty ICIT 2017 Keynote

12/25/2020

S Electroni
s

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

36



Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B
2019

2015 2017
18.2B 28_4i3 o

2014

1428

2013

11.2B

2012

8.78B

2000
loT INCEPTION

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data-lakes-0-downtime
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ourBANK

Username

Passw (1]'(}

Hacked: Linkedin, Tumbler, & Myspace
Linked m Who did it: A hacker

going by the name Peace.

tumblr, What was done:
500 million passwords

222MYSPACE ere stolen.

Details: Peace had the following for
sale on a Dark Web Store:
167 million Linkedin passwords
360 million Myspace passwords
68 million Tumbler passwords
100 million VK.com passwords
71 million Twitter passwords

Personal Information Credit Card/Unauthorized Shopping

& ®© T B
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Cybersecurity Challenges - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

AHACKED
ENTERTAINMENT
SYSTEM

AHACKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
e, &) 4 :
=exu (WY ‘i,;} Q,
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Smart Healthcare - Security and Privacy Issue

CIEEE —Data Eavesdropping

Electronics Magazine
Volume &  Number 5
emote Access
2 cdica

—Data Confidentiality

—Data Privacy

—Location Privacy

Identity Threats

Challenges

—Access Control

—Unique Identification

Healthcare Cyber-Physical
System (H-CPS)

—Data Integrity

7-5™ |EEE
E: CTSoc < IEEE

CONSUMER TECHNOLOGY SOCIETY

hitp'/ictseesieee.org —Device Security

Selected Smart Healthcare Security/Privacy
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loOMT Security Issue Is Real & Scary

= Insulin pumps are vulnerable to hacking, FDA warns amid recall:

https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-vulnerable-hacking-fda-
warns-amid-recall/

= Software vulnerabilities In some medical devices could leave them
susceptible to hackers, FDA warns:
https://www.cnn.com/2019/10/02/health/fda-medical-devices-hackers-trnd/index.html

= FDA Issues Recall For Medtronic mHealth Devices Over Hacking Concerns:

https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-mhealth-devices-over-
hacking-concerns
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Reliable Supply Chain: Food Supply Chain:
Farm = Dinning

How to ensure quality food
through legitimate supply chain?

'ﬁ. . Retails
O

Service of
Transportation l*':’g\*‘ Food

Consumption
By Users

Processing

Fa'rming &
Growing

Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19 Perspective”, arXiv Quantitative Biology, arXiv:2008.11153, August 2020, 18-pages.

e
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https://arxiv.org/abs/2008.11153

Smart Car — Modification of Input
o S|nal of Control Can be Dangerous

» Typically vehicles are controlled by human drivers
» Designing an Autonomous Vehicle (AV) requires decision chains.
» AV actuators controlled by algorithms.
» Decision chain involves sensor data, perception, planning and
actuation.
» Perception transforms sensory data to useful information.
» Planning involves decision making.

Data Information Decisions
: (probablistic) Agont?ds) ——
(uncertamty) ' 3) - \
: I /\ \\
Sensors | Perception i IActuator |

Source: Plathottam 2018, COMSNETS 2018 ~ o o PR
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Smart Grid - Vulnerability
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Smart Grid Model — CPS
Security Perspective

Information and Communication
Technology (ICT) components of
smart grid is cyber vulnerable.

Data, Application/System Software,
Firmware of Embedded System are
the loop holes for security/privacy.

Network/Communication Components
Phasor Measurement Units (PMU)
Phasor Data Concentrators (PDC)

Energy Storage Systems (ESS)

Programmable Logic
Controllers (PLCs)
Smart Meters

Source: Y. Mo et al., "Cyber—Physical Security of a Smart Grid Infrastructure®, Proceedings of the IEEE, vol. 100, no. 1, pp. 195-209, Jan. 2012.
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Selected Attacks on a CE System
— Security, Privacy, IP Rights

Applications
Application and
C . A )
OS Atta
.(Operating SystenD Copyright Attack
N
Output
Input —» Information
Information (Copyrighted)

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty
12/25/2020

59



RFID Security - Attacks

Disabling Tags

Tag Modification

Physical

- RFID

Threats

Selected RFID
RFID Channel
Attacks Threats

o aOf v\?\‘)\’/

J - SO | System
auct Threats

Cloning Tags

Reverse Engineering and Physical Exploration

Eavesdropping

-

Snooping |

Skimming

-y

Replay Attack

Relay Attacks

-Electromagnetic Interference
-Counterfeiting and Spoofing Attacks

Tracing and Tracking

D g

Numerous Applications

HPassword Decoding |
-Denial of Service (DoS) Attacks |

Source: Khattab 2017: Springer 2017 RFID Security
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NFC Security - Attacks

Selected NFC Attacks

, Data Relay Data .| lInterception
Eavesdropping Modification | Attacks | Corruption Spoofing Attacks \ Theft

)

.
. ) g
% Identification . b

' : Time &
Ticketing Attendance

NFC

DIQUUe- 4N

\Q)

=Y

———1
NFC Attacker

sauoug peq
) ()
‘ .
I o
\ .
—
231000 PIIGEUD

n) Eavesdropping
A Loyalty & Physical . ] _ o : o
Memberships Access Source: http.//resources..l_n_foseC|nstltgte_.com/near-fleId-communlcatlon-
nfc-technology-vulnerabilities-and-principal-attack-schema/
n
Cashless Secure

N“" Payment — PC Log-On (( R el ay AttaCk \\ @
( \

(t ’ _/
77 ‘. ..................... | oo
lsouua —emp) ProvY Communication Charvel |, :souua
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Source: http://www.idigitaltimes.com/new-android-nfc-attack-could- s o

steal-money-credit-cards-anytime-your-phone-near-445497 Source: https://www.slideshare.net/cgvwzg/on-relaying-nfc-

payment-transactions-using-android-devices
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Firmware Reverse Engineering —
Security Threat for Embedded System

‘ JJ ConnectionRequestlisename=acpeuserm
l ConnectionRequestRassword=base64(wcpepassy)

SfiiUNUsername=ghandyas
SiIiUNRassword=base64(ghandya)

Username=gadming

Rassword=base64(gadming)

(WRS)¥DeviceRassword=base64(a00]1.94266%)

Username=gautoconfig@talktalkbusiness™ets
Rassword=baseb4(atthjl’2344)

(Nex{lTinesYoffivar/wan/ppp25[68)/contig)
pPpp256]password=atth12344 ppp256jlusenname=gautoconfig@talktalkbusinessfnet
ppp258]password=attb234 4 ppp258Jusername=gautoconfig@talktalkbusinessfnet

Extract, modify, or reprogram code 0S _exp!o?tation,_
Device jailbreaking

Source: http://jcjc-dev.com/
Source: http://grandideastudio.com/wp-content/uploads/current_state _of hh_slides.pdf
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Attacks on Embedded Systems’ Memory
Read
confidential
Attacks
Embedded Memory
Processor Attacks

Information
Replace a block

INn memory
with a block from
another location

Replace a
block with fake

Physical access
memory to retrieve
encryption keys

Value of a block at a given address at one
time is written at exactly the same address
at a different times; Hardest attack.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “TSV: A Novel Energy Efficient Memory Integrity Verification
Scheme for Embedded Systems”, Elsevier Journal of Systems Architecture, Vol. 59, No. 7, Aug 2013, pp. 400-411.
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Trojans can

Information may bypass giving a non-

watermarked or non-encrypted output.

Unprotected/Unsecure Information >

Provide Backdoor Entry to
Adversary

Hardware Trojans

Input —

—»

Watermarking and/or
Cryptography Processor

Protected/Secure Information >

Source: Mohanty 2015, McGraw-Hill 2015

Output

Trojan

Select

12/25/2020
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Side Channel Analysis Attacks

Fault Power
Attacks Dissipation
Acoustic Elapsed
Noise Time
Cache EM
Content / Radiation
Time

Breaking Encryption is not a matter of Years, but a matter of Hours.

Source: Parameswaran Keynote iNIS-2017
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Securlty Privacy, and IP Rights

L] 1101
9101
uri .
191101
2101
111
101
8110,
81018;
91.0:
101
et
816,
10:
10: 810 11!
01014 191018101610101010101.
1001 0101011040107 101101 01011
@101 01110131010.101 0110101/
11101, 101 1
1101011 1011, 03101010101
103010111 1010, 811811
110,
010,
010.
- L
-
0 O
O O C O

(IP nghts VIOIatlon)Source Mohanty ICIT 2017 Keynote

fo () =3
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Privacy Challenge — Personal Data

~

One privacy misstep
can land healthcare

organizations
in hot water.

By Leslie Feldman

¢ Source: http://blog.veriphyr.com/2012/06/electronic-medical-
Source: http://ciphercloud.com/three-ways-pursue- records-security-and.htmi
cloud-data-privacy-medical-records/
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Privacy Challenge — System, Location

collect information about location tracking,
me, my car, break forward secrecy |

and my surroundings

| S
1
| Processing I Processing Sggts:r
g Data at Data at p
w-vehicle rest rest In-vehicle
maITvare -

store S/PIl  privacy inferences
| Petit et al,, "Revisiting Attacker Models for Smart Vehicles”, WiVec' | 4.

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html
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overlaps all of these
research areas.

New
Technologies, enhance
data

Improved
Networks accuracy.

Bigdata =2 Intelligence -
Deep Learning is the Key

the Edge”

Computationa

Iyaging
_ Privacy & Security
Foundation ‘
Optics
. Biometrics Internet
curation, e | '(Ff
Al, and Deep Learning ings (logy

(Edge Implementations)

Source: Corcoran Keynote 2018
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ML Modeling Issues

Machine  _
Learning Issues

Source: Mohanty ISCT Keynote 2019

12/25/2020
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TRAIN: Iterate until you achieve satisfactory performance.

Deep Neural Network (DNN) -
Resource and Energy Costs

PREPROCESS
DATA

( N\
ACCESS and

Ve

EXTRACT
FEATURES

oy
=S\

Ve

OPTIMIZE
PARAMETERS

v,

Needs Significant:
» Computational Resource
» Computation Energy

PREDICT: Integrate trained models into applications.

-

CAPTURE
SENSOR DATA
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—

EXTRACT
FEATURES

=
=N

~

!

vy

-

p

RUN MODEL

~ _

~

e

=

&

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html

DS oo

» Computational Resource
» Computation Energy
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@ input Layer () Hidden Layer @ Output Layer
» DNN considers many training parameters, such as the

size, the learning rate, and initial weights.
» High computational resource and time: For sweeping
through the parameter space for optimal parameters.
» DNN needs: Multicore processors and batch processing.
» DNN training happens mostly in cloud not at edge or fog.

12/25/2020

Source: Mohanty iISES 2018 Keynote
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DNNs are not Always Smart

: s 7 S 2

i Y% 1%

¥’ { y

’ : %l

¥ ’

;3 g :

‘ 5 ; & !

) 5 4

s ! ’ 5 )

¥ ! ' 4 s 4

’ s 7 e 9

i s ¥ T 2

4 b s ) ’

| | 7 b ’

4 5 ’ \ ’

’ 3 ’ X y

: - S

king penguin starfish baseball

O D O W e
- oo e
- OO O e v
- O O e o
- O O o
- o ai
- O =
- O o B -
- o o S e o
- o OO e e
- - D S O e
e

freight car

remote control

peacock

African grey

DNNs can be fooled by certain “learned” (Adversarial) patterns ...

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR), 2015, pp. 427-436.

12/25/2020

CEI Tradeoffs in IoT - Prof./Dsx. S. P. Mohanty

P -

Sm Electronic %efps

80



Al Security - Trojans in Artificial
Intelligence (TrojAl)
i L B¢

- — —— =

Label: ———
Stop sign

Adversaries can insert
Label Trojans into Als, leaving
Speed limit sign @ trigger for bad behavior
that they can activate
during the Al’'s operations

Source: https://www.iarpa.gov/index.php?option=com_content&view=article&id=1150&Itemid=448
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Consumer Electronics Demand
More and More Energy

U.S. residential sector electricity

o consumption by major end uses,
Energy consumption in homes by end uses = 2016
Cl1a

gquadrillion Btu and percent
19893

space cooling

18.3%

Es=pace heating  @air conditioning  Ewater heating appliances, electranics, and lighting Glavisions 4nd

related equipment refrigerators

5 9% and freezers e/ia\
Notes: 8.8%
Includes consumption for heat and operating furmace fans and beiler pumps.
“Includes miscellaneous appliances, clothes washers and dryers, computers
and related equipment, stoves, dishwashers, heating elements, and motors
not included in the uses listed above.

Quadrillion BTU (or quad): 1 quad = 10*> BTU = 1.055 Exa Joule (EJ). Source: U.S. Energy Information Administration.
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Energy Consumption

Energy Consu mption by Sector (2015) Energy Usage in the U.S. Residential Sector in 2015
Commercial 2‘* 553"82?3 |7%
4.07QBtu

4%

Space Heating
27.3%

Other
20.8%

Industrial Computers
21.22 QBtu 1.6%
22%

Cooking
2.7%

Data Center Television

4.2%
Power Usage Clothes

Washers/Dryers ., /
0 : S
2 10.F56626b0/§ i ' & Dlsh%/;/éashers /Z = ,
1.74 /0 ga?ﬁ °g’;;“k’?"c Refrigerators Lightin
Google g i & Fge_;e;ers g.2% E
3.27% s ~
YouTube 0.28%
2.530/0 Google Maps o
= rw Individual Level:
r-_}—47 0.40%
( = Amazon.com .
== 77" Imagine how often we
Wikipedia
| charge our portable CE!
ENERGY STAR A \\ o73% g P
1.02% 0.63%
Source: Windows Live Mail Ye;hoo! N‘:ews
https://www.engadget.com/2011/04/26/visualized- 0.95%

ring-around-the-world-of-data-center-power-usage/ MSN oy nLhel
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Energy Storage - High Capacity and Safer Needed

(Lithium Nickel Cobalt Aluminum

(Silicon Oxide - NCA) Cathode

Anode current
collector

Anode

Cathode current

collector Glucose
Separator

or other fuel

Fuel oxidizing
Glucose Oxidase
Glucose Dehydrogenases
Source: Alcohol Dehydrogenases
https://www.electrochem.org/dl/interfa
ce/sum/sum07/su07_p28_31.pdf

(Ceramic)
Anode "23 :
Cathode ‘

Backplane Backbone

Solid Polymer Lithium
saurce:  Metal Batter

https://www.nytimes.com/2016/12/117technology/
designing-a-safer-battery-for-smartphones-that-
wont-catch-fire.html

build-a-safer-more-energydense-lithiumio

Ancdegs \/ Cathode
e
CATHODE
Oxygen
from air
Oxygen reducing enzymes:
Laccase

Bilirubin Oxidase
Ascorbate Oxidase
ANODE

Enzymatic ANGE
Biofuel Cell ™™

Fuel Cell
Car

Hydrogen :
tank

Batteries

Power electronics

Membrane
Cathode Electro enaine
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Energy Optimization of CE System Is
difficult due to a Variety of Components

AAAAAA

'] s '
© ISR Rsabatyy

=2 piaze Digital [ : _
==, B Signal [ . TS
5 Processor 8 Ty
G.en‘eral Purpose : = Data Converter =8 80%
3 Dlgltal PI‘OCCSSOI' = A:lnuun:uumunmmmmum :-:E EE ;
B | ‘;-\aoannnao-ann =

sl %

JGsM EEcru EErAM B Graphics
Jicp Il Others

Software During GSM Communications

Components

8 Image Scnsor
Baseband - \ £\ \

Telecommunication
(GSM, CDMA)

18% ‘

X

ireless LAN
luetooth

JGsm Elcev @@ wiri I Graphics
Eico B Others

During WiFi Communications

Source: Mohanty 2015, McGraw-Hill 2015
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Cybrsecurity Solution for IoT/CPS

12/25/2020
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loT Security - Attacks and Countermeasures

Computing
nodes
Edge
nodes
RFID tags
Communication

Edge computing

C- Confidentiality, | — Integrity, A - Availability, AC — Accountability, AU — Source: A. Mosenia, and Niraj K. Jha. "A Comprehensive
Auditability, TW — Trustworthiness, NR - Non-repudiation, P - Privacy

Countermeasures

Side-channel signal analysis

Trojan activation methods

{ Intrusion Detection Systems (IDSs)

Securing firmware update

Circuit/design modification

Kill/sleep command

Isolation

Blocking

Anonymous tag

Distance estimation

Personal firewall

Cryptographic schemes

Reliable routing

De-patterning and
Decentralization

Role-based authorization

Information Flooding

Threat Against
Hardware Trojans All !
Side-channel attacks C,AU,NR.P :
Denial of Service (DoS) A AC.AUNR,P
Physical attacks All
Node replication attacks All
Camouflage All
Corrupted node All
Tracking P, NR
Inventorying P, NR
Tag cloning All
Counterfeiting All
Eavesdropping C,NR,P
Injecting fraudulent packets | P.LLAU, TW,NR
Routing attacks C,ILAC,NR,P
Unauthorized conversation All
Malicious injection All
Integrity attacks against C.1
learning
Non-standard frameworks All
and inadequate testing
Insufficient/Inessential C,ACNR.P

logging

Pre-testing

Qutlier detection

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

Study of Security of Internet-of-Things", IEEE Transactions
on Emerging Topics in Computing, 5(4), 2016, pp. 586-602.
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Security, Authentication, Access
Control — Home, Facilities, ...

Facial \\
Recognition “ 0\
‘ Fingerprint
Personal
‘ Security |dentification
Methods Number
‘ (Authentication) (PIN)
' Password

Touch-Screen
Pattern

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty
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Our Swing-Pay: NFC Cybersecurity Solution

Fingerprint Power Supply Sltart
Sensor
Get ID from
€rig/ NFC Module
Co,77 fromlReceiver
@ AIrEnn(;[e:]t Start
NFC {iagdills MO (( ))) e le
Antenna 110 Nicay; A y . v
Microcontroller On Verify Verity.
1=tz GSM Antenna Fingerprint Fingerprint
5T ) Data Data
Approved No | Approved Noj
? ?
Yes l Yes l
Send Data Send Data over
over GSM NFEC P2P
Payer Module Payee Module

Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All User Payment and Identity
Needs", IEEE Consumer Electronics Magazine (MCE), Volume 6, Issue 1, January 2017, pp. 82--93.
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RFID Cybersecurity - Solutions

Selected RFID Security Methods

Faraday Cage

\ A 4

Reader

o Sleeping Faraday Blocker Tag Minimalist
Killing Tags Tags Cage Tags Relabeling| | Cryptography
Safe Zone

Proxy
Privacy
Devices

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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Smart Healthcare Security

PDA Insulin Pump

Insulin Pump

Report Data/Control Universal Software

Radio Peripheral

Glucose Level

Continuous __ = .
Glucose & @ Active Attacks:
Sensor Impersonation

. \\ .

Insulin Pump
&
§ 7
Universal Software
Glucose Meter Remote Control Remote Control Radio Peripheral

_ : Security Attacks
Insulin Delivery System

Insulin Pump’s

ey Receive‘d Data Sequence Counter Compa(ison: Whether
— within a Range
Encryption Key
_ Information Bits Qecryption%l Y | | N
(i.e., control command) Transmitted Data Received Information (i.e., | Accept Drop

control command)

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011

Rolling Code Encoder in Remote Control

CEI Tradeoffs in IoT - Prof./Dsx. S. P. Mohanty
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Blockchain in Smart Healthcare

-

Laboratory technician wants A block containing the

to attach a new medical medical data, a timestamp
referral to a patient HER. and the author is created.

-

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

- O

The block is verified and approved.

Can It preserve privacy?

The block is inserted in the chain

Source: C. Esposito, A. De Santis, G. Tortora, H. Chang and K. R. Choo, "Blockchain: A Panacea for Healthcare Cloud- and linked with the previous

Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018.

blocks.

CEI Tradeoffs in IoT - Prof./Dsx. S. P. Mohanty
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Autonomous Car Security —
Collision Avoidance

O Attack: Feeding of malicious sensor

measurements to the control and the | -
collision avoidance module. Such an s} o R
attack on a position sensor can result _ / X
in collisions between the vehicles. £ | ‘:
4 Solutions: “Dynamic Watermarking” ; o '\ ,,’
of signals to detect and stop such ~ \ Y
attacks on cyber-physical systems. 1000 } T e
 Idea: Superimpose each actuator i a 7 e Wi
random signal e[t] (watermark) on Mwe S0 0 w0 w0 s 2w
control policy-specified input. Eatiee: Ko 2016, CPS-Sec 2016

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
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Nonvolatile Memory Security and Protection

Hardware-based encryption
of data secured/protected
by strong password/PIN
authentication.

© o fo 2» v D B

&
-
1
3
oEr
5
"
7
Paks
9
WXYZ

Software-based encryption
to secure systems and
partitions of hard drive.

':E)ATALDCIK ER

7

Source: http://datalocker.com

Nonvolatile / Harddrive Storage

Some performance penalty due to increase Iin latency!
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Embedded Memory Security

Trusted On-Chip Boundary

LT T T T T g T T T T T T TS } Read Decoder
! Embedded : Update Merkle (Value) and Hash
: Processor I Hash Tree from Memory
' |
| : <
: | . | |
I ' L1 Sensor : Update Merkle Sensor Yes = Check
I Verify Cache Module | Hash Tree Attack — Hash
: Hash Current/ | ? Tree
| Hash ' Temperature |
| Cache Encryption/ : 1 No
| Decryption |
'L Module l Update Merkle Do not check hash
————————————————— -- = Hash Tree Proceed with read
Write Operation Read Operation

_ _ Memory integrity verification with 85% energy
On-Chip/On-Board Memory Protection  savings with minimal performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for Memory Integrity Detection and Protection
in Embedded Systems”, Springer Circuits, Systems, and Signal Processing Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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Firmware Security - Solution

Secure

_ Off-Line
Private Key Environment

Hash ———s SO0

S age
RSA
SW Imag (RSA) L Signatins

Secure Flash Programming

Hash K, ed
\@a Sh
\ : Compare
t+Signature ' Sigp> o leegg Terenc®
s

@E Public Key

Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWRP.pdf
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Energy Solutions for loT/CPS

ENERGY STAR

CEI Tradeoffs in IoT - Prof./Dx. S. P. Mohanty
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Energy Consumption Challenge in loT

[Local
Area
Network
(LAN)

Energy from Supply/Battery -
Energy consumed by
Communications

The Cloud

Energy from Supply/Battery -
Energy consumed by
Workstations, PC, Software,
Communications

egee

Battery Operated - Energy
consumed by Sensors,
Actuators, Microcontrollers

Internet

Energy from
Supply - Energy
consumed in
Server, Storage,
Software,
Communications

The Things

Four Main Components of |oT.
Source: Mohanty iISES 2018 Keynote

CEI Tradeoffs in IoT - Prof./Dsx. S. P. Mohanty
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Energy Efficient Electronics:

Possible Solution Fronts

[ Energy Efficient Electronic Systems ]

System || Application |~ Energy \( Energy \( Energy \( smart
Efficient Efficient Efficient | Battery
Cpm_mun- _ Software _Hardware |
\_ ications /
Topology
Routing
Protocol
Digital || Analog || Mixed-Signal || RF ][ Sensors

Source: Mohanty ZINC 2018 Keynote
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@ R 87% @ 1234
< Q& Power management

Estimated standby time

8 hours
Tipt

Activate the power saving tools below to extend

battery lifetime

POWER SAVING MODES

STAMINA mode

Disables mobile data when the
screen is of f

Low battery mode

Disables functions in order to save

power when battery level is low
Location-based Wi-Fi

Wi-Fi activated automatically when 5

in range of a saved Wi-Fi network

POWER INFORMATION

Status bar information
Battery level percentage

s @

Battery Saver

Smart Energy — Smart Consumption

Smart Home

12/25/2020
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Sustainable loT -
Sensors and Efficient Routing

Sensors (Things) Cluster
Structures’

Vibration,
Temperature, ...

s g,

-----------------------

» loT - sensors near the data collector drain
energy faster than other nodes.

» Solution ldea - Mobile sink in which the network
is balanced with node energy consumption.

» Solution Need: New data routing to forward
data towards base station using mobile data
collector, in which two data collectors follow a
predefined path.

L ow-Power

[ data collector O source @ forwarding node
(O normal node

Source: S. S. Roy, D. Puthal, S. Sharma, S. P. Mohanty,
and A. Y. Zomaya, “Building a Sustainable Internet of
Things”, IEEE Consumer Electronics Magazine (CEM),
Volume 7, Issue 2, March 2018, pp. 42--49.

12/25/2020
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Energy Consumption of Sensors,
Components, and Systems

i 53 o BB 2
~ z
© I

e [ Digital B
QL ve—— o B Signal
General Purpose P Z0CCSSOL

N Digital Processor &
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3
"
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it
sl

Hilhiie_ e

G6sm Elcey EErAM B Graphics
Software Jico W Others

Components During GSM Communications

1% ‘

N

¢ Baseband
Telecommunication
(GSM, CDMA)

ireless LA
luetooth

JGsm EEceu EEwiri B Graphics
e [ Others

Source: Mohanty 2015, During WiFi Communications

McGraw-Hill 2015
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Energy Reduction in CE Systems

Optimization Mechanisms

Digital Abstraction Levels

Arithmatic
Logic Unit

System
Level

Behavioral
Level

Register
Transfer

Transistor
Level

Layout
Level

Battery Scheduling
Backlight Management
Subsystem Shut-down
Variable Voltage
Variable Frequency

Loop Transformation
Memory Architecture
Data Mapping
Low-Power Scheduling

Loop Transformation
Loop Unrolling
Parallelism Exploitation
Pipelining
Low-Power Binding
Precomputation Logic
Adpative Body Bias
Gate Remapping

Pin Reordering

Gate Guarding

Clock Gating

Input Vector Control

Multiple Supply Voltage

Multiple Threshold Voltage
Variable Threshold Voltage
Multiple Oxide Thickness

Multiple Supply Voltage

Multiple Threshold Voltage
Variable Threshold Voltage
Virtual Power/Ground Rail Clamp

Optimization Possibilities

Optimization Time

Iteration Time

fign

Decreasing De
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Energy Reduction in CE Hardware

System-on-a-chip (SoC) Power or Energy Optimization

| Presilicon Techniques | | Postsilicon Techniques |
— Multiple Voltage Islands
_ . Through Hardware Through Software
— Multiple Threshold Devices
— Multiple Oxide Devices — Clock Gating — Adaptive Body Bias
Minimize C " Desi for Variable Threshold
— Minimize Capacitance Design - i
P 8 Data Gating — Variable Supply Voltage
— Microarchitecture Parallelism — Power Gating aka Dynamic Voltage Scaling

— Variable Frequency — Operation Scheduling

— Variable Supply Voltage — Battery Scheduling

aka Dynamic Voltage Scaling — Backlight Management
— Variable Threshold Devices

— Software Optimization

— Intelligent Battery _
Source: Mohanty 2015, McGraw-Hill 2015

=2

Sm

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

12/25/2020 122



Battery-Less loT

Go Battery-Less

« RF4CE™ e -
Energy Harvesting and Power Management
Source: http://rlpvisi.ece.virginia.edu/node/368

Source: http://newscenter.ti.com/2015-02-25-TI-makes-
battery-less-loT-connectivity-possible-with-the-industrys-
first-multi-standard-wireless-microcontroller-platform

s’
" LBocst
PV,
1 - poveeoeed || Dewrovemromemrrorrmrers NSRRI
1!
I
1
1 H MF? Boost
\ 1 i| Tracking H coptrolter
* Bluetooth® Smart I H controller
* 6LoWPAN :
- ng*° I ---------------------------------------------------
. Sub-1 GHz \ Boost Converter

Source: https://www.technologyreview.com/s/529206/a-
batteryless-sensor-chip-for-the-internet-of-things/

51pz

SIMO /

Controller $
SDp5

12/25/2020

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

123



Energy Storage - High Capacity and Efficiency Needed

Battery Conversion Efficiency . _l

Li-ion 80% - 90% Cell2 [J[ Cel
- ... | Switching @ + Battery-
Lead-Acid 50% - 92% 0 Gt (I)Dpetratt)(lad
PP — ortable
NiMH 66% Celln [] _| ®- System
Intelhgent Cell Array L»’_L‘

Manager

Mohanty 2010: IEEE Computer, March 2010
Mohanty 2018: ICCE 2018

RCHIEORTH

- >

a1

. ¥ & o
B -/

DISCOVERREHERPOWEREUL
WORLBHOF BARRERIES

2

xh j

~ o .
hanty MAMI 2017 Keynote

'\

Source: Mo
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Supercapacitor based Power for CE

50
Power Consumed
= |40 by Battery
=
<1130 Fins and Fans may
@ Require to Cool Power Consumed
S 50 |the Battery Above 10Watt , by Supercapacitor
5
'\ '| 2
' | <

0 10 20 30 40 50
Wind Turbine : Current Delivered (Amp)

Supercapacitor, \
Military Application: Fighter Jet Hybrld Vehicle

Source: A. S. Sengupta, S. Satpathy, S. P. Mohanty, D. Baral,
and B. K. Bhattacharyya, “Supercapacitors Outperform
Conventional Batteries”, IEEE Consumer Electronics Magazine
(CEM), Volume 7, Issue 5, September 2018, pp. 50--53.
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Energy Management Solutions Don’t Target
Cybersecurity and Al Problems

12/25/2020
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Al Solutions for IoT/CPS

|

|| =—= 3180440 110110110100
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Smart Sensors - ceneral-Purposel Synthetic Sensors

) R I
0
oo
Monitor a large
context, without
direct instrumentation

Applications

of objects s o e B
Sensors

(] A A A

(D) "Faucet” | D T | ‘ “Light Off" TH

-d

Q

Magrine (> MANUAL TRAINING 59 AUTO LEARNING
Learning

Featurization Y FEATURES

Pt 1 1tet 1

BOARD

Raw Data

P11
®© 000000 0 0

| Temp Humid. IR Light Color Mag. Baro. GridEye WIiFiRSSI

Source: Laput 2017, http://www.gierad.com/projects/supersensor/

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

12/25/2020 129



Systems — End Devices

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

| found quite a number of
movies playing today near
San Francisco:

Now

Playing

Fra

U
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Smart Healthcare - Activity Monitoring

ﬁ Sensor System \ /2 Machine Learning Y
_ Walkipg Algorithms Walking_upstairs

59 ~\ Standing

Frequency T A= \ e

A - e Smart-Walk /5
Accelerometer

Plezo riance Wall(ingl_;loownstairs

\_Accelerometer /  \_ 4 | \

/4 Assistance to users Y /'3 informat :n'sharing ¥S:t7t‘i)n2
A ~ %]'l
e o . - e ,
SN AN .
8» g';’w% ———Laying
A A % / 10291 Instances Grouped IS
Automated Physiological Monitoring System  Under 6 Activities - Kaggle
Research Method Features Activities Accuracy
Works (WEKA) considered (%)
This Work  Adaptive algorithm  Step detection and Walking, 97.9
based on feature Step length sitting,
extraction estimation standing, etc.

P. Sundaravadivel, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, and M. K. Ganapathiraju, “Smart-Walk: An Intelligent
Physiological Monitoring System for Smart Families”, in Proc. 36th IEEE International Conf. Consumer Electronics (ICCE), 2018.
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Smart Healthcare — Diet Monitoring

Automated Food intake
Monitoring and Diet
Prediction System

=Smart plate

=Data acquisition using mobile
*ML based Future Meal Pr

b2 [ Smart-Log
=]

User takes a picture of the Nutrition
Facts using Smart Phone

User scans the barcode of the product

through Sensing Board

Feedback to the user

.

Camera to acquire Nutrient values

USDA National Nutrient Database
Data logged into Cloud ~used for nutrient values of 8791 items.
8172 user instances were considered

This Work Mapping nutrition facts to a database 98.4

Source: P. Sundaravadivel, K. Kesavan, L. Kesavan, S. P. Mohanty, and E. Kougianos, “Smart-Log A Deep Learning based

Automated Nutrition Monitoring em in the loT” ans. on Consume actroni ol 64, No 3, A

%.m
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Smart Healthcare - stress Monitoring & Control

a

Advise Examples: Specific Music, Shower,

|
Physical Exercise, Breathing Exercise, Long- :
— Meditation, Yoga, ... Term :
Body Short-Term Advise Advise I
Temperature |\.. [ - _ _ _ : Stress :
|
Physical Activity : Efg:n?ﬁgp Management |
Monitorin ' nit i -
2 Based Stres * I - nternet
Sensor I w Cloud
E— | Models_ // Stress Wi-Fi | |
weat Sensor Level Moduld
Food Intake Stress-Level = |
Saend Detection Unit Automated Stress

Level Detection
and Management

Accelerometer  0-75 75-100 101-200 3

(steps/min) 4 2 \/\/\/\_\/\/
Humidity (RH%) 27-65 66-91 91-120 .

Temperature °F 98'100 90_97 80'90 13:08 13:10 13:12mpultsT::n-:e 13:16 13:18

Source: L. Rachakonda, P. Sundaravadivel, S. P. Mohanty, E. Kougianos, and M. Ganapathiraju, “A Smart Sensor in the loMT for
Stress Level Detection”, in Proc. 4th IEEE International Symposium on Smart Electronic Systems (iISES), 2018, pp. 141--145.
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Smart Healthcare — Smart-Pillow

”

/Sensor Input Unit & Sleep | y Eob A ' :
: Tracking | | : !
Unit I
| | Parameter 7/ MLSS /<lﬁ : !
. * , V‘ Analysis Unit ! :

arameter »
Range | ] \)/ MSS A ' :
Comparison : Stress State : User I
Unit | | | Prediction [ MHSS Al pia, )
| Unit ! |
| I\ )]

« Processing Unit , > HSS _ Ul Unit,
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Smart-Yoga Pillow (SaYoPillow) - Sleeping Pattern

Person On Pillow: Person Off Pillow:
Physiological Sensor Data Monitoring Starts Physiological Sensor Data Monitoring Ends

Period 1. Lying on bed but not Sleeping Period 3: Drift from Wakefulness Period 5: Awake
to Sleep Person

Period 2: Trying to Period 4: Deep
Sleep Sleep ]

]

. Secure Data Access
Secure Data Storage User Applications

Data Processing

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and E. Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-Assured IoMT Framework for Stress Management
Considering Sleeping Habit”, IEEE Transactions on Consumer Electronics (TCE), Vol. XX, No. YY, ZZ 2021, pp. Accepted on 07 Dec 2020, DOI: 10.1109/TCE.2020.3043683.
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Smart Healthcare — iLog

/ Edge Platform \

» Classification Ll e
et | _ T —
=] Object Mobile
1 Detection Application
Interface

_ =
Stress-Eating
Analysis /

ILog- Fully Automated Detection System with 98% accuracy.

Reference Image

Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, “iLog: An Intelligent Device for Automatic Food Intake Monitoring
and Stress Detection in the loMT”, IEEE Transactions on Consumer Electronics (TCE), Vol. 66, No. 2, May 2020, pp. 115--124.
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IMirror: OQur Smart Mirror for Stress
Detection from Facial Feures

Inputs Images
from Camera
attached to
Mirror

Automatic Data
Processing Unit

Internet

: @B

Source: L. Rachakonda, P. Rajkumar, S. P. Mohanty, and E. Kougianos, “iMirror: A Smart Mirror for Stress Detection in the loMT Framework for Advancements in Smart
Cities”, Proceedings of the 6th IEEE Smart Cities Conference (1ISC2), 2020.
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IFeliz: Our Framework for Automatic Stress Control

Generate workout plan, meal plan, sleep schedule, display stress relief
paintings, play music in the background, suggest videos to play, quick 2 min
breathe exercise, display positive and inspirational quotes, nearb%_thera y dog's
location, automatic slide show of photos from gallery. ~ L0ng-Term Advice

i | ; i et f IFeliz: Stress
Physical exercise, yoga, meditation- heavy breathing, specific music, .
C——— Y YOU y 9, 5P 6. | detection and control
shower, Massage appointment, Nap, pet time.  Short-Term Advice
———————————— 2 accuracy - 97%.
Temperature Sensor :
Respiration Rate Sensor |V [ _ _
: I ]
Noise Sensor I  Edge Deep : R Stress-
— I Learnin Level -
Humidity Sensor —» ' J Wi-Fi
I  Models Module
Heart Rate Sensor i -
I . Stress- loMT-Cloud
Sleep Cycle Data : Stress-Level Value ¥
- — i i Carrier == 2:25PM
IbMT-Sensors Physical Activity | Detection Unit User Interface e Detected!
- - I 19 ress betectea!
Monitoring Sensor ; Suggested Tips:
. Source: L. Rachakonda, S. P. Mohanty, and E. Kougianos, « Workout plan
Food Consumption Data |! “iFeliz: An Approach to Control Stress in the Midst of the Global |« Meal plan
I - I Pandemic and Beyond for Smart Cities using the [oMT", in
L _ Various Healthcare Data I Proc. of IEEE Smart Cities Conference, 2020. XA
= Y K/\
s&:’-_‘.@-’@ Elec;ronifé ste ?s
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Good-Eye: Our Multimodal Sensor System
for Elderly Fall Prediction and Detection

S = N - -

[ / - , ( N
| I | Physiologi \ Parameter I I
| : I | cal Sensor Image | F—=1 Analyses "
| . 1| Data Unit Data Unit : Unit | |
| | | |
| | ! \/ ' * a | |
| —
: | : Parameter Range | Fall SitAside, | ! @ @:
I | I Comparison Unlt | Detection you m|ght fa" :
. . 24/7
[Sensor Inputt 1 | Prediction | OI
«_ Unit_ _? < _ _Processing Unit _ _ _“ Unit I Help Unit!
N o -

Good-Eye: Fall detection and prediction Accuracy - 95%.

Source: L. Rachakonda, A. Sharma, S. P. Mohanty, and E. Kougianos, "Good-Eye: A Combined Computer-Vision and Physiological-Sensor based Device for Full-
Proof Prediction and Detection of Fall of Adults”, in Proceedings of the 2nd IFIP International Internet of Things (IoT) Conference (IFIP-10T), 2019, pp. 273--288.
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Smart Healthcare - seizure Detection & Control

e, EEC Signal[ ———r Seizure State =
Detection | |,..| . o7 -
Drug Yes [ Dosage - Hospital
Injection = ' |
| D . riormation . e
eliver i - >EFYIVE
Unit Y Wireless  cjoyd Storage oy
EEG Data - ; Transter g DoTor
ACCIUISIUOQEG R “Smensor Unit Transmission and Storage Access Unlt
T somre 1 Automated Epileptic Seizure
| Seizure
w-  Onset ; Detection | Detection and Control System

i WHH

i mtll lh\“ tency 6sec |
“‘ : Halection - 1to 2 sk

@_,‘C eizure Predication -

» | | . lew®  atleast 6 sec before

0 10 r&D 30 40 50 80 70 80 S0 100

4 > B Time (sec)

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri, “Neuro-Detect: A Machine Learning Based
Fast and Accurate Seizure Detection System in the IoMT”, IEEE Transactions on Consumer Electronics (TCE),

100 -

Cloud-loT 2.5 sec 98.65%
based Detection

Edge-loT based | 1.4 sec | 98.65%
Detection

Amplitute (pv)
3
o (=]

)
o
=]

D
o

A

|
|
|
|
|
|

&
S
=]
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Smart Healthcare — Brain as a
Spatial Map =2 Krlgmg I\/Iethods

Frontal

Spatial autocorrelation principle
- Seizure Signal || @KoownLabels - things that are closer are more
== uu1 Spatial Correlation @ Unknown Labels  glike than things farther

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, "Ordinary-Kriging Based Real-Time Seizure Detection in an Edge
Computing Paradigm", in Proceedings of the 38th IEEE International Conference on Consumer Electronics (ICCE), 2020, Accepted
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Kriging based Seizure Detection

( )

-~

~

-

~

Signal Feature Seizure State
Denoising Extraction Classification

: | : Seizure

I > : g I Status
________ —mmims fmimimimmms s
- Wavelet ! . Fractal ' Kriging |
;Transformations : . Dimension ; : Classifier !
............... 5 i ‘ - i

Zandi, et al. 2012 Regularity, energy & Cumulative Sum 91.00% 9 sec.
[23] combined seizure indices thresholding

Altaf,etal. 2015 [24] Digital hysteresis Support Vector Machine 95.70% 1 sec
Vidyaratne, et al. Fractal dimension, spatial/  Relevance Vector 96.00% 1.89

2017 [25]
Our Proposed

temporal features
Petrosian fractal dimension

Machine (RVM) sec
Kriging Classifier 100.0% 0.85s

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, "Ordinary-Kriging Based Real-Time Seizure Detection in an Edge
Computing Paradigm", in Proceedings of the 38th IEEE International Conference on Consumer Electronics (ICCE), 2020, Accepted.
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Al Solutions Don’t Target Energy Issues and
Cybersecurity Problems

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty
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Qur Hierarchical ML to Reduce
Training Time - Bootstrapping

Bootstraps

= A Bootstrap helps In
oulling on a boot.

= It means solving a
oroblem without
external resources.

Source: http://www.lemen.com/dictionary-b.html#bootstrap
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Our Bootstrapped Kriging

Initial Sample Field
% 9
I "'-.l"|I ;.i"
i .h"-.- .i"'..l
. oy -

I x'b. .i"il‘I
| Ty -
. ®
I 1
I i
I i
I
0-. \
—— :
-9

Sample Size =7

Bootstrapping
by Kriging

New Sample Field

Bootstrap Size = 20

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Kriging-Bootstrapped DNN Hierarchical Model for Real-Time
Seizure Detection from EEG Signals”, in Proceedings of the 6th IEEE World Forum on Internet of Things (WF-IoT), 2020
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Our Kriging-Bootstrapped DNN Model

Kriging Model Layer 1
Hidden Layer 1

Seizure Signal Layer 3

1dden Layer 3
Y ;o, N -
ayer
' “ , ‘\\ Output Layer
\/A \ 'u. *’ _
. M i’ )._ . N State
K
Jh‘ h N

—

AR
% Y oEp !/ ‘w
HIC — Hjorth Complexity hlL;filaOer
ENT — Signal Entropy E!;trficteg EEG}Feanu‘es Layer 2
PFD — Petrosian Fractal Dimension - Hidden Layer 2
\ Y J \ /
Extracted Features 4-Layer Deep Neural Network (DNN) Model

Source: |. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Kriging-Bootstrapped DNN Hierarchical Model for Real-Time
Seizure Detection from EEG Signals”, in Proceedings of the 6th IEEE World Forum on Internet of Things (WF-10T), 2020.
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Experimental Results

Testing Accuracy (%)

100 - — ! 100
80 1 e 801
-2
i
60 T 60
=3
L)
<
40 o 404
-
£
t
20 = 20-
== NN == DNN
0- =e= Kriging DNN o we= Kriging DNN
0 25 50 75 100 125 150 175 200 0 10000 20000 30000 40000 50000

Training Time (s) Training Epoch

Proposed model trains in 75% less time and 30 times reduced training epoch
size than the ordinary DNN, as well as a 2.5% improvement in testing accuracy.

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Kriging-Bootstrapped DNN Hierarchical Model for Real-Time Seizure
Detection from EEG Signals”, in Proceedings of the 6th IEEE World Forum on Internet of Things (WF-IoT), 2020.
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Our Distributed Kriging-Bootstrapped DNN
Model

Extracted * Features Layer 1
e - N Hidden Layer 1
HI — Hjorth Complexity

EN — Signal Entropy . . Layer3
h FD — Fractal Dimension jﬂy‘,{ A\ Hidden Layer 3
7 N . ; Layer L

Output Layer

R~

W~

N
%J/

AL v
(//'@14 \:.(

- @i
0 I ) \ A
gt N\ A
J_ N _-_”_ _ AL _ ______ Input Layer . A

Extracted EEG Features Layer 2
Hidden Layer 2

\ J |\ J
T
Distributed Kriging Model

L-Layer Deep Neural Network (DNN) Model

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Distributed Kriging-Bootstrapped DNN Model for Fast, Accurate Seizure
Detection from EEG Signals”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 264--269.
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Experimental Results: Dataset A

Models DNN Ordinary Kriging Distributed
Kriging DNN Kriging DNN
Tr. Data Size 10000 2000 10000 10000
Tr. Epochs 45000 NA 1500 1500
Learning Rate  0.00001 NA 0.001 0.001
Training Acc. 09.99% 100.00% 090.92% 09.92%
Testing Acc. 07.50% 00.78% 100.00% 100.00%
Training Time  173.57s 72.24s 43.83s 15.56s
100 - F(—-x i —
% 80 -
o .. )
T 60 Training  Time
<, reduced by 91%
[#)]
& 20
e NN
0 == Distributed Kriging DNN

0 25 50 75 100 125 150 175 200
Training Time (s)
Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Distributed Kriging-Bootstrapped DNN Model for Fast, Accurate Seizure
Detection from EEG Signals”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 264--269.
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Experimental Results: Dataset A

Models Detection Latency

DNN 0.80s
Ordinary Kriging 0.86s
Krig-DNN 0.80s
Dist-Krig-DNN 0.80s
175 100
0.8
150
807 )
— 1254 g o
) a E 0.6
E 100 5 *0 Tg:l
o ¥ .
£ s 2 go4
o = A
" 504 E 5
20 2oz
25
o Kriging Krig-DNN  Dist-Krig-DNN . Kriging Krig-DNN  Dist-Krig-DNN 0 DNN Kriging Krig-DNN  Dist-Krig-DNN

Source: I. L. Olokodana, S. P. Mohanty, and E. Kougianos, “Distributed Kriging-Bootstrapped DNN Model for Fast, Accurate Seizure
Detection from EEG Signals”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 264--269.
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Drawbacks of Existing Security
Solutions
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CPS Security — Selected Solutions

Category

Current Approaches

Advantages

Disadvantages

Confidentiality

Symmetric key cryptography

Low computation overhead

Key distribution problem

Asymmetric key cryptography

Good for key distribution

High computation overhead

authentication

signature computations

Integrity Message authentication Verification of message Additional computation
codes contents overhead
Availability Signature-based Avoids unnecessary Requires additional

infrastructure and rekeying
scheme

Authentication

Physically unclonable
functions (PUFs)

High speed

Additional implementation
challenges

Message authentication
codes

Verification of sender

Computation overhead

Nonrepudiation

Digital signatures

Link message to sender

Difficult in pseudonymous
systems

Identity privacy

Pseudonym

Disguise true identity

Vulnerable to pattern analysis

Attribute-based credentials

Restrict access to
information based on
shared secrets

Require shared secrets
with all desired services

Information
privacy

Differential privacy

Limit privacy exposure of
any single data record

True user-level privacy still
chal- lenging

Public-key cryptography

Integratable with hardware

Computationally intensive

Location privacy

Location cloaking

Personalized privacy

Requires additional
infrastructure

Usage privacy

Differential privacy

Limit privacy exposure of
any single data record

Recurrent/time-series data
challenging to keep private

Source: D. A. Hahn, A. Munir, and S. P. Mohanty, “Security and Privacy Issues in Contemporary Consumer Electronics”,
IEEE Consumer Electronics Magazine, Volume 8, Issue 1, January 2019, pp. 95--99.
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IT Security Solutions Can’t be
Directly Extended to IoT/CPS Security

IT Security _
= IT infrastructure may be well | = |loT may be deployed in open
protected rooms hostile environments
= Limited variety of IT network | = Significantly large variety of loT
devices devices
= Millions of IT devices = Billions of 10T devices
= Significant computational power to | « May not have computational
run heavy-duty security solutions power to run security solutions
= |IT security breach can be costly = |0T security breach (e.g. in a IoMT
device like pacemaker, Iinsulin
pump) can be life threatening

Maintaining of Security of Consumer Electronics, Electronic
Systems, 10T, CPS, etc. needs Energy and affects performance.

12/25/2020
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Security Measures in Healthcare
Cyber Phy5|cal Systems iIs Hard

Collectively
(WMD+IMD):
Implantable and
Wearable Medical
Devices (IWMDs)

Implantable and
Impersonat|on Wearable Medical
Attacks Devices (IWMDs) --

‘ Battery Characteristics:

- Longer life
CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

- Safer
- Smaller size
- Smaller weight

I
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Smart Car Security - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (I\VI) or in On-
board Diagnostics (OBD-I1)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module
Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

- Connected cars  require Security Mechanism Affects:
latency of ms to communicate ¢ Latency -
and avoid impending crash: .« Mileage
o Faster connection - Battery Life
o Low latency

2 Energy efficiency Car Security —

Latency Constraints

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805.pdf
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UAV Security -

/pﬁﬁ.fr =y pad )
f | A |\ — *
[ v Missio
Communication Plan
protocol \
f *‘;__. GPS
=

Energy & Latency Constrained

—_—,

Guidance
Determine

Path
Navigation Controller
Determine Track Con:(r)oller
Bias/ Pros. Vel. Alt. Guidance Path
Magnetometer Scale Plot Route, and Stabilize Actuator
A Accel Aircraft
Plot/Static .
System Sensor (Adju_StabIe
Fusor ain
Source: http://www.secmation.com/control-desian/
Security Mechanisms Affect:

Battery Life [ESISHEY Weight Aerodynamics

UAV Security — Energy and Latency Constraints
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‘Application Logic Security

‘ Control System Security
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Smart Grid Security Constraints

Source: R. K. Pandey and M. Misra, "Cyber security threats - Smart grid infrastructure,” in Proc. National Power Systems
Conference (NPSC), 2016, pp. 1-6.
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Blockchain has Many Challenges

High Energy
Consumption
Lack of
Scalability
High
Latency

= Consumer
EIEGIHONIES

MAGAZINE

’.' = /' - y
o .-¢; » - \$ i d
Tl

Buymg.mto

s > the Blockcham

"‘( Exploring Use Cases s J, 7

for Consumer Electronlcs

7 R

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the

Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, Jul

y 2018, pp. 06--14.
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Blockchain Energy Need is Huge

Energy consumption 2 years of

Energy for mining of 1 bitcoin a US household
1 ‘ ..-»;-.xj
Energy
consumptionE 80.000X
for each ’ L
= bitcoin

" transaction

e

Energy consumg
a credit card procesSing

P i Y, 1
=92 \\LQ =g .
. Sm Electronic %s%lhs
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Blockchain has Security Challenges

Descriptions Defence
Many payments are made with a Complexity of mining
body of funds process

Blocks are modified, and fraudulent Distributed consensus
transactions are inserted

A miner with more than half of the Detection methods and
network’s ~ computational  power design of incentives
dominates the verification process

An entity’s private key is stolen Reputation of the

blockchain on identities
The software systems that implement Advanced Intrusion
a blockchain are compromised detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things
Devices,” IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.

CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

12/25/2020 173



Release

Hardware Mineable

Rich List

Sender Address Hidden

Sent Amount Hidden

Privacy

Fungibility

January
2009

Yes

January
2014

Yes

Yes

2014

Yes

Yes

2014

No

February
2016

No

No

No

No

Blockchain has Serious Privacy Issue

2016

Yes

Yes

Yes

Source: J. Lee, "Rise of Anonymous Cryptocurrencies: Brief Introduction”, IEEE Consumer Electronics Magazine, vol. 8,
no. 5, pp. 20-25, 1 Sept. 2019.
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Smart Contracts - Vulnerabilities

Out-of-gas send | Fallback of the callee Is executeo ontract's source code

Type casts Contract execution type-check error | Contract's source code
Field disclosure | Private value published by miner ontract's source code

Ether lost Ether sent to orphan adaress Ethereum virtual machine
bytecode

Randomness Seed biased by malicious miner Blockchaln mechanism

bug

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things Devices,”
IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Cybersecurity Attacks - Software and
Hardware Based

= Software

Software Based

attacks

communication channels
= Typically from remote
= More frequent
= Selected Software based:

a

a
a
a
a
a
a

Denial-of-Service (DoS)

Routing Attacks

Malicious Injection

Injection of fraudulent packets

Snooping attack of memory

Spoofing attack of memory and IP address
Password-based attacks

= Hardware or physical attacks
= Maybe local
= More difficult to prevent

= Selected Hardware based:
o Hardware backdoors (e.g. Trojan)
o Inducing faults

o Electronic
jailbreaking

o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

system tampering/

Source: Mohanty ICCE Panel 2018
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Cybersecurity Solutions - Software Vs
Hardware Based

Software Based

= Introduces latency in operation
= Flexible - Easy to use, upgrade and update

= Wider-Use - Use for all devices in an
organization

= Higher recurring operational cost

= Tasks of encryption easy compared to
hardware — substitution tables

= Needs general purpose processor
= Can’t stop hardware reverse engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared to
software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks
= Can’t stop software reverse engineering

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
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Cybersecurity Solutions Don’t Target
Energy Issues and Al Problems
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Hardware-Assisted Security
(HAS) or Secure-by-Design (SbD)

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
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|oT/CPS Design — Mult!ple Objectives
\4
-

ENERGY STAR

Smart Cities
Vs
Smart Villages

Recurring Operational Cos

Source: Mohanty ICCE 2019 Keynote
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Privacy by Design (PbD) = General
Data Protection Regulation (GPDR)

1995

2018
Privacy by Design (PbD)

General Data Protection

Regulation (GDPR)

 GDPR makes Privacy by
Design (PbD) a legal
requirement

> Treat privacy concerns as
design requirements when
developing technology,
rather than trying to
retrofit privacy controls

after it is built -Security by Design aka
Secure by Design (SbD)

4‘“ A& 4
& @& = 8
Sm Electroui; st s

e v 184

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
12/25/2020



Security by Design (SbD) and/or
Privacy by Design (PbD)

IEEE

onsumer

Electronics Magazine
Volume 8 Number 2
f B i %
e 4 - =
AN >» fr :
! -
, \
ix Yy [ 7
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Security by Design (SbD) and/or Privacy by
Design (PbD)
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CEl Tradeoffs for Smart Electronic Systems

) | iPhone 5 ol Galaxy Sl
, S soaivear @5kwn s | 50.53/year (49 kW)

M & systems E
~ and data. E
nergy
Cybersecurity
\ Source: https://mashable.com/2012/10/05/energy-efficient-smartphone/
: Energy consumption is minimal and
mte”'gence adaptive for longer battery life and

lower energy bills.

Accurate sensing,
analytics, and fast
actuation.

Models
Source: Reis, et al. Elsevier EMS De rscassay T DAINDe

Source: Mohanty iISES 2018 Keynote
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Hardware-Assisted Security (HAS)

= Hardware-Assisted Security: Security provided by
hardware for:

(1) information being processed, _
(2) hardware itself, ‘Security/Secure by Design (SbD)

(3) overall system
= Additional hardware components used for security.
= Hardware design modification is performed.
= System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

Hardware Trojan Protection Ifofmation Security, Privacy, Protection”
IR Hardware Secuity. | SHBSIBOENON] Digie! Core IP Protection

Source: Mohanty ICCE 2018 Panel

S Electronicéﬁ?:s
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Secure SoC Design : Two Modes

= Addition of security and Al features in SoC:

o Algorithms

o Protocols

o Architectures

o Accelerators / Engines — Cybersecurity and Al Instructions

= Consideration of security as a dimension in the design flow:

o New design methodology

o Design automation or computer aided design (CAD) tools for fast
design space exploration.

12/25/2020
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Secure Digital Camera (SDC) — My Invention

Active Pixel Sensors i
Shutter/Lens Analog- Vi Display
" Onboard | (User Interface)
to-Digital [
Memory
t Converter 3
Shutter | i I ‘
Controller Py L —9—
Y Key
ve L v
Jf Unit [ =3 DSP || PYE |
T Controller V2
L e
Privacy | [ Copyright Flash __ Control
V2l Unit Unit Memory — Data

Security and/or Privacy by Design
(SbD and/or PbD)

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”, Elsevier Journal of Systems Architecture (JSA),
Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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We Introduced First Ever Secure Better Portable
Graphlcs (SBPG) Archltecture

_S_hutter/ Mirror

Actwe Pixel Sensors

| e
-I-P Scratch

—p Memory |-

. 2
Encryp_tion

Watermark
Unit

BPG

Unit

Fompression

Secure Better Portable Graphics

Liquid Crystal
Display
——

=i |
Ew

Transmitted over
network or flash

. memou Secure Digital
— > |

Camera (SDC)
with SBPG

System Bus

Prediction Core

v

>

Reconstruction

Reconstruction Core

r w3

SRAM

ﬁ Memory h

Integer Fractional
Motion Motion
Estimation Estimation

=

High Complexity

Mode Decision

Engine

Buffer

Residue

™™ Buffer

Intra Prediction

Quantization

Transform/

DB
Sample Adaptive
Offset

BitStream Core

CABAC 1

High-Efficiency
Video Coding
(HEVC)
Architecture

CABAC
Context-Adaptive
Binary Arithmetic

Coding

lf.:m—> AES Encryption 4_%——
Key (from PUF) Il ~ Signature
R Trusted Media

Slgmﬁcant Portion |

V] 1By e Y | 7 yu

Host Media - Encryption and Watermarking Module

Initialization HEVC Encoder =
Phase Phase

il

Trusted Media

Secure BPG (SBPG) "=

Simulink Prototyping
Throughput: 44 frames/sec
Power Dissipation: 8 nW

Source: S. P. Mohanty, E. Kougianos, and P. Guturu, “SBPG:
Secure Better Portable Graphics for Trustworthy Media
Communications in the loT (Invited Paper)’, IEEE Access
Journal, Volume 6, 2018, pp. 5939--5953.
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PMsec: Our Secure by Design Approach
for Robust Security In Healthcare CPS

End Devices Edge Router

= 7T )

— =W Local

Internet

Network
-7 (LAN)

R 4
1o )

’ Edge Servers

>{

’
” Remote
Connection

Doctor/ Nurse Remotely

Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Challenge Medical At the DOCtOr
— > edaica .
PUFinte Device » When a new loMT-Device
allenge Server esponse esponse
Challenge 2 (PUF) "7 comes for an User
Output Device Registration Procedure
Hash ————
N’ [ Secure ]
Enrollment Phase Secure Database Database

PUF Security Full Proof:
» Only server PUF Challenges are stored, not Responses
» Impossible to generate Responses without PUF

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical
Unclonable Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”,
IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Chal]enge’ At the DOCtor
___ PUEinthe e Devicein __ » When doctor needs to access
Challenge 2 erver Esponse Question  Response

an existing loMT-device

Output
Hash . Authentic Device Authentication Procedure
ompare
- . Device is not Secure
Original .
F—/ String Authentic [ Database }
S Cl1

Secure Database

R1"—

Authentication Phase R -

- Compare ‘
Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable . X=X
Function-Based Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE h |
Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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IoMT De\/lce o=

\\\

Average Power Overhead
200 uW

| PUF Module‘
on FPGA

Ring Oscillator PUF — 64-bit, 128-bit,

Time to Generate the Key at Server 800 ms
Time to Generate the Key at loMT Device 800 ms
Time to Authenticate the Device 1.2 sec - 1.5 sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics, Vol 65, No 3, Aug 2019, pp. 388--397.
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Blockchain Challenges - Energy

| .
e

Transaction Validation
A “Transaction” is

The requested “Transaction” is
broadcasted to a Peer-to-Peer (P2P)
network consisting of Computing

Machines (i.e. “Nodes”). I

(The Network of Nodes
validates the transaction as
well as status of the user who
requested transaction using a

JAEEREE

requested by a Computing Peer-to-Peer (P2P) network of “Nodes” ahdatlon Algorithm, e.g.
Machine (i.e. “Node™). The “Verified Transaction” is
combined with other verified A “Verified Transaction”
transactions to create a new “Block”

(e.g. Cryptocurrency,
Contracts, Records).

lock Validation
(Using Consensus

Algorithm, e.g.
Proof-of-Work).

of data for the Blockchain.

— -

A “Block” Verified Transactions

A “Validated Block” is added to the
existing Blockchain in a permanent and

unalterable way. “ ‘ Q

Blockchain (i.e. Ledger) The Transaction is complete.

New Block Oldest Block

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty
12/25/2020

204



loT-Friendly Blockchain — Our Proof-of-
Authentication (PoAh) based Blockchain

loT-End and loT-Edge Devices
don’t have enough horse power
to run PoOW/PoS like heavy duty
consensus algorithms.

- Blockchain

Trx-2 Trx-p
Private/Permissioned Blockchain with
Trusted or partially-trusted nodes

Blockchain  doesn’t
iInheritably guarantee
security and privacy.

loT ==
End Devices I

, January 2019, pp. 26--29.

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No.
g . €'|'(:V"'3 > A g

S & =y W
S Electronic éﬁ?s
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Our Proof-of-Authentication (PoAh)
: U S
Y e — <)

A Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
. Proof-of-Work

Process (PoW)
Starts Again HWB' ’ H"”B - HB

Eliminates cryptographic

= e e e e e e e e e e e e - === == Tpuzzle” T solving ~ o
Proof of Authentication (PoAh) Transmit to fTrusted Nodes\ validate blocks.
Trusted Nodes!  Network | :
I Uses a cryptographic

Nodes form Block|z:
of Transactions

authentication mechanism.

Consensus Time - 3 sec
Power Consumption — 3.5 W 5
Performance — 200X faster than PoW wm""

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine, Vol. 38, No. 1, January 2019, pp. 26--29.
N
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Our PoAh-Chain: Proposed New
Block Structure

Hash of the
following: following:
« Hash of B, « Hash of B,
* Nonce of B ; . UBT of B, ;
Number only « Transactions Unique Block * Device I[_)
used once of B, Token (UBT) + Transactions
(Nonce) of B, ;

PoAh Block Structure

Conventional Block Structure

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Our PoAh: Authentication Process

Select a node to be part
of authentication process

\{

Is this a initially
defined trusted
node?

1Yes

No If trust value is
— greater than a
threshold

Yes

No

R

Is this a normal
node received
trust value?

<J Yes

Assign a block to be part of
chain after block authentication

Steps to find a Trusted Node which will
Authenticate a Block.

Algorithm 1: PoAh Block Authentication

Provided:

All nodes in the network follow SHA-256
Hash

Individual node has Private (PrK) and Public
key (PuK)

Steps:

9 (1) Nodes combine transactions to form

blocks
(Trx*) — blocks
(2) Blocks sign with own private key
Sp« (block) — broadcast
(3) Trusted node verifies signature with
source public key
Vp «(block) — MAC Checking
(4) If (Authenticated)
Block||PoAh(ID) — broadcast
H(block) — Add blocks into chain
(5) Else
Drop blocks
(6) GOTO (Step-1) for next block

12/25/2020
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Our PoAh-Chain Runs in Resource
Constralned Environment

Participant 1 ]: Participant 2 - N
Participant 3

oo

Blockchain using PoW
Needs Slgnlflcant Resource

. I wia ak
LU R \

500 y OOOO W Somce jwttpe : PNV 'léa ggén/ewsn\o/&f/ne :

mmed the gap;htwpl & T
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Qur PoAh iIs 200X Faster than PoW While

Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, Dos | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec

Time in Seconds

10 20 30 40 S0 60 70 80 SO0 100 110 120 130 140 150 160 170 180 190 200 210 220 230 240 250 260 270 280 290 300 310 320 330 340 350 360 370 380 390 400 410 420 430 440 450
. cugon :
Source: D. Puthal, S. P. Mohanty, P. MANGE “E°"Kougianos, and G. Das, "

Proof-of-Authentication for Scalable Blockchain in

Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronlcs (ICCE) 2019.
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CEI Tradeoffs in IoT - Prof./Drx. S. P. Mohanty

Electronic

N

210



We Proposed World’s First Hardware-
Integrated Blockchain (PUFchain) that is
Scalable, Energy-Efficient, and Fast

PUF 1

PUF 2

PUF N

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.

& @ = 8

Sm Electronic %s%lﬁ;s
CEI Tradeoffs in IoT - Prof./Dsx. S. P. Mohanty atory (S
e UNT Sinane

12/25/2020

211



PUFchain: Our Hardware-Assisted Scalable Blockchain

S‘E‘““d Can provide:
oragcc 0
> Device, System, and
Data Security
| .
|~ PUF ’\___J
;PUFchaln System Model '™~ 4
“h—-—:"_ -——
“Block™
Block with PUF| Broadcasted
Kva*_&,r added to them——————f. -
PUFChain 2 Modes: 0T Devie Wi gdaa  |to P2PNetwork ==
oT Device With

83 EHE(%@&? I\a/-lrc‘)cclle PUF Module PUFchain Working Model
|

TG
|||||

Distributed Ledger P Trusted Node

v' PoP is 1,000X faster than PoW E’ ! D?“uﬁ]:f :

. . 1 i
% POP - 5X faster than POAh Transaction Complete Old Blocke El;tt:k

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous Device and Data Security in
Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. 8-16.
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Our Proof-of-PUF-Enabled-Authentication (PoP)

Create e Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

Process (PoW)
starts Again )" el el lumion

|‘IIIII>

¢ Trusted Nodes \ Eliminates cryptographic “puzzle”

. . I lving t lidate blocks.
10T Client DeV|ces\—> B -)))I ﬁtwork |_; solving to validate blocks
(PUFs) ) N -

=)
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PUFchain: Proposed New
Block Structure

Hash of the
following:

« Hash of B,
E— « UBT of B ;
e Device ID

PUF Unique
Identifier
* Transactions

Hash of the

l

[

|

|
following: i

--< « Hashof B, ||
* Nonce of B;; ||

« Transactions ||

- I
[

|

[

l

I

l

!

of B, ;

Conventional Block Structure
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PUFchain: Device Enrollment Steps

PUF and
B (o] [oroee] | fihns
CyCp. Gy o
PUF f(C)=R.
R, R,.... R —
Ry, R,,.... R, ez T

1 _

Device Enroliment Steps

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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Proof-of-PUF-Enabled-Authentication (PoP)

.))
/ Transaction Data / Hash
Value

loT Device PUF and Hashing Module
C, »1
PUF
f(C) = R,
( |)I I Ri R
Transaction Data 1
Hash Module
H(Data, R))
d’ = H(Data, Ri)
A 4
Broadcast to
Network

Steps for Transactions Initiation

PUF
Responses
(of a i)evice)

Change PUF
Key

Steps for Device Authentication

12/25/2020
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‘Our PoP is 1000X Faster than PoW

e

‘?’d [ IR
[ad

o8 il N T

v" PoP is 1,000X faster than PoW

femt v" PoP is 5X faster than PoAh

[ 220 & — g

sPUF and Hashin
" Moule 1
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Our Multi-Chain Technology to
Enhance Blockcham Scalability

- mm mm Em o Em o o o o o = -~
S\ - N

Cloud of 10T/CPS

\
!
!
!
!
!
!
!

(a) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.

N
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A Perspective of BC, Tangle Vs Our Multichain

Features/Technology | Blockchain (Bitcoin) Proof of Authentication Tangle HashGraph McPoRA (current
Paper)
Linked Lists . One linked list of blocks. | e One linked list of blocks. | e DAG linked list. . DAG linked . DAG linked List.
. Block of transactions. . Block of transactions. 3 One transaction. List. . Block of
o Container of transactions.
transactions o Reduced block.
hash
Validation Mining Authentication Mining Virtual Voting Authentication
(witness)
Type of validation Miners Trusted Nodes Transactions Containers All Nodes

Ledger Requirement

Full ledger required

Full ledger required

Portion based on longest
and shortest paths.

Full ledger required

Portion based on
authenticators’ number

Cryptography Digital Signatures Digital Signatures Quantum key signature Digital Signatures Digital Signatures
Hash function SHA 256 SHA 256 KECCAK-384 SHA 384 SCRYPT
Consensus Proof of Work Cryptographic Authentication Proof of Work aBFT Predefined UID
Numeric System Binary Binary Trinity Binary Binary
Involved Algorithms HashCash No . Selection Algorithm | No BFP

3 HashCash
Decentralization Partially Partially Fully Fully Fully
Appending Longest chain One chain Selection Algorithm Full Randomness Filtration Process
Requirements
Energy High Low High Medium Low

Requirements

Node Requirements

High Resources Node

Limited Resources Node

High Resources Node

High Resources Node

Limited Resources Node

Design Purpose

Cryptocurrency

loT applications

loT/Cryptocurrency

Cryptocurrency

I0T/CPS applications

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-
Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual
Symposium-on VLSI (ISVLSI), 2020

12/25/2020

CEI Tradeoffs in IoT - Prof./Dr. S. P. Mohanty

& & 2 8

Sm Electronic Systems
tory (S

ApUTER

EST. 1890

220



McPoRA based MultiChain -- Components

) Unique Identification (UID) | l Unique Identification (UID) |
— = <
! 2) Blocks Filtration Process —§ g 2) Blocks Filtration Process %
A 4 O
| 1 | z

l Secure Unique Identification List | ' Dynamic Blocks List ‘ I Secure Unique Identification List } ' Dynamic Blocks List |

[ e e ——— |1 Secure Unique Identification List (SUIL)
| Dynamic Blocks List (DBL) O= o=l
i 0= O0=|| . . .
i 0= o=|| ! Secure IDs’ file consists of all active Nodes
: 0= 0= 0= 0= / O==|| |  joined the Private network.
! o=l «——|Bg|| <« =)~ / CL ke
! 0= 0= o= ™ / |
: Oc= Oc= <o “—|l0= P 4 ||0= - E : | Node A Unique Identification (UID)
i g : Oc== 0= g : 0= | Node B Unique Identification (UID)
|||0= g : g : Oc= 0= : Node C Unique Identification (UID)
i 0= - - 0= “—|lo= v <« (0= | Node D Unique Identification (UID)
| \ E = — E = o= / | Node E Unique Identification (UID)
[—] =
: Oc= Oc= \ E = : Node F Unique Identification (UID)
=

i Oc== | Node G Unique Identification (UID)
! | Node H Unique Identification (UID)
: | Node I Unique Identification (UID)

J

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security in
Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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Block Structure in McPoRA

Block Header

Header of Previous Block

Block Content Number Used Only Once
(Nonce)
Block Header ;
. Timestamp
Source Public Key
Merkle Tree

Destination Block

Transactions \

Timestamp

Merkle Tree

(a) For Traditional Blockchain

Location

Block Header

Header of previous Blockl
Header of previous Block2 ]
1t Authenticator UID
Timestamp
Merkle Tree

Block Content
Block Header
Source UID
Transactions

Distance (Genesis-Bloc

Minimal Distance
Confirmations Number
Timestamp

(b) For Proposed Post-Blockchain

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer

Society Annual Symposium on VLSI (ISVLSI), 2020
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McPoRA — Experimental Results

Authentication (ms) [ Reduction (ms)

Minimum 151 252.6
Maximum 35.14 1354.6
Average 3.97 772.53
15 Nodes Results 15 Nodes Results
g; 1600
P ’g14oo
£ = 1200
— (0]
c ig 1000
= 800
.§ -§ 600
= 2 200
z = HIH H |||l||
\‘H l ‘\ \‘\

0
il \‘ \‘ H H ‘h il \“HH Ul il H \H\\M 15 91317212529333741454953576165697377
Blocks Generated By McPoRa Blocks Reduced By McPoRa

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-Blockchain based Security
in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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Hardware Security Primitives —
TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)
RSA key generator

Platform Configuration
Registers (PCR)
Attestation Identity
Keys (AIK)

Trusted Platforrh
Hardware Security Module (HSM)  Module (TPM)

Mobile device Source: C. Marforio, N. Karapanos, C.
Soriente, K. Kostiainen, and S. Capkun,

L L L L N

E-Normal world (NW) : : (Ssev%;re world |Verification Tokens for Payments. 2014.

: Appl App2 : : : . .

. o ' Keep It Simple Stupid (KISS) -
| Jewieos |1 [milme]} Keep It Isolated Stupid (KIIS)

| & : : | Trusted OS |:

Baseband OS |

Application processor : Baseband Peripherals
(TrustZone) I processor (GPS)

te=mm=ee= F % | Physical Unclonable Functions (PUF)

Source: Electric Power Research Institute (EPRI)
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Physical Unclonable Functions (PUFs) - Principle

- Physical Unclonable Functions (PUFs) are primitives for security.
- PUFs are easy to build and impossible to duplicate.
- The input and output are called a Challenge Response Pair.

Response (R)
(0011101....1)

Challenge (C)
(100111....0)

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials Magazine, Volume 36, Issue 6,
November-December 2017, pp. 38--46.
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We Have Design a Variety of PUFs

[ X X ]
MUX 1

PUF Key

i [ ]

| ® 1

I [ ] I

I

: | e

I

: : Select Lines

_________________________________ | (Challenge Bits)

[ Output
DFiFlp | Bir /
1]

° [ ]
I . ! .
I [ ] }
: I
| I
| : Select Lines |
| .
T —— (Challenge Bits) - 50 ns
Set 2 Set2

Power Optimized Hybrid Oscillator Arbiter PUF Speed Optimized Hybrid Oscillator Arbiter PUF

_ Suitable for Transportation and Energy CPS

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Semiconductor Manufacturing Process
Variations: FinFET-based Physical Unclonable Functions for Efficient Security Integration in the loT”, Springer Analog
Integrated Circuits and Signal Processing Journal, Volume 93, Issue 3, December 2017, pp. 429--441.
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Our SbD: Eternal-Thing: Combines Security
and Energy Harvesting at the loT-Edge

' TR
= - Sl I

: — B?QO L

' Unclonable Functio B s B

| Solar Cell \ (PLIE) \_ Trans-receivey |

L o o o e o o Sem e s - o o e e e e e o . H-_"l

/’/f Building & home automat ion Q Automotive
Nodes Concentrators loT-Cloud

. | - Gateways/
Edge Devices and loT Smar Y

their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy Harvester Thing for Sustainable 1oT”,
IEEE Transactions on Sustainable Computing, Vol. XX, No. YY, ZZ 2021, pp. doi: 10.1109/TSUSC.2020.2987616.
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Our SdD: Approach for DPA Resilience Hardware

- g code hagd Ur?ifu%-m Physical-Attack Tolerant
Cryptography Algorithm [==t=ps] concurrent error detection and =] switching [ e ovare
correction in Galois Field cell Library
Proposed Design Appaorach Uniform Power Profile
Tt hv Hard achieved for side channel
ogra ardware S
Azﬁite%t I;e SIJ) escription Uniform SWitching-Activity attack security with some area
N P Logic Cell Library and minor delay overhead.
Module DUT e : : )
AND U1 ¢ Synthesized Netlist with
XOR U2 R Error Correction in
Adder U3 »  Gate Level Synthesis |——» Sequential Elements with
Reg U4 Uniformly Switching Cell
\ endmoule ) - Library J
: ggi Power Profile [of the Classical Design . °-!>JfPower Profile of the Uniform Switching Design
2 0.06- =
3 0.04 - ‘;::
2 0.02- 5
0.0 Jims
0.0 500n 1Iu 1.5u  2u 25u 3u 0.0 500n lu 1.5u 2u 25u 3

Time ( 52
Source: J. Mathew, S. P. Mohanty, S. Banerjee, D. K. Pradha'rrlhﬂﬂ ASM Jabir, "Attack Tolerant Cryptographic Hardware Design by Combining Galois Field

Error Correction and Uniform Switching Activity", Elsevier Computers and Electrical Engineering, Vol. 39, No. 4, May 2013, pp. 1077--1087.
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Where to Store and Process Data for ML
Modeling, and where to Execute ML models?

GConsumer
lectronics

11111 E

Living On
the Edge

Mobile-Edge Computing
Extends Cloud Capabilities

Sensor, Edge,
Fog, Cloud?

[ Into the
WMWY T Quantum

| ® Realm

Secure Computation,
Trusted Data Storage,
and Efficient Applications

ASIC, FGPA, SoC,
= FP-SoC, GPU,
Neuromorphic,
Quantum?
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CPS - loT-Edge Vs loT-Cloud

7 Edge Data Center
m [ )
Upload - 11
- “~e. Local
A
Area

R Network
-="" (LAN)
~

- Edge Router , ’/Downloa q

Sensors (Things)

Gateway

/

: Cluster
83 0 Middleware Edge / Fog Plane
End/Sensing Devices (Communication)
End Security/Intelligence Edge Security/Intelligence

> Minimal Data »Less Data
> Minimal Computational Resource »Less Computational Resource
> Least Accurate Data Analytics »Less Accurate Data Analytics
> Very Rapid Response »Rapid Response

TinyML at End and/or Edge is key for smart villages.

@

Cloud Security/Intelligence

»Big Data

»Lots of Computational Resource

»Accurate Data Analytics

»Latency in Network

»Energy overhead in
Communications

Heavy-Duty ML is more
suitable for smart cities
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Our Smart-Yoga Pillow (SaYoPillow) with
TinyML and Blockchain based Security

jv)
D
=
wn
o ; =
5
N
wm
2
o
Y
=}
=
N

e Edge Data
%
%, Processor
O\,_

Blockch@n for Person 2

| Sensor
Data

lockchain for Person n

Stress

o e

Data m sec 0

a 1t
*‘\___—,—’

Smart Home Hub

11
TinyML at loMT-End 1 | a
and/or loMT-Edge : i <—>
|
I I

User Interface

lAnalyzed'

Blockchain for Person

. 00000008
TUNNY

Blockchain
based Storage

Source: L. Rachakonda, A. K. Bapatla, S. P. Mohanty, and
E. Kougianos, “SaYoPillow: Blockchain-Integrated Privacy-
Assured I1oMT Framework for Stress Management
Considering Sleeping Habit’, IEEE Transactions on
Consumer Electronics (TCE), Vol. XX, No. YY, ZZ 2021, pp.
Accepted on 07 Dec 2020, DOI:
10.1109/TCE.2020.3043683.
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Data Holds the Key for
Intelligence in CPS

& Smart Healthcare - System and Data Analytics : To Perform Tasks

Systems & Analytics
*Health cloud server
*Edge server
*Implantable Wearable Medical
Devices (IWMDs)

Machine Learning Engine

Systems & Analytics

* Clinical Decision Support Systems (CDSSSs)
 Electronic Health Records (EHRS)

Machine Learning Engine

1 Data

*Physiological data
* Environmental data
*Genetic data

* Historical records
*Demographics

Data t

*Physician observations
Laboratory test results
*Genetic data
*Historical records
*Demographics

_

Source: Hongxu Yin, Ayten Ozge Akmandor, Arsalan Mosenia and Niraj K. Jha (2018), "Smart Healthcare", Foundations
and Trends® in Electronic Design Automation, Vol. 12: No. 4, pp 401-466. http://dx.doi.org/10.1561/1000000054
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Challenges of Data in CPS are Multifold
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Fake Data and Fake Hardware —
Both are Equally Dangerous In CPS

Authentic Fake
An implantable medical device

Sm Electronic s
CEI Tradeoffs in IoT - Prof./Dsx. S. P. Mohanty
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Data and System Authentication and Ownership

Protection — My 20 Years of Experiences
sy System

&£ IP cores or reusable cores
i) are used as a cost effective
i SoC solution but sharing

poses a security and

s C]‘)‘ip,atoéiginal ownership issues.
( esign House
Haeker : Goes to Another

Design House

=> Whose is 1t? O ®

=> [s it tampered with?

=»> Where was it created?

R O U O, ks fOI' RCSU.SC ?
| 2 ? Who Owns ?

=> Who had created it? ' Researcher |

p at Another
= .. and more. Design House

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking”, IEEE
Consumer Electronics Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Protectlon

Salect Tiwra, ou) T, wa )
ImageDataln {—'"
. - —
| '3':&_ and P & Talculation Unit | DataOut
o B WatermarkDataln . , SRR TR
R E v P Spatial Domain s g e R R
'l ! l_ ] Second / First ————= R R T SR R R e ay
.| Bdge Detection j_\.ﬂ D = s O piin ——— Visible il ’
Tlmat
Oy —— — Busy L :
s Bomin ——= Watermarking SRET | : .
- i : : = B g
Register File — I l B, . EIEE Qég '
0 %N_ 17 6 —» Chip el (SRR b
. I FE e
Reset ——

1 I i Clock ——= ' Asisiamh
EM —— Pin Diagram Chip Layout

Chip Design Data
-t %7 Total Area : 9.6 sq mm, No. of Gates: 28,469
i _ Power Consumption: 6.9 mW, Operating Frequency: 292 MHz
Unified Architecture
fOl‘ Spat|a| and DCT Source: S. P. Mohanty, N. Ranganathan, and R. K. Namballa, "A VLSI Architecture for Visible
. . I (o) Watermarking in a Secure Sitill Digital Camera (S2DC) Design", IEEE Transactions on Very Large Scale
Domain Watermarklnq v Integration Systems (TVLSI), Vol. 13, No. 8, August 2005, pp. 1002-1012.

o (Y ﬁ} e
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Our Design: First Ever Watermarking Chip
for Source-End Visual Data Integrity

WM_DATA SEL

WM_DATA_IN
Address Shaft IM_DATA_IN —=
| o L o L o Decoder Register WM DATA TN »| SPATIAL DOMAIN -~ DATA OUT
2 = 8o 1 r * | # L. WM_DATA_SELECT INVISIBLE
1 MUX ROBUST/FRAGILE — = BUSY
Adder 1 = Adder2 2x1 START WATERMARKING
Image ; 21 S:I— 1oy J RESET —+ ENCODER. —— DATA_READY
RAM 8 l E Watermark i CLOCK —=
Multiplier 1 Multiplier 2 RAM B fompomitcon o, 1 e
g A : Pin Diagram
i f Chip Layout
! Subtractor =
Address MUX . .
Decoder| [ ™| 2x1 7 ! Chip Design Data
1 i L] ¥ ]
e yoety XOR | MUX | Total Area : 0.87 sg mm, No. of Gates: 4,820
— — 1T 2x1 [T .
IM_DATA_IN Power Consumption: 2.0 mW, Frequency: 500 MHz
ROBUST/FRAGILE| MUX = -
- 2x1
i = Unlfl-ed Archltgcture fOI’ Source: S. P. Mohanty, E. Kougianos, and N. Ranganathan, "VLSI
t | Spa_’ual Domain Robust Architecture and Chip for Combined Invisible Robust and Fragile
. . Watermarking”, IET Computers & Digital Techniques (CDT), September
and Fragile Watermarking 2007, volume 1, Issue 5, pp. 600-611.
&9 5 8
IR ec (3 ST S
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Our Design: First Ever Low-Power
Watermarking Chip for Data Quality

Original Image Watermark Image

* Visible Watermarking i

I T
Edge
Detection
Module

Invisible
Watermarking

Scaling and <+
v v 1 v Embedding max

— Insertion Insertion Modile ax
Module Module
L

| e image  Unified Architecture for
DCT Domain Watermarking

- il

(Chip Layout

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.

Normal Voltage
Lower Edge Detection Module
Voltage Perceptual Analyzer
Module
Level Scaling and Embedding
Converter Factor Module

Visible Watermark
Insertion

Slower

Clock

Invisible Watermark
Insertion

Normal Clock

vdd1 vdd2
Original Image—
Watermarked
Watermark Image — Image
g Low Power Chip
alpha—
: for
W — — done
enable — Image
reset —
clki —| Watermarking |— busy
clk2 —
Pin Diagram

DVDF Low-Power Design
Chip Design Data

Total Area : 16.2 sg mm, No. of Transistors: 1.4 million
Power Consumption: 0.3 mW, Operating Frequency:

70 MHz and 250 MHz at 1.5V and 2.5V
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Our Chip for Real-Time Video Watermarkmg

—PDatapath Walumark Input Video N Framc Motion | _
—}C(mtr{)] Signal Frames Buffer Estimation
I, B, or P I'ramcs?
BorP T *
Moti ntro - S . .
UNT UNT UNT [ Motion Estimation I_»Ve(;tl(());l Co dlgg <—| Zig Lag H—l Quantization Watermarking Embedding
( 1, 3, P
e Motion e . —
Watermark 9 Motion Compensation | Entropy . —
Insees Vector Coding € Zig Zag | Quantization
[ Drift Compensation | Entropy
| Coding @ Zig Zag | Quantization |«f
[ Watermarking P/B Frame |

[ Watermark Insertion ——  Quantization | e
Inverse Motion
Zig lag Compensation

[ Tatropy Code  }—— Inverse Motion
Zig Zag Compensation
Inverse Moltion
Zig Zag Compensation
(a) Video Watermarking Algorithm as a Flow Chart

| Drift Compensation

FPGA based Design Data
Resource: 28322 LE, 16532 Registers, 9 MUXes
Operating Frequency: 100 MHz
Throughput: 43 fps

—H DCT I—N Quantization }—>| Zig Zag |—>[ Entropy Coding H Output Compressed

Watcrmarked Strecam

(b) Architecture of the Video Watermrking Algorithm
Source: S. P. Mohanty and E. Kougianos, "Real-Time Perceptual Watermarking Architectures for
Video Broadcasting", Journal of Systems and Software, Vol. 84, No. 5, May 2011, pp. 724--738.
&iC V\
i)

—al |

- Elceac k. o
i
i % > ::f"if;:'u;
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My Watermarking Research Inspired - TrustCAM

i e e e e
NWMUIU Level Privacy Protection —
Digital

i
|
Region of | : Signature
Interest me/I < using
Im{ig Detection ggl 1 | TPM Key
Encryptio J : S
' 1
L_Region of n with : v
Interest (ROI Kacss | MIPG
L ! | Streaming
I 1
' Zlib . ' !
I Edge : Encryption !
. ) _ [
: Detection | Edge RO Compressi [= with Kaes, 1 To Control
! on ! Station

For integrity protection, authenticity
and confidentiality of image data.

Source: https://pervasive.aau.at/BR/pubs/2010/Winkler_AVSS2010.pdf

» ldentifies sensitive image regions.
» Protects privacy sensitive image regions.
» A Trusted Platform Module (TPM) chip provides a set of security primitives.

N‘Q \‘9 :\; g
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My Watermarking Research Inspired -
Secured Sensor

Sensor Characteristics
Aware Key

Column Scanner

Watermark
Adder

Row Scanner

Source: G. R. Nelson, G. A. Jullien, O. Yadid-Pecht, "CMOS Image Sensor With Watermarking Capabilities", in Proc. IEEE International
Symposium on Circuits and Systems (ISCAS), 2005, pp. 5326-5329.
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Secure Data Curation a Solution for Fake Data?

i

Edge Training: Cloud Training:
» Data Slg_nature < Data Signature
» Model Signature < Model Signature

Source: C. Yang, D. Puthal, S. P. Mohanty, and E. Kougianos, “Big-Sensing-Data Curation for the Cloud is Coming”, IEEE Consumer Electronics Magazine
(CEM), Volume 6, Issue 4, October 2017, pp. 48--56.
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TinyML - Key for Smart Cities and Smart Villages

TRAIN: Iterate until you achieve satisfactory performance.

PREPROCESS
DATA

( )
ACCESS and

Ve

EXTRACT
FEATURES

E "l-
=

Ve

OPTIMIZE
PARAMETERS

v,

Needs Significant:
» Computational Resource
» Computation Energy

Solution: Reduce Training
Time and/or Computational
Resource

PREDICT: Integrate trained models into applications.

-

N N
CAPTURE
EXTRACT
SENSOR DATA FEATURES RUN MODEL
= AR 3
L] L ] e s
ﬁ 8 = e ey =)
= =
x| e |

J

-

—)

A
C

¢

Source: https://iwww.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html

D s

W=

» Computational Resource
» Computation Energy

Solution: TinyML
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Collaborative Edge Computing is Cost Effective
Sustainable Computlng for Smart Villages

ata Communication

<———> Data uploading to Edge Data Center
———— Load balancing between Edge Data Center

WDataup]oading!do\vn]oading tofrom cloud CO”aborative edge Computing

connects the loT-edges of multiple
organizations that can be near or
far from each other

—> Providing bigger computational
capability at the edge with lower
design and operation cost.

ARRRNNY
T
HHEREENY

%:-““ S "

Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load Balancing of Edge Data Centers in Fog Computing”, IEEE Communications Mag, Vol. 56, No 5, May 2018,

pp. 60--65. ‘
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Conclusions
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Conclusions

Security and Privacy are important problems in Cyber-Physical Systems (CPS).

Various elements and components of CPS including Data, Devices, System
Components, Al need security.

Both software and hardware-based attacks and solutions are possible.
Security in H-CPS, E-CPS, and T-CPS, etc. can have serious consequences.

Existing security solutions have serious overheads and may not even run in the
end-devices (e.g. a medical device) of CPS/loT.

Hardware-Assisted Security (HAS): Security provided by hardware for: (1)
Information being processed, (2) hardware itself, (3) overall system. HAS/SbD
advocate features at early design phases, no-retrofitting.
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Future Directions

Privacy and/or Security by Design (PbD or SbD) needs research.

Security, Privacy, IP Protection of Information and System (in
Cyber-Physical Systems or CPS) need more research.

Security of systems (e.g. Smart Healthcare device/data, Smart
Grid, UAV, Smart Cars) needs research.

Sustainable Smart City and Smart Villages: need sustainable
loT/CPS
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IEEE Con

12/25/2020

The IEEE Consumer Electronics Magazine (MCE) is the flagship award-winning
magazine of the Consumer Technology Society (CTSoc) of IEEE. MCE is published
bimonthly basis and features a range of topical content on state-of-art consumer
electronics systems, services and devices, and associated technologies.

The MCE won an Apex Grand Award for excellence in writing in 2013. The MCE is the winner in the
Regional 2016 STC Technical Communication Awards - Award of Excellence! The MCE is indexed in
Clarivate Analytics (formerly IP Science of Thomson Reuters). The 2019 impact factor of MCE is 4.016.

Advertise to Billion Dollar Consumer Electronics Industries

Visit: https://www.officialmediaguide.com/ie07/

Aim and Scope Editorial Board
* Consumer electronics magazine covers the areas or topics that are 'wp‘w.umeﬂdMTm,Edhhw

elated to “consumer electromics™ =Peter Corcoran, Nafional University of Ireland Galway,
* Articles should be —typically review and tutorial ~ Emerituz BC
articles are well fit fora flavor. =Kafinc Michoel, Arizona State Universty

=Stephen Dukes, Dreamerse Inc.

=Tom Wizon, Concured Lid.

=Bob Franksion, Frarkston.com

=Hmanshu Thapliyal, University of Kenbucky

=Stu Lipoff, #® Acfion Pariners LLC

=Tom Coughlin, Coughlin Aszociates

=Fabrizio Lamberfi, Politecrnico di Todno

=Helen (Hai] Ui, Duke University

Theochariz Theocharides, University of Cyprus

Ardan Murir, Korzas Siate Universty

Soumya Kanti Datta, EURECOM Reszearch Center
Jozeph Wei, SJW Consulfing Inc.

Animezh Kumar, Indian Insfitute of Tachnology Bombay
=Xavier Fernando, Ryerson Univerity

=Niranjan Ray, KIIT University, Bhubaneswar

=Falemeh Tehranipoor, San Francisco State University
=Sudeep Pasricha, Colorado Stote University
=Shang-Jang Ruan, Nafional Taiwan Univ of Science & Tech
=Yu Yuan, Mofiveware Technology Corporafion Limied
=Vincent Wang, XPER| Corp, DTS Inc.

* Technical articles may be suitable but these should be of general
interest to an engineering audience and of broader scope than
archival technical papers.

* Topics of interest to consumer electronics: Video technology.
comm(hmmg.hmpodmﬂmmdﬂl
devices, Fitness devices, Home automation and networking
devices, Consumer solar technology, Home theater, Digital imaging,
Artificial intelligence, Home computing, Video Technology.
Consumer storage technology. Studies or opinion pieces on the
societal impacts of consumer electronics are also welcome.

Have questions on submissions or ideas for special
issues, contact EiC at: saraju.mohanty@unt.edu

Submission Instructions Euee S. Jang, Haryang University
Submission should follow IEEE standard template and Shotld ot nes s o trovamy 2
consist of the following:

Hyoungshick Kim, Sungicyuniowon Universty
Jonq—ﬂywk Lee, Sepng University

-Baek-‘{o\.ng Chon, lhtvemiyolMssouvi-KuwCily

=Hitten laver, Yole Universty

=Lia Moma, Polifecrico di Torino

=Sanfaru Mizhra, Indian Insfitute of Technology Kanpur
=Amit K. Mishra, University of Cape Town

I. A manuscript of maximum 6-page length: A pdf of the complete
manuscript layout with figures, tables placed within the text.
Extra pages (beyond allowed 6 pages) can be purchased.

Il.Source files: Text should be provided separately from photos
and graphics and may be in Word or LaTeX format.

* High resolution original photos and graphics are required for

=Deepak Puthal, Newcaosfie University

the final submission. =Shingo Yamaguchi, Yamaguchi University

* The graphics may be provided in a PowerPoint siide deck, with m:“ao'“‘""""l:“‘ﬁb‘;_wh e
mEﬁg’E'zopleﬁp:mwilberequed The usmptsneed-:*wvﬂGha Qx'en'dlu ity

. man nivers

to be submitted online at the URL: =Mike Borowczak, University of Wyoming

=Konstantin Gh 1, Saint Pet

/mc.man g ke Kkt ot

Am and Televison

More Information at:

t_tg IIcesoc ieee. orgmbhcatlonsl

jazine Flyer




|IEEE Trans:

12/25/2020
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