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Healthcare Cyber-Physical System (H-CPS)
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Source: Mohanty CE Magazine July 2016
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Agriculture cyber-Physical System (A-CPS)
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Sources: http://www.grandviewresearch.com/press-release/global-smart-agriculture-farming-market
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Transportation Cyber-Physical System (T-CPS)
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Energy Cyber-Physical System (E-CPS)
e Internet of Energy.
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Smart Healthcare - Security and Privacy Issue

CIEEE —Data Eavesdropping

onsumer
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Volume 9 Number 5 SEPTEMBER/OCTOBER 2020
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—Location Privacy
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Challenges

—Access Control
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Healthcare Cyber-Physical
System (H-CPS)
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H-CPS Security Measures Is Hard -
Energy Constrained

. Neurostimulator
. Battery Life
| - 8 years

Pacemaker
| Battery Life
A - 10 years

» Implantable Medical Devices (IMDs) have integrated battery to
provide energy to all their functions - Limited Battery Life
depending on functions

» Higher battery/energy usage - Lower IMD lifetime

» Battery/IMD replacement - Needs surgical risky procedures
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Food Supply Chain: Farm = Dinning

How to ensure quality food
through legitimate supply chain?

h Consumption
: By Users
Retails y
O &1 Service of
Processing Transportation Food
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Source: A. M. Joshi, U. P. Shukla, and S. P. Mohanty, “Smart Healthcare for Diabetes: A COVID-19 Perspective”, arXiv
Quantitative Biology, arXiv:2008.11153, August 2020, 18-pages.
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https://arxiv.org/abs/2008.11153

Security Challenge - System

AHACKED
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BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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T-CPS Security is Hard —

Time Constrained
Consumer Sl
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Source: C. Labrado and H. Thapliyal, "Hardware Security Primitives for Vehicles,"
IEEE Consumer Electronics Magazine, vol. 8, no. 6, pp. 99-103, Nov. 2019.
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Smart Grid - Vulnerability
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Smart Grid Model — CPS
Security Perspective

Information and
Communication Technology
(ICT) components of smart
grid is cyber vulnerable.

Data, Application/System
Software, Firmware of
Embedded System are the
loop holes for
security/privacy.

Network/Communication Components
Phasor Measurement Units (PMU)
Phasor Data Concentrators (PDC)

Energy Storage Systems (ESS)

Programmable Logic
Controllers (PLCs)

Smart Meters

Source: Y. Mo et al., "Cyber—Physical Security of a Smart Grid Infrastructure®, Proceedings of the IEEE, vol. 100, no. 1, pp. 195-209, Jan. 2012.
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Blockchain has Many Challenges

High Energy '“‘ nsumer
Consumption EH@@ WO@D@@

LaCk Of MAGAZINE

Scalability
High .‘ Buymg.mto
LatenCy . §_Exploring Use Cases’ S

for Consumer Electronlcs

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Energy Need is Huge
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loT/CPS Design — Multiple Objectives

.s\Q)
%

Recurring Operational Cost
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Security by Design (SbD) and/or
Privacy by Design (PbD)
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Security by Design (SbD) and/or
Privacy by Design (PbD)

Source: https://iapp.org/media/pdf/resource center/Privacy%20by%20Design%20-%207%20Foundational%20Principles.pdf
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Hardware-Assisted Security (HAS)

= Hardware-Assisted Security: Security provided by
hardware for:

(1) information being processed, _
(2) hardware itself, ‘Security/Secure by Design (SbD)

(3) overall system
= Additional hardware components used for security.
= Hardware design modification is performed.
= System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

Hardware Trojan Protection Ifofmation Secuity, Privacy, Protection”
IR Hardware Secuity. | SHBIBOENON] Digie! Core IP Protection

Source: Mohanty ICCE 2018 Panel
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End, Edge Vs Cloud - Security, Intelligence

Edge Data
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Cluster /C_;ateway > Lots of
End Devices Edge Devices Computational
End Security/Intelligence ~ Edge Security/Intelligence Resource
_ »Accurate Data
» Minimal Data »Less Data Analytics
» Minimal Computational »Less Computational Resogrce »Latency in Network
Resource »Less Accurate Data Analytics

»Energy overhead in
Communications

Source: Mohanty iISES Keynote 2018 and ICCE 2019 Panel
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Secure Digital Camera — My Invention
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Include additional/alternative
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energy and performance optimization.
Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”,

Elsevier Journal of Systems Architecture (JSA), Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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Our Secure by Design Approach for
Robust Security in Healthcare CPS

End Devices Edge Router
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Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based
Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics
(TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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IoI\/ITSecurlty )Our Proposed PMsec

Average Power
Overhead —
~ 200 pW

& PUF Module &
on FPGA B

Time to Generate the Key at Server 800 ms
Time to Generate the Key at IoMT Device 800 ms
Time to Authenticate the Device 1.2 sec - 1.5 sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based
Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics
(TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loT-Friendly Blockchain — Proof-
of-Authentication (PoAh)

Cloud

Blockchain  doesn’t End and Edge Devices
inheritably guarantee RERBERERABEEE Don’t have enough horse
security and privacy. power to run PoW/PoS

like heavy duty
consensus algorithms.

Edge -ockchain

loT = :
End Devices I
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Our Proof-of-Authentication (PoAh)
O~ — 2

A Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

Process (PoW) Eliminates cryptographic
Starts Again H: : H - H “puzzle” solving to

validate blocks.

’____‘

Proof of Authentication (PoAh) Transmitto fTrusted Nodes\
Trusted Nodes: Network |

Nodes form Block
of Transactions

Uses a cryptographic
authentication mechanism.

11/10/2020 24



Our PoAh-Chain Runs in Resource
Constramed Environment

Participant 1 I Part|C|pant2 .
it = Part|C|pant3

Blockchain using PowW
Needs Slgnlflcant Resource

Participant 4 /S e
Our PoAh-Chain Runs here 5 W

e Wnnrly
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Our PoAh is 200X Faster than PoW While
Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, Dos | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec

Time in Seconds

Source: D. Puthal, S. P. Mohanty, P. TAhG%°¥°"Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.
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We Proposed World’s First
Hardware-Integrated Blockchalin
(PUFchain) that is Scalable, Energy-
Efficient, and Fast
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PUFchain: The Hardware-
ASS|sted Scalable Blockchain
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83 EBE(%OC_’@ ISIn?:I PUF Module PUFchain Working Model
aln iviode

it Distributed Ledger Trusted Node
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Device using
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Transaction Complete New £y

Old Blocks Block

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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Our Proof-of-PUF-Enabled-
Authentication (PoP)

Y~ —7)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof of-Work

Eliminates cryptographic
“puzzle” solving to

Process .
Starts Again _
validate blocks.
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loT Client Devices
(PUFs)
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Our PoP i1s 1000X Faster than PoW

PoW -10 PoAh-— PoP -
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Our Multi-Chain Technology to
Enhance Scalability

Cloud of 1oT/CPS

(a) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446--451.
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McPoRA -- Components

Node H Unique Identification (UID)
Node I Unique Identification (UID)

' Unique Identification (UID) } | Unique Identification (UID) | ‘
m = <
m 2) Blocks Filtration Process -§ M 2) Blocks Filtration Process 3
=)
‘ | Z Z
‘ Secure Unique Identification List I Dynamic Blocks List ‘ Secure Unique Identification List | Dynamic Blocks List |
Y = | e — i Secure Unique Identification List (SUIL)
| Dynamic Blocks List (DBL) O= o=|| |
| 0= Oe== . .
| 0= O= | Secure IDs’ file consists of all active Nodes
- 0= 0= 0= 0= / O=|| | joined the Private network.
! e o= o=l / s
— —
! 0= O= 0= AN / |
: E Z 0= [ “—|l0= 4 ||O0= — - E : | Node A Unique Identification (UID)
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= =
1|0 = g : g = Oc== 0= : Node C Unique Identification (UID)
i 0= <+ D 0= ¢ 0= v «||B= | Node D Unique Identification (UID)
! \ 0= — 0= Oc= | Node E Unique Identification (UID)
| O= O= \ 0= I N . e
Oc= Oc= ode F Unique Identification (UID)
! 0= |
| Oc== | Node G Unique Identification (UID)
! |
! |
I

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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McPoRA — Experimental Results

Minimum 151 252.6
Maximum 35.14 1354.6
Average 3.97 772.53
< 15 Nodes Results 15 Nodes Results
E 1600
- g 1400
o o 1200
E ) £ 1000
=
SRS _ 800
e % 600
8 3 400
Q
5 & = il
< ‘ W\ H H 1 5 91317212529333741454953576165697377

Blocks Generated By McPoRa Blocks Reduced By McPoRa

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020, pp. 446—451.
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