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Traditional Healthcare
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➢Physical presence needed

➢Deals with many stakeholders

➢Stakeholders may not interact

➢May not be personalized

➢Not much active feedback

➢No follow-up from physicians 



Electronic Health (eHealth)

◼ eHealth: The use of information and

communication technologies (ICT) to improve

healthcare services.
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Source: W. O. Nijeweme-d'Hollosy, L. van Velsen, M. Huygens and H. Hermens, "Requirements for and Barriers towards

Interoperable eHealth Technology in Primary Care," IEEE Internet Computing, vol. 19, no. 4, pp. 10-19, July-Aug. 2015.



Telemedicine
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Telemedicine is the use of telecommunication and information 

technology to provide clinical health care from a distance. 



Mobile Health (mHealth)

◼ mHealth: Healthcare supported

by mobile devices that uses

mobile telecommunications and

multimedia technologies for the

delivery of healthcare services

and health information.
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Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and K. F. Tsang, "Smart Healthcare in the Era of

Internet-of-Things", IEEE Consumer Electronics Magazine, vol. 8, no. 5, pp. 26-30, Sep 2019.



Connected Health (cHealth)
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Source: https://www.slideshare.net/tibisay_hernandez/connected-health-venfinal



Smart Healthcare (sHealth)
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IoMT

Embedded 

Skin 

Patches

Headband with Embedded 

Neurosensors

Fitness 

Trackers

Quality and 

sustainable healthcare 

with limited resources.
Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything You Wanted to Know

about Smart Health Care”, IEEE Consumer Electronics Magazine (MCE), Vol. 7, Issue 1, January 2018, pp. 18-28.

Implantable and 

Wearable Medical 

Devices (IWMDs)



What is Smart Healthcare?
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Smart Healthcare 

Conventional Healthcare

+ Body sensors

+ Smart Technologies

+Information & Communication Technology (ICT)

+ AI/ML

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, “Everything You Wanted to Know about 

Smart Health Care”, IEEE Consumer Electronics Magazine (MCE), Volume 7, Issue 1, January 2018, pp. 18-28.

Healthcare Cyber-Physical Systems (CPS)

Internet of Medical Things (IoMT) Internet of Health Things (IoHT)



Smart Healthcare - 4-Layer Architecture
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Source: M. Ghamari, B. Janko, R.S. Sherratt, W. Harwin, R. Piechockic, and C. Soltanpur, "A Survey on Wireless Body

Area Networks for eHealthcare Systems in Residential Environments", Sensors, 2016. 16(6): p. 831.

Implantable 

BANs (IBAN) 

Body Area 

Network (BAN) 



7P
Persuasive

Predictive

Participatory

Preventative

Programmable Perpetual

Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and K. F. Tsang, "Smart Healthcare in the Era of

Internet-of-Things", IEEE Consumer Electronics Magazine, vol. 8, no. 5, pp. 26-30, Sep 2019.

Smart Healthcare – 7Ps
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Personalized

Frost and Sullivan predicts smart healthcare

market value to reach US$350 billion by 2025.



Requirements

Low power

Higher efficiency

Small form factor

Inter operability

Continuous connectivity

High speed

Security

Privacy

Smart Healthcare Architecture –

Requirements
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Health Insurance Portability and 

Accountability Act (HIPPA)
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HIPPA Privacy Violation by Types



IoMT Security Issue is Real & Scary

◼ Insulin pumps are vulnerable to hacking, FDA warns

amid recall:

https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-

vulnerable-hacking-fda-warns-amid-recall/

◼ Software vulnerabilities in some medical devices could

leave them susceptible to hackers, FDA warns:

https://www.cnn.com/2019/10/02/health/fda-medical-devices-hackers-

trnd/index.html

◼ FDA Issues Recall For Medtronic mHealth Devices Over

Hacking Concerns:

https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-

mhealth-devices-over-hacking-concerns
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https://www.washingtonpost.com/health/2019/06/28/insulin-pumps-are-vulnerable-hacking-fda-warns-amid-recall/
https://www.cnn.com/2019/10/02/health/fda-medical-devices-hackers-trnd/index.html
https://mhealthintelligence.com/news/fda-issues-recall-for-medtronic-mhealth-devices-over-hacking-concerns


IoMT Security Measures is Hard -

Energy Constrained
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➢ Implantable Medical Devices (IMDs) have integrated battery to

provide energy to all their functions → Limited Battery Life

depending on functions

➢Higher battery/energy usage→ Lower IMD lifetime

➢Battery/IMD replacement→ Needs surgical risky procedures
Source: Carmen Camara, PedroPeris-Lopeza, and Juan E.Tapiadora, “Security and privacy issues in implantable medical

devices: A comprehensive survey", Elsevier Journal of Biomedical Informatics, Volume 55, June 2015, Pages 272-289.

Pacemaker 

Battery Life 

- 10 years

Neurostimulator 

Battery Life 

- 8 years 



PMsec: Our Secure by Design Approach 

for Robust Security in Healthcare CPS
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IMD

WMD

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based

Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics

(TCE), Volume 65, Issue 3, August 2019, pp. 388--397.



IoMT Security – Our Proposed PMsec
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Proposed Approach Characteristics Value (in a FPGA / Raspberry Pi Platform)

Time to Generate the Key at Server 800 ms

Time to Generate the Key at IoMT Device 800 ms

Time to Authenticate the Device 1.2 sec - 1.5 sec

Average Power 

Overhead –

~ 200 mW

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based

Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics

(TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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Smart Healthcare - Stress Monitoring & Control

Source: L. Rachakonda, S. P. Mohanty, E. Kougianos, and P. Sundaravadivel, "Stress-Lysis: A DNN-Integrated Edge Device for

Stress Level Detection in the IoMT", IEEE Transactions on Consumer Electronics (TCE), Vol 65, No 4, Nov 2019, pp. 474--483.

Sensor Low Stress Normal Stress High Stress

Accelerometer 

(steps/min)

0-75 75-100 101-200

Humidity (RH%) 27-65 66-91 91-120

Temperature F̊ 98-100 90-97 80-90
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Automated Stress

Level Detection

and Management



Seizure 

Detection

Drug 

Delivery 

Unit Cloud Storage

Hospital

Doctor

Transmission and Storage Access Unit

Wireless

Transfer

Yes Dosage 

Information

Seizure State

Smart Healthcare - Seizure Detection & Control

A

BC

A – Typical Latency - 6 sec

B – Early Detection - 1 to 2 sec

C – Seizure Predication -

at least 6 sec before

Seizure 

Detection

Seizure 

Onset
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Sensor Unit

EEG Data 

Acquisition

EEG Signal

Drug 

Injection

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri, “eSeiz: An Edge-Device for Accurate Seizure Detection

for Smart Healthcare”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 379--387.

Privacy-Assured 

Health Data Storage

Security-

Assured System



iGLU: Accurate Noninvasive Glucose 

Level Monitoring and Insulin Delivery
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Insulin

SecretionDisplay

of 

Parameters

Continuous 

Glucose

Monitoring

P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level

Monitoring in Smart Healthcare”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35–42.

Artificial Pancreases 

System (APS)

Cloud Storage

Hospital

Doctor

Privacy-Assured 

Health Data Storage

Security-

Assured System

Near Infrared (NIR)

based Noninvasive,

Accurate, Continuous

Glucose Monitoring
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