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The Big Picture
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Smart Cities Is a Solution for

Urban Migration
= Smart Cities: For effective _

management of limited
resource to serve largest Electronlcs

possible population to improve: ,,«,
L . f o=
o Livability At Different Levels: :
) » Smart Village g, PN |
Workabilit @) ikueg M (
: Y 5 Smart State YN _—

o Sustainability 3 smart Country

» Year 2050: 70% of world
population will be urban

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to GG
Know about Smart Cities”, IEEE Consumer Electronics Magazine, Vol. 5, No. 3, July
2016, pp. 60--70.
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Smart Cities - 3 Is

|nstrumentation

The 3ls are provided
by the Internet of
Things (loT).
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Internet of Things (loT) — Concept

/ Local Network\
Can be wired or
wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

L
\ ( ) / Global Network

Connecting bridge between the local network, cloud
services and connected consumer devices

Overall architecture: 4 _
& A configurable dynamic Connected Electronic Systems
global network of networks Smart phones, devices, cars, wearables

% Systems-of-Systems Qwhliﬁﬁ connﬁd to the mgs J

El
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Internet of Medical Things (loMT)

Health Cloud

RFID Reader

/ : Online Data

» il ey
| ;mnj’f“’ prsas » » — Patlent
1T o, - Netjork Hub
N\ “ Biobanks RequireS'

Wearables Clinical Trials - pyegkop Manager < Data and Device Security

+ Data Privacy

loMT is a collection of medical devices and applications
that connect to healthcare IT systems through Internet.

Source: http://www.icemiller.com/ice-on-fire-insights/publications/the-internet-of-health-things-privacy-and-security/
Source: http://internetofthingsagenda.techtarget.com/definition/loMT-Internet-of-Medical-Things
4_“ £ 1) 4 3
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Industrial Internet of Things (l1oT)

Industrial Internet of Things

Processing - Connectivity
Tools L, Anplytics

Machines
& Sensors

Source: https://www.rfpage.com/applications-of-industrial-internet-of-things/
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loT = CPS - Smart Cities

loT
9
CPS (Smart

Cyber Physical .,_ Components)
SyStem (CPS) : Core Network 9

Smart Cities

Energy management Home
Infrastructure

Finance Energy
Public Infrastructure

Source: Mohanty CE Magazme July 2016
£.958
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Cyber-Physical Systems (CPS) - 3 Cs

Computation

Communication R Systems — 3

3 Cs of loT - Connect, Compute, Communicate

Source: G. Jinghong, H. Ziwei, Z. Yan, Z. Tao, L. Yajie and Z. Fuxing, "An overview on cyber-physical systems of energy
interconnection,” in Proc. IEEE International Conference on Smart Grid and Smart Cities (ICSGSC), 2017, pp. 15-21.
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Healthcare Cyber-Physical System
H-CPS)

I Emergency Response Smart Home Fithess
o (L Trackers
m (]| 32 5 1e
;; LI TS
Nurse = 5 e
Illl-l "I.IE “ !! Smart Infrélsjt;ucture
——— Lnu e
/ —— HBHA
HEBE
s s |alelage
s f
Smart Gadgets
Headband with Embedded
Neurosensors
, \ Embedded
Quality and sustginable = 4\ .
nician Skin Patches
healthcare with limited
resources.
On-body Sensors

Source: Mohanty CE Magazine July 2016
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Energy Cyber-Physical Systems (E-CPS)

= CONSUMer
LIeCUronics

MAGAZINE

-
Service
Provider

Smart Energy

The Key
for Sustainability

e Distributi Customer

o
w
I R R

N o
Generatlona = Secure Communication Flows

ddddd Electrical Flows
\—_&/‘/ Pomain

Four key features of smart grid: Sensing,

Source: https://www.nist.gov/publications/nist-framework-and-

Measurement, Control, and Communications roadmap-smart-grid-interoperabiIity-standards-release-30
;!_‘)‘ \ ; =g
Smart Electronic Systems
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Energy Cyber-Physical Systems
(&CPS) e

Heater

~ Smart

Smart
Generation

Service Provider

Smart Grid Home Energy

. RESTE

Consumption =

~—~

9
S,
S,
~

—

.o

Electric Car

P AC

— DC > il
Quality, sustainable, DLNA Network
uninterrupted  energy | (User controlled \ y

. -P .
with minimal carbon (5™ @PP lances))

footprint. Source: Mohanty CE Magazine July 2016
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Security Challenges in Cyber-
Physical Systems (CPS)

20 Sep 2020
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Cyber Attacks

September 2017: Cybersecurity
incident at Equifax affected 143
million U.S. consumers.

Hacked: US Department Of Justice

Who did it: Unknown

What was done:
Information on
10,000 DHS and
20,000 FBI employees.

Details: The method of the attack is still a
mystery and it’s been said that it took a week for
the DOJ to realize that the info had been stolen.

February 2016
Hacked: Yahoo #2

Countries hit in initial hours of cyber-attack

UK: 61 NHS Russia: Country's
organisations interior ministry
US: Delivery company disrupted reported 1,000 of its

FedEx affected computers infected
France: Some Renault
factories had to stop

production--

3 -~
pain: Telecoms+ @
and gas
companies
- struck

Who did it: Unknown

What was done:
1 billion accounts
were compromised.

YAHOO!

Details: Users names, email addresses, date of
birth, passwords, phone numbers, and security
questions were all taken.

December 2016

{ |
t',

' WannaCry ransomware
May 2017 affecting 150 countries

*Map shows countries affected in first few hours of cyber-attack, according to
Kaspersky Lab research, as well as Australia, Sweden and Norway, where incidents

have been reported since Source: http://www.bbc.com/news/technology-39920141

Source: Kaspersky Lab's Global Research & Analysis Team BEE

Source: https://www.forbes.com/sites/kevinanderton/2017/03/29/8-major-cyber-attacks-of-2016-infographic/#73bb0bee48e3

SbD for CPS - Prof./Dr. Saraju P. Mohanty

20 Sep 2020

%0348

S Electronic
R
‘?fl’f‘*‘ﬁ 15

EST. 1890



Security Challenge - System

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

PHOTOAILL: SHUTTERSTOCK/CNNMONEY

/AHAGEED
ENTERTAINMENT
SYSTEM

/AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/

4‘ £ .
& W =} )
Smart Electronic Systems
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CE Systems — Diverse Security/
Privacy/ Ownership Requirements

Medical Devices Home Devices Personal Devices Wearable Devices

-
%FID Pace p
hip maker l: - o° i

Heart écrf%er Thgr rtat Smart Phones/ --

Insulin
Pump Rate Tablets
Monitor
Business Devices Entertainment Devices Transportation Devices

% ‘ i Smart Vehicles/ Smart

Autonomous Traffic

- - Vehicles Controllers

Source: D. A. Hahn A. Munir, and S.P. Mohanty Securlty and Privacy Issues in Contemporary Consumer Electronics”, IEEE
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Security, Prlvacy and IP Rights

= CONSumer
EIECIrONICS

MAGAZINE

System Security

Data Security

System Privacy D.

Data Privacy

Feeling
Secure?

Examining Hardware
IP Protection and Trojans

Q:; < IEEE

(IP nghts VIOIatlon)Source Mohanty ICIT 2017 Keynote

'l TR Y g/\ é

F"O /j ¢ | =

Sm Electronies stems
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Selected Attacks on an Embedded
System — Security, Privacy, IP Rights

Applications
Application and
~twork Atta
OS Atta
.(Operating SystenD Copyright Attack
Y
Output

Input —» Information
Information (Copyrighted)

20 Sep 2020 20



Privacy Challenge — System, Location

collect information about location tracking,
me, my car, break forward secrecy |

and my surroundings

1
| [
1
Processing Processing Sggts:r
‘ Data in pe
transit
5 Data at Data at )
w-vehicle rest rest In-vehicle
maITvare -

store S/PIl  privacy inferences
| Petit et al,, "Revisiting Attacker Models for Smart Vehicles”, WiVec' | 4.

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html
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Privacy Challenge — Personal Data

One privacy misstep
can land healthcare

organizations
in hot water.

" /

Source: http://blog.veriphyr.com/2012/06/electronic-medical-

Source: http://ciphercloud.com/three-ways-pursue- records-security-and.html
cloud-data-privacy-medical-records/

-‘1—" £ \
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loMT Security — Selected Attacks

Impersonation Eavesdropping

Attacks Attacks Physical
1 Attack

Smart
Healthcare

_ Network
Security Attack

Threats

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.

£ 0251
1 {
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Smart Grid - Vulnerability

—— Remote terminal unit Supervisory Control and  _, meter measurement

Data Acquisition (SCADA
_— Electric Power Flow 9 ( ) — Control command

Control Center

X . Programmable Logic
S C
9 PR \(iontrollers (PLCs)
X - C
. v W
A " P~ % .-~~~ Distribution
ltacy & Management System
. Substations
Generation &
Generators 7 X2
S

Transmission
Transformers Consumer

ICT components of smart grid is cyber vulnerable.

Smart Meters,
EVs

Source: (1) R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges," IEEE Consumer
Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.
(2)https://www.enisa.europa.eu/topics/critical-information-infrastructures-and-services/smart-grids/smart-grids-and-smart-
metering/ENISA_Annex%2011%20-%20Security%20Aspects%200f%20Smart%20Grid.pdf

S ectronic Syste
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Smart Grid Attacks can be Catastrophlc

Vulnerabilities

Source of Threats

Threats
Security group
knowledge

Information
leakage

Access point

Unpatched
System

Weak cyber
security

Source: R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges,"

,Management deficiencies of

network access rules
~*Inaccurate critical assests

documentation
»Unencrypted services in IT

systems

» Improper access point

»Firewall filtering deficiency

MWNeak protection credentials

» Phishers
> Nation
+» Hacker

> Insider

> Terrorist
+ Spammers

» Remote access deficiency

»Unpatched operating system

* Spyware
/Malware
authors

» Unpatched third party application

Buffer overflow in control system

services
*SQL injection vulnerability

Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.

s\\Vorm

»> Zero day exploit
» Logical bomb

»> Phishing

> Distributed DoS

> False data
Injection attack

Attacks Impacts
» Stuxnet > Ukrailzle2 power
*Night Dragon attack, 2015
.>

o Virus .Stuxnet attack

. . In Iran, 2010
»Denial of service
» Trojan horse > Browns Ferry plant,

Alabama 2006

» Emergency shut down
of Hatch Nuclear
Power Plant, 2008

>Slammer attack at
Davis-Besse power
plant, 2001

>Attacks at  South
Korea NPP, 2015

IEEE

20 Sep 2020
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System Security — Smart Car

Selected Attacks on Autonomous Cars
|

Replay

Relay

Jamming

Spoofing

Tracking

GPS, 802.1 Ip ! —_— Light Detection and
\’T ¥ <+« Ranging (LIDAR)
1 2;7—*"‘" =
o ’ s ‘__,./ Camera

- Cars can have 100 Electronic

\ ___,/ —~._ Control Units (ECUs) and
' %\ 100 million lines of code,

~ @ each from different vendors

- — Massive security issues.

\ \ -
\ |
: | 3
“ . o
= =) X
o S = \
) S

RADAR

wheel encoder

On-Board Unit, emaps

ultrasonic sensors

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-
hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html

Source: https://lwww.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf

Source: Petit 2015: IEEE-TITS Apr 2015

& @ f:!\ Q:

Sm Electronic Systems
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Smart Car — Modification of Input
Slgnal of Control Can be Dangerous

== > 1YPically vehicles are controlled by human drivers
‘ »Designing an Autonomous Vehicle (AV) requires
decision chains.

» Decision chain involves sensor data perception,
planning and actuation.

» Perception transforms sensory data to useful
iInformation.

» Plannina involves decision makina.

Data Information Decisions
(uncertainty) (prObabl'St"C) /(contr()ls)/ \

‘ A
Sensors E’i Perception "I'Actuator l
‘ \ /
N 7

Source: Plathottam 2018, COMSNETS 2018 ~ “*---__---’
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NFC Security - Attacks

Selected NFC Attacks

, Data Relay Data . lInterception
Eavesdropping Modification Attacks‘ Corruption Spoofing Attacks 1 Thett

D)

¢ C
| Jl’ E > - : .
! Identification . =

z
3 N, ' 8
Time & : *i’ -7 e @/
Ticketing Attendance 3 = A ——
g v Pa— a NFC Attacker

NFC

o

Eavesdropping

NG,
A Loyalty & Physical _ ] _ o : o
Memberships Access Source: http.//resources..l_n_foseC|nstltgte_.com/near-fleId-communlcatlon-
nfc-technology-vulnerabilities-and-principal-attack-schema/
N
Cashless =
— Payment
T Pay @ Relay Attack \ ©
((2- 2 ) \
CL 77 e
: ;o'ﬁ:. (150 14443) ! G _,- %xm?m;“ E. s (150 uaa) -
eomtcd) | 2090909090 K lememessscsccscccsnees (Cortactiess Reater)
Source: http://www.idigitaltimes.com/new-android-nfc-attack-could- s o

steal-money-credit-cards-anytime-your-phone-near-445497 Source: https://www.slideshare.net/cgvwzg/on-relaying-nfc-

payment-transactions-using-android-devices

g
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RFID Security - Attacks

Numerous Applications

-Disabling Tags
Physical | P
. RFID Tag Modification
Threats | Cloning Tags »
-Reverse Engineering and Physical Exploration
-Eavesdropping
: -Snhooping |
Selected RFID Skimmi
RFID Channel — =XIMMing
Attacks Threats = |Replay Attack
@ - Relay Attacks
. ‘,3\6\/' -Electromagnetic Interference
@ ’;fcf:\“\ | System -Counterfeiting and Spoofing Attacks
Threats . :
-Tracing and Tracking
HPassword Decoding |
\/

-Denial of Service (DoS) Attacks |

Source: Khattab 2017: Springer 2017 RFID Security

20 Sep 2020

SbD for CPS - Prof./Dr. Saraju P. Mohanty

& ® 2 8
S Electronic%?u

34



Trojans can Provide Backdoor
Entry to Adversary

Information may bypass giving a non- :
watermarked or non-encrypted output. Hardware Trojans

Unprotected/Unsecure Information
>
s
: S Output
Input ) Watermarking and/or Protected/Secure Information > —
Cryptography Processor
Select
Source: Mohanty 2015, McGraw-Hill 2015
g @ 5 8
Smiart Electronic Systems
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How Secure is AES Encryption?
= Brute force a 128 bit key ?

= If you assume
o Every person on the planet owns 10 computers

o Each of these computers can test 1 billion key
combinations per second

o There are 7 billion people on the planet

o On average, you can crack the key after testing 50% of the
possibilities

o Then the earth's population can crack one 128 bit
encryption key in 77,000,000,000 years (77 billion years)

Age of the Earth 454 *0.05 Dbillion years
Age of the Universe 13.799 * 0.021 billion years

Source: Parameswaran Keynote iNIS-2017
& ® 2 8
Sm, Electronic Systems
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Side Channel Analysis Attacks

Fault
Attacks

Acoustic
Noise

Cache
Content /
Time

Breaking Encryption is not a matter of Years, but a matter of Hours.

Source: Parameswaran Keynote iNIS-2017

Power

Dissipation

Elapsed
Time

EM
Radiation

20 Sep 2020
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Firmware Reverse Engineering —
Security Threat for Embedded System

onnectionRequestlisername=acpeusers
ConnectionRequestRassword=base64(wcpepassy)

l G
SfiiUNUsename=ghandya
- SiIiUNRassword=base64(ghandya)

Rassword=base64(gadming)

(Wes)PdipeviceRassword=base64(a00[.94266)

Username=gautoconfig@talktalkbusiness™ets

Rassword=base64(atthil234 %)

[(NexXTinestovarwanppp25(68)/contig)
[ppp256lusername
1
Device jailbreaking

OS exploitation,

Extract, modify, or reprogram code

Source: http://jcjc-dev.com/
Source: http://grandideastudio.com/wp-content/uploads/current_state _of hh_slides.pdf
s;-—OJJ & = éw
m
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Attacks on Embedded Systems’ Memory
Read
confidential
Attacks
Embedded Memory
Processor Attacks

Information
Replace a block

INn memory
with a block from
another location

Replace a
block with fake

Physical access
memory to retrieve
encryption keys

Value of a block at a given address at one
time is written at exactly the same address
at a different times; Hardest attack.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “TSV: A Novel Energy Efficient Memory Integrity Verification
Scheme for Embedded Systems”, Elsevier Journal of Systems Architecture, Vol. 59, No. 7, Aug 2013, pp. 400-411.

X R
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Al Security - Attacks

Attacker’s Access to Access to Access to
Capabilities Training Data Model Training Trained Model
Get Data Train Model
— 3
{‘j " E
4
T
/\L; % y
Prepare Data Model Testing
, \/
Attacker’s \/ ;
Goals Model Poisoning, Model Inversion,
Extraction Invasion, Impersonation
Source: Sandip Kundu ISVLSI 2019 Keynote.
& ® 5 8
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Al Security - Trojans in Artificial
Intelligence (TrojAl)
i f B3

Label:
Stop sign

Adversaries can insert
Label Trojans into Als, leaving
Speed limit sign @ trigger for bad behavior
that they can activate
during the Al’'s operations

Source: https://www.iarpa.gov/index.php?option=com content&viewzarticle&idzl150&Item|d 448
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Drawbacks of Existing Security
Solutions
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CPS Security — Selected Solutions
_ Analysis of selected approaches to security and privacy issues in CE.

Category

Current Approaches

Advantages

Disadvantages

Confidentiality

Symmetric key cryptography

Low computation overhead

Key distribution problem

Asymmetric key cryptography

Good for key distribution

High computation overhead

authentication

Integrity Message authentication Verification of message Additional computation
codes contents overhead
Availability Signature-based Avoids unnecessary Requires additional

signature computations

infrastructure and rekeying
scheme

Authentication

Physically unclonable
functions (PUFs)

High speed

Additional implementation
challenges

Message authentication
codes

Verification of sender

Computation overhead

Nonrepudiation

Digital signatures

Link message to sender

Difficult in pseudonymous
systems

Identity privacy

Pseudonym

Disguise true identity

Vulnerable to pattern analysis

Attribute-based credentials

Restrict access to
information based on
shared secrets

Require shared secrets
with all desired services

Information
privacy

Differential privacy

Limit privacy exposure of
any single data record

True user-level privacy still
chal- lenging

Public-key cryptography

Integratable with hardware

Computationally intensive

Location privacy

Location cloaking

Personalized privacy

Requires additional
infrastructure

Usage privacy

Differential privacy

Limit privacy exposure of
any single data record

Recurrent/time-series data
challenging to keep private

Source: D. A. Hahn, A. Munir, and S. P. Mohanty, “Security and Privacy Issues in Contemporary Consumer Electronics”,
IEEE Consumer Electronics Magazine, Volume 8, Issue 1, January 2019, pp. 95--99.

20 Sep 2020
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IT Security Solutions Can’t be
Directly Extended to IoT/CPS Security

IT Security

» IT Infrastructure may be well
protected rooms

= Limited variety of
devices

= Millions of IT devices

= Significant computational power to
run heavy-duty security solutions

= |IT security breach can be costly

IT network

= [oT may be deployed Iin open
hostile environments

= Significantly large variety of loT
devices

= Billions of IoT devices

= May not have computational
power to run security solutions

= |0T security breach (e.g. in a IoMT
device like pacemaker, Insulin
pump) can be life threatening

Maintaining of Security of Consumer Electronics, Electronic
Systems, 10T, CPS, etc. needs Energy and affects performance

SbD for CPS - Prof./Dr. Saraju P. Mohanty
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H-CPS Security Measures Is Hard -

Neurostimulator
4 Battery Life
| - 8 years

Pacemaker
| Battery Life
- 10 years

» Implantable Medical Devices (IMDs) have integrated battery to
provide energy to all their functions - Limited Battery Life
depending on functions

» Higher battery/energy usage - Lower IMD lifetime

» Battery/IMD replacement - Needs surgical risky procedures

Source: Carmen Camara, PedroPeris-Lopeza, and Juan E.Tapiadora, “Security and privacy issues in implantable medical
devices: A comprehensive survey", Elsevier Journal of Biomedical Informatics, Volume 55, June 2015, Pages 272-289.

& ® 5
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Smart Car Security - Latency Constrained

Protecting Communications
Particularly any Modems for In-
vehicle Infotainment (IVI) or in On-
board Diagnostics (OBD-I1)

Over The Air (OTA) Management
From the Cloud to Each Car

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module
Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Connected cars require Security Mechanism Affects:

latency of ms to communicate ¢ Latency
and avoid impending crash: . Mileage

o Faster connection - Battery Life
o Low latency

o Energy efficiency Car Security —

Latency Constraints

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805.pdf
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UAV Security - Energ

y & Latency Constrained
Km 11..-‘&_-':!{ _ *
Comlm un*ication M|I:>S|2Ir? @ ~pplication Logic Security
rotocol
P —\‘>

Guidance
Determine
Path

‘ Control System Security

. Both

Navigation

Magnetometer

Vehic;le State
L
Controller Gl
Determine Track
Bias/ Pros. Vel. Alt. Guidance Path to Aircraft
Scale Plot Route, and Stabilize Actuator Dynamics
A Accel Aircraft
Plot/Static .
System Sensor (Adju_stable
Fusor ain
Source: http://www.secmation.com/control-desian/
Security Mechanisms Affect:

Battery Life [EGHSHGYN \Weight Aerodynamics

UAV Security — Energy and Latency Constraints

20 Sep 2020
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Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Smart Grid Security Constraints

Source: R. K. Pandey and M. Misra, "Cyber security threats - Smart grid infrastructure,” in Proc. National Power Systems
Conference (NPSC), 2016, pp. 1-6.
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Blockchain has Many Challenges

High Energy '“‘ nsumer
Consumption EH@@ WO@D@@

LaCk Of MAGAZINE

Scalability
High .‘ Buymg.mto
LatenCy . §_Exploring Use Cases’ S

for Consumer Electronlcs

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Energy Need is Huge

Energy consumption 2 years of
a US household

\\ consumption 80 ()()()X“ ‘

for each
bltcom

transaction Energy consump

a credit card processSing
;-&‘/‘l \Tai* =7 1

Sm Electronic System
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Blockchain has Security Challenges

Descriptions

Many payments are made with a
body of funds

Blocks are modified, and fraudulent
transactions are inserted

A miner with more than half of the

network’s

computational  power

dominates the verification process
An entity’s private key is stolen

The software systems that implement
a blockchain are compromised

Defence

Complexity of
process
Distributed consensus

mining

Detection methods and
design of incentives

Reputation of  the
blockchain on identities
Advanced Intrusion
detection systems

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things
Devices,” IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.
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Blockchain has Serious Privacy Issue

Origin - Bitcoin Bytecoin | Bitcoin Dash Bitcoin
Release January | January April October | February | October
2009 2014 2014 2014 2016 2016
Consensus Algorithm PoW PoW PoW PoW PoS PoW
Hardware Mineable Yes Yes Yes Yes No Yes
Block Time 600 sec. | 150 sec. |120 sec. |30 sec. 60 sec. 150 sec.
Rich List Yes Yes No Yes Yes No
Master Node No Yes No No Yes No
Sender Address Hidden No Yes Yes No Yes Yes
Receiver Address Hidden | No Yes Yes No Yes Yes
Sent Amount Hidden No No Yes No No Yes
IP Addresses Hidden No No No Yes No No
Privacy No No Yes No No Yes
Untraceability No No Yes No No Yes
Fungibility No No Yes No No Yes

Source: J. Lee, "Rise of Anonymous Cryptocurrencies: Brief Introduction”, IEEE Consumer Electronics Magazine, vol. 8,

no. 5, pp. 20-25, 1 Sept. 2019.
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Smaurt Contracts - Vulnerabilities

Call to unknown | The called function does not exist Contract’s source code

Out-of-gas send | Fallback of the callee Is executed Contract's source code

Exception Exception handling irregularity Contract’s source code
disorder
Type casts Contract execution type-check error | Contract's source code

Reentrance flaw | Function reentered before exit Contract’s source code

Field disclosure | Private value published by miner Contract's source code

Immutable bug | Contract altering after deployment Ethereum virtual machine

bytecode
Ether lost Ether sent to orphan address Ethereum virtual machine
bytecode
Unpredicted Contract state change before call Blockchain Mechanism
state
Randomness Seed biased by malicious miner Blockchain mechanism
bug
Time-stamp Malicious miner alters time stamp Blockchain mechanism
failure

Source: N. Kolokotronis, K. Limniotis, S. Shiaeles, and R. Griffiths, “Secured by Blockchain: Safeguarding Internet of Things Devices,”
IEEE Consumer Electronics Magazine, vol. 8, no. 3, pp. 28-34, May 2019.

SbD for CPS - Prof./Dr. Saraju P. Mohanty

20 Sep 2020 65



Security Attacks Can be Software
and Hardware Based

Software Based

= Software attacks = Hardware or physical attacks
communication channels = Maybe local
= Typically from remote = More difficult to prevent
= More frequent = Selected Hardware based:
» Selected Software based: o Hardware backdoors (e.g. Trojan)
a Denial-of-Service (DoS) a Inducing faults
Routing Attacks o Electronic system tampering/

jailbreaking
o Eavesdropping for protected memory
o Side channel attack
o Hardware counterfeiting

a
o Malicious Injection

o Injection of fraudulent packets

o Snooping attack of memory

o Spoofing attack of memory and IP address
a

Password-based attacks Source: Mohanty ICCE Panel 2018
S ectronic Syste;
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Security - Software Vs Hardware

Software Based i

= Introduces latency in operation

= Flexible - Easy to use, upgrade
and update

= Wider-Use - Use for all devices in
an organization

= Higher recurring operational cost

= Tasks of encryption easy
compared to hardware  —
substitution tables

= Needs general purpose processor

= Can't stop hardware reverse
engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared
to software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for IoT

= Susceptible to side-channel attacks

= Can't stop software reverse
engineering

Source: Mohanty ICCE Panel 2018

SbD for CPS - Prof./Dr. Saraju P. Mohanty

20 Sep 2020

& ® 5 g‘e
Electro

%ﬂtory (S

67



loT/CPS Design — Multiple Objectives

.s\Q)
%

Recurring Operational Cost
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A Securlty Nightmare - by Quantum Computmg

Edge Data

Center ?_?((.))
”
- N
“w Local
Area
- » Network
, (LAN)
Edge Royter /’,
~ e Cloud Computing
| Sensors (Things) LEIE] QUL
Cluster ‘Gateway »Ultra-Fast quantum
“End Devices Edge Devices computing resources
Edge Computing »High latency in network
In-Sensor/End-Device . -
ST »Less computational resource >_Break_s every encryption
o puting »Minimal latency in network In no time
» Minimal computational > Lightweight security
resource
> Negligible latency in network A quan_tum Computer_ COl_J|d break a
> Very lightweight security 2048-bit RSA encryption in 8 hours.
£.958
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Hardware-Assisted Security
(HAS) or Secure-by-Design (SbD)

P £ 4
& W =} )
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Privacy by Design (PbD) = General
Data Protection Regulation (GPDR)

1995

2018
Privacy by Design (PbD)

General Data Protection

Regulation (GDPR)

 GDPR makes Privacy by
Design (PbD) a legal
requirement

 Treat privacy concerns as
design requirements when
developing technology,
rather than trying to
retrofit privacy controls

after it is built -Security by Design aka
Secure by Design (SbD)

SbD for CPS - Prof./Dr. Saraju P. Mohanty
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Security by Design (SbD) and/or
Privacy by Design (PbD)
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Security by Design (SbD) and/or
Privacy by Design (PbD)

Source: https://iapp.org/media/pdf/resource center/Privacy%20by%20Design%20-%207%20Foundational%20Principles.pdf
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Hardware-Assisted Security (HAS)

= Hardware-Assisted Security: Security provided by
hardware for:

(1) information being processed, _
(2) hardware itself, ‘Security/Secure by Design (SbD)

(3) overall system
= Additional hardware components used for security.
= Hardware design modification is performed.
= System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

Hardware Trojan Protection Ifofmation Secuity, Privacy, Protection”
IR Hardware Secuity. | SHBIBOENON] Digie! Core IP Protection

Source: Mohanty ICCE 2018 Panel
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Hardware Security Primitives —
TPM, HSM, TrustZone, and PUF

Endorsement Key (EK)
random number
generator
Storage Root
Key (SRK)
RSA key generator

Platform Configuration
Registers (PCR)
Attestation Identity
Keys (AIK)

encryption-decryption- starage ke
signature engine 9 =

& Trusted Platforrh
Hardware Security Module (HSM)  Module (TPM)

Mobile device Source: C. Marforio, N. Karapanos, C.
Soriente, K. Kostiainen, and S. Capkun,

L L L L

(e.g., Android)

E_Normal world (NW) E : (Ssev%;re world | Verification Tokens for Payments. 2014.

: Appl App2 | 1 : : . .

. o ' Keep It Simple Stupid (KISS) -
| esieos 1 [m][m2 ] Keep It Isolated Stupid (KIIS)

| ' ! :

Baseband OS l

Application processor : Baseband Peripherals
(TrustZone) I processor (GPS)

_________ Fr=—======1 A i) Physical Unclonable Functions (PUF)
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Physical Unclonable Functions (PUFs)
- Physical Unclonable Functions (PUFs) are

orimitives for security.

- PUFs are easy to build and impossible to duplicate.

- The Input and output are called a Challenge
Response Pair. =

A Response (R)
(0011101....1)

Challenge (C)
(100111....0)

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials
Magazine, Volume 36, Issue 6, November-December 2017, pp. 38--46.
& @38
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PUFs Don’t Store Keys

> I

. Challenge|
] Response |

' | /‘ |
0 . - \‘\ e !0101...10 |
. ! @ , I |

3)

Physical Unclonable Function (PUF) |

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials
Magazine, Volume 36, Issue 6, November-December 2017, pp. 38--46.
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[ X X ]
MUX 1

1 it
or

|
i [ ]
| (.4 |
| . | N -
! l oo . i e Quiput
| D PUF Key Flgklop | Bit
I ! : 1| lor0
\ | Select Lines ! I Cl
————————————————————————————————— ! (Challenge Bits) S P £ s s e ) oo i e e e £ e e e e e e e e e

[TTTTTTTTTTITTTTToo oo D-FlipFlop ST .

1 ‘ T Q_ouw PUF Key
| : Clk ! I DEgflp | Bit

| | lor0

|

|

PO > b r bbb | YT 250 pW
. e . i 50 ns

Power Optimized Hybrid Oscillator Arbiter PUF Speed Optimized Hybrid Oscillator Arbiter PUF

_ Suitable for Transportation and Energy CPS

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Semiconductor Manufacturing Process
Variations: FinFET-based Physical Unclonable Functions for Efficient Security Integration in the 10T”, Springer Analog
Integrated Circuits and Signal Processing Journal, Volume 93, Issue 3, December 2017, pp. 429--441.
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Secure Digital Camera — My Invention

V1 Display
(User Interface)

<h /ﬁctive Pixel Sensors
utter/Lens )
n Al | Onboard

+ to-Digital Memory

—
f i Converter —
Shutter | i —
Controller | —&—
Y Key — 99
V2 : :
— Security | J| Vi v i
< IHSITR = & s 1
/ Unit System = PSP /PE}
1 + Controller, _ V2
T ==1 1v1 ! v
Privacy | ,| Copyright || [ Compression Flash — Control
V2l Unit Unit Unit Memory —— Data
hardware/software  gq ity and/or Privacy by

Include additional/alternative
components and uses DVFS like technology for

energy and performance optimization.
Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”,

Elsevier Journal of Systems Architecture (JSA), Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
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Design (SbD and/or PbD)
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Our Secure by Design Approach for
Robust Security in Healthcare CPS

End Devices Edge Router nq

11

e s - p Local
Area :
\ 7 ” Network
\ /7 4
« » EdgeServers , 7 (LLAN)
Il 7 - ”
S . @ .
4 ' /7 @ L7
' ’ 7\ Remote
' // « 211 Connection
, ,

Doctor/ Nurse Remotely

Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based
Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics

(TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Challenge :
i - Medical
hall PUSl:rI\?eEhe Response 2 Device —
Challenge 2 (PUF)
Output
Hash P ~
~
e’

Secure Database

Enrollment Phase

PUF Security Full Proof:

» Only server PUF Challenges
are stored, not Responses

» Impossible to  generate
Responses without PUF

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal,
‘PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on
Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.

At the Doctor
> as a new Device
comes for an User

Response

Device Registration Procedure

Secure
Database
R1 —»C

R 2 —
X =H(R2)

A Store |

X &C1 |

, :
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loMT Security — Our Proposed PMsec

Challenge 1 Response 1 Challenge
= .
PUF in the Device in
Challenge 2 Server  Response 2 Question  Response
Output Device is
Hash Authentic
Compare
o Driginal Device is not
~ Sr;ﬁll?a Authentic . . .
— e Device Authentication Procedure
Secure Database
[ Secure ]
Authentication Phase Database

Cl

R1"— ('

wco (R
x-nez) (NG

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D.

Puthal, “PMsec: Physical Unclonable Function-Based Robust and i Compare
Lightweight Authentication in the Internet of Medical Things”, IEEE - ’
Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, =

August 2019, pp. 388--397. |
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loMT Security — Our PMsec In Action

Generating the Keys
Sending the keys to the Client
Receiving the Keys from the client
Saving the database
>>>

COM4
[
Hello
Received Key from the Server
Generating PUF Key

PUF Key : 1011100001011100101111000101111000101101001101110010100101000011
Sending key for authentication

Hello Output from Server during Authentication

Ser

Input to the PUF at server : 01001101

Generating the PUF key

Sending the PUF key to the client

PUF Key from client is 1011100001011100101111000101111000101101001101110010100101000011
SHA256 of PUF Key is : 580cdc9339¢c940cdc60889c4d8a3bcla3cl876750e88701cbd4£5223£6d23e76
Authentication Successful

>>> |

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume 65, Issue 3, August 2019, pp. 388--397.
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\\\\\ 5 2

N

IoI\/IT Securlty ‘ Our Proposed PMsec

Average

Power

Overhead
200 uW

PUF Module :
on FPGA &

Ring Oscillator PUF — 64-bit, 128-bit,

Time to Generate the Key at Server 800 ms
Time to Generate the Key at IoMT Device 800 ms
Time to Authenticate the Device 1.2 sec-1.5sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics, Vol 65, No 3, Aug 2019, pp. 388--397.
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IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

Continuous
Glucose
Monitoring

Hospital

N=1

—

- I EI@) :
> Y\ E
Cloud Storage w |

o
Doctor

Near Infrared (NIR)
based Noninvasive,
Accurate, Continuous
Glucose Monitoring

P. Jain, A. M. Joshi, and S. P. Mohanty, “iGLU: An Intelligent Device for Accurate Non-Invasive Blood Glucose-Level
Monitoring in Smart Healthcare”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 1, January 2020, pp. 35-42.

A
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Secure-IGLU: Accurate Glucose Level
Monitoring and Secure Insulin Delivery

IGLU Insulin
Delivery
Subsystem

(PUF)
_E_IJ'_I_Lge atacenter
IGLU Glucose-Level

Secure-iGLU
Controller

(PUF)

Arbiter PUF — 64-bit, 128-bit, 256 bit ...

Source: A. M. Joshi, P. Jain, and S. P. Mohanty, “Secure-iGLU: A
Secure Device for Noninvasive Glucose Measurement and Automatic
Insulin Delivery in IoMT Framework”, Proceedings of the 19th IEEE

Computer Society Annual Symposium on VLSI (ISVLSI), 2020.

' ';' = Match
_qm——" ?

Challenge*esponse Table
—_

or Cloud
Monitoring DatacEnTe - -
Subsystem | (CRPs frdm LU Device S_ecure
I (p”F)r of Deyi T Node) IGLU
I PUF Controller
| (PUF)
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Firmware Security - Solution

Secure

Private Key % Off-Line
l Environment
Hash | Sign SW Imagzl
SW Imagel (RSA) ‘ +Signatur
Our PUF based Solution can be used
for Firmware Security of any
Embedded Devices — Has significant

impact on Security issues of Smart
Grid as well as Smart Healthcare

Secure Flash
Programming

N
SW Image . Compare
: Verify
+Signature’ . nce
el©
Signg ture _‘RTS_AL Re‘\’\as“
@E Public Key

Source: https://www.nxp.com/docs/en/white-paper/AUTOSECURITYWP.pdf
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Vehicular Security

Consumer

Electronics Magazine

Volume 8  Number 6 NOVEMBER/DECEMBER 2019

Solar Panel Update ECU
Software

Programming Data

@ 3G/LTE {}

T
IEE

l % Security

i | = - Gateway ECU
Vehicular Security Infotainment y

OEM server eg Navigation |

&IEEE Source: C. Labrado and H. Thapliyal, "Hardware Security Primitives for Vehicles,"
IEEE Consumer Electronics Magazine, vol. 8, no. 6, pp. 99-103, Nov. 2019.

https://cesoc.ieee.org/
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Autonomous Car Security —
Collision Avoidance

O Attack: Feeding of malicious sensor

3000

measurements to the control and the =
collision avoidance module. Such an s} ¥4 R
attack on a position sensor can result _ / 5
in collisions between the vehicles. £ | ‘:
d Solutions: “Dynamic Watermarking” Q . '\ /
of signals to detect and stop such ~ \ Y
attacks on cyber-physical systems. 1000 } A
 Idea: Superimpose each actuator i a [ oy Wi
random signal e[t] (watermark) on Mwe S0 0 w0 w0 s 2o
control policy-specified input. Eres: Ko 2016, CPS-Sec 2016

4_“ £ N 3
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Our PoAh-Chain: The loT Friendly

Private Blockechain for Authentication

Blockchain

IOT 2 s :
. T1 T2 T3
End Devices ---

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine,
Volume 38, Issue 1, January 2019, pp. 26--29.
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Blockchain Consensus Types

Validation Based Voting Based  Authentication Based
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Blockchain Challenges - Energy

Transaction Validation
(The Network of Nodes
validates the transaction as
well as status of the user who
requested transaction using a
Validation Algorithm, e.g.
blic Key Cryptograp

The requested “Transaction” is
a broadcasted to a Peer-to-Peer (P2P)
| network consisting of Computing

Machines (i.e. “Nodes™). I
A “Transaction” is

requested by a Computing Peer-to-Peer (P2P) network of “Nodes”

combined with other verified A “Verified Transaction”

Machine (i.e. “Node™). The “Verified Transaction” is Q

transactions to create a new “Block”

of data for the Blockchain. Q_ 3

A “Block” Verified Transactions

(e.g. Cryptocurrency,
Contracts, Records).

lock Validation

(Using Consensus
Algorithm, e.g.
Proof-of-Work).

A “Validated Block” is added to the
existing Blockchain in a permanent and

unalterable way. “ ‘ O

Blockchain (i.e. Ledger) The Transaction is complete.

New Block Oldest Block

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Our Proof-of-Authentication (PoAh)
O~ — 2

A Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof-of-Work

Process (PoW) Eliminates cryptographic
Starts Again H: : H - H “puzzle” solving to

validate blocks.

’____‘

Proof of Authentication (PoAh) Transmitto fTrusted Nodes\
Trusted Nodes: Network |

Nodes form Block
of Transactions

Uses a cryptographic
authentication mechanism.
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Our PoAh-Chain: Proposed New
Block Structure

Hash of the
following: following:
« Hash of B, « Hash of B,
* Nonce of B ; . UBT of B, ;
Number only « Transactions Unique Block * Device I[_)
used once of B, Token (UBT) + Transactions
(Nonce) of B, ;

PoAh Block Structure

Conventional Block Structure

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable
Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Our PoAh: Authentication Process

Select a node to be part Algorithm 1: PoAh Block Authentication
of authentication process
\ Provided:
All nodes in the network follow SHA-256
s this a initially NoO Hash
defined trusted — 3 Individual node has Private (PrK) and Public
node? _ key (PuK)
Is this a normal o Steps:
1Yes node received = (1) Nodes combine transactions to form
trust value? blocks
NoO If trust value is (Trx*) — blocks
- greater than a <JYes (2) Blocks S|gnI W|It(h owg prl\éate key
threshold Sp« (block) — broadcast

(3) Trusted node verifies signature with
; Yes source public key
- o At Vp «(block) — MAC Checking
nsider ific node for authentication S
CEEITEIRIE" EL SPEEIE (4) If (Authenticated)

- Block||PoAh(ID) — broadcast
AT E TSI 113 100 H(block) — Add blocks into chain

chain after block authentication (5) Else

Steps to find a Trusted Node which will Drop blocks

Authenticate a Block. (6) GOTO (Step-1) for next block
& o A\

;._O,Q Y =z

g
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Our PoAh-Chain Runs in Resource
Constramed Environment

| Participant 1 I Part|C|pant2

Participant 3

Blockchain using PowW
Needs Slgnlflcant Resource

Participant
Our PoAh-Chain Runs here

e Rwrrig

|~n M'l LW, X '
500,0000 W Somce jmps /»WWWJéa‘?'QﬂleV:srcfél/ne

mmed the gap;html ¢
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Our PoAh is 200X Faster than PoW While
Consuming a Very Minimal Energy

Consensus Algorithm Blockchain | Prone To | Power Time for
Type Attacks Consumption | Consensus
Proof-of-Work (PoW) Public Sybil, 51% | 538 KWh 10 min
Proof-of-Stake (PoS) Public Sybil, Dos | 5.5 KWh
Proof-of-Authentication (PoAh) | Private Not Known | 3.5 W 3 sec

Time in Seconds

Source: D. Puthal, S. P. Mohanty, P. TAhG%°¥°"Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.
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We Proposed World’s First
Hardware-Integrated Blockchalin
(PUFchain) that is Scalable, Energy-
Efficient, and Fast
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PUFchain: The Hardware-
ASS|sted Scalable Blockchain

PUFChain 2 Modes:
(1) PUF Mode and
(2) PUFChain Mode

:PUFchaln System Model

'l
1
1
i Clowd  Can provide:
I  Storage
I Device, System,
: and Data Security
1
|~ PUF - s
i+ PUF L
! H-__J :‘m Tr usted Node
e S
“Block™ E-'i' 4
Block with PUF| Broadcasted -
Ke}r added to them————————f. 5. _""
- _ data to P2P Network ml l ﬂ)wﬁ)!i
IoT Device With Sender
PUF Module PUFchain Working Model
- Distributed Ledger Trusted Node
Verifies the
| ‘—Ep ~1-<—-<— e
Transaction Complete New PUE key

Old Blocks Block

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.

20 Sep 2020
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Our Proof-of-PUF-Enabled-
Authentication (PoP)

Y~ —7)

Create Block Solve Puzzle Broadcast the Proof-of-Work (PoW)
Proof of-Work

Eliminates cryptographic
“puzzle” solving to

"
rts Again
Starts Aga validate blocks.

ﬁlllll»lﬂ

loT Client Devices
(PUFs)

SbD for CPS - Prof./Dr. Saraju P. Mohanty
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PUFchain: Proposed New
Block Structure

Hash of the
Hash of the following:
following: « Hash of B,
--< « Hash of B, —— s UBT_ of B,
* Nonce of B;; * Device I.D
Number only  Transactions Unique Block . :Z;IUF .l#nICIue
used once of B, ; Token (UBT) X entifier
(Nonce) ransactions

Proposed Block Structure for PUFchain

Conventional Block Structure

&% ® 2 8
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PUFchain: Device Enrollment Steps

PUF and
Trusted ) Hashing
- Device | [ 'oT Device Module

C,, C,,... C,

»|C,,C,...C,

PUF f(C)=R,
Ry, Ry,.... R

Ry, Ry,.... R, jet—2=
1

Device Enroliment Steps

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable Simultaneous
Device and Data Security in Internet of Everything (IoE)”, IEEE Consumer Electronics Magazine (MCE), Vol. 9, No. 2, March 2020, pp. in Press.
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Steps of Proof-of-PUF-EnabIed-
Authentication (

loT Device PUF and Hashing Module

—]

/ Transaction Data / Hash
Value

PUF
Responses
(of a DeV|ce)

PUF
f(C) = R,
( |)I I Ri R
Transaction Data 1
Hash Module
H(Data, R)
d’ = H(Data, R)
A 4
Broadcast to
Network

Steps for Transactions Initiation

Change PUF
Key

NO

Hash
Module

Steps for Device Authentication

SbD for CPS - Prof./Dr. Saraju P. Mohanty
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-

Our PoP is 1000X Faster than

o rgerge Tk =

o2

PoW -10 PoAh -

_ ( | min in 950ms in
i\ R - e cloud Raspberry
' Pi
High 3 W Power
Power

10007 1 ¥es &
iy 2 o » o
- y (B e
N i Es

PoW

PoP -
192ms in
Raspberry
Pi

5 W Power

v PoP is 1,000X faster than PoW
v PoP is 5X faster than PoAh

Source: S. P. Mohanty, V. P. Yanambaka, E. Kougianos, and D. Puthal, “PUFchain: Hardware-Assisted Blockchain for Sustainable

Simultaneous Device and DataSecurity in the Internet of Everything(loE)”, arXiv Computer Science, arXiv:1909.06496, Sep 2019, 37-pages.
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Our Multi-Chain Technology to
Enhance Scalability

Cloud of 1oT/CPS

(a) Nodes-Chain (b) Multi-Blockchains

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020
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A Perspective of BC, Tangle Vs Our Multichain

Features/Technology

Linked Lists

Validation

Type of validation

Ledger Requirement

Cryptography
Hash function
Consensus
Numeric System

Involved Algorithms

Decentralization

Appending
Requirements

Energy
Requirements

Node Requirements

Design Purpose

Blockchain (Bitcoin)

° One linked list of blocks.
° Block of transactions.

Mining

Miners

Full ledger required

Digital Signatures
SHA 256

Proof of Work
Binary

HashCash

Partially

Longest chain

High

High Resources Node

Cryptocurrency

Proof of Authentication

° One linked list of blocks.
° Block of transactions.
Authentication

Trusted Nodes

Full ledger required

Digital Signatures

SHA 256

Cryptographic Authentication
Binary

No

Partially

One chain

Low

Limited Resources Node

10T applications

Tangle

° DAG linked list.
° One transaction.

Mining

Transactions

Portion based on longest
and shortest paths.

Quantum key signature
KECCAK-384

Proof of Work

Trinity

. Selection Algorithm
3 HashCash

Fully
Selection Algorithm

High

High Resources Node

loT/Cryptocurrency

HashGraph

o DAG linked

List.

3 Container of
transactions
hash

Virtual Voting

(witness)

Containers

Full ledger required

Digital Signatures
SHA 384

aBFT

Binary

No

Fully

Full Randomness

Medium

High Resources Node

Cryptocurrency

McPoRA (current

Paper)

o DAG linked List.

o Block of
transactions.

° Reduced block.

Authentication

All Nodes

Portion based on
authenticators’ number

Digital Signatures
SCRYPT
Predefined UID
Binary

BFP

Fully

Filtration Process

Low

Limited Resources Node

I0T/CPS applications

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for Post-
Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer Society Annual

Symposium on VLS| (ISVLSI), 2020.
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McPoRA Components

Node G Unique Identification (UID)

Node H Unique Identification (UID)
Node I Unique Identification (UID)

‘ l Unique Identification (UID) | ‘ | Unique Identification (UID) :
Mm - <
m 2) Blocks Filtration Process % M 2) Blocks Filtration Process —g ‘
z z
‘ Secure Unique Identification List | I Dynamic Blocks List ‘ i Secure Unique Identification List | Dynamic Blocks List |
[ e | e — | Secure Unique Identification List
| Dynamic Blocks List (DBL) 0= o= | (SUIL)
i 0= 0= . g
i 0= o=|| ! Secure IDs’ file consists of all active Nodes
- O= 0= 0= 0= / O=||[ ! joined the Private network.
| 0= ne— =l / CL ke
— —
! / Oc= 0= o=|| ™ / I
NE= 0= “||l0= 4 ||O0= 0= I Node A Unique Identification (UID)
' “|lo= “— “|lop=
: g : O== 0= E = 0= | Node B Unique Identification (UID)
[—]
|||0= g : E : Oc= 0= : Node C Unique Identification (UID)
i 0= « - Oc== 0= - «|[B= I Node D Unique Identification (UID)
! \ O=if  ||@= 0= I Node E Unique Identification (UID)
| Oc== Oc== 0= | Node F Unique Identification (UID)
i |
! |
! I
L

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020
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Block Structure in McPoRA

Location

Block Header

Header of previous Blockl ]
Header of previous Block2
1t Authenticator UID

Block Header

Header of Previous Block Block Content

Block Content Number Used Only Once Block Header

Nonce .
Block Header T'( t ) Source UID Timestamp
imestam :
Source Public Key P Transactions Merkle Tree
Destination Block Merkle Tree Distance (Genesis-Bloc¢

Merkle Tree
H(1,2,3,4 H(5,6,7,8

Merkle Tree

Minimal Distance

Transactions \

Timestamp Confirmations Number
Timestamp
1 2 3 4 5 6 7 8 1 2 3 4 5 6 7 8
(a) For Traditional Blockchain (b) For Proposed Post-Blockchain

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020
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McPoRA Results

Authentication (ms) [ Reduction (ms)

Minimum 151 252.6
Maximum 35.14 1354.6
Average 3.97 772.53
< 15 Nodes Results 15 Nodes Results
-E 1600
- g 1400
o o 1200
E ) £ 1000
=
SRS _ 800
e % 600
8 3 400
Q
5 & = il
< ‘ W\ H H 1 5 91317212529333741454953576165697377

Blocks Generated By McPoRa Blocks Reduced By McPoRa

Source: A. J. Alkhodair, S. P. Mohanty, E. Kougianos, and D. Puthal, “McPoRA: A Multi-Chain Proof of Rapid Authentication for
Post-Blockchain based Security in Large Scale Complex Cyber-Physical Systems”, Proceedings of the 19th IEEE Computer
Society Annual Symposium on VLSI (ISVLSI), 2020
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Smart Grid Security - Solutions
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Smart Grid Security - Solutions

Wind Plant . -'; Microgrid , #ss

Energy Trading Blockchain:
Handles trading transactions among
proucers, concumers, and prosumers

Electric Vehicles Blockchain:
Handles trading transactions among Electric
vehicles owners and charging stations

Gas Plant EV Charging'Station \

]
]
]
]
.
e
&

Microgrid Blockchain:
Handles the operation and control of the

Microgrid ™., microgrid including distributed generators

W st
P Solar Plant %
Cyber-Physical Security Blockchain:
Handles the security aspects of the smart
grid against malicious attacks

Physical Smart Grid Layer | ~ -------. Power Elow | Cyber Blockchain Layer | i Data Flow

Source: A. S. Musleh, G. Yao and S. M. Muyeen, "Blockchain Applications in Smart Grid—Review and Frameworks,"
IEEE Access, vol. 7, pp. 86746-86757, 2019.
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Eternal-Thing: Combines Security
and Energy Harvestlng at the Edge

| Solar Cell |\ Function (PUF) )\ Sensors ) \. (SOC) ) \_rans-receiver

.-§\ .............. .F)m.v.lde-.s. ...... -S“e-b-iji;ljtg/"" Whlle
. consuming only = 22uW

s Power due to harvesting.

0T Smart Gateways/
Nodes Concentrators

Edge Devices and their deployment

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing: A Secure Aging-Aware Solar-Energy
Harvester Thing for Sustainable loT”, IEEE Transactions on Sustainable Computing, Vol. XX, No. YY, ZZ 2019, pp. Under Review.
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Eternal-Thing 2.0: Combines
Analog-Trojan Resilience and
Energy Harvesting at the Edge
e

Aging olerant System-on-
Trojan Resilient \_ Chip (SoC)/

\Harvesting Svsterg,\
I )
K Sensors/End Node Devices ) J ranS-receivy

Source: S. K. Ram, S. R. Sahoo, Banee, B.Das, K. K. Mahapatra, and S. P. Mohanty, “Eternal-Thing 2.0: Analog-Trojan Resilient Ripple-Less Solar
Harvesting System for Sustainable 1oT”, ACM Journal on Emerging Technology in Computing, Vol. XX, No. YY, ZZ 2019, pp. Under Review.
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Data and Security Should be
Distributed using Edge Datacenter

----- Data Communication

&——> Data uploading to Edge Data Center
............ Load balancing between Edge Data Center

V Data uploading/downloading to/from cloud

g

="

I
A
I
i

L e e e e e e = == = |

Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load
Balancing of Edge Data Centers in Fog Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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Our Proposed Secure Edge Datacenter
Algorithm 1: Load Balancing Technique
=) (=) 1 W(EDC-isoverbaded)

Cloud
E;, Kiand K.
Exc(E || K)-broadcast
Dy (E[|K) | [
E— K Ex(Ejl| K) _
(DENRI.| EclEll EdE)
DrdEill DiAE))
KK E> K
Ey(Eill £) K=K;
Dy(Eill K)
Individual EDC generate their public
(PuK; )-prvate (Prk;; ) keypairs
and broadcast the publlc key (PuKj;)

Secure edge datacenter —
» Balances load among the EDCs
» Authenticates EDCs

Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load
Balancing of Edge Data Centers in Fog Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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Nonvolatile Memory Security
and Protection

Hardware-based encryption
of data secured/protected
by strong password/PIN
authentication.

© o fo 2» v D B

_ Software-based encryption
P to secure systems and
partitions of hard drive.

&
-
1
3
DEF
5
JKL
7
PaRS
9
WXYZ

?

Source: http://datalocker.com

Nonvolatile / Harddrive Storage
Some performance penalty due to increase Iin latency!
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Verify
Hash

Hash
Cache

Embedded
Processor
L1 Sensor
Cache Module
Current /
Temperature
Encryption/
Decryption
Module K

On-Chip/On-Board Memory Protection

Update Merkle
Hash Tree

l

Update Merkle
Hash Tree

!

Update Merkle
Hash Tree

Write Operation

Embedded Memory Security

Trusted On-Chip Boundary

Read Decoder
(Value) and Hash
from Memory

le

Sensor Yes = Check
Attack — Hash

? Tree
| No

Do not check hash
Proceed with read

Read Operation

Memory integrity verification with
85% energy savings with minimal

performance overhead.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for
Memory Integrity Detection and Protection in Embedded Systems”, Springer Circuits, Systems, and Signal Processing
Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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DPA Resilience Hardware Design

Hamming code based Uniform Py SR IO,
(Cryptog;mphy Algnritlnn)—-l- concurrent error detection and [~ switching |- Cryptography Hardware
correction in Galois Field cell Library
Proposed Design Appaorach Uniform Power Profile
Tt hv Hard 3 achieved for side channel
ogra ardware S
Azﬁite%t I;e SIJ) escription Uniform SWitching-Activity attack security with some area
. g Logic Cell Library and minor delay overhead.
Module DUT e : : )
AND U1 ¢ Synthesized Netlist with
XOR U2 R Error Correction in
Adder U3 »  Gate Level Synthesis |——» Sequential Elements with
Reg U4 Uniformly Switching Cell
\ endmoule ) . Library Y,
- ggi Power Profile|of the Classical Design . %!>fPower Profile of the Uniform Switching Design
3 0061 =
= 0.04- g
2 0.02- 5
0.0 Jm=

0.0 500n lu 1.5u 2u 250 3u 0.0 500n Iu 1.5Su  2u 2.5u K]
. - . . . - Time (s)
Source: J. Mathew, S. P. Mohanty, S. Banerjee, D. K. Pradhar,18Ad ASM. Jabir, "Attack Tolerant Cryptographic Hardware Design by Combining Galois Field
Error Correction and Uniform Switching Activity", Elsevier Computers and Electrical Engineering, Vol. 39, No. 4, May 2013, pp. 1077--1087.
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End, Edge Vs Cloud - Security, Intelligence

Edge Data
o P

Center
“~a Local

Area
<= __— Network
(LAN)
,1
4
\Edge Royter // Cloud
4 5 0
/’ Security/Intelligence
Sensors (Things) »Big Data
Cluster /C_;ateway > Lots of
End Devices Edge Devices Computational
End Security/Intelligence ~ Edge Security/Intelligence Resource
_ »Accurate Data
» Minimal Data »Less Data Analytics
» Minimal Computational »Less Computational Resogrce »Latency in Network
Resource »Less Accurate Data Analytics

»Energy overhead in
Communications

Source: Mohanty iISES Keynote 2018 and ICCE 2019 Panel
é“ €0 '/\
S (&) =y

s Electronic System
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NFC Security - Solution

Sensor l
Get ID from
NFC Module
from Receiver
v
@ Enter Start
NFC Amgunt |
Antenna v v
Verify Verify
Gt GSM Antenna Fingerprint Fingerprint
Ke*yur;ad Swing Pay Ii)ata Data
Approved No | Approved Noj
? ?
Yes l Yes l
Send Data Send Data over
over GSM NEC P2P
Payer Module Payee Module

Source: S. Ghosh, J. Goswami, A. Majumder, A. Kumar, S. P. Mohanty, and B. K. Bhattacharyya, "Swing-Pay: One Card Meets All
User Payment and Identity Needs", IEEE Consumer Electronics Magazine (CEM), Volume 6, Issue 1, January 2017, pp. 82--93.
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RFID Security - Solutions

Selected RFID Security Methods

Faraday Cage

\ A 4

Reader

o Sleeping Faraday Blocker Tag Minimalist
Killing Tags Tags Cage Tags Relabeling| | Cryptography
Safe Zone

Proxy
Privacy
Devices

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security

20 Sep 2020
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Data Holds the Key for
Intelligence in CPS

& Smart Healthcare - System and Data Analytics : To Perform Tasks N
Systems & Analytics Systems & Analytics
*Health cloud server
*Edge server * Clinical Decision Support Systems (CDSSSs)

Implantable Wearable Medical | |« Electronic Health Records (EHRS)
Devices (IWMDs)

Machine Learning Engine

Machine Learning Engine

1 Data Data t
Physiological data *Physician observations
« Environmental data Laboratory test results
*Genetic data *Genetic data
Historical records *Historical records
*Demographics *Demographics y

Source: Hongxu Yin, Ayten Ozge Akmandor, Arsalan Mosenia and Niraj K. Jha (2018), "Smart Healthcare", Foundations
and Trends® in Electronic Design Automation, Vol. 12: No. 4, pp 401-466. http://dx.doi.org/10.1561/1000000054
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Fake Data and Fake Hardware —
Both are Equally Dangerous In CPS

Authentic Fake
An implantable medical device

20 Sep 2020



Data and System Authentication
and Ownership Protection — My

20 Years of

Hacker

=> Whose is it? & ®
=> [s it tampered with?

=»> Where was it created?

=» Who had created it? 'Researcher |

= . and more.

|ences System

&€ IP cores or reusable cores
] are used as a cost effective
gl SoC solution but sharing
" poses a security and
Chip at Original 5\ nership issues.

Design House
Goes to Another

Design House
e L OF Resuse

? Who Owns ?

=

p at Another
Design House

Source: S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know About Watermarking",
IEEE Consumer Electronics Magazine (CEM), Volume 6, Issue 3, July 2017, pp. 83--91.
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Lowest Power Consuming Watermarking Chip

. vdd1 vdd2
Original Image Watermark Image
Invisible Visible Watermarking Original Image—;
Watermarking h i | Watermarked
— Image
i Watermark Image Low Power Chip
DEdgc? alpha—
etection
Module . v — i — done
Scaling and +-1nin
v vy Embedding —Imax . enable — Image
o  Invisible Visible Factor ,‘%n PN reset —
— Insertion Insertion  Module «PWAX - Ik1 —| Watermarking |— b
B | nocule P Diagram ¢! ] -~
L |
v - ‘
“waermarked Image. Datapath Architecture o
Normal Voltage
Lower .
Voltage Edge Detection Module H ardware _
Perceptual Analyzer ‘
DCT_X Module Layout |flz= =53
Level Scaling and Embedding it S TSR
Converter Factor Module : : e
Visible Watermark PhySICaI DeSIQn Data
Slower _ Insertion Total Area : 16.2 sg mm
Clock Invisible Watermark : ) -
DVDE Low- st No. of Transistors: 1.4 million
Power Design Normal Clock Power Consumption: 0.3 mW

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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My Watermarking Research
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My Watermarking Research
Inspired — Secured Sensor

Row Scanner
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Sensor Characteristics
Aware Key

v

Linear Feedback
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Watermark
Adder

Source: G. R. Nelson, G. A. Jullien, O. Yadid-Pecht, "CMOS Image Sensor With Watermarking Capabilities",

in Proceedings of IEEE International Symposium on Circuits and Systems (ISCAS), 2005, pp. 5326-5329.
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Conclusions

= Security and Privacy are important problems in Cyber-Physical
Systems (CPS).

= Various elements and components of CPS including Data,
Devices, System Components, Al need security.

= Both software and hardware-based attacks and solutions are
possible.

= Security in H-CPS, E-CPS, and T-CPS, etc. can have serious
consequences.

= Existing security solutions have serious overheads and may not
even run in the end-devices (e.g. a medical device) of CPS/IoT.

= Hardware-Assisted Security (HAS): Security provided by
hardware for: (1) information being processed, (2) hardware
itself, (3) overall system. HAS/SbD advocate features at early
design phases, no-retrofitting.

o (@ 7\
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Future Directions

Privacy and/or Security by Design (PbD or SbD)
needs research.

Security, Privacy, IP Protection of Information and
System (in Cyber-Physical Systems or CPS) need
more research.

Security of systems (e.g. Smart Healthcare
device/data, Smart Grid, UAV, Smart Cars) needs
research.

Sustainable Smart City: needs sustainable 10T/CPS
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