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Population Trend — Urban Migration

“India is to be found not in its few cities, but in its 700,000 villages.”
- Mahatma Gandhi

» 2025: 60% of world
population will be urban

> 2050: 70% of world l
population will be urban
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Human Migration Problem

= Uncontrolled
growth of urban
population

L eny

= Limited natural
and man-made

$ . o L4 ARNY
Source: https://humanitycollege.org
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Smart Cities - A Solution
= Smart Cities: For _

IEEE
effective management
of limited resource to Eleronlcm§

serve largest possible
population to improve:
a Livability

o Workabllity

o Sustainabllity

“Cities around the world could spend
as much as $41 trillion on smart tech
over the next 20 years.”

Source: http://www.cnbc.com/2016/10/25/spending-on-smart-cities-
around-the-world-could-reach-41-trillion.html
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Smart Cities - 3 Is

nstrumentation

The 3ls are provided
by the Internet of
Things (loT).
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loT Is the Backbone Smart Cities

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart Cities”
Consumer Electronics Magazine (CEM), Volume 5, Issue 3, July 2016, pp. 60--70.
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Internet of Things (loT) - History

ol

1969

The Internet
Emerges

The first nodes of what would

eventually become known
as ARPANET, the precursor
to today’s Internet, are
established at UCLA and
Stanford universities.

1999
The loT Gets a
Name

Kevin Ashton coins the term
“Internet of things” and
establishes MIT's Auto-1D
Center, a global research
network of academic
laboratories focused on RFID

and the loT,

ITTP:/TWW\
Ittp://wwy

Ittp:/Iwwy

tp:lww

2011
IPV6 Launches

The protocol expands the
number of objects that can
connect to the Internet by
introducing 340 undecillion
IP addresses (2128).

|
Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%20l0T%20Solution%20-%20Shivakumar%20Mathapathi.pdf

TCP/IP Takes
Shape

Internet Protocol (TCP/IP)
becomes a standard, ushering
in a worldwide network of

fully interconnected networks
called the Internet.

2005

Getting Global

Attention

The United Nations first
mentions loT in an International
Telecommunications Union
report. Three years later,

the first international loT
conference takes place in
Zurich.

2013

Google Raises

P —~=y the Glass
/1 Google Glass, controlled
r / through voice recognition
software and a touchpad
built into the device, is
released to developers.

1990
A Thing Is Born

John Romkey and Simon
Hackett create the world’s
first connected device
(other than a computer): a
toaster powered through the}
Internet.

2008

Connections

Count

The IPSO Alliance is formed
to promote IP connections
across networks of “smart
objects!" The alliance

now boasts more than 50
member firms.

2014

Apple Takes a
Bite

Apple announces HealthKit
and HomekKit, two health
and home automation
developments. The firm’s
iBeacon advances context
and geolocation services.

P
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loT Components




30 July 2019

loT — Definition - loT European
Research Cluster (IERC)

A dynamic global network

have identities, physical

infrastructure attributes, and virtual
personalities

........................................................................ and

with selif configuring M2 AN e R e

capabilities use intelligent interfaces,

based on standard and
interoperable

and are seamlessly

communication protocols integrated
where physical and virtual - — into the information
“things” network.

Source: http://iot.ieee.org/images/files/pdf/IEEE_loT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf

IEEE also provides a formal, comprehensive definition of |oT.
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loT — Definition - International
Telecommunication Union (ITU)

Any TIME connection

+ On the move

* Qutdoors and

indoors
« Night * On the move
-Daytime * QOutdoors

* Indoors (away from the PC )

* At the PC
~Jd Any PLACE connection

* Between PCs

* Human-to-Human (H2H), not using a PC

- Human-to-Thing (H2T), using generic equipment
* Thing-to-Thing (T2T)

Source: http://iot.ieee.org/images/files/pdf/IEEE_loT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf
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Internet of Things (loT) — Concept

/ Local Network\
Can be wired or

wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

Global Network
Connecting bridge between the local network,
cloud services and connected consumer devices

Connected Consumer Electronics
Smart phones, devices, cars, wearables

Qwhiﬁrﬁ connegted to the ThlngsJ
8 * 7

B A
w o 8
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loT Architecture - 3 & 5 Level Model

. Applications £F=/——07—"rs—— ——— ‘ Applications

é Service composition g

\g’ Service management -

5
é’, Object abstraction m
@vsy M @ Edee nodes By

Three Level Model Five Level Model

Source: Nia 2017, IEEE TETC 2017

‘%« Cloud servers =

& @ <
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IoT - Prof./Dr. Saraju P. Mohanty %m (sr%*“

30 July 2019 UNT = ofe 13



loT Architecture - 7 Level Model

Levels

Collaboration & Processes ——
(Involving People & Business Processes) C enter Data at
Rest

Application
(Reporting, Analytics, Control)

Data Abstraction

(Aggregation & Access) Data in

Data Accumulation Motion

(Storage)

Edge (Fog) Computing
(Data Element Analysis & Transformation)

Connectivity
(Communication & Processing Units)

Physical Devices & Controllers = ,
(The “Things” in loT) . Sensors, Devices, Machines,

Intelligent Edge Nodes of all types

Q0O C 00O

IoT - Prof./Dr. Saraju P. Mohanty
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loT - Architecture

Local
Area
Network
(LAN)

Overall architecture:
A configurable dynamic

global network of networks
% Systems-of-Systems

Internet

The Things The Cloud

Four Main Components of |oT.

Source: Mohanty 2016, EuroSimE 2016 Keynote Presentation
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Sensor Technology — Variety of Them

Airflow Sensor
Patient Position Sensor (Breathing)

(Accelerometer)

&

Pulse and Oxygen in
Blood Sensor (SPO2)

Electrocardiogram

Sensor (ECG)
Blood pressure sensor

'Sphygmomanometer)

Electromyography
Sensor (EMG)

e-Health Sensor Shield for
Arduino and Rasberry Pi

Source: http://www.libelium.com/e-health-low-
cost-sensors-for-early-detection-of-childhood-
disease-inspire-project-hope/

Galvanic Skin Response
Sensor (GSR - Sweating)
Throttle HVAC Steering
C"E}Eg,?:;f"’ Position  Sensor Sensor Fuel Level
Differential torque Sensor : Sensor
Non-Contacting
Angle Sensor

Body Temperature Sensor

Motor

Wheel Speed

Sensor
. Mirror
Sensor
: Accelerator Pedal
' Angle Sensor

v Transmission
Sensor

Headlight
Range

Source: Mohanty ICCE 2019 Keynote Sensor

IoT - Prof./Dr. Saraju P. Mohanty
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loT — Things

Sensor

IP Address for Internet Connection

IoT - Prof./Dr. Saraju P. Mohanty

30 July 2019 18



loT - Communications

_GB

Data rate, log scale Power consumption, indicative
1 Ghps .
- i High
_ /f: WAVE ( Wi-Fi 9
100 Mbps [ - 4G LTE ] )y

G6LoWPAN

10 Mbps | I Bluetooth i
Thread (79

TMbps | b= === = == Ldlecoocacs = d
T Rl | e— tEcato |
- () e = e e
° 100 Kbps | bamm 098 ML ersesrrsesen, 1
(( )) ) . 802.11ah i
10 Kbps [ - |
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- %, OnRamp .
- [ sicrox [ S L T Low
10m 100 m 1 km 10 km 100 km
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Source: https://www.postscapes.com/internet-of-things-protocols/

—

LgRa Source: https://www.rs-online.com/designspark/eleven-

R

~— internet-of-things-iot-protocols-you-need-to-know-about
S w Q2 g
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loT - Cloud

Servers Virtual Desktop  Software Platform Applications Storage / Data

.. =l o

Source: https://www.livewireindia.com/cloud_computing_training.php

Storage

Source: Gubbi 2013, Elsevier FGCS 2013

b5 b
= oy 26
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Smart City Market Segments —
. - by 2025

Market Value: $348.5Billion

CAGR: 8.8% (2012-2025)

North America to dominate

Smart Healthcare market

with more than 50% share

by 2025 followed by Europe 10.40%

10.50%

Smart Building

Market Value:
$248.65Billion

CAGR: 4.1% (2012-2025)
China and India are fastest
growing markets followed
by Japan and Korea

7.40%

Smart Governance and
Smart Security

Market Value: $1230.26 Billion
CAGR: 11.6% (2012-2025)
More Projects coming up in
North America, Middle East
and European regions

Smart Transportation
Market Value: $351.13Billio
CAGR: 19.6% (2012-2025)
Market growth in Latin

America, Middle East, Afric
CIS + Eastern Europe

23.40%

Smart Infrastructure ‘Smart Energy

Market Value: $381.53 Billion Market Value: $781.66 Billion
CAGR: 12.0% (2012-2025) CAGR: 28.7% (2012-2025)
Highest growth in North America and Asia Highest growth in North America

Source: Frost & Sullivan analysis.
Source: https://www.slideshare.net/loT Tunisia/farouk-kamoun-smart-cities-innovative-applications-iot-tunisia-2016
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loT - Markets and Stakeholders

Consumer Equipment Providers Hospitals and Doctors
Healthcare .
Consumers ome Insurance Companies
Media and >

Building

ICT Infrastructure Providers Appliances Providers

Regulators |'0-|- | Facility Management
Logistics Architecture Retail
Framework
_ : Retail Stores
Logistics Companies
Public Transportation Application developers
Companies Energy
: . Utilities
City Authorities

Manufacturing

. _ Automation equipment providers
Manufacturing Industries
Source: http://iot.ieee.org/images/files/pdf/IEEE 10T Towards Definition Internet of Things Revisionl 27MAY15 pdf
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loT In Smart Healthcare

Smart Hospital

Emergency Response Smart Home

m Smart Infrastructure

[T B8] 8 1
IN IR IN
YN

I /=N I
(1 Pyt B BY ] ]

[
o AN
j BEEA :
= BARR|E Fithess Trackers

i Technician Robots
Quality and

sustainable healthcare

with limited resources, On-body Sensors https://www. forbes.com/sites/jmccue/2015/04/22/117-
billion-market-for-internet-of-things-in-healthcare-by-2020/

anywhere, anytime.source: Mohanty 2016, CE Magazine July 2016
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loT In Smart Transportation

\ Mobile
Communications

Security Systems

Mobile ((‘ ,))

[Communications

Security Systems %
\

N
il

ley:
Fleet

Management

o

i

=

Satellite
Communications

Source: Datta 2017,

Schedule kkl w Travel and CE MagaZine Oct 2017
Passenger
Loz:gon InformaEion \Q
N @@ R

= WiFf =

Traffic and
Construction

b

Ap AL

=)

Smart
Intersection
M IJJ Toll System
City Traffic \
Management kk

> )

Source: https://www.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf
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loT In Smart Energy

— Smart
torage

Water Internet of Energy

Sm art Heater

Genera’uon Service Provider

Smart

Home Energy
« B Manager (W
- R ) smart
& Consumption
4 2
Electric Car % _! @
_>AC P | IL_ i
DC N — 'H [~
Home Automation
(User controlled kDLNA Network )

smart appliances)

Source: Mohanty 2016, CE Magazine July 2016
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loT In Smart Agriculture
FUTURE FARMS SURVEY DRONES FLEET OF AGRIBOTS

variation. This enables precise harvesting. Robots capable of

application of inputs, mapping microdot application of fertiliser
S l I l a a n S I I I a r spread of pernicious weed reduce fertiliser cost by 99.9%.
blackgrass could increasing

Wheat yields by 2-5%.

http://www.fao.org

FARMING DATA

The farm generates vast quantities - u
-
o

of rich and varied data. This is stored B
oo in the cloud. Data can be used as = = ==
o digital evidence reducing time spent ,' hJ a -
completing grant applications or a‘b A
carrying out farm inspections saving - e
on average £5,500 per farm per year. e s

TEXTING COWS

Sensors attached to livestock
allowing monitoring of animal
health and wellbeing. They can
send texts to alert farmers when
‘ a cow goes into labour or develops
infection increasing herd survival

SMART TRACTORS
GPS controlled steering and ,
optimised route planning oy

i " v reduces soil erosion, " Y = | o = da per |
and increasing milk yields by 10%. : saving fuel costs by 10%. = H )/ i 1 : vi
g i
L .-»-.... b PR - - v jen

Source: http://www.nesta.org. uk/blog/premsmn agriculture-
almost-20-increase-income-possible-smart-farming L i Wit

BCERT pie MRT T | G N O tlﬂ?f'& AR

Sources: http://www.grandviewresearch.com/press-release/global-smart-agriculture-farming-market

IoT - Prof./Dr. Saraju P. Mohanty

30 July 2019 43



Cl‘ ourists)
e
Local Integrated Service Providers

Location-based personalized
Infermation Touring via

Push in Bus multiple

smart end
points

Smart Touring
Services in Scenic

& >

TWSC / ETC
2,500K cards issued

Taiwan |

Tourist ‘
Shuttle |

Location-based
Info. pust

Tourist Center

3D Display

& Kiosk

Mobile

Virtual
Tour-Guide

Smart Tourism

/' One Card for |

all transportation

Sailing

é Ropeway

Bus

Electric

Scooter
Rental

Giant

Bike
Rental

Regional
Smart Business
Networking

Scenic Spot

"

I

Smart Store;
End-point

a0
m

5 Towns around Sunmoon Lake

Source: Chih-Kung Lee: https://www.researchgate.net/figure/Concept-of-In-Joy-Life-smart-tourism-8_fig4 269666526

30 July 2019
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Driving Technologies of loT




Cheap and Compact Sensor Technology

Sensors
Biosensor | | Thermal Photo Piezoelectric Image Gas Humidity Motion
Sensor Sensors Sensor Sensor Sensor Sensor Sensor

Light Sensor

Barometer Sensor

Source: Mohanty 2015, McGraw-Hill 2015

Air Quality Sensor

Water Sensor

Humidity and

Temperature Sensor

\\
Dust Sensor
Source: http://wiki.seeed.cc/Sensor/

30 July 2019
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Better Imaging Sensor Technology

Image Sensors

;- Charged Couple Device -: Complementary Metal Oxide -:
L — (CCD)Sensor__ L — Sfmfoﬂd‘]lft% (EMOS) Sensors_
Passive Pixel Sensor Active Pixel Sensor Digital Pixel Sensor
(PPS) (APS) (DPS)

-'aaz'fum'.mﬂea I —

| M}! ] Based on } ) Based on -:

hiﬁﬁ;“' H ] Sensing Element | Operation Mode | “The global CMOS
> I =

Image sensor market
Photodiode-Type APS Linear-Mode APS J

Photogate-Type APS

Logarithmic-Mode APS

Is likely to be worth
$10.17 billion by
2020.”

Source: Mohanty 2015, McGraw-Hill 2015 Source: http://iwww.grandviewresearch.com/press-release/global-cmos-image-sensors-market
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Communications — Energy, Data
Rate, and Range Tradeoffs

= LoRa: Long Range, low-powered, low-bandwidth, loT
communications as compared to 5G or Bluetooth.

= SigFox: SigFox utillizes an ultra-narrowband wide-
reaching signal that can pass through solid objects.

250 kbps 1 mile
2-600 Mbps 0.06 mile
1 Gbps Short - Medium
50 kbps 3-12 miles

6-30 miles

Source: Mohanty ISES Keynote 2018
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Visible Light for High-Bandwidth

Wireless Communications
JdLEDs can switch their light

Intensity at a rate that s EIE% }Igﬂllncesr
P e

Imperceptible to human eye.

O Property can be used for the value
added services based on Visible
Light Communication (VLC).

High Data Density O»)

MAGAZINE

o Visible Light for &
: High-Bandwidth &
Wireless i

The Promise and
Challenges of Visible
Light Communication

Short Range
Source: VLCS-2014

Source: Ribeiro 2017, CE Magazine October 2017

IoT - Prof./Dr. Saraju P. Mohanty
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Variety of Computer Memory

Computer Memory
I
I I
Based on Storage Capability Based on Access
[ | — Random-Access Memory
Volatile Nonvolatile (RAM)
— Serial Access Memory
— Static RAM — Read-Only Memory Shif .
£ t Registers,
(SRAM) (e.g. Programmable ROM (PROM), (c.g. Shift Registers, Queues)
B : Erasable PROM (EPROM), — Content Addressable Memory
%’Sﬁ‘; RAM Electrically Erasable PROM (EEPROM)  (CAM) _
_ o The flash memory market is
[ a%m Trm;mstor RAM F—Magnetic Storage Hard Disk Drive (HDD) expe cted to be worth $37 6
T — Non-Volatile RAM (NVRAM) worldwide by 2020.
— Zero-Capacitor RAM (e.g Flash Memory) Source: https://www.statista.com/statistics/553556/worldwide-
(ZRAM) flash-memory-market-size/

—Thyristor RAM — Resistive RAM (RRAM or ReRAM)

(TRAM) — Magnetic or Magnetoresistive RAM (MRAM)

— Phase-Change RAM (PRAM, PCRAM)

— Conductive Metal Oxide (CMOX) Memory l g
Source: Mohanty 2015, McGraw-Hill 2015
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Memory Technology — Car Example

T -
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Machine Learning Technology

Neural Deep
etwork Iearnmg

Source: http://transitter.ieee.org/impacf—

aimachine-learning-iot-various-industries/

o

Model Art|fIC|aI Data mining
intelligence

Optimizationyeerardware

loT Use:
= Better decision

Pushing the Limits for Machine Learning,

= Faster response Al and Computer Vision
< IEEE

Source: https: //fossbytes com/googles home made-
w‘ﬂ \N) C;\ Q,

ai-processor-is-30x-faster-than-cpus-and-gpus/
Smart Electronic s
I0T - Prof./Dr. Saraju P. Mohanty %mﬂ s
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Computing Technology -

Source: http://www.lattepanda.com

loT Platform

Nod‘_e.MCU
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Computing Technology - Current
and Emergmg

So
https://www.qualcomm.com/news/onqg/2013/1
0/10/introducing-qualcomm-zeroth-

processors-brain-inspired-computing

Source:
https://www.engadget. com/2017/1
vidia-introduces-a-computer-for-level-5-
autonomous-cars/
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ML Hardware — Cloud and Edge

Nvidia - DGX series Cloud GPU
Nvidia - Drive Edge GPU
Arm - ML Processor Edge CPU
NXP - i.MX processor Edge CPU
Xilinx - Zinq Edge Hybrid CPU/FPGA

Xilinx - Virtex Cloud FPGA
Google - TPU Cloud ASIC

Tesla - Al Chip Edge Unknown
Intel - Nervana Cloud CPU

Intel - Loihi Cloud Neuromorphic

Amazon - Echo (custom Al chip) Edge Unknown
Apple - A1l processor Edge CPU
Nokia - Reefshark Edge CPU
Huawei - Kirin 970 Edge CPU
AMD - Radeon Instinct MI25 Cloud GPU

IBM - TrueNorth Cloud Neuromorphic

IBM - Power9 Cloud CPU

Alibaba - Ali-NPU Cloud Unknown
Qualcomm Al Engine Edge CPU
Mediatek - APU Edge CPU

Source: Presutto 2018: https://www.academia.edu/37781087/Current_Atrtificial_Intelligence_Trends_Hardware_and_Software_Accelerators_2018_
& fin A B

== e ,/‘ s “ =
Sm Electronic
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Natural Language Processmg (NLP)

= NLP Is the computer method &
to analyze, understand, and #
derive meaning from human
language.

» Enables wuser to address
computers as Iif they are
communicating with a person.

Source: https://www.linkedin.com/pulse/natural-language-processing-2016-global-market-forecasts-rane

. Selected NLP Appicatons
1
oo WS Categesaton OR

Source: http://blog.algorithmia.com/introduction-natural-language-processing-nlp/
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IoT - Prof./Dr. Saraju P. Mohanty atory (S

30 July 2019 79




Cognitive Computing

The TabulatingEra  The ProgrammingEra  The Cognitive Era
(1900s—1940s) (1950s—present) (2011 -)

Cognitive Computing: Not just “right” Usage:

or “wrong” anymore but “probably”. = Al applications

Q Systems that learn at scale, reason with : EIXpertlsyst?ms

purpose and interact with humans naturally. alEl e
Q Learn and reason from their interactions with processing
= Robotics

humans and from their experiences with their Virtual i
environment; not programmed. Irtual reality

Source: http://www.research.ibm.com/software/IBMResearch/multimedia/Computing_Cognition_WhitePaper.pdf

’,&‘— ) 3 ! '-‘1 -y
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Neuromorphic Computing or
Brain-lnspired Cc)mputlng

AER Inputs (Dendrites)

- Neuromorphic g Dendrites. g
W shon | wng |3 ¢ Architecture Ioma PN
= Term Term SEEES
% Plasticity | Plasticity E i 5 Axon
S B Synapse | Synapse § S B E B S ‘
= Array Array S ~ NeuronaI/ \
i & < \
= CIFCUItS . ‘ Synapses
STPS-Control LTPS-Control -
Processing Powers MIT Technical Review
Types of Chips Functions Applications
Traditional Chips | Reliably make | Any numerical problem,
(von Neumann precision Complex problems require
Architecture) calculations more amount of energy
Neuromorphic Detect and Applications with
Chips Predict Patterns | significant visual/ auditory
in complex data | data requiring a system to
using minimal adjust its behavior as it
energy interacts with the world

Source: https://www.qualcomm.com/news/ong/2013/10/10/introducing-qualcomm-zeroth-processors-brain-inspired-computing
:;?4 ) f} g,
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Neuromorphic Computing or
Brain-Inspired Computing

»

Application 1: Integrate into assistive
glasses for visually impaired people
for navigating through complex
environments, even without the need solar-powered “sensor leaves” equipped

for a WiFi connection. with sensors for sight, smell or sound

can help to monitor natural disasters.
Source: https://blogs.scientificamerican.com/observations/brain-inspired-computing-reaches-a-new-milestone/

Application  2:  Neuromorphic-based,

— 7 f;‘ Q,
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Brain Computer Interface (BCI)

Sources: http://brainpedia.org/elon-musk-wants-merge-human-brain-ai-launches-neuralink/
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BCI - Applications

BCISYSTEM

SIGNAL PROCESSING

SIGNAL INGIT 173D, ¥ | 1 4 DEY M E =‘3
—E_’ MURe | g | Translation !
ACQUISITION | sKNu Extraction | .\lptilln! TON AT ]

Source: http://brainpedia.org/brain-computer-interface-allows-paralysis-als-patients-type-much-faster/

Source: http://brainpedia.org/what-is—bra;in—c;imputer—interface—bc_i/ BCI A”OWS paraIySIS patlentS tO Type
BCI Allows paralysis

patients move a wheelchair -
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Blockchain Technology

« Consumer
EIECIONIES

MAGAZINE

<
&5

h=

' W LA RlackeRAa: This Photo by Unknown Author is licensed under CC BY
w25~ _the Blockchain

."h &
s

‘ Exploring Use Cases
for Consumer; Electronic
C’( T
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https://hackernoon.com/beginners-guide-to-blockchain-explaining-it-to-a-5-years-old-772caac6ae97
https://creativecommons.org/licenses/by/3.0/

Blockchain - Working Model

The requested

broadcasted to Dm’» Lelieion

a P2P network

Verified
“ ,» Create New _
A “Block Block of Transacti
Block OCK O R
Validafi — Q A “Verified
alidation Data for Transaction”
Blockchain (e.g.
Cryptocurren
Ledger
J — cy)
? ? G ?—» &
A “Validated Block” Y Transaction
is added to the New Old Block Complete
eX|St|ng Blockchain Block Source: Deepak Puthal, Nisha Malik, Saraju P. Mohanty, Elias Kougianos,
which is unalterable and Gautam Das, “Everything you Wanted to Know about the Blockchain”,

IEEE Consumer Electronics Magazine, Vol. 8, No. 4, pp. 6--14, 2018.

P £ ! .
c=p2 (Y f;\ Q,
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Blockchain Applications

Crypto-
Currency
Smart
Government
\ /
Blockchain
Applications
— ~~
Smart
Healthcare

/

Source: Deepak Puthal, Nisha Malk, Saraju P.
Mohanty, Elias Kougianos, and Gautam Das,
‘Everything you Wanted to Know about the
Blockchain®, IEEE Consumer Electronics Magazine,
Vol. 8, No. 4, pp. 6--14, 2018.
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Data Compression in Smart Cities

Data Compression Techniques
based on Data Types
|

30 July 2019
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Efficient Media Compression —
Better Portable Graphics (BPG)

1 BPG compression instead of JPEG?

= Attributes that differentiate BPG from JPEG
and make it an excellent choice include:

Meeting modern display requirements:
high quality and lower size.

BPG compression is based on the High
Efficiency Video Coding (HEVC), which
IS considered a major advance In
compression techniques.

Supported by most web browsers with a ,
small Javascript decoder. BPG Compression

Source: S. P. Mohanty, E. Kougianos, and P. Guturu, “SBPG: Secure Better Portable Graphics for Trustworthy Media
Communications in the IoT (Invited Paper)”, IEEE Access Journal, Volume 6, 2018, pp. 5939- 5953
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Challenges and Research




loT — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT Design
and
Operation —
Selected Energy
Challenges Consumption

Security,
Privacy, and
IP Protection

Source: Mohanty ICIT 2017 Keynote

& 65 8
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Massive Scaling

GROWTH OF THE IoT

THE NUMBER OF CONNECTED DEVICES WILL EXCEED 50 BILLION BY 2020
Eventually Trillions of Things

2018

34 8B
2019

2015 2017
18.98 284418 42 1B

2014 :
14.2B 22_8186

2013

11.2B

2012

8.7B

BILLIONS OF DEVICES

2009
loT INCEPTION

2 @ 2 &
058
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High Design and Operatlon Cost

= The design cost Is a one-time cost.

= Design cost needs to be small to
make a loT realization possible.

= The operations cost Is that
required to maintain the loT.

= A small operations cost will make
it easier to operate Iin the long
run with minimal burden on the

budget of application in which loT

IS deployed. “Cities around the world could spend
as much as $41 trillion on smart tech
over the neXt 20 years_” Source: http://www.cnbc.com/2016/10/25/spending-on-

smart-cities-around-the-world-could-reach-41-trillion.html

P
J \ By z
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Communication Latency and
Energy Consumption

Connected cars require latency of ms to
communicate and avoid impending crash.

o Faster connection //$
o Low latency v
o Lower power

5G for connected world: This enables all
devices to be connected seamlessly.

How about 5G, WIiFI working together more
effectively?

Source: https://www.linkedin.com/pulse/key-technologies-connected-world-cloud-computing-ioe-balakrishnan
& fn A B

—
=
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Energy Consumption of Sensors,
Components, and Systems

S O
mumummu uuuu‘um

AAAAA

Digital
Signal =
Processor —

General Purpose
\ Dlgltal Processor

£ 1 L

-
-
—
—
-
b
.

CGsv Elcey EErAM I Graphics
Software Eico Wl Others

Components | During GSM Communications

Baseband
Telecommunication
(GSM, CDMA)

18% 4

Wireless LAN
Bluetooth CJesv Elcev I wiri B Graphics
CJico B Others

Source: Mohanty 2015, : - .
y During WiFI Communications

McGraw-Hill 2015
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Battery-Less loT

Battery less operations can
lead to reduction of size and
weight of the edge devices.

Go Battery-Less

3 Source: https://www.technologyreview.com/s/529206/a-
Wire
P\a“orm Ll ] ) < batteryless-sensor-chip-for-the-internet-of-things/
AS T Py =
i o L L imo
B TReTw e i %
............................................................................................. . J_c I
% N
MPP siMo : VDDgps |
! i| Tracking | Boost Controller _/j H 1
» Bluetooth” Smart | H Controller | | Gontrotler ol !
* 6LoWPAN 1 : . : - ; I Cops 1
. ZigBee® i .................................................................................................. :
+ Sub-1 GHz [y Boost Converter Single Inductor Power management unit 7
« RF4CE™ M e ———————— e e e e e -/
Source: http://newscenter.ti.com/2015-02-25-TI-makes- Energy HarveStlng and. quer _Mana_g_ement
battery-less-loT-connectivity-possible-with-the-industrys- Source: http://rlpvlsi.ece.virginia.edu/node/368
first-multi-standard-wireless-microcontroller-platform
4_“ £ 4 3
o4 WY f;,\ Q,
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Safety of Electronics

—

= Smartphone Battery

ANODE (CARBON)
1. Heatingstarts.

2. Protective layer breaks PROTECTIVE LAYER

down,

ELECTROLYTE
(lithium salt Therm al

in organic 0
solvent) Runaway N a
seraRAToR | ithium-lon

Battery

3. Electrolyte breaks down
into flammable gases.

4. Separator melts, possibly
causing a short circuit.

5. Cathode breaks down,
generating oxygen.

Source: http://spectrum.ieee.org/semiconductors/design/how- CATHODE (LITHIUM METAL OXIDE)
to-build-a-safer-more-energydense-lithiumion-battery

Source: Mohanty ZINC 2018 Keynote
P g1 V‘\
Sou (W =F
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Energy Storage - High Capacity and Safer Needed
N (Lithium Nickel Cobalt Aluminum S Microbial
(Silicon Oxide - NCA) Cathode Fuel Cell

An Od e) Anodi §|‘|’£§3: ggﬁgg?:rcurrent §|:::::: (M FC)

) ' ® i
Separator . : g ‘ e Gh o)
Ceramic) | : 555 U
Fuel oxidizing enzymes: Oxygen reducing enzymes:
Glucose Oxidase Laccase
Glucose Dehydrogenases Bilirubin Oxidase
- Source: ‘Alcohol Dehydrogenases Ascorbate Oxidase
. https://www.electrochem.org/dl/interfa Enz matIC ANODE
ce/sum/sum07/su07_p28_31.pdf y ﬁggﬂ:
Ny 4 Biofuel Cell
Cathode LR Sl

Anode

Backplane Backbone

‘v
‘0

Fuel Cell
Car

Hydrogen
tank

0
XXX
000
000

9

IOOO0
‘4

A5
%

i

Solid Polymer Lithium
saurce: Metal Battery

. . P https://www.nytimes.com/2016/12/11/technology/
Source: http://spectrum.ieee.org/semiconductors/design/how-to- designing-a-safer-battery-for-smartphones-that- Membrane
build-a-safer-more-energydense-lithiumion-battery wont-catch-fire.html Cathode Electro enaine

£ 651
Eleetrmicéjgm

Batteries

Anode Power electronics
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Bigdata in Smart Cities

@ Database Sensors, social

Enterprise Data networks , web
pages, image and

video applications,
and mobile devices
generate more
than 2.5 quintillion
bytes data per day.

Images Big Data

Source: S. P. Mohanty, U. Choppali, and E.

Smart Cities”, IEEE Consumer Electronics Magazine
(CEM), Volume 5, Issue 3, July 2016 pp. 60--70.

%929
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Bigdata in loT and Smart Cities

ARM MBED 05, Mode RED, Windows (07, Brille

Wirelosz Protocols
Rliieiesil, AL cAPAN, Wi-FL |oReAH, SIGFOX, 3GMG, Thied bl

Prorwar
Manapemenl

Operating System

Wiraless Prolocals

" N San
Sy

Modules
=sing &
LS

II*

Semiconductors Gateway

% Modules ﬂ

Cannaclors
H. Ak, B LIsH-L

Conneclivity

D Operating System

3

1 bocurity
BB tiarctware, Softwars, Encryption

ﬂ'ﬂ

Wiralass

| |
-—p q:[} Network b  (2) Cloud

]

Analytics

Opars

Service

BM
Cimeiers

Amaznn Web Seraces

Dala Canlra

a Storage
5505

x
Predictive
Maintenance

ating System

Providers

Little data Big Data
Source: M. Elbeheiry, “Internet of Things (1oT) Architecture”, Article, March 12, 2017.
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Security, Privacy, and IP Rights

= CONSUMer
EIBG Lronics

MAGAZINE

Counterfelt ‘

Feelin
Hardware 9

Secure?

Examining Hardware
IP Protection and Trojans

< IEEE

Source: Mohanty ICIT 2017 Keynoté
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Security, Privacy, IP Rights

Source: https://blogs.deusto.es/master-informatica/privacidad-vs-seguridad/ A
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Security - Information, System

19. 17.Mexico
Australia 2%
1%

14.South Korea
18.Argentina

20.Israel
1%

12.Russia

L L o g Lo Ko Lo KT KR KoL o L T KL K T T A LI AL A

0 o

13.Canada 2% i00010100101010101101000101001010101011010001010010101a1011040001040010 10810

10.Poland

All Other Countries
19%

8.France

3%
1. United States of
\ America 18701010000100010011
i
x".' 7. Italy
T\_)g 3%
2.china 6.Spain

9% 4%
5. Brazil
weon  » Cybercrime damage costs to hit

5%

—— $6 trillion annually by 2021

6%
G » Cybersecurity spending to exceed
ybercrime: Top ountries e
Source: https://www.enigmasoftware.com/top- $1 trillion from 2017 to 2021

20-countries-the-most-cybercrime/ Source: http://www.csoonline.com/article/3153707/security/top-
5-cybersecurity-facts-figures-and-statistics-for-2017.html
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Securlty — Informatlon

ourBANK

]

S99 9999 9900

o108

Username
Ny VTR

P.l.\>\\ 11]'«1

Hacked: Linkedin, Tumbler, & Myspace
Linked m Who did it: A hacker

going by the name Peace.

tumblr, What was done:
500 million passwords

222MYSPACE ere stolen.

Details: Peace had the following for
sale on a Dark Web Store:

million Linkedin passwords :
;2(7) million If:/\yspace Fp))asswords TARG ET
68 million Tumbler passwords
Lae DATA THEFT
Personal Information Credit Card/Unauthorized Shopping

4‘ f-,l"\‘x“ .
=04 &V =p
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Security - Systems ...

AHACKED
AIRBAGS

AHACKED
CONTROLS/STEERING

PHOTOAILL: SHUTTERSTOCK/CNNMONEY

/AHAGEED
ENTERTAINMENT
SYSTEM

/AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source:
http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Information Privacy

One privacy misstep
can land healthcare

organizations
in hot water.

Source: http://blog.veriphyr.com/2012/06/electronic-medical-
records-security-and.html

Source: http://ciphercloud.com/three-ways-pursue-
cloud-data-privacy-medical-records/
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Privacy Challenge — System, Smart Car

collect information about location tracking,
me, my car, break forward secrecy

and my surroundings

| S
1
Processing Processing Sgr;f:r
‘ ‘ Data in T
transit
: Dataat [| | |7 Data at A
-vehicle rest rest In-vehicle
maIYvare 1

o ] L 1

store S/PIl  privacy inferences
J. Petit et al.,"Revisiting Attacker Models for Smart Vehicles”, WiVec' | 4.

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html
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Security in Communications Technology

LTE

2600mhz

N

A Mahcmus Injection
4‘1 Y
Denlal of- SerV|ce (DoS) Attacks

Source: Mohanty ICI
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Denial-of-Service (DoS) Attacks

Qg\

Attacke

&

Attacker

Low

$ N
W WEB
Zombies ‘
Victim

Distributed DoS (DDoS) Attack

v

N~

Bombs victim with
‘. —

HTTP requests
User DoS Attack fiebsener

_»X
Source: https://bogner.sh/2015/05/analysing-a-denial-of-service-attack-tool/

Legitimate
requests can't
getthrough
and fail
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Selected Attacks on a CE System
— Security, Privacy, IP Rights

Applications
Application and
C . A (]
OS Atta
.(Operating SystenD Copyright Attack
Y
Output
Input —» Information
Information (Copyrighted)

IoT - Prof./Dr. Saraju P. Mohanty

30 July 2019 142



ESR-Smart — End-Device Optimization

Lens/ Active Pixel
Shutter/ Sensors

Mi Liquid Crystal
irror - Display
g Scratch User Intorf
1 Memory (User Interface)
Object

* ®
p Ke
Shutter ' |
Controller(¢--4-~~""~---- f I
System Controller

Bar Code Unit V2 — Data

Flash Storage

V 1Enc€r/1[l)::ion l Teies @ Better
: : Portable
Light-Weight ¢ S
Cryptography g (BPG)
(LWC) i v V1
| 111 |“ Watermark Compression
33557211 —} Unit Unit. 4" ==+ ontrol

Include additional/alternative hardware/software components and
uses DVFS like technology for energy and performance optimization.

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”,
Elsevier Journal of Systems Architecture (JSA), Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
Source: Mohanty 2006, TCAS-II May 2006; Mohanty 2009, JSA Oct 2009; Mohanty 2016, Access 2016
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Memory Attacks

Read
gonfiden_tial Snooping Replace a
information Attacks block with fake
INn memory

Embedded Memory Splicing
Processor ' Attack

Replace a block
with a block from
another location

Physical access
memory to retrieve
encryption keys

Replay
Attacks

Value of a block at a given address at one
time is written at exactly the same address
at a different times; Hardest attack.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “TSV: A Novel Energy Efficient Memory Integrity Verification
Scheme for Embedded Systems”, Elsevier Journal of Systems Architecture, Vol. 59, No. 7, Aug 2013, pp. 400-411.
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Nonvolatile Memory Security
and Protection

Hardware-based encryption
of data secured/protected
by strong password/PIN
authentication.

_ Software-based encryption
P to secure systems and
partitions of hard drive.

© o fo 2» v D B

&
-
1
3
DEF
5
JKL
7
PaRS
9
WXYZ

?

Source: http://datalocker.com

Nonvolatile / Harddrive Storage
Some performance penalty due to increase Iin latency!
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Embedded Memory Security and Protection

Trusted On-Chip Boundary

: Embedded |
I Processor I
: : Update Merkle
| , Hash Tree
|
, L1 Sensor : l
I Verify Cache Module |
' Hash Current/ |
| — Update Merkle
. Hash Temperature : FI)—Iash gl
I Cache Encryption/ I
: Decryption | l
|
L_____ == I\/lodu_le _______ ]
Update Merkle
Hash Tree

Write Operation

On-Chip/On-Board Memory Protection

Read Decoder
(Value) and Hash
from Memory

le
<

}

Sensor Yes = Check
Attack — Hash
? Tree

lNo

Do not check hash
Proceed with read

Read Operation

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for
Memory Integrity Detection and Protection in Embedded Systems”, Springer Circuits, Systems, and Signal Processing

Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.
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RFID Security - Attacks

-Disabling Tags
Physical | P
. RFID Tag Modification
Threats | Cloning Tags ;
-Reverse Engineering and Physical Exploration
-Eavesdropping
— -Snooping |
Selected RFID Skimmi
RFID Channel — =XKIMMing
Attacks Threats -Replay Attack
-Relay Attacks
-Electromagnetic Interference
| System -Counterfeiting and Spoofing Attacks |
Threats . :
-Tracing and Tracking
HPassword Decoding |
o -Denial of Service (DoS) Attacks |
NumerOUS AppI|Cat|OnS Source: Khattab 2017: Springer 2017 RFID Security
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RFID Security - Solutions

Selected RFID Security Methods

Reader

- Sleeping Faraday Blocker Tag Minimalist Proxy
LR Tags Cage Tags Relabeling | Cryptography Privacy
Devices

Safe Zone

Blocker Tags

Source: Khattab 2017, Springer 2017 RFID Security
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NFC Security - Attacks

Selected NFC Attacks

: Data Relay Data .| Interception
Eavesdroppin o : Spoofin Theft
PPING | Modification | Attacks Corruption P 9 Attacks
litsg dentifiation 1o E‘ T () ¢ @Y
Ticketing Attendance ;: iy : _/
° T o K NFC Attacker
. NFC @ .
Y = A= Eavesdropping
- I.oyaltyaf Chysical g Source: http://resources.infosecinstitute.com/near-field-communication-
Msmpersiiips fcoess @ nfc-tecﬁnoloéy-vulnerab.iIities-and-princi'pal-attack-schema/
n
Cashless .
ey Pevment < Relay Attack \ L2
(g ¢ Bl s e )) \
TOKEN | (150 14443) ! e} %:vom“;'m;“ fams (180 14443) o
prervor il I B e ' (Coreactiens Roater
Source: http://www.idigitaltimes.com/new-android-nfc-attack-could- s o

steal-money-credit-cards-anytime-your-phone-near-445497 Source: https://www.slideshare.net/cgvwzg/on-relaying-nfc-

payment-transactions-using-android-devices
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NFC Security - Solution

Fingerprint Power Supply Start
Sensor Ge% ID from
NFC Module
fromlReceiver
Enter Amount
NFC@ * St:':lrt
Antenna _ Coge Verify \A
Microcontroller Sliop, Fingerprint Verify
Suk _ GSM Antenna ata Fingerprint
Keypad Swing Pay Dl ata
No
App[;)ved ~ Approved NO|
1 5
Yes
Send Data Yes 1
over GSM Send Data

over NFC P2P

Payee Module
Source: Mohanty 2017, CE Magazine Jan 2017

Payer Module
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Autonomous Car — Security Venerability
Selected Attacks on Autonomous Cars

|
| [ [ [ |
Replay Relay Jamming  Spoofing  Tracking
GPS, 802.1 Ip | — Light Detection and
' g Y ¥/ Ranging (LIDAR)
| <=
= Camera
( 3 __ Cars can have 100 Electronic
YO\ = <. Control Units (ECUs) and
/ N \g . % 100 million lines of code,
= i o ¥ each from different vendors
wheel encoder \\' - "8/ —Massive security issues.
On-Board Unit, emaps \
ultrasonic sensors RADAR

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-
hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html

Source: https://www.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf Source: Petit 2015: IEEE-TITS Apr 2015
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Autonomous Car Security —
Cryptographic Hardware

. . Crypt hic Servi
Cryptographic Services Engine (CSE) Block rom || Ram
Engine (CSE) Block et S
| tl_ ! § $
Debugger IP SkyBlue-IF AES XBAR-IF RNG
Connected , Host

Interrupt
\ 4
INTC Core | ‘ | eDMA |

Qorivva MRC564xB/C XE?A“Fgasters
Fa NXP/FreescaIe MPU
ﬁ_‘!' E=== Secure Firewall SRAM
FLASH Lpe-F | .
F Socure MI BIU » 32-bit secure core; Frequency:
M,lgggcon ol Li‘llt ( | L _rasy om ] 120 MHz |
mﬁﬁ E) + 128-bit Advanced Encryption
i . o ON/ T~ Test Interface Array Standard (AES)
% ‘ o+ OFF = Test Interface BIU « Throughput: 100 Mbit/sec

Latency per operation: 2us

Source: http://www.nxp.com/assets/documents/data/en/supporting-information/DWF13_AMF_AUT_T0112_Detroit.pdf
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Smart Healthcare - Security and Privacy Issue

—Data Eavesdropping

—Data Confidentiality

—Data Privacy

—Location Privacy

~7

Challclenqes

—ldentity Threats

—Access Control

—Unique Identification

Selected Smart Healthcare Security/Privacy

—Data Integrity

Source: Mohanty iISES 2018 Keynote
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Security Measures in Smart
Dewces Smart Healthcare

Implantable Medical
Devices (IMDs)
Security

Impersonatlon - Energy Constraints
Attacks

Source Mohanty 2019 IEEE TCE Under Preparation
%9358
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Implanted Medical Devices - Attacks

* The vulnerabilities affect
implantable cardiac
devices and the external
equipment used to
communicate with them.

»The devices emit RF
signals that can be
detected up to several
meters from the body.

= A malicious individual
nearby could conceivably
hack into the signal to jam
it, alter it, or snoop on it.

Source: Emily Waltz, Can "Internet-of-Body" Thwart Cyber Attacks on Implanted Medical Devices?, IEEE Spectrum, 28 Mar 2019,

https://spectrum.ieee.org/the-human-os/biomedical/devices/thwart-cyber-attacks-on-implanted-medical-devices.amp.html.
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lJOMT Security - pur based Device Authentication

End Devices Edge Router nu
11 )
- — » Local
A Area

rd
» Edge Servers , 7

): ‘E/ g ,)' (y

’l
»” Remote

: Q Connection

Doctor/ Nurse Remotel

Doctor / Nurse Locally

Gateway /

Time to Generate the Key at loMT Device

Source: Mohanty 2019, IEEE TCE Under Review
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Side Channel Attacks — Differential
and Correlation Power Analysis (DPA/CDA)

Cryptographic device
(e.g., smart card and reader)

Control,
Cyphertexts

Control,
Waveform
data

Oscilloscope

Computer

Source: Mohanty ICIT 2017 Keynote

Inpit data Input, keyguesses
Device under Abstract model
ag}tad< (DUA) of the DUA
%/%Q} ‘\é
o, 7

Statistical
Analysis

!

Decision on key guess
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DPA Resilience Hardware: Design

Hamming code based Uniform Lt L BT e
(Clyptography Algnﬁtlm)—-l- concurrent error detéctic{n and == SW:.ltC].:I:iﬂg I e
correction in Galois Field cell Library
Proposed Design Appaorach
<
Cryptography Hardware : S— _
Architecture Description Uniform SWltchlng-Act1V1ty
Module DUT Logic Cell Library - : : ——
AND U1 ... ¢ Synthesized Netlist with
XOR U2R ... Error Correction in
Adder U3 »  Gate Level Synthesis |——» Sequential Elements with
Reg U4 ... Uniformly Switching Cell
\ endmoule ) - Library J
: 232 Power Profile [of the Classical Design . °-!>JfPower Profile of the Uniform Switching Design
Z 0.061 >
5 0.04- ?9’
2 0.02- 5
0.0 Jm=

0.0 500n lu 1.5u 2u 2.5u 3u 0.0 500n Iu 1.5u  2u 2.5u 3

. - . . . - Time (s)
Source: J. Mathew, S. P. Mohanty, S. Banerjee, D. K. Pradhar,18Ad ASM. Jabir, "Attack Tolerant Cryptographic Hardware Design by Combining Galois Field

Error Correction and Uniform Switching Activity", Elsevier Computers and Electrical Engineering, Vol. 39, No. 4, May 2013, pp. 1077--1087.
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Firmware Security

Secure
Private Key % Off-Line
1 Environment

, SIign SW Imag
’SW Imaglg fERI (RSA) >‘ +Signatur
Secure Flash
Programming

\((\age
SW Image
+Signatur

eq:
Slgna ture
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Multimedia Piracy — Movie/Video

Threat
Level

“Film piracy cost the US economy $20.5 billion annually.”

Source: http://www.ipi.org/ipi_issues/detail/illegal-streaming-is-dominating-online-piracy

IoT - Prof./Dr. Saraju P. Mohanty

30 July 2019 189



Copyright Protection Hardware

. vdd1 vdd2
Original Image Watermark Image
Invisible Visible Watermarking Original Image—
Watermarking \DCT Module\ ‘ DCT Module ‘ l\'at:e;zga;ked
T 1 Watermark Image— Low Power Chip
LEdge  Perceptual Analyzer alpha—
Detection Module : for
Module ’ i IV — — done
.
P | petend sy onabie | image
o [Invisible Visible Factor grmnin PIN reset —
— Insertion Insertion | pModule —<2WAX - Ik1 —| Watermarking |— b
Module | | Module e Diagram £ I
L |
! .
“waenmarked Image | Datapath Architecture
Normal Voltage
Lower .
Voltage Edge Detection Module H ardware
Perceptual Analyzer
DCT_X | Module Layout| &+ =«
Level Scaling and Embedding | rEsl 1
Converter Factor Module . :
Visible Watermark PhySICaI DeSIQn Data
Slower _ Insertion Total Area : 16.2 sg mm
Clock Invisible Watermark : ) -
DVDE Low- st No. of Transistors: 1.4 million
Power Design Normal Clock Power Consumption: 0.3 mW

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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Copyright Protection Hardware -
MPEG-4 Video Watermarking

Input
Video
frames

Watermark image

R
G Video
B Viewer

0.21312

Frame Rate

Original

i
g
g
Q vy

r- R Y] Yy  rRp——Ppr B
i i Ch Cb Video
H : I Watermark Embedding . : G . o G_’—chi Viewer
i - : B B ) B
Entropy = == Watermark Embedding | A Dé'l' Mote Video Source | VUM t?: If)v 3 Decoded
Codin.:z ZZ Quantization H IBP = e+ Estimation __,_ Encoder _I_’ Decoder
< (ME) bits atio 22.32 .
- B Watermark Tmage » 1 Compressor Ratio
— Em: zZ Quantization l‘—-—l Watermark Embedding I I*-~ Cea ] 1 >|:|
= LB.orP oto
= D v Display
= Y1
oy {2z | Quantization |, 2 le = 3 RY :Y cb1 P
2 () G b cb ool p) @
5 cannin g G B Crq _ .
Drift C ti fine W ’ P I (3) Color Convertor > G h]’i;il C
ompensation ﬂmm'-k B [ ’ VUM g bits :{V Yo _’.
= ! @ Encoder YUV Y
-+ I [of 1z |+ 1Quant |» DCT | MC <) VoM Ver v ()
; VUM MV
B I UN
ﬁ'mlezHlQuamHmcrHMCF——?/ ‘ ] ] ]
A - = UN1 1Y | INE® L]
= iz lee-oe |-t e Video Watermarking Architecture:

UNT UNT UN

T s ot St owpuwaemaries s S|MUIINK Model
Video Watermarking Architecture Datapath

FPGA Prototyping

Source: S. P. Mohanty and E. Kougianos, "Real-Time

Throughput: 44 frames/sec Perceptual Watermarking Architectures for Video
. . . . Broadcasting”, Elsevier Journal of Systems and
Logic Elements in Prototyping : 28322 Software (JSS), Vol. 84, No. 5, May 2011, pp. 724--738.
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Secure Better Portable Graphics (SBPG)

. Ql:::o | " Shutter/ Miror  Active Pixel Sensors o
|1 > “% 9 i . _ i R Liquid Crystal
Key (from PUF) IL ~Signature : % w1 4 Hieezecst Displau
SR Trusted Media ‘ | T , g

/ Transmitted over
| network or flash
Secure | e
| BPG | |
= B P G | Fompression —pP S
Unit
Watermark |
Trusted Media (S B P G) : Unit I Secure Bette(rS Féc;tg;ale Graphic&‘.I

from Secured-BPG * 4 ' _ _ _ _ _ __ w2 _ _

Secure Digital Camera

Slgmﬁcant Portion | == ‘ \
U A

Host Media - Encryption and Watermarking Module

Initialization HEVC Encoder
Phase Phase

Encryp_tion

_G)

Prediction Core Reconstruction Core BitStr C .
Reconstruction i 1 SR (S D C) Wlth S B P G
plamss o [
leger | [ Fracioma | | P8ORS0 [Rovomsrction | Simulink Prototyping
Estimation Estimation Zope Th roug h put: 44 fram eS/SeC
v L CABAC . 5 . .
Buffer o e Power Dissipation: 8 nW
Sample Adaptive |mall Coding
Offset

. Source: S. P. Mohanty, E. Kougianos, and P. Guturu,
Cy VldeO “SBPG: Secure Better Portable Graphics for Trustworthy
Media Communications in the loT (Invited Paper)”, IEEE

Coding Architecture Aaccess Journal, volume 6, 2018, pp. 5939--5953.
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PUF-based Trusted Sensor

; Powerfupply PUF-based Secure Key Generation
Controller v and Storage module provides key:

Sensing Secure Boot » Sensed data attestation to ensure

M I oensed Data Attestation || ] - integrity and authenticity.
PUF 1| | [PUF } [HDA ] = Secure boot of sensor controller to
7 ensure integrity of the platform at

External Memory booti ng.

PUF-based Trusted Sensor < On board SRAM of Xilinx Zyng7010

SoC cannot be used as a PUF.

Ring Oscillators were implemented
using the Hard Macro utility of
Xilinx ISE.

Process Speed: 15 fps
Key Length: 128 bit

Source: https://pervasive.aau.at/BR/pubs/2016/Haider_IOTPTS2016.pdf

g & %5 8
Smart Electronic Systems

IoT - Prof./Dr. Saraju P. Mohanty atory (S
STUNT s

204

30 July 2019



Hardware Reverse Engineering

CE System disassembly
Subsystem identification,

4, modification Chip-Level Modification

Bit Priority
counter encoder

Source:

http://legacy.lincolninteractive.org/html/
CES%20Introduction%20to%20Engine
ering/Unit%203/u3|7.html

Source: http://pic-

Source: microcontroller.com/counting-bits-
https://www.slideshare.net/SOURCEConferenc hardware-reverse-engineering-
e/slicing-into-apple-iphone-reverse-engineering ﬁ,s . silicon-arm1-processor/

B O echRrepublic]

Source: http://grandideastudio.com/wp-
content/uploads/current_state_of _hh_slides.pdf
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Cloned/Fake Electronics
Hardware — Example - 1

. .
<
Authentic

Source: http://www.manoramaonline.com/

Source: https://petapixel.com/2015/08/14/i-bought-a-fake-
nikon-dslr-my-experience-with-gray-market-imports/

Fake Capacity
USB Drives

Source: http://www.cbs.cc/fake-capacity-usb-drives/

Typical Consumer Electronics

&= B ~AA\
? Uy
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Cloned/Fake Electronics
Hardware Example 2

(0 noamm zcess A = A

Fake Authentlc
A plug-in for car-engine computers.

Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market
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Cloned/Fake Electronics
Hardware — Example - 3

Fake Authentic
A typical rechargeable battery in a typical CE

Source: https://www.premiumbeat.com/blog/how-to-spot-counterfeit-camera-gear/
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Cloned/Fake Electronics Hardware
- What is the Problem? It is cheaper!

= Installing cloned hardware into networks can open
door to hackers: man-in-the-middle attacks or
secretly alter a secure communication path between
two systems to bypass security mechanisms.

= Cloned hardware may lack the security modules
Intended to protect IoT devices, and so it opens up
the user to cyberattack.

= If a hacker embeds a malicious hardware in a drone
then he could shut it down or retarget it when it
reached preset GPS coordinates.

Source: https://www.scientificamerican.com/article/electronic-chip-counterfeit-china/

Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market
& ® 5 8
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Protecting Hardware using PUF

= A countermeasure against electronics cloning is a
physical unclonable function (PUF).

= It can potentially protect chips, PCBs, and even high-
level products like routers.

= PUFs give each chip a unique “fingerprint.”

An on-chip measuring circuit (e.g. a ring
oscillator) can generate a characteristic clock
signal which allows the chip’s precise
material properties to be determined. Special
electronic  circuits then read these
measurement data and generate the
component-specific key from the data.

Source: https://phys.org/news/2011-02-
fingerprint-chips-counterfeit-proof.html

Source: http://spectrum.ieee.org/computing/hardware/invasion-of-the-hardware-snatchers-cloned-electronics-pollute-the-market
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Physical Unclonable Function (PUF)

= Physical Unclonable Functions are simple
orimitives for security.

= PUFs are easy to build and impossible to
duplicate (Theoretically).

= Input and Output are called Challenge Response
Pair (CRP).

Challenge (C)
(100111....0)

Response (R)
(0011101....1)

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, Only an aUthentIC hardware
“Making Use of Manufacturing Process Variations: A can produce a CorreCt

Dopingless Transistor Based-PUF for Hardware-Assisted

Security”, IEEE Transactions on Semiconductor Manufacturing Response for a Chal Ienge .

(TSM), Volume 31, Issue 2, May 2018, pp. 285--294.
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PUF - PrlnC|pIe

. Different
Outputs

= With the same Input to different copies of the
same circuit, different outputs are obtained,
each unique to each circuit.

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Manufacturing Process Variations: A
Dopingless Transistor Based-PUF for Hardware-Assisted Security”, IEEE Transactions on Semiconductor Manufacturing
(TSM), Volume 31, Issue 2, May 2018, pp. 285--294.

Same

Input

,é" ) f’\
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Physical Unclonable Function (PUF)

- Principle

Manufacturing Variations
(e.g. Oxide Growth, lon
Implantation, Lithography)

Challenge Inputs
(Inputs given to PUF Module,
e.g. Select line of Multiplexer)

| ]

Challenge
Response
(Outputs from a
PUF Module)

>
Random

Binary Output
010101 ...

Silicon manufacturing process variations are
turned into a feature rather than a problem.

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Semiconductor Manufacturing Process Variations:
FinFET-based Physical Unclonable Functions for Efficient Security Integration in the loT”, Springer Analog Integrated Circuits and
Signal Processing Journal, Volume 93, Issue 3, December 2017, pp. 429--441.
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Security Primitives - PUF

' ‘ . Challenge| |
. - >

| " Response |

. /.J\‘\ | 0101...10 |
| @ - Circuit [—=—>

3)

Physical Unclonable Function (PUF) |

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials
Magazine, Volume 36, Issue 6, November-December 2017, pp. 38--46.
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lIoOMT Secu rity - PUF based Device Authentication

End Devices Edge Router nq

-

\ 7 Network <:> |

7
» Edge Servers , 7

S o
A N

I
i

Doctor/ Nurse Remotely
Average Power

Gatewa i Doctor / Nurse Locally Overhead - ~ 200 pW

Time to Generate the Key at Server 800 ms
Time to Generate the Key at loMT Device 800 ms
Time to Authenticate the Device 1.2 sec- 1.5 sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight
Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume XX, Issue YY, ZZ 2019, pp.
Accepted on 28 June 2019, DOI: 10.1109/TCE.2019.2926192
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loT Design Flow




loT — Design Flow

== | To

: —=

" 4 Writing Application Client Integration | Next

WHtng - programming Interface (APIs) (Desktop, Tablet, 1 Step

Device for Cloud Infrastructure Mobile) : ‘
Drivers |

‘ Prototyping

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%20l0T%20Solution%20-%20Shivakumar%20Mathapathi.pdf
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loT — Design Flow

Release and
Documentation

Source: http://events.linuxfoundation.org/sites/events/files/slides/Design%20-%20End-to-End%20%2010T%20Solution%20-%20Shivakumar%20Mathapathi.pdf

X
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loT Design — Case Study -
Indoor Air Quality Monitoring

Internet

Wireless
Access
Point

Q0000066008 O

‘fﬂ!‘ﬁ;‘gjg‘gﬂjmn BN o

XI XU GH +¥ Q' Z8 ST ﬁc oagn o
00000000008 @
FEEETEEEE S anary
] RS

'-5 :‘
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http://iot-playground.com/

Hardware for loT
Embedded Systems and Boards (g Ardino Yun, Raspberry Pi, BeagleBone, Samsung ARTIK)

Graphics Listed
Features Processor/Microcontroller Processing Unit Clock Speed Size Memory RAM Supply Voltage Price
SparkFun Tensilica L106 32-b No 26 MHz 51 mm x 42 mm 4 MB 128 KB 5V via miaro-USB/ Us$29.95
Blynk Board Li-Po connector
and charging circuit
Arduino Yun ATmega32u4 and Atheros No 16 MHz and 73 mm x 53 mm 32 KB and 64 MB DDR2 5V via miao-USB Us$ss
AR9331 (for Linux) 400 MHz 16 MB + micro-SD
Raspberry Pi 2 Broadcom BCM2837 VideoCore IV @ 1.2 GHz 85 mm x 56 mm Miao-5D 1GB LPDDRZ 5V via miao-USB Us$3s
and ARM Cortex-A53 300/400 MHz
64-b Quad Core
cloudBit Freescale i.MX233 No 454 MHz 55 mm x 19 mm Miao-SD slot with 64 MB 5V via micro-USB Us$59.95
(ARM926E]-5 core) 4-GB micro-SD
Photon STM32F205 120Mhz No 120 MHz 3BSmmx203mm 1MB 128 KB 5V via miao-USB Us$19
ARM Cortex M3
BeagleBone AM335x ARM PowerVR SGX530 1 GHz 86 mm x 56 mm 4 GB 8-b eMMC, 512 MB DDR3 5V via mini-USB Us$49
Black Cortex-A8 micro-5D
Pinoccio ATmega256RFR2 No 16 MHz 70 mm x 25 mm 256 KB 32 KB 5V via miao-USBf Us$109
Li-Po connector
and charging circuit
upoo Freescale i.MX & Vivante GC 2000 1GHz 110 mm x 85 mm Micro-5D 1 GB DDR3 12V Us$13s
ARM Cortex-A9 and for 3-D + GC 355 for
Atmel SAM3X8E ARM 2-D (vector graphics)
Cortex-M3 + GC 320 for 2-D
Samsung ARM A15x4 Mali-T628 MP6 core 1.3 GHz and 39 mm x 29 mm 16 GB 2 GB LPDDR3 34-5V Us$100
Artik 10 and A7x4 1.0 GHz

Source: Singh 2017, CE Magazine, April 2017
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Software for loT

Source: Singh 2017, CE Magazine, April 2017
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loT - Design & Simulation Challenges

Traditional controllers and processors do not
meet loT requirements, such as multiple sensor,
communication protocol, and security
requirements.

Existing tools are not enough to meet challenges
such as time-to-market, complexity, cost of |oT.

Can a framework be developed for simulation,
verification, and optimization:

o of individual (multidiscipline) “Things”
o of loT Components
o of loT Architecture

IoT - Prof./Dr. Saraju P. Mohanty
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loT Simulators
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loT Simulators - Node-RED

About:

o Node-RED is a flow-based 10T Simulator.

o It is a programming tool for wiring together hardware devices,
APIs and online services in new ways.

o The light-weight runtime is built on Node.|s, taking full advantage
of its event-driven, non-blocking model.

Editor:

o Browser-based editor.

o The flows created in Node-RED are stored using JSON which
can be easily imported and exported for sharing with others.

Advantages:

o Available for smaller computing devices such as Raspberry Pi.

o It takes moments to create cloud applications that combine
services from across the platform.
A

S0 (B -
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loT Simulators - Node-RED - Example

(] timestamp before hash . join H upP oUT
f .,
() CONVERT
T o oty
timestamp_after_db
) COMVERT =
@ RWC
“ time consumed db entry m
() i i q: -
0

“|l» Participant 1 I B ~ - :
g : Participant3. " Simulation:  Proof-

-j of-Authentication
— (PoAh) based loT

Friendly Blockchain

Source: D. Puthal, S. P. Mohanty, P. Nanda, E.
Kougianos, and G. Das, "Proof-of-Authentication for
Scalable Blockchain in Resource-Constrained Distributed
Systems", in Proc. of 37th IEEE International Conference
on Consumer Electronics (ICCE) 20109.

Electronic
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loT Simulators - SimpleloTSimulator

= About:

o SimpleloTSimulator i1s an |oT Sensor/device
simulator that quickly creates test environments
made up of thousands of sensors and gateways,
all on just one computer.

& @5 8

Smart Electronic Systeins
IoT - Prof./Dr. Saraju P. Mohanty atory (S
30 July 2019 » UNT ssza?;!i:@:éssiﬁf'ﬁ 240



loT Simulators - Meshify

About:

o Meshify offers industrial 10T solutions. It helps to
monitor, analyze, control, & track your devices.

o It was founded in 2011 with the goal of making loT
more accessible.

Services:

o Hardware Selection & Implementation
o UI/UX Design & development

0o Seasoned Integrations Team

o End-to-end Architecture design

o Professional Project Management
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loT Simulators — Observations

loT does not have a one-size-fits-all solution.

loT solutions often require pulling together
different device APIs and online services In

new and interesting ways.

It Is a multi-disciplinary domain and everyone
cannot master everything.

Tools that make it easier for developers at all
levels, are always in demand.

a:i r'w V'\ é
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Related Buzzwords

Buzzwords

ate

Co\\i‘bo‘

find

Educate
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Some related Buzzwords

Smarter

Machine
(M2M)

Internet of
Everything
(loE)

Internet of

The Fog
Things (IoT)

Cyber Physical Systems (CPS)
Industry 4.0 Trillion

(Automation and Sensors
Data Exchange Industrial (Tsensors)
in Manufacturing(  Internet of

Technology) _Jhings (lloT)

Source: Sangiovanni-Vincentelli 2016, ISC2 2016
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loT Vs Sensor Networks

Wireless Sensor loT

Networks (WSN) loT in a broad sense is like a
WSN is like the eyes and  Prain.
ears of the loT. Store both real world data and

Anetwork of small wireless  €an also be used to monitor
electronic nodes which the real world parameters and

consists of different  9ive meaningful interpretation.

SENsors _ .Applications L — ‘ @\
The purpose is to collect '

data from the environment. .- m

2 Cloud servers; )

| loT adds value to datal! | @ sy /M

Source: Nia 2017, IEEE TETC 2017
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loT Vs Fog Computing

IoT device
®

I

@8 Gateway
Fog computing

!
\

IoT device

IoT device
@--_

R4 : - Gateway

/!

’ IoT device
@b Gateway e/z\@
%,3\ Fog computing

Fog computing

P AL

Source: https://lwww.researchgate.net/figure/311918306_figl_ Fig-1-High-level-architecture-of-Fog-and-Cl i 'anj‘ Gic & stgfs
IoT - Prof./Dr. Saraju P. Mohanty atory (SESL)
- UNT 5 gl 246

EST. 1890

30 July 2019



Fog Vs Edge Vs Cloud Computing

Fog computing and edge computing involve
pushing intelligence and processing
capabilities closer to where the data originates
from "Things" to reduce communication traffic
and improve loT response.

Cloud Computing

 Scalability
* Big Data Analytics
 Software as a Service (SaaS)

* Infrastructu
* Platform as a Se
» Resource Pooling
e Elastic Compute

ecure Access

» Real-Time Control

» Real-Time Analysis

» Data Ownership
Protection

» Secure Multi-Cloud
interworking

* Device

management
» Data Service
« Communication

 Dedicated App
Hosting
* Embedded OS

Fog Computing

Edge: Intelligence, Processing,
and Communication - Devices Fog: Intelligence - LAN, Processing

like Programmable Automation - fog node or 10T gateway.

Controllers (PACSs) Source: https://www.automationworld.com/fog-computing-vs-edge-computing-whats-difference
Source: https://www.nebbiolo.tech/wp-content/uploads/whitepaper-fog-vs-edge.pdf
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End, Edge Vs Cloud Security, Intelligence ...

M— Edge Data
%o A

Center
“~a Local

Area
<= __— Network
(LAN)
,1
4
\Edge Royter // Cloud
e Security/Intelligence
Sensors (Things) »Big Data
Cluster /C_;ateway > Lots of
End Devices Edge Devices Computational
End Security/Intelligence ~ Edge Security/Intelligence Resource
. »Accurate Data
» Minimal Data »Less Data Analytics
» Minimal Computational »Less Computational Resogrce »Latency in Network
Resource »Less Accurate Data Analytics

»Energy overhead in
Communications
Source: Mohanty iISES Keynote 2018 and ICCE 2019 Panel
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loT Vs Cyber Physical Systems (CPS)

—~
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Cyber Physical
System (CPS)

CATV

Core Network

Finance Energy
Public Infrastructure

Energy management Home
Infrastructure

Source: Mohanty 2016, CE Magazine July 2016
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Internet of Medical Things (IloMT)

Offline Data

4-}

('/ * /ﬁ > Online Data
yr »I

i ( ... - m
\\\ ~ Biobanks

Wearables Clinical Trials Desktop Manager

loMT Is a collection of medical devices and applications
that connect to healthcare IT systems through Internet.

Source: http://www.icemiller.com/ice-on-fire-insights/publications/the-internet-of-health-things-privacy-and-security/

Health Cloud

RFID Reader

; Patlent
rk Hub

Source: http://internetofthingsagenda.techtarget.com/definition/loMT-Internet-of-Medical-Things
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Industrial Internet of Things (l1oT)

Industrial Internet of Things

Processing - Connectivity
Tools L, Anplytics

Machines
& Sensors

Source: https://www.rfpage.com/applications-of-industrial-internet-of-things/
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Internet of Every Things (loE)

People
Connecting
people in
more relevant,
valuable ways

Data
Converting data
iInto intelligence

to make better
decisions

o

, ,g;i | gg

loE
7o
@y e

. 4

e

Process

Delivering the right
information to the right
person (or machine)
at the right time

Things

Physical devices and
objects connected to the
Internet and each other
for intelligent decision
making; often called
Internet of Things (loT)

Source: http://iot.ieee.org/images/files/pdf/IEEE_IoT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf
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Conclusions




Conclusions

loT has following components: Things, LAN, Cloud,
Internet.

loT Is backbone of smart cities.

Scalability, Cost, Energy-consumption, Security are
some important challenges of 10T.

Security, Privacy, and Ownership Rights are critical for
trustworthy loT design.

Physical Unclonable Functions (PUF) emerging as a
good security solution.

Coordination among the various researchers and design
engineers is a challenge as IoT is multidisciplinary.
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Future Directions

Energy-Efficient “Thing” design Is needed.

Security and Privacy of Information need
more research.

Security of the CE systems (e.g. UAV, Smart
Cars) needs research.

Safer and efficient battery need research.
loT automatic design tool needs research.

Some 10T simulators exist, but more needed
for efficient, accurate, scalable, multi-
discipline simulations.
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Hardwares are the drivers of the
civilization, even softwares need them.

Thank You !!!

Slides Avallable at: http://www.smohanty.org
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