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Smart City Drivers
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Population Trend — Urban Migration

» 2025: 60% of world
population will be urban

» 2050: 70% of world
population will be urban

Source: http://www.urbangateway.org
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The Problem

= Uncontrolled
growth of urban
population

= Limited natural
and man-made
resources

Source: https://humanicoll-ege.or

& @2 8

Smart Electronic Systems
ISCT 2019 Keynote -- Prof./Dr. Saraju P. Mohanty tory I%Efl
19 June 2019 UNT & ﬂ 6




Issues Challenging Sustainability
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» Energy crisis
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The Solution — Smart Cities
= Smart Cities: For NEFE——

effective management ik

of limited resource to EIBC"OIIICS
serve largest possible —
population to improve: \“

: . g [ © City‘<
o Livability ‘ . mar
o Workability

o Sustainability

At Different Levels:
» Smart Village

» Smart State

» Smart Country
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Other Drivers ...

= Managing vital services
o Waste management
o Traffic management
o Healthcare
o Crime prevention

= Making the city competitive
o Investment
o Tourism

= Technology push
a loT, CPS, Sensor, Wireless

Source: Sangiovanni-Vincentelli 2016, ISC2 2016
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Smart Cities - Formal Definition

Definition - 1. A city “connecting the physical
Infrastructure, the information-technology infrastructure,
the social infrastructure, and the business infrastructure
to leverage the collective intelligence of the city”.

Definition - 2: “A smart sustainable city Is an innovative
city that wuses Information and communication
technologies (ICTs) and other means to improve quality
of life, efficiency of urban operations and services, and
competitiveness, while ensuring that it meets the needs
of present and future generations with respect to

economic, social and environmental aspects”.

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart
Cities”, IEEE Consumer Electronics Magazine (CEM), Volume 5, Issue 3, July 2016, pp. 60--70.
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Smart Cities — A Broad View

Environment-
friendly design Regional EMS Smart Buildings
= buildings (Control center) linked through
Wind farm ) ; Regional EMS

Battery storage |
systems

Next-generation vehicle

center(operation center) — MegaSolar

Intelligent Transportation
System (ITS) S

X Biomass fuels

Multi-energy
station -

EV car
IS sharing
EVcar
sharing Smart Hi
— ouse
<
~ Electric bus
Smart House —

Small / Medium-scale

Solar panel Smart Buildings

i
Offshore wind farm

Multi-energy station

Source: http://edwingarcia.info/2014/04/26/principal/
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Smart City Components
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Smart Cities - Components

3

\ Smart Infrastructure )

Smart Citizen

" 3

-

A smart city can have
one or more of the
smart components.

Smart Governance

F,
\ r,

[ !
< O || 1| ]
431 ‘.t Source: S. P. Mohanty, U. Choppali, and E.
Optical Fiber E Kougianos, “Everything You wanted to Know
Smart Technology > about Smart Cities”, IEEE Consumer
N J | Smart Healtheare | | Smart Energy | Electronics Magazine (CEM), Volume 5,
\ / Issue 3, July 2016, pp. 60--70.
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Smart Healthcare

| ${ .

DN oooo c

— L RGeS
H-ea-_lthy Home Care VOL. 7, NO. 1, January 2018 MAGAZINE
Living + Mobile health ]
* Fitness « Telemedicine

Tracking . Self- @
* Disease management

Prevention . Assisted O
« Food Living b

monitoring 0

: : Smart

Frost and Sullivan predict smart health-care H?aalthcare

market value to reach US$348.5 billion by 2025.

Here to Improve _
Your Quality of Life

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, _

“Everything You Wanted to Know about Smart Health Care”, IEEE Consumer
Electronics Magazine (CEM), Volume 7, Issue 1, January 2018, pp. 18-28.
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Smart Healthcare

Smart Hospital

Emergency Response Smart Home F
Ithess

My
e Trackers
58 ny g
= Smart Infrastructure
et —1
—— HHEA
HEHA

Bl =
=1t £

o T W e E A i! ]
Smart Gadgets ‘!

Headband with Embedded
Neurosensors

b Embedded
‘8. Skin Patches

Sethi 2017: JECE 2017
& @
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Quallty and Technician
sustainable healthcare
with limited resources. o

n-body Sensors
Source: Mohanty 2016, CE Magazine July 2016
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Smart Healthcare - Characteristics - 7PsS

Ps
Persuasive

Source: H. Zhu, C. K. Wu, C. H. KOO, Y. T. Tsang, Y.Liu, H. R. Chi, and K. F. Tsang, "Smart Healthcare in the Era of
Internet-of-Things", IEEE Consumer Electronics Magazine, 2019, Accepted.
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Smart Healthcare — Diet Monitoring

User takes a picture of the Nutrition
Facts using Smart Phone

Automated Food intake
Monitoring and Diet
Prediction System

=Smart plate
=Data acquisition using mobile
*ML based Future Meal Pr

b2 [ Smart-Log
=]

User scans the barcode of the product

iction Weight and Time information obtained
through Sensing Board

Feedback to the user

.

& USDA National Nutrient Database
Data logged into Cloud used for nutrient values of 8791 items.

8172 user instances were considered

©

Camera to acquire Nutrient values

This Work Mapping nutrition facts to a database 98.4

Source: P. Sundaravadlvel K. Kesavan L. Kesavan S. P. Mohanty, and E. Kouglanos “Smart-Log: A Deep Learnlng based
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Smart Healthcare - Activity Monitoring

\_Accelerometer /

\

ﬁ Sensor System \ / Machine Learning Y
_ Walkipg Algorithms
3 Ay e s
* NS
Accelerometer
Piezo riance

Walking upstairs
15% B

Smart-Walk ) /

Walking_downstairs
130 0

"
\

_Standing
l()“ 0

¥ ad
/4 Assistance to lisers \ 6 Informati;n sharing /‘S;t_;;',zg
& < ] e
.b/ 4‘ ............. 5 ; )
m & = = ——Laying
. @ /10291 Instances Grouped o
Automated PhyS|oIog|caI Monitoring System Under 6 Activities - Kaggle
Research Method Features Activities Accuracy
Works (WEKA) considered (%)
This Work  Adaptive algorithm  Step detection and Walking, 97.9
based on feature Step length sitting,
extraction estimation standing, etc.

P. Sundaravadivel, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, and M. K. Ganapathiraju,

“Smart-Walk: An Intelligent

Physiological Monitoring System for Smart Families”, in Proc. 36th IEEE International Conf. Consumer Electronics (ICCE), 2018.

19 June 2019
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Smart Healthcare - stress Monitoring & Control

— S e e e e e e e =L L L I
Advise Examples: Specific Music, Shower, :
Physical Exercise, Breathing Exercise, Long- I
— Meditation, Yoga, ... Term !
Body Short-Term Advise Advise I
Temperature [\ . [ - _ _ _ I Stress :
|
Physical Activity : Efg:rl?ﬁgp Management |
Monitorin ' Jnit I -
< Based Stres * I - nternet
Sensor I I W Cloud
_ Models_ , Stress Wi-Fi | !
Sweat Sensor Level Modul :
Food Intake Stress-Level = I
Monitoring Detection Unit Automated Stress

Level Detection
and Management

Accelerometer  0-75 75-100 101-200 3

(steps/min) 4 2 \/\/\/\_\/\/
Humidity (RH%) 27-65 66-91 91-120 !

Temperature ¥ 98-100 90-97 80-90 T e 0

Source: L. Rachakonda, P. Sundaravadivel, S. P. Mohanty, E. Kougianos, and M. Ganapathiraju, “A Smart Sensor in the loMT for
Stress Level Detection”, in Proc. 4th IEEE International Symposium on Smart Electronic Systems (iISES), 2018, pp. 141--145.
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Smart Healthcare - seizure Detection & Control

EEG Signal 5| Seizure Seizure State
Detection | |, | =
Drug lYeS Dosage
Injection Drug Information
e B 2 e >
Delivery Wireless
EEG Data Unit | Transfer ) DoTor
ACCIUISIUOQEG R __Sensor Unit Transmission and Storage Access Unlt
T semwe | § Seipure Automated Epileptic Seizure
w-  Onset ; Detection | Detection and Control System

100 -

Amplitute (pv)
o N
o =)
o o (=]

&
S
=]

-400

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri,
Fast and Accurate Seizure Detection System in the IoMT”,
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eizure Predication -
at least 6 sec before

m JHNII\ -6sec |
|||‘.p action - 1to 2 se

%

0

1
10

<

80 70 80 S0

100

Cloud-loT 2.5 sec 98.65%
based Detection

Edge-loT based | 1.4 sec | 98.65%
Detection

“Neuro-Detect: A Machine Learning Based
IEEE Transactions on Consumer Electronics (TCE),

Volume XX, Issue YY, ZZ 2019, pp. Accepted on 16 May 2019, DOI: 10.1109/TCE.2019.2917895 .
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Smart Energy

+ 1 7 Power transmission/distribution, |EEE

¢ o / 1 4 transformer substation
Communications f /’ : Administrative
Carriers i;/"_%‘g ’-—t ‘ agencies |:|
(i1 g e — i ] R

VOL. 8, NO. 2, March 2019 MAGMINE

ildi ‘ oy I 5 i pemAL Next-generation
Bunldmg(BEMS) iR -s&:iu A K L:.l_ : - | a servicge stgtion
\—: ~E:r—- 1 _‘E—- N% (EV charglng)

Housing(HEMS) Stores(SEMS)

Smart Energy
Energy Management The Key
(Energy Cloud) for Sustainability

Source: https://www.nec.com/en/global/solutions/energy/index.html 3
O IEEE

i V\

(&Y =y 1
Smart Electronic Systems
ISCT 2019 Keynote -- Prof./Dr. Saraju P. Mohanty %aﬂwy (s

EST. 1890

o= -2

19 June 2019 36



19 June 2019

Smart Transportatio

AP

“The smart transportation

. i system allows passengers
a

to easily select different
transportation options for
lowest cost, shortest
distance, or fastest route.”

Source: Mohanty 2016, CE Magazine July 2016
& © < 8

e
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Smart Agriculture

SURVEY DRONES

Aerial drones survey the fields,
mapping weeds, yield and soil
variation. This enables precise

application of inputs, mapping
a n s I I I a r spread of pernicious weed
blackgrass could increasing

FARMING DATA

The farm generates vast quantities
of rich and varied data. This is stored
in the cloud. Data can be used as
digital evidence reducing time spent
completing grant applications or
carrying out farm inspections saving
on average £5,500 per farm per year.

u
Py !

—_ o -~
= —_— ———

‘Wheat yields by 2-5%.

TEXTING COWS

Sensors attached to livestock
allowing monitoring of animal
health and wellbeing. They can
send texts to alert farmers when

a cow goes into labour or develops
infection increasing herd survival
and increasing milk yields by 10%.

Source: http://www.nesta.org.uk/blog/precision-agriculture-
almost-20-increase-income-possible-smart-farming

FLEET OF AGRIBOTS

A herd of specialised agribots tend

to crops, weeding, fertilising and

harvesting. Robots capable of
icrod of

reduce fertiliser cost by 99.9%.

SMART TRACTORS

GPS controlled steering and
optimised route planning
reduces soil erosion,

saving fuel costs by 10%.

Automatic e
Irrigation | ‘
SyStem ‘Source: Maurya 2017: CE Mgazme :JuI;/

19 June 2019
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Cl‘ ourists)
e
Local Integrated Service Providers

personalized
Touring via
multiple
smart end
points

Location-based
Infermation
Push in Bus

Smart Touring
Services in Scenic

& >

TWSC / ETC
2,500K cards issued

Taiwan |

Tourist ‘
Shuttle |

Location-based
Info. pust

Tourist Center

3D Display

& Kiosk

Mobile

Virtual
Tour-Guide

Smart Tourism

/' One Card for |

all transportation

Sailing

é Ropeway

Bus

Electric

Scooter
Rental

Giant

Bike
Rental

Regional
Smart Business
Networking

Scenic Spot

"

o

Smart Store;
End-point

a0
m

5 Towns around Sunmoon Lake

Source: Chih-Kung Lee: https://www.researchgate.net/figure/Concept-of-In-Joy-Life-smart-tourism-8_fig4 269666526

19 June 2019
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Smart Government

Public
Safety

Government
Access
(PIV, CAC)

Electronic
Passport

<

Smart Governance

N

Electronic Electronic
National ID Health Card
Q 0

Sla

Electronic Vehicle Cards
Source: http://www.nxp.com/applications/internet-of-things/secure-things/smart-government-identification:SMART-GOVERNANCE
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Smart Cities - Design Cycle

1.
Set Vision Ideznlt'fy
for Smart —}- !
City Smart City
Venture Targets

3.
Achieve
Political

Cohesion

5.
Measure
Smart
City’s
Progress

Source: Paolo Gemma 2016, ISC2 2016

Sou (5 t‘;
Electroni

ISCT 2019 Keynote -- Prof./Dr. Saraju P. Mohanty ory (S
19 June 2019



Smart Cities Simulator

Simulator is needed to verify and characterize
a smart city component (or a cyber physical
system (CPS)), before deployment.

Smart city Is too large, complex, and diverse.

For different components of smart cities,
different simulator may be needed.

UrbanSim
SIMPOP

19 June 2019 54



Smart City - How Many Facilities?

Number of city facilities required is a function of city population.
Can be calculated as follows:

R, 1Year 1 Hour 1 Day
Ny =N, People (Year) (D Days) < N, People) (H Hours)
where N; Is the number of faclilities, N, is the city population in

millions, R, is the rate per person use in year/week, D is days per
year, N. is the customers per hours, and H is the hours per day.

For example: How many dental offices might there be for a city
population of one million? One Solution:

N. =106 P , 1 1Year 1 Hour 1 Day
r- copte Year ) \300 Days /) \ 5 People ) \8 Hours

= () ~ 100 _ |
1.2 X 104 Source: Adam 2012, X and the city : modeling aspects of urban life
;;‘/‘A \ I_W 53
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Smart City Technologies

N
J

A
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Smart Cities

Smart Cities &
Reqgular Cities
+ Information and Communication Technology (ICT)
+ Smart Components
+ Smart Technologies

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart
Cities”, IEEE Consumer Electronics Magazine (CEM), Volume 5, Issue 3, July 2016, pp. 60--70.
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Smart Cities - 3 Is

|nstrumentation

The 3ls are provided
by the Internet of
Things (loT).

on b(p){return tht . TRANSITION_DURATION=150, C-PrQ
eleneat=a(b) };c. VERSTON o a2 " )),

> functi

mmﬂ)){ hea(d) N fur

o om0 S eiearget e[a )N 1})<.prototype; i

).resoveClass("active”).end()- find(‘ [data-toggle="ta f 1)
a-expanded’ ,M) h?(&[” offsetiidth, b.addClass :b. |

1°).attr("arda-expanded”,
ade"). length) ;8. length&&hag. one( “bs Fransiti

o ded.fn.tabja. fn. tabeb, . fn, tab. Constructor=c, a. fn. tab. no Tafie " "
< -on("click.bs. tab. data-api”, ' [data- 4 :
tion b(b){return th cl ol -
et BB r catin o
roxy(this. checkPosition, this T &
1, this. pinnecoffeet.. SOl E =R |

elem

“UTPINC=F. top)gge b,
asth hic.prototype
“(“”lmuq t. Strolnop(‘
5-0ffset,

St ﬂr‘g@

nterconnection

Source: Mohanty 2016, EuroSimE 2016 Keynote Presentation
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lIoT = CPS - Smart Cities

loT

9

CPS (Smart
Components)

Core Network 9

= Smart Cities

Cyber Physical
System (CPS)

Energy management Home
Infrastructure

Finance Energy
Public Infrastructure

Source: Mohanty 2016, CE Magazme July 2016
£.958
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Internet of Things (loT) — Concept

/ Local Network\
Can be wired or
wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

GG o
\ ( ) / Global Network

‘ Connecting bridge between the local network,
cloud services and connected consumer devices

Overall architecture: .
N ) . Connected Consumer Electronics
s A configurable dynamic

global network of networks Smart phones, devices, cars, wearables

which are connected to the Things |

= MI@M

El
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Source: Mohanty ICIT 2017 Keynote
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Internet of Medical Things (IloMT)

Offline Data

4-}

Health Cloud

RFID Reader

m Online Data

3 ﬁ"l

“ Biobanks
Wearables Clinical Trials Desktop Manager

loMT Is a collection of medical devices and applications
that connect to healthcare IT systems through Internet.

Source: http://www.icemiller.com/ice-on-fire-insights/publications/the-internet-of-health-things-privacy-and-security/

lOCd lelelelele

Patlent

rk Hub

/_,

Source: http://internetofthingsagenda.techtarget.com/definition/loMT-Internet-of-Medical-Things
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Internet of Every Things (loE)

People
Connecting
people in
more relevant,
valuable ways

Data
Converting data
iInto intelligence

to make better
decisions

o

, ,g;i | gg

loE
P
< @ v

. 4

e

Process

Delivering the right
information to the right
person (or machine)
at the right time

Things

Physical devices and
objects connected to the
Internet and each other
for intelligent decision
making; often called
Internet of Things (loT)

Source: http://iot.ieee.org/images/files/pdf/IEEE_IoT_Towards_Definition_Internet_of Things_Revisionl 27MAY15.pdf

19 June 2019
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Sensor Technology - Healthcare

Airflow Sensor

Patient Position Sensor (Breathing)

(Accelerometer)
Electrocardiogram

Sensor (ECG)
Blood pressure sensor
(Sphygmomanometer)
: > 1 Electromyography

Sensor (EMG)

Pulse and Oxygen in
Blood Sensor (SPO2)

e-Health Sensor Shield for
Arduino and Rasberry Pi

Bodv T , Sens Galvanic Skin Response
Y ENTE e, » Sensor (GSR - Sweating)

Source: http://www.libelium.com/e-health-low-cost-sensors-for-early-detection-of-childhood-disease-inspire-project-hope/

T
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Sensor Technology — Automobiles

=1 5 - ‘ Combo Sensor  1hrottle HVAC Steering
L L Steering- Position  Sensor Sensor Fuel Level  #

V@L. 7, NO. 5, September 2018 H Differential torque Sensor Sensor :

Non-Contacting
Angle Sensor .
Motor fﬁ
Position ¢ O .
Sensor A

St
Chassis Wheel Speed
Level Sensor
Sensor Mirror
Sensor
The Need for CE Accelerator Pedal
Automotive Integrated Angle Sensor
Technologies Pick Up Speed .
Headlight
/ Range % Transmission
Sensor Sensor

< IEEE

& @

s Electronic System
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Cheap and Compact Sensor Technology

Sensors
Biosensor | | Thermal Photo Piezoelectric Image Gas Humidity Motion
Sensor Sensors Sensor Sensor Sensor Sensor Sensor

Source: S. P. Mohanty, Nanoelectronic Mixed-Signal System Design, McGraw-Hill, 2015, ISBN-13: 978-0071825719.

Humidity and
Temperature Sensor

\\
Light Sensor Barometer Sensor Water Sensor Dust Sensor
Source: http://wiki.seeed.cc/Sensor/
& ® 5
S Electronic Syste
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Smart Sensors - ceneral-Purposel Synthetic Sensors

Applications

USER

Monitor a large
context, without
direct instrumentation

of objects T, s

Synthetic ® Event 1 4 cvent 2 ® Event 3 ® Event 4 A Event 5
- Sensors

A A A

o “Faucet” | D T T l ] “Light Off" ’ H
@)
s
O

—
Featurization Y FEATURES

P11 te 1 Y
® ® O @ @ @ 00

BOARD

f
o

®

EMI Temp Humid. IR Light Color Mag. Baro. GridEye WIiFiRSSI

Raw Data

Source: Laput 2017, http://www.gierad.com/projects/supersensor/

A
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Cameras are Everywhere

IEEE c n s “ m e r 1970 1980 1990 2000 2010 2018
v v v v v
| Smart phone e
+ Communication \ i
Consumer Use + Computer §
| Mobile Phone
m

-
&l
VOL. 8, NO. 4, July 2019 MAGAZINE
| Electronic Still Camera '—H Digital Camera
Still Image J Digital Still Image
a Video Camera »
Vldeo I s [ UITTS | TS0 TR EV) T S—————
U Ak camera | Thumb size Camera | |
FIL T h I I ‘ Automobile Camera |
" ec no ogy Industrial Use 1
A History : ! Electronic Endoscope !
mmmmmm of Innovation TV Phone Conference Camera I

Survelllance camera |

CMOS image sensors -
Cameras of any size, part of any
device, and placed at any location.
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Hardware-Technology Scaling
has Reduced Cost of Electronics

In 1986: 1.3 megapixels CCD sensor Kodak camera was $13,000.

Source: http://www.lensrentals.com/blog/2012/04/d7000-dissection

This Photo by Unknown Author is licensed
under CC BY-SA-NC

This Photo by Unknown Author is licensed under CC BY-NC-ND

D £ X
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http://yourretailhelper.blogspot.com/2012/05/kodak-waterproof-video-camera-case-for.html
https://creativecommons.org/licenses/by/3.0/
http://www.digitalhomethoughts.com/news/show/99649/logitech-alert-video-surveillance-system.html
https://creativecommons.org/licenses/by-nc-nd/3.0/
https://gadgetsin.com/fujifilm-x-pro2-mirrorless-camera-features-24-3mp-cmos-sensor-hybrid-viewfinder-system-and-more.htm
https://creativecommons.org/licenses/by-nc-sa/3.0/

loT - Communications Technology

_GB

Data rate, log scale Power consumption, indicative
1 Ghps .
- i High
_ /-OWAVE ( Wi-Fi 9
100 Mbps [ - 4G LTE ] )y

6LoWPAN

10 Mbps | I Bluetooth i
Thread (79

TMbps | b= === = == Ldlecoocacs = d
T Rl | e— tEcato |
- () e = e e
° 100 Kbps | bamm 098 ML ersesrrsesen, 1
(( )) ) . 802.11ah i
10 Kbps [ - |

Z-Wave |

Slgfux

- RRRAAREE LA R R R RARREE LARRER RAReRl LR RRE 0 DaRRl 104
OnRamp I_
10 bpg e e e = e See e e e e e e L L S Low

10m 100 m 1 km 10 km 100 km

‘Neul W Rande, lod scale
neuL . . . .

Source: https://www.postscapes.com/internet-of-things-protocols/

7, SIGFOX

—

LgRa Source: https://www.rs-online.com/designspark/eleven-

= internet-of-things-iot-protocols-you-need-to-know-about
%028
S Electronic
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Energy Consumption and Latency
In Communications

loT with Cloud: Sensor big data goes to cloud for
storage and analytics — Consumes significant energy
INn communications network

Connected cars require latency of ms to communicate
and avoid impending crash:

o Faster connection 5 A?

o Low latency
o Lower power

5G for connected world: Enables all devices to be
connected seamlessly.

Source: https://www.linkedin.com/pulse/key-technologies-connected-world-cloud-computing-ioe-balakrishnan

S0 (B -
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Communications — Energy, Data
Rate, and Range Tradeoffs

= LoRa: Long Range, low-powered, low-bandwidth, loT
communications as compared to 5G or Bluetooth.

= SigFox: SigFox utillizes an ultra-narrowband wide-
reaching signal that can pass through solid objects.

250 kbps 1 mile
2-600 Mbps 0.06 mile
1 Gbps Short - Medium
50 kbps 3-12 miles

6-30 miles

Source: Mohanty ISES Keynote 2018
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Visible Light for High-Bandwidth

Wireless Communications
JdLEDs can switch their light

Intensity at a rate that s EIE% }Igﬂllncesr
P e

Imperceptible to human eye.

O Property can be used for the value
added services based on Visible
Light Communication (VLC).

High Data Density O»)

MAGAZINE

o Visible Light for &
: High-Bandwidth &
Wireless i

The Promise and
Challenges of Visible
Light Communication

Short Range
Source: VLCS-2014

Source: Ribeiro 2017, CE Magazine October 2017

ISCT 2019 Keynote -- Prof./Dr. Saraju P. Mohanty
19 June 2019

99



Memory Technology - Cheaper,
Larger, Faster, Energy-Efficient

Today
e

i

5 MB hard drive in 1956 128 GB pen drive in 2017

Non-
Volatile
Memory
Flash
Mon-
Volatile
Memory

Smaller Size,

= & Lesser Power,
w7 °g0s : Higher Density,

o Higher Bandwidth
“70s
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Memory Technology — Car Example

SanDisk p
Automotive

@ Sandisk

Source: Coughlin 2016, CE Magazine October 2016
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Blockchain Technology

« Consumer
EIECIONIES

MAGAZINE

- = Buyingjinto

j o o - . L
> , > the.Blockchaln This Photo by Unknown Author is licensed under CC BY

-

W% ‘ Exploring Use Cases
> for Consumer; Electronic
C/ ' -"““" .
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https://hackernoon.com/beginners-guide-to-blockchain-explaining-it-to-a-5-years-old-772caac6ae97
https://creativecommons.org/licenses/by/3.0/

Blockchain Applications

Crypto-
Currency
Smart
Government
\ /
Blockchain
Applications
— ~~
Smart
Healthcare

/

Source: Deepak Puthal, Nisha Malk, Saraju P.
Mohanty, Elias Kougianos, and Gautam Das,
‘Everything you Wanted to Know about the
Blockchain®, IEEE Consumer Electronics Magazine,
Vol. 8, No. 4, pp. 6--14, 2018.
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Smart Healthcare - Electronics
Health Record (EHR)

& Handy patients enterprise edition

Electronic Health Record gl | e
(EHR)  or  Electronic =5 2
Medical Record (EMR) is &= s

the systematized collection B i
of health information of
iIndividuals stored in a ==
digital format which are
created by various health
providers such as hospitals
and clinics.

Father ask many questions, add 10 minut
consultation
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Security, Authentication, Access
Control — Home, Facilities, ...

Facial
Recognition
’ Fingerprint
Security Personal
. Methods |dentification
(Authentication) Number

(PIN)

®
. Password

.saurce: Memon ICCE 2018 Keynote

& 65 8
S Electronic
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Security Primitives - PUF

> I

. Challenge|
] Response |

' | /‘ |
0 : A \‘\ S oo1...0
. ! @ , I |

3)

Physical Unclonable Function (PUF) |

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials
Magazine, Volume 36, Issue 6, November-December 2017, pp. 38--46.

;"‘4 \ I_W 5: 2
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Physical Unclonable Function (PUF)

- Principle

Manufacturing Variations
(e.g. Oxide Growth, lon
Implantation, Lithography)

Challenge Inputs
(Inputs given to PUF Module,
e.g. Select line of Multiplexer)

| ]

Challenge
Response
(Outputs from a
PUF Module)

>
Random

Binary Output
010101 ...

Silicon manufacturing process variations are
turned into a feature rather than a problem.

Source: V. P. Yanambaka, S. P. Mohanty, and E. Kougianos, “Making Use of Semiconductor Manufacturing Process Variations:
FinFET-based Physical Unclonable Functions for Efficient Security Integration in the loT”, Springer Analog Integrated Circuits and
Signal Processing Journal, Volume 93, Issue 3, December 2017, pp. 429--441.
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Physical Unclonable Functions
(PUFs) - Applications

Random
Number
/ Generator \
Memory :
Protection Device
Authentication
Software
LiCenSing Source: S. Joshi, S. P. Mohanty, and

E. Kougianos, “Everything You

Wanted to Know about PUFs”, IEEE
Potentials Magazine, Volume 36,
Issue 6, Nov-Dec 2017, pp. 38--46.

- [ R V\
==t &Y =3
Smart Electronic Systems
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Smart End Devices

| found quite a number of
movies playing today near
San Francisco:

Now Playing

Fras

ask me anything U]

€« a o

P £ . 3
c=p2 (Y f;\ Q,
Sm Electronic Systems
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Artificial Intelligence Technology

Electronics

Algorithms

Deep

o

Source: http://transmitter.ieee.org/impact- o, \ . Neural _
aimachine-learning-iot-various-industries/ - ( & \fetwork learning

{fonr OptimizationyHaTdware

JensorBrocessing Uni ‘ N & ‘ .
O S ) i g‘ » > " Model Artificire:é Data mining

Smart City Use:
=Better analytics ing L | |
. . Pushing the Limits for Machine Learning,
mBetter decision Al, and Computer Vision ‘ A
< > <IEEE

Source: https://fsyts.com/ogle—hoe—made— .FaSter response

ai-processor-is-30x-faster-than-cpus-and-gpus/

4‘ £ .
& W =}
Smjrt Electronic
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Bigdata in Smart Cities

Database

Enterprise Data

Images Big Data

Sensors, social
networks, web
pages, iImage and
video applications,
and mobile devices
generate more
than 2.5 quintillion
bytes data per day.

Source: S. P. Mohanty, U. Choppali, and E.
Kougianos, “Everything You wanted to Know about
Smart Cities”, IEEE Consumer Electronics Magazine

(CEM), Volume 5, Issue 3, July 2016 pp. 60--70.

19 June 2019
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Data Compression in Smart Cities

Data Compression Techniques
based on Data Types
|

19 June 2019 127



Efficient Media Compression —
Better Portable Graphics (BPG)

1 BPG compression instead of JPEG?

= Attributes that differentiate BPG from JPEG
and make it an excellent choice include:

Meeting modern display requirements:
high quality and lower size. * 4

_ _ _ JPEG Compression
BPG compression is based on the High g
Efficiency Video Coding (HEVC), which
IS considered a major advance In
compression techniques.

Supported by most web browsers with a ,
small Javascript decoder. BPG Compression

Source: S. P. Mohanty, E. Kougianos, and P. Guturu, “SBPG: Secure Better Portable Graphics for Trustworthy Media
Communications in the IoT (Invited Paper)”, IEEE Access Journal, Volume 6, 2018, pp. 5939-- 5953
o 8
M‘JJ (‘«Q
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Crowdsourcing

Microtasking

The crowd edits microtasks that result out of
major projects.

Open Innovation Crowdtesting

The crowds provides innovative product ideas The crowd tests software.
or develops problem solutions.

Creative Colaborative
The crowd participates in tasks of the creative Kn OWI ed ge

sector. The crowd provides knowledge.

. Crowdsourcing is the practice of
RV CICUCT S cngaging a ‘crowd’ or  group
e connected by the Internet for a
common goal, e.g. data gathering,

Innovation, and problem solving.

Source: https://www.clickworker.com/about-crowdsourcing/

& @< 8
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Crowdsourcing for Smart Cities

Smart Healthcare Data
Gathering (Diet
Dataset, Healthcare

Dataset)
Urban Data
. Crowdsourcing Gathering (Bike
for Smart Cities Data, Energy

Usage Data)

o
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Where and How to Compute?

Consumer
eCclranics

ber 2016

Living On
the Edge

Mobile-Edge Computing
Extends Cloud Capabilities

e ——m

Sensor, Edge, Fog, Cloud?

Into the
f Quantum

| ® Realm

Secure Computation,
Trusted Data Storage,
and Efficient Applications

-~

ASIC, FGPA, SoC, FP-SoC, GPU,
Neuromorphic, Quantum?
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Fog Vs Edge Vs Cloud Computing

Fog computing and edge computing involve pushing
Intelligence and processing capabilities closer to
where the data originates from "Things" to reduce
communication traffic and improve IoT response.

Cloud Computing

 Scalability
* Big Data Analytics
 Software as a Service (SaaS)

* Infrastructu
* Platform as a Se
» Resource Pooling
e Elastic Compute

ecure Access

» Real-Time Control

» Real-Time Analysis

» Data Ownership
Protection

» Secure Multi-Cloud
interworking

* Device

management
» Data Service
« Communication

 Dedicated App
Hosting
* Embedded OS

Fog Computing

Edge: Intelligence, Processing,
and Communication - Devices Fog: Intelligence - LAN, Processing
like Programmable Automation - fog node or 10T gateway.

Controllers (PACSs) Source: https://www.automationworld.com/fog-computing-vs-edge-computing-whats-difference
Source: https://www.nebbiolo.tech/wp-content/uploads/whitepaper-fog-vs-edge.pdf
= i ﬁ/\

;__ O,JJ By =
Electronic

N ]
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Computing Technology - loT Platform

Nod‘_e.MCU

Source: http://www.lattepanda.com

& O 8
S Electronic Syste:
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Computing Technology - Current
and Emergmg

So
https://www.qualcomm.com/news/onqg/2013/1
0/10/introducing-qualcomm-zeroth-

processors-brain-inspired-computing

Source:
https://www.engadget. com/2017/1
vidia-introduces-a-computer-for-level-5-
autonomous-cars/
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ML Hardware — Cloud and Edge

Nvidia - DGX series Cloud GPU
Nvidia - Drive Edge GPU
Arm - ML Processor Edge CPU
NXP - i.MX processor Edge CPU
Xilinx - Zinq Edge Hybrid CPU/FPGA

Xilinx - Virtex Cloud FPGA
Google - TPU Cloud ASIC

Tesla - Al Chip Edge Unknown
Intel - Nervana Cloud CPU

Intel - Loihi Cloud Neuromorphic

Amazon - Echo (custom Al chip) Edge Unknown
Apple - A1l processor Edge CPU
Nokia - Reefshark Edge CPU
Huawei - Kirin 970 Edge CPU
AMD - Radeon Instinct MI25 Cloud GPU

IBM - TrueNorth Cloud Neuromorphic

IBM - Power9 Cloud CPU

Alibaba - Ali-NPU Cloud Unknown
Qualcomm Al Engine Edge CPU
Mediatek - APU Edge CPU

Source: Presutto 2018: https://www.academia.edu/37781087/Current_Atrtificial_Intelligence_Trends_Hardware_and_Software_Accelerators_2018_
& fin A B

== e ,/‘ s “ =
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Energy Management Technology

@ R 87% @ 1234
< Q& Power management

Estimated standby time
8 hours

Tip!
Activate the power saving tools below to extend
battery lifetime

POWER SAVING MODES

STAMINA mode

Disables mobile data when the
screen is of f

Low battery mode

Disables functions in order to save
power when battery level is low

Location-based Wi-Fi

Wi-Fi activated automatically when
in range of a saved Wi-Fi network

POWER INFORMATION

Status bar information
Battery level percentage

= o Smart Home

Battery Saver

P ) £ V“\ :
& @3 8
Sm Electronic Systems
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EV Charging System

AC Chargers DC Fast Chargers

Wall-mounted
home charger

AC public charger

Domestic AC socket Level 1

» Design and deployment of Level 2 (AC) and combined charging system
» Design and deployment of hybrid input DC Fast charger
(a) with multi-input source and single-output
(b) with 5-10 kW output EV charger for E-Rickshaws
(c) universal charger design and implementation
» Impact study of storage on EV chargers
» Study the impact of EV chargers on Indian distribution system
» Techno-economic study of EV chargers

Source: Mission Innovation Project 2018-2021: Senior Personnel - Mohanty, PI - Mishra

& O o
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Energy Storage - High Capacity and Efficiency Needed

Battery Conversion Efficiency . _l

Li-ion 80% - 90% Cell2 [ Cell
- ... | Switching @ + Battery-
Lead-Acid 50% - 92% 0 Gt (I)Dpetratt)led
PR — ortable
NiMH 66% Celln _| ®- System
Intelhgent Cell Array L»’_L‘

Manager
Battery IntellBatt Lomiog e

Mohanty 2010: IEEE Computer, March 2010
Mohanty 2018: ICCE 2018

EL__LL LLQL

DESCOVERREHE POWEREUL
WORLBHOF BARRERIES
v iy .

Source Mohanty MAMI 2017 Keynote
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Wearable Medical Devices (WMDs)

—_—

Fithess /= N Headband with
Trackers \ )l " Embedded
X Neurosensors
Insulin Pump
Embedded

Skin

Source: https://www.empatica.com/embrace2/

Medical grade smart
watch to detect seizure

19 June 2019



Implantable Medical Devices (IMDs)

electrode

Pill Camera

Image Sensors

-Processor Battery-Antenna ’
2
RFE Transmitter || Electromagnet

Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and NI. Ganapathiraju,
“Everything You Wanted to Know about Smart Health Care”, IEEE Consumer
Electronics Magazine (CEM), Volume 7, Issue 1, January 2018, pp. 18-28.

Collectively:
Implantable and Wearable
Medical Devices (IWMDs)

&= iy A -
o=@-2 w =F =
ESLY
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Technology for Visually Impaired

Micro Camera

%@@ KONICS

MAGAZINE

Jitrasonic Transducer

- Mobilizing
the Visually
Impaired
Visual Markers

Show the Way

Detection Part

(Localizes the
marker from the

other objects)

Visual Marker

Recognition
Part (QR code)

Source: C. Lee, P. Chondro, S. Ruan, O. Christen and E. Naroska,
"Improving Mobility for the Visually Impaired: A Wearable Indoor
Positioning System Based on Visual Markers," IEEE Consumer
Electronics Magazine, vol. 7, no. 3, pp. 12-20, May 2018.

- 3 0 & IEEE

- AR ‘/\
;._ O-J‘ LBy =
ms lectronic

¢ Syste '?s
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Brain Computer Interface (BCI)

Sources: http://brainpedia.org/elon-musk-wants-merge-human-brain-ai-launches-neuralink/
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BCI - Applications

BCISYSTEM

SIGNAL PROCESSING

SIGNAL INGIT 173D, ¥ | 1 4 DEY M E =‘3
—E_’ MURe | g | Translation !
ACQUISITION | sKNu Extraction | .\lptilln! TON AT ]

Source: http://brainpedia.org/brain-computer-interface-allows-paralysis-als-patients-type-much-faster/

Source: http://brainpedia.org/what-is—bra;in—c;imputer—interface—bc_i/ BCI A”OWS paraIySIS patlentS tO Type
BCI Allows paralysis

patients move a wheelchair -
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Unmanned Ariel Vehicle (UAV)

Unmanned Arial VVehicles or
Remotely Piloted Vehicles is = GONSUumer

EU@@ [ﬁ@[ﬂlﬂ@@

an aircraft without a human
pilot on board.

MAGAZINE

= Unmanned Aerial Vehicle =
= Drone - remotely piloted
= Controlled autonomously

|

Unmanned on a Mission

New Horizons for UAVs

First used in Austria for military
purposes during 1849.
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UAV - Smart City Applications
UAV Applications - 4 Categories

Data collection & Monitoring Temporary Delivery of
surveying & Tracking Infrastructure Goods

Source: Christos Kyrkou, Stelios Timotheou, Panayiotis Kolios,
Theocharis Theocharides, and Christos Panayiotou, "Drones: Augmenting
Our Quality of Life" IEEE Potentials Magazine, IEEE Potentials, vol. 38,
no. 1, pp. 30-36, Jan.-Feb. 2019.
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UAV - CE Components

ADXL345 Digital
Accelerometer
®

O 759, ‘353367550
94V=0
FX088708+FXﬁ821622
I2€C 8 DoF Sensors
Gyro:+250,/500/1000/2008°/s
Accel:t2g/t4g/4i8g @
Mag:+128@—pT
VUim:3-5UBE, 5 Logic Safe

000000
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V|rtual and Augmented Reality Technology

Smart City Use: I
»Healthcare - IEEE c
Therany nsumer
sy E1GC rofiics
= Tourism VOL 6 N0.1, niary 2017 MAGAZINE
Recreate
History

=Entertainment -
Virtual Reality Movies

Augmented

|

Reality Check

Becoming Immersed
in Virtual and Augmented

Realities
Source: http://www.prweb. com/reIeases/2011/5/prweb8462670 htm } e
;;?JJ L/ ‘# =7
Sm Electronic Systems
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Virtual Reality in Healthcare

Source: https://touchstoneresearch.com/tag/applied-vr/

In Surgery For Therapy

Source: http://medicalfuturist.com/5-ways-medical-vr-is-changing-healthcare/

e, A0 ! )
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Virtual and Augmented Reality In
Smart Cities Applications

%

Source: N. Shabani, A. Munir and A. Hassan, "E-Marketing via
Augmented Reality: A Case Study in the Tourism and Hospitality
Industry,” IEEE Potentials, vol. 38, no. 1, pp. 43-47, Jan.-Feb. 2019.
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Challenges and Research
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Smart City - Selected Design Challenges

Smart City Design Challenges

" OBSTACLE.
Design Operation Carbon City Disaster Reliable Information
Cost Efficiency Emis's'on Growth Resilience Communication Security
32 ol S
e e /2
Operation City City System Data Public
Cost Waste Sustainability Failure Volume Safety

5
L

o

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart

Cities”, IEEE Consumer Electronics Magazine (CEM), Volume 5, Issue 3, July 2016, pp. 60--70.

19 June 2019
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Smart City - Multidiscipline Research

[Wireless Sensor

Environmental
(Medical Sensors)\ Sensors

(Chemical/Biosensors)\
Perception (Sensors)

( Infrared Sensors )/( |
Mobile Phone Sensors )
—( Camera )

—( Magnetometer )

—( Location Sensor )

—(Movement Sensors)

—( Microphone )
—( Light Sensor )

—( Proximity Sensor )

Networks J

RFID and WSN Near Field
Integration Communication

\

/

: Communication
S,

N\

Internet Protocol
for Smart Objects

Low Power
Technologies

—( Adaptation Layer )

—( Routing Protocol )

—( Zigbee

)

—( Low Power WiFi )

—(Application Protocol)

Low Power
Link Layer

Bluetooth
Low Energy

)

Applications )

—(Energy Conservation)

—( Smart Agriculture )

—( Smart Transport )

—( Health and Fitness )

—( Home Automation )

—( Smart Environments)

_(
3!

Social Life and
Entertainment

Supply Chain
and Logistics

Source: Pallavi Sethi and Smruti R. Sarangi Internet of Things: Architectures, Protocols, and Applications, Journal of
Electrical and Computer Engineering, Volume 2017, Article ID 9324035, 25 pages.
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Design and Operation Cost

= The design cost Is a one-time cost.

= Design cost needs to be small to
make a loT realization possible.

= The operations cost Is that
required to maintain the loT.

= A small operations cost will make
It easier to operate Iin the long
run with minimal burden on the

budget of application in which loT

IS dep|0yed_ “Cities around the world could spend
as much as $41 trillion on smart tech
over the neXt 20 years.” Source: http://www.cnbc.com/2016/10/25/spending-on-

smart-cities-around-the-world-could-reach-41-trillion.html

w‘l\ -
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B

2015 2017

18.2B 28 4B

2014

1428

2016

2013

11.2B —n =

ln'—\ Y /".:4[\ \ ==

Lo

D .:.' / 3 l .) - _‘,q
y ] =
V /} .I: Y A )J /

N o |
2009 a=h u=y .
2 BCEETON - u Eventually Trillions of Things

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data- Iakes-O downtime
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Energy Consumption

Energy Consumption by Sector (2015)

Energy Usage in the U.S. Residential Sector in 2015
Commercial Residential
4.07925':“ 6.50 QBtu 7%
4

Space Heating

27.3%
Other
20.8%
Industrial Computers
21.22 QBtu 1.6%
22% '
Cooking
2.7%
Data Center Television
4.2 o
Power Usage Clothes .
Washers/Dryers .,
10.52% i & Dishv;/éashers /-
7.740/0 Facebook Bank of Americ Refri t s
Googha Online Banking g ??::Ziegsrs nght;éng
6.3%
3.27% o
YouTube 0.28%
Google Maps
2.53% ..
= rw Individual Level:
———  0.4,0%
¢ Amazon.com 1
Imagine how often we
Wikipedia
| charge our portable CE!
ENERGY STAR amai 0.73% g P
1.02% 0.63%
Source: Windows Live Mail Ya.hoo! News
https://www.engadget.com/2011/04/26/visualized- 0.95%
ring-around-the-world-of-data-center-power-usage/ MSN oy nLhel
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Energy Consumption Challenge in loT

Energy from Supply/Battery - Local
Energy consumed by —_ _ _ _ \Area
Workstations, PC, Software, %;%ég-gé%é Network

Communications (LAN)

Energy from Supply/Battery -
Energy consumed by
Communications

The Cloud

Battery Operated - Energy
consumed by Sensors,
Actuators, Microcontrollers

Internet

Energy from
Supply - Energy
consumed in
Server, Storage,
Software,
Communications

The Things

Four Main Components of |oT.

Source: Mohanty 2018, iISES 2018 Keynote
S [ Y V\

=04 BV =g

y =X =
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Sustainable loT -
Sensors and Efficient Routing

L Sensors (Things) Cluster
Structures’

Vibration,
Temperature, ...

i' Router Gateway ‘E Local

: 1 Area

i : NCtWOI'k
: 1 (LAN)
y a,

------------------------

» loT - sensors near the data collector drain
energy faster than other nodes.

» Solution ldea - Mobile sink in which the network
is balanced with node energy consumption.

» Solution Need: New data routing to forward
data towards base station using mobile data
collector, in which two data collectors follow a
predefined path.

L ow-Power

[ data collector O source @ forwarding node
(O normal node

Source: S. S. Roy, D. Puthal, S. Sharma, S. P. Mohanty,
and A. Y. Zomaya, “Building a Sustainable Internet of
Things”, IEEE Consumer Electronics Magazine (CEM),
Volume 7, Issue 2, March 2018, pp. 42--49.
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Dual-Voltage Energy Efficient Hardware

. vdd1 vdd2
Original Image Watermark Image
Invisible Visible Watermarking Original Image—|
Watermarking \DCT Module\ ‘ DCT Module ‘ l\'at:e;zga;ked
T 1 Watermark Image— Low Power Chip
Edge  Perceptual Analyzer alpha—
Detection Module : for
Module v i v — — done
Scaling and +— _
ITT 3+ ¥ Embedding -2 . enable Image
o  Invisible Visible Factor .%n Pin reset —|
— Insertion Insertion Module — -Hax . clk1 —{ Watermarking [— bus
Module Module D I ag Fam : y
: , clk2 —
J‘ - i T =
“waermarked Image | Datapath Architecture = 1
Normal Voltage {1
Lower .
Voltage Edge Detection Module H ardware
Perceptual Analyzer
DCT_X Module Layout| &+ =«
Level Scaling and Embedding EreiE
Converter Factor Module

A e Physical Design Data
Slower Insertion Total Area : 16.2 sq mm

Clock Invisible Watermark

DVDF Low- Insertion No. of Transistors: 1.4 million
Power Design Normal Clock Power Consumption: 0.3 mW

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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CE Systems — Diverse Security/
Privacy/ Ownership Requirements

Medical Devices Home Devices Personal Devices Wearable Devices

%E[D Pace p
12 maker =) | B
\ e e e

Heart ?/I(gﬁ%éer Thaal, .. Smart Phones/ --

Insulin
Pump Rate Tablets
Monitor
Business Dewces Entertainment Devices Transportation Devices

X My T §
é Smart Vehicles/ Smart

Autonomous Traffic
Vehicles Controllers
Source: Munir and Mohanty 2019, CE Magazine Jan 2019
“y‘miw V\ g‘
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Security, Privacy, and IP Rights

= CoNnsumer
Electronics

MAGAZINE

Counterfelt ‘
Hardware

Feeling
Secure?

Examining Hardware
IP Protection and Trojans

< IEEE

Source: Mohanty ICIT 2017 Keynoté
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Securlty Challenge — Information

ourBANK

XX ci:

’°°9 SUPYRY090

o108

Username

P.l.\>\\ 11]'«1

Hacked: Linkedin, Tumbler, & Myspace
Linked m Who did it: A hacker

going by the name Peace.

tumblr, What was done:
500 million passwords

222MYSPACE ere stolen.

Details: Peace had the following for
sale on a Dark Web Store:

million Linkedin passwords :
;2(7) million If:/\yspace Fp))asswords TARG ET
68 million Tumbler passwords
Lae DATA THEFT
Personal Information Credit Card/Unauthorized Shopping

4‘ f-,l"\‘x“ .
=2 By =7 :
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Security Challenge - System ...

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

PHOTOAILL: SHUTTERSTOCK/CNNMONEY

/AHAGEED
ENTERTAINMENT
SYSTEM

/AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Privacy Challenge - Information

One privacy misstep
can land healthcare

organizations
in hot water.

Source: http://blog.veriphyr.com/2012/06/electronic-medical-

Source: http://ciphercloud.com/three-ways-pursue- records-security-and.html
cloud-data-privacy-medical-records/
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Privacy Challenge — System, Smart Car

collect information about location tracking,
me, my car, break forward secrecy

and my surroundings

1

1

Processing Processing |« Sgr;f:r
‘ Data in T

—J transit
: Dataat || | |' Data at A

-vehicle rest rest In-vehicle

maIYvare =

o ] L 1

store S/PIl  privacy inferences
J. Petit et al.,"Revisiting Attacker Models for Smart Vehicles”, WiVec' | 4.

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html
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CE Security — Selected Solutions
- Analysis of selected approaches to security and privacy issues in CE.

Category

Current Approaches

Advantages

Disadvantages

Confidentiality

Symmetric key cryptography

Low computation overhead

Key distribution problem

Asymmetric key cryptography

Good for key distribution

High computation overhead

authentication

Integrity Message authentication Verification of message Additional computation
codes contents overhead
Availability Signature-based Avoids unnecessary Requires additional

signature computations

infrastructure and rekeying
scheme

Authentication

Physically unclonable
functions (PUFs)

High speed

Additional implementation
challenges

Message authentication
codes

Verification of sender

Computation overhead

Nonrepudiation

Digital signatures

Link message to sender

Difficult in pseudonymous
systems

Identity privacy

Pseudonym

Disguise true identity

Vulnerable to pattern analysis

Attribute-based credentials

Restrict access to
information based on
shared secrets

Require shared secrets
with all desired services

Information
privacy

Differential privacy

Limit privacy exposure of
any single data record

True user-level privacy still
chal- lenging

Public-key cryptography

Integratable with hardware

Computationally intensive

Location privacy

Location cloaking

Personalized privacy

Requires additional
infrastructure

Usage privacy

Differential privacy

Limit privacy exposure of
any single data record

Recurrent/time-series data
challenging to keep private

19 June 2019

Source: Munir and Mohanty 2019, CE Magazine Jan 2019
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Blockchain - Challenges

High Energy

Consumption 7 c IISIIIIIGI‘
EIGGIHONIES

MAGAZINE

[ 4

Less
Scalability

» Energy for mining of 1 bitcoin - 2 years £
consumption of a US household.

»Energy consumption for each bitcoin |
transaction -> 80,000X of energy
consumption of a credit card processing.

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Blockchain Technology
 \

Transaction Validation
(The Network of Nodes
validates the transaction as
well as status of the user who
requested transaction using a
Validation Algorithm, e.g.
blic Key Cryptograp

The requested “Transaction” is
a broadcasted to a Peer-to-Peer (P2P)
| network consisting of Computing

Machines (i.e. “Nodes™). I
A “Transaction” is

requested by a Computing Peer-to-Peer (P2P) network of “Nodes”

combined with other verified A “Verified Transaction”

Machine (i.e. “Node™). The “Verified Transaction” is Q

transactions to create a new “Block”

of data for the Blockchain. Q_ 3

A “Block” Verified Transactions

(e.g. Cryptocurrency,
Contracts, Records).

lock Validation

(Using Consensus
Algorithm, e.g.
Proof-of-Work).

A “Validated Block” is added to the
existing Blockchain in a permanent and

unalterable way. “ ‘ O

Blockchain (i.e. Ledger) The Transaction is complete.

New Block Oldest Block

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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loT Friendly Blockchain - proof-of-
Authentication (PoAh)

Blockchain

loT
L= T3
End Devices -

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine,
Volume 38, Issue 1, January 2019, pp. 26--29.
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loT Friendly Blockchain - proof-of-
Authentication (PoAh)

1™ Block (1i+1)® Block

High High

High High Low
High High Low
Low NA NA

Source: D. Puthal, S. P. Mohanty, P. Nanda, E. Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.
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Implanted Medical Devices - Attacks

* The vulnerabilities affect
implantable cardiac
devices and the external
equipment used to
communicate with them.

»The devices emit RF
signals that can be
detected up to several
meters from the body.

= A malicious individual
nearby could conceivably
hack into the signal to jam
it, alter it, or snoop on it.

Source: Emily Waltz, Can "Internet-of-Body" Thwart Cyber Attacks on Implanted Medical Devices?, IEEE Spectrum, 28 Mar 2019,
https://spectrum.ieee.org/the-human-os/biomedical/devices/thwart-cyber-attacks-on-implanted-medical-devices.amp.html.
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IoI\/IT Securlty Energy Constrained

Neurostimulator
Battery Life
- 8 years

» Implantable Medical Devices (IMDs) have integrated battery to
provide energy to all their functions - Limited Battery Life
depending on functions

» Higher battery/energy usage - Lower IMD lifetime

» Battery/IMD replacement - Needs surgical risky procedures

Source: Carmen Camara, PedroPeris-Lopeza, and Juan E.Tapiadora, "ecurity and privacy issues in implantable medical
devices: A comprehensive survey", Elsevier Journal of Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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lJOMT Security - pur based Device Authentication

End Devices Edge Router
.-~ nq ((’,)
-V — p Local
Area
/ ” Network 0
4
» Edge Servers , 7 (LA

’l
»” Remote

: Q Connection

>< ‘Z}/ 1/ /’ (y

Doctor/ Nurse Remotel

Doctor / Nurse Locally

Gateway /

Time to Generate the Key at loMT Device

Source: Mohanty 2019, IEEE TCE Under Review

So (9 9 $
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Smart Car Security - Latency Constrained

Protecting Communications _
Particularly any Modems for In- Over The Air (OTA) Management

vehicle Infotainment (I\V1) or in On- From the Cloud to Each Car
board Diagnostics (OBD-II)

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

: Security Mechanism Affects:
Connected cars  require
latency of ms to communicate °* Latency |

and avoid impending crash: * Mileage

o Faster connection - Battery Life

= Lo Iatenc_y_ Car Security —
o Energy efficiency Latency Constraints

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-buiIding-security;into-cars-20150805.pdf
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UAV Security - Energ

y & Latency Constrained
Km 11..-‘&_-':!{ _ *
Comlm un*ication M|I:>S|2Ir? @ ~pplication Logic Security
rotocol
P —\‘>

Guidance
Determine
Path

‘ Control System Security

. Both

Navigation

Magnetometer

Vehic;le State
L
Controller Gl
Determine Track
Bias/ Pros. Vel. Alt. Guidance Path to Aircraft
Scale Plot Route, and Stabilize Actuator Dynamics
A Accel Aircraft
Plot/Static .
System Sensor (Adju_stable
Fusor ain
Source: http://www.secmation.com/control-desian/
Security Mechanisms Affect:

Battery Life [EGHSHGYN \Weight Aerodynamics

UAV Security — Energy and Latency Constraints

19 June 2019

e

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Bigdata in loT and Smart Cities

| |
,')f‘ Things -p a:';:a Network wsp  (2) Cloud
i L D Operating System
ARM MBED OF, Mode RED, Windows 10T, Brille

_ l!!H’ oG
Wiraless Prelocals — e L

Wirelass Protocols
Rlighath, AL W PN, Wi, LoReWAH, SIGRDL, JGMG, Thised bl

. Predictive
Analytics Maintenance

[
BB tarctware, Softwars, Encryption

D Operating System

Sansing & Wirnlass
Spngry Connectivity

Service Providers

L
Chmpiery
Amazon Web Seraces

Dala Cenlre

a Storage
5505

Cannsciors

H. b, B LS

Little data

Big Data
Source: M. Elbeheiry, “Internet of Things (loT) Architecture”, Article, March 12, 2017.
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Big Data - Edge Datacenter

----- Data Communication
<——> Data uploading to Edge Data Center
——————— Load balancing between Edge Data Center

V Data uploading/downloading toffrom cloud

7’

o

1
1
1

I s b
—ISmart City

Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load
Balancing of Edge Data Centers in Fog Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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Secure Edge Datacenter

Ei, Ki and KC
Ex (E; |l K;)- Broadcast
DKC (E;’ " Ki)
E; - K Ex,(E; Il ;)
[Dx, (55 11 55) ; Ex (Ei Il Ex, (E)) ,
D, (Ei I D (5)
| Eq(EIK) Ei~ K
gt
Ex, (Ei Il Ej) =5
D (B E) L

[ K’r( ! j) Individual EDC generate their public
(PuK: K}_m)—pr'ivate (PrK: K;...) key pairs
and broadcast the public key (PuI\’i/}J

Secure edge datacenter —
» Balances load among the EDCs
» Authenticates EDCs

Source: D. Puthal, M. S. Obaidat, P. Nanda, M. Prasad, S. P. Mohanty, and A. Y. Zomaya, “Secure and Sustainable Load
Balancing of Edge Data Centers in Fog Computing”, IEEE Communications Magazine, Volume 56, Issue 5, May 2018, pp. 60--65.
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Bigdata =2 Intelligence -
Deep Learning is the Key

« ‘DL at the Edge”
overlaps all of these
research areas.

= New Foundation
Technologies,
enhance data
curation, improved
Al, and Networks
accuracy.

Biometrics

Privacy & Securl
: of
Deep Learnlng

(Edge Implementations)

/ Internet

Source: Corcoran Keynote 2018
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ML Modeling Issues

Machine  _
Learning Issues
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Deep Neural Network (DNN) -
Resource and Energy Costs

TRAIN: Iterate until you achieve satisfactory performance. Needs Significant:
» Resource

( )

ACCESS AND EXTRACT OPTIMIZE
PREPROCESS DATA FEATURES TRAIN MODEL PARAMETERS > Energy

) A—

=

PREDICT: Integrate trained models into applications.

( h 4 N s ~
CAPTURE EXTRACT
SENSOR DATA i RUN MODEL PREDICTION
= =
¢ * —_
& 8§ - --:- -, -y ([l
D .

2 %" I b

v

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html
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e Car

| | Labels
@ input Layer () Hidden Layer @ Output Layer
» DNN considers many training parameters, such as the

size, the learning rate, and initial weights.

» High computational resource and time: For sweeping
through the parameter space for optimal parameters.

» DNN needs: Multicore processors and batch processing.

» DNN training happens mostly in cloud not at edge or fog.
Source: Mohanty i‘SES‘ 2018 Keynote
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Enhancing DNN Training/Learning

VSRR ! c.
A. @ o Jlo|ple]i @ [ Federated Learning (Google) —

1 A type of Distributed Learning
Bl — )

B.
Source: https://ai.googleblog.com/2017/04/federated-
learning-collaborative.html = M ‘f‘aljnN del
ANN Training clamoce
e e e
|
Poun J2Ll0s 7114 |
— -|
Bootstrapped Kriging . . . I
Generated Data Lis i = :
I I I Kriging Function Kriging
Hierarchical Learning i

Source: O. Okobiah, S. P. Mohanty, and E. Kougianos, “Kriging Bootstrapped Neural Network Training for
Fast and Accurate Process Variation Analysis”, in Proceedings of the 15th ISQED, 2014, pp. 365--372.
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DNNs are not Always Smart

s 7 S 2
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freight car remote control peacock African grey

DNNs can be fooled by certain “learned” (Adversarial) patterns ...

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR) 2015, pp 427-436.
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DNNs are not Always Smart

robin cheetah armadillo lesser panda

centipede peacock jackfruit bubble

1 -

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR), 2015, pp. 427-436.
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Data Curation: Cloud Vs Edge

In-network filtering
and aggregation

IoT . - -
Changing response to device in [oT
big . Optimization after data cleaning Probabilistic model for
data, streaming —> . | _
data from (Consistency, Redundancy) error detection

IoT/integration -ﬁ Scalable fast error recovery N Probabilistic model for
N Optimjza_tion after data cleaning eLror recovery
Large scale (Consistency, redundancy) Data trend

distributed data =

cleaning on cloud Dedpe ra] Linear regression ‘
Scalable compression _
compression and Spatial compression ‘ Non-lm_ear
decompression Data chunk based Lol L
compression
it S B e e el ~
I Curation Heuristic and game theory based ! jSource: C. Yang, D. Puthal, S. P. Mohanty,
I | feedback for [oT approaches for devices rescheduling in IoT :_ ________ jand | E. Kougianos, "‘Bi g-S en sing-Data
I'| sensing devices Error driven IoT mobile sensing devices | | Curation for the CI_OUd IS Commg , IEEE
I | & cloud platform instruction ) Consumer Electronics Magazine (CEM),
Ve e e e e - Volume 6, Issue 4, October 2017, pp. 48--56.
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Public Safety

o
™
N
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Source: http://www.nec.com/en/global/solutions/safety/Inter-Agency/index.html
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ITour: Safety Framework

Services: Ticket Enabling Technologies:
Booking, Taxi Hiring, Wireless Sensor
Restaurants, I'Tour Framework Network, LAN, WAN

Banking | Q @) N =
)

Tourists, Police,
Volunteers Officials

eeeee

Source: A. K. Tripathy, P. K. Tripathy, N. K. Ray, and S. P. Mohanty, “iTour: The Future of Smart
Tourism”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 3, May 2018, pp. 32--37.
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Safety of Electronics

—

= Smartphone Battery

ANODE (CARBON)
1. Heatingstarts.

2. Protective layer breaks PROTECTIVE LAYER

down,

ELECTROLYTE
(lithium salt Therm al

in organic 0
solvent) Runaway N a
seraRAToR | ithium-lon

Battery

3. Electrolyte breaks down
into flammable gases.

4. Separator melts, possibly
causing a short circuit.

5. Cathode breaks down,
generating oxygen.

Source: http://spectrum.ieee.org/semiconductors/design/how- CATHODE (LITHIUM METAL OXIDE)
to-build-a-safer-more-energydense-lithiumion-battery

Source: Mohanty ZINC 2018 Keynote
P g1 V‘\
Sou (W =F
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CE/loT System - Multi-Objective Tradeoffs

.s\\fb

Recurring Operational Cost
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loT Vs Fog Vs Edge Computing -

Energy, Security, Response Tradeoffs

IoT device
,..

Gateway

—
Fog Computing ', ey 0T device
k ®

\ loT-Cloud ;

Computing
(Energy from Grid, Heavy

IoT device Computational Resources
®--_ - Heavy Duty Security) |
i
o i '- Gateway

/!

’ IoT device
@b Gateway 94\9

Source: Mohanty iISES 2018 Keynote
Source: https://www.researchgate.net/figure/311918306 figl Fig-1-High-level-architecture-of-Fog-and-Cloud-computing
£ 058
S Electronic
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ESR-Smart — End-Device Optimization

Lens/ Active Pixel

Shl-lttef . Sensors Liquid Crystal
Mirror - Display
: Scratch User Interface)
! Metton, (User Interface
Object

* ®
p Ke
Shutter ' |
Controller(¢--4-~~""~---- f I
System Controller

— Data

V 1Enc€r/1[l)::ion l Teies @ Better
: : Portable
Light-Weight ¢ S
Cryptography g (BPG)
(LWC) i v V1
| 111 |“ Watermark Compression
33557211 —} Unit Unit. 4" ==+ ontrol

Bar Code Unit V2 Flash Storage

Include additional/alternative hardware/software components and
uses DVFS like technology for energy and performance optimization.

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”,
Elsevier Journal of Systems Architecture (JSA), Volume 55, Issues 10-12, October-December 2009, pp. 468-480.
Source: Mohanty 2006, TCAS-II May 2006; Mohanty 2009, JSA Oct 2009; Mohanty 2016, Access 2016
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End, Edge Vs Cloud Security, Intelligence ...

M— Edge Data
%0 A

Center
“~a Local

Area
<= __— Network
(LAN)
,1
4
\Edge Royter // Cloud
e Security/Intelligence
Sensors (Things) »Big Data
Cluster /C_;ateway > Lots of
End Devices Edge Devices Computational
End Security/Intelligence ~ Edge Security/Intelligence Resource
. »Accurate Data
» Minimal Data »Less Data Analytics
» Minimal Computational »Less Computational Resogrce »Latency in Network
Resource »Less Accurate Data Analytics

»Energy overhead in
Communications

Source: Mohanty iISES 2018 Keynote
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» Least Accurate Data Analytics »Rapid Response
» Very Rapid Response
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Standards - Why

To determine entry points for investment in city markets
and make informed decisions through data analysis

To benchmark investments and monitor progress

To evaluate the “impact” of infrastructure projects on the
sustainability and efficiency of the city

To build smart and sustainable cities

To evaluate the investment in comparative perspective
across cities nationally and globally

To strengthen the effectiveness of city governance

Source: https://www.itu.int/en/ITU-D/Regional-Presence/ArabStates/Documents/events/2015/SSC/S6-MrDWelsh MrFDadaglio.pdf
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Standards - What

International Organization for Standards (ISO) initiatives.

International Telecommunication Union (ITU), United
Nations specialized agency on ICT has been working.

International Electrotechnical Commission (IEC) has
Initiatives.
IEEE has been developing standards for smart cities for its

different components including smart grids, 0T, eHealth,
and intelligent transportation systems (ITS).

Selected indicators: economy, education, energy, and
environment.
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Standards - ISO 37120

ISO 37120 defines 100 city performance indicators
which include 46 core and 54 supporting indicators.

2 Core Indicators for Transportation:

o Kilometers of high capacity public transportation per 100,000
population

o Annual number of public transport trips per capita

2 Core Indicators for Economy:
o City’s unemployment rate

o Assessed value of commercial and industrial properties as a
percentage of total assessed value of all properties

2 Core Indicators for Energy:
o Total electrical energy use per capita (kWh / year)
o Average number of electrical interruptions per customer per year

Source: http://smartcitiescouncil.com/article/dissecting-iso-37120-why-new-smart-city-standard-good-news-cities
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Standards - |IEEE

= Standards activities are underway:
o Smart Grid

Cloud Computing

Internet of Things (1oT)

Intelligent Transportation

eHealth

Source: http://standards.ieee.org/develop/msp/smartcities.pdf
P ) £ A
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Top Smart Cities Using 4 KPIs in 2018
Wbty Health  Safety  Productivity

1 Singapore Singapore Singapore Singapore

2 San Francisco Seoul New York London

3 London London Chicago Chicago

4 New York Tokyo Seoul San Francisco

5 Barcelona Berlin Dubai Berlin

6 Berlin New York Tokyo New York

7 Chicago San Francisco London Barcelona

8 Portland Melbourne San Francisco Melbourne

9 Tokyo Barcelona Rio de Janeiro Seoul
10 Melbourne Chicago Nice Dubai
11 San Diego Portland San Diego San Diego
12 Seoul Dubai Melbourne Nice
13 Nice Nice Bhubaneswar Portland
14 Dubai San Diego Barcelona Tokyo
15 Mexico City Wauxi Berlin Wauxi
16 Wuxi Mexico City Portland Mexico City
17 Rio de Janeiro Yinchuan Mexico City Rio de Janeiro
18 Yinchuan Hangzhou Wauxi Yinchuan
19 Hangzhou Rio de Janeiro Yinchuan Hangzhou
20 Bhubaneswar Bhubaneswar Hangzhou Bhubaneswar

Source: https://newsroom.intel.com/wp-content/uploads/sites/11/2018/03/smart-cities-whats-in-it-for-citizens.pdf

19 June 2019
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UN Initiative - United 4 Smart
Sustainable Cities (U4SSC)

Setting the Framework
§ U4SSC’

 Urban Planning
» Policy, Standards and Regulation
« Key Performance Indicators
U4SSC is a (global
platform for smart city
stakeholders which
advocates for public
policy to encourage the
use of ICTs to facilitate
the transition to smart
sustainable cities. * Smart Economy

Source: http://wftp3.itu.int/pub/epub_shared/TSB/2016-ITUT-SSC-Brochure/en/index.html Source: Paolo Gemma 2016, ISC2 2016

Connecting Cities and

Enhancing Innovation and Participation
- Smart Governance

- Smart People
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Smart Cities Council

The Smart Cities Counclil is a network of leading
companies advised by top universities,
laboratories and standards bodies.

Help cities become smarter through a
combination of advocacy and action:

o Readiness Guides

o Financing templates and case studies

o Policy frameworks and case studies
o Visibility campaigns
o Regional networking events

Source: http://smartcitiescouncil.com/
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IEEE Smart Cities .. G=p

Smart Cities

IEEE Technical Community created: http:/smartcities.ieee.org

The IEEE International Smart Cities Conference (ISC2)
IS the flagship event of the IEEE Smart Cities Initiative.

IEEE Smart Cities initiative: IEEE Core Smart Cities
program recognizes/helps cities which establish and
Invest both human/financial capital into smart city plans.

Current IEEE Core Smart Cities: Casablanca, Morocco;
Guadalajara, Mexico; Kansas City, USA,; Trento, ltaly;
and Wuxi, China.

IEEE Affiliated Smart Cities program: Allow more cities
to participate in and enjoy benefits of the IEEE Smart
Cities program and network.

Source: http://smartcities.ieee.org/

19 June 2019

&= £ \ V\ X
==t &Y =3
Smart Electronic Systems
ISCT 2019 Keynote -- Prof./Dr. Saraju P. Mohanty atory (S
p UNT B

268


http://smartcities.ieee.org/

Conclusions
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Conclusions
Smart cities Is not a technological trend,
rather it IS a necessity.

Consumer Technologies are building blocks
of smart cities.

Smart cities technology is an ongoing R & D.

Multi-Front research on smart cities from
academia and industries are Iin full swing.

Smart cities still need significant maturity for
effective design and operation.

R & D seems to be in right direction.
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Future Research

Energy-efficiency at various levels of smart
City: sensor, edge, communications, cloud

System and Data Security methods
System and Data Privacy methods
Big data processing at: Edge, Cloud

ML training time and resource requirement
reduction

Energy, Security, Response (ESR) tradeoffs
at various levels of smart city
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What i1s Smart?

= Ability to take decisions based on the data,
circumstances, situations?

{ Choice
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Can Any Smartness/Intelligence
Solve?

Source: https://www.wilsoncenter.org/article/building-slum-free-mumbai
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Thank You !!!

Slides Avallable at: http://www.smohanty.org

Hardwares are the drivers of the
civilization, even softwares need them.

EST.1890
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