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Smart City Drivers
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Population Trend — Urban Migration

“India is to be found not in its few cities, but in its 700,000 villages.”
- Mahatma Gandhi

» 2025: 60% of world
population will be urban

> 2050: 70% of world l
population will be urban

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty
05 Aug 2019



Issues Challenging Sustainability
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» Energy crisis

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty

05 Aug 2019



The Problem

= Uncontrolled
growth of urban
population

= Limited natural
and man-made
resources

Source: https://humanicoll-ege.or
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The Solution — Smart Cities
= Smart Cities: For NEFE——

effective management ik

of limited resource to EIBC"OIIICS
serve largest possible —
population to improve: \“

: . g [ © City‘<
o Livability ‘ . mar
o Workability

o Sustainability

At Different Levels:
» Smart Village

» Smart State

» Smart Country
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Other Drivers ...

= Managing vital services
o Waste management
o Traffic management
o Healthcare
o Crime prevention

= Making the city competitive
0 Investment
o Tourism

= Technology push
a loT, CPS, Sensor, Wireless

Source: Sangiovanni-Vincentelli 2016, ISC2 2016
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Smart Cities - Formal Definition

Definition - 1. A city “connecting the physical
Infrastructure, the information-technology infrastructure,
the social infrastructure, and the business infrastructure
to leverage the collective intelligence of the city”.

Definition - 2: “A smart sustainable city Is an innovative
city that wuses Information and communication
technologies (ICTs) and other means to improve quality
of life, efficiency of urban operations and services, and
competitiveness, while ensuring that it meets the needs
of present and future generations with respect to

economic, social and environmental aspects”.

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart
Cities”, IEEE Consumer Electronics Magazine (CEM), Volume 5, Issue 3, July 2016, pp. 60--70.
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Smart Cities - History

First Literature
Evidence for

Digital City
o UN Habitat
irs
Digital Agenda Several
Cit Urban Smart City
Y Indicators dard
Practice (HUI) ?éag ;i'lr'US
Amsterdam ( ! ! )
1994 1998 1999 2009 2014 2015 201€>

i

1T

i First J-s.
First Global
Smart European Cit
y
Cit Smart
Y Cit Teams
PraCtlce y Chal |enge
Dubai Group
(EMC)

Source: Leonidas G. Anthopoulos 2017, The Rise of the Smart City
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Smart City Components
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Smart Cities - Components

3

\ Smart Infrastructure )

Smart Citizen

" 3

-

A smart city can have
one or more of the
smart components.

Smart Governance

F,
\ r,

[ !
< O || 1| ]
431 ‘.t Source: S. P. Mohanty, U. Choppali, and E.
Optical Fiber E Kougianos, “Everything You wanted to Know
Smart Technology > about Smart Cities”, IEEE Consumer
N J | Smart Healtheare | | Smart Energy | Electronics Magazine (CEM), Volume 5,
\ / Issue 3, July 2016, pp. 60--70.
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Smart Healthcare
o
oooo

. m) 0000 c

- N P e
Healthy Home Care VOL, 7, NO. 1, January 2018 MAGAZINE
Living « Mobile health (2]
. Fltnes_s « Telemedicine -

Tracking . Self- @ .
» Disease management

Prevention « Assisted @
- Food Living

monitoring 0

: : Smart

Frost and Sullivan predict smart health-care market Healthcare

value to reach US$348.5 billion by 2025. Here to Improve

Your Quality of Life

Q <IEEE
Source: P. Sundaravadivel, E. Kougianos, S. P. Mohanty, and M. Ganapathiraju, _

“Everything You Wanted to Know about Smart Health Care”, IEEE Consumer
Electronics Magazine (CEM), Volume 7, Issue 1, January 2018, pp. 18-28.
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Smart Healthcare

Smart Hospital

Emergency Response Smart Home Fithess

oy Trackers
e T
58 ny g
.l;lgi@‘ n Smart Infﬁjs;ucture
LT
BHEE|
ik -

==l f

— N RN 2 < I! ]
Smart Gadgets ‘!

Headband with Embedded
Neurosensors

>\ Embedded

Quality and sustaj - Skin Patches

healthcare with limited

resources.
On-body Sensors
Source: Mohanty 2016, CE Magazine July 2016 Sethi 2017: JECE 2017
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Smart Energy

+ 1 7 Power transmission/distribution,

-

il v / 3 1 ] transformer substation
Communications f /’ : Administrative
Carriers i;/-'_f“g = , agencies
H
=7 p— e ———

Next-generation
service station
(EV charging)

Ll i l/-l-/ii“ — P
Building’(‘%’ ‘ S i
Al —ThE g ®
Housing(HEMS) 1 Stores(SEMS)

Energy Management
(Energy Cloud)

Source: https://www.nec.com/en/global/solutions/energy/index.html
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Smart Energy
bea SMart Water _

Smart
StO rag e Heater Service Provider

Generatlon

Smart Grid _V Home Energy 4 P A
« = Bl Manager (G ’ n ‘
B ) Smart N

A

& ) & Consumption ~
4 )
Electric Car _! ‘
—p AC i
| ‘ L Ji
e > H Automation — .I!.l
Quallty,  sustainable, (User controlled DLNA Network
uninterrupted energy smart appliances) \. J
with  minimal carbon pp Y
footprint. Source: Mohanty 2016, CE Magazine July 2016
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Smart Transportatio

AP

“The smart transportation
1 system allows passengers to
m  easily select different
transportation options for
lowest COst, shortest
distance, or fastest route.”

Source: Mohanty 2016, CE Magazine July 2016
& © < 8
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Smart Agriculture

SURVEY DRONES

Aerial drones survey the fields,
mapping weeds, yield and soil
variation. This enables precise

application of inputs, mapping
a n s I I I a r spread of pernicious weed
blackgrass could increasing

FARMING DATA

The farm generates vast quantities
of rich and varied data. This is stored
in the cloud. Data can be used as
digital evidence reducing time spent
completing grant applications or
carrying out farm inspections saving
on average £5,500 per farm per year.

u
Py !

—_ o -~
= —_— ———

‘Wheat yields by 2-5%.

TEXTING COWS

Sensors attached to livestock
allowing monitoring of animal
health and wellbeing. They can
send texts to alert farmers when

a cow goes into labour or develops
infection increasing herd survival
and increasing milk yields by 10%.

Source: http://www.nesta.org.uk/blog/precision-agriculture-
almost-20-increase-income-possible-smart-farming

FLEET OF AGRIBOTS

A herd of specialised agribots tend

to crops, weeding, fertilising and

harvesting. Robots capable of
icrod of

reduce fertiliser cost by 99.9%.

SMART TRACTORS

GPS controlled steering and
optimised route planning
reduces soil erosion,

saving fuel costs by 10%.

Automatic e
Irrigation | ‘
SyStem ‘Source: Maurya 2017: CE Mgazme :JuI;/
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Cl‘ ourists)
e
Local Integrated Service Providers

personalized
Touring via
multiple
smart end
points

Location-based
Infermation
Push in Bus

Smart Touring
Services in Scenic

& >

TWSC / ETC
2,500K cards issued

Taiwan |

Tourist ‘
Shuttle |

Location-based
Info. pust

Tourist Center

3D Display

& Kiosk

Mobile

Virtual
Tour-Guide

Smart Tourism

/' One Card for |

all transportation

Sailing

é Ropeway

Bus

Electric

Scooter
Rental

Giant

Bike
Rental

Regional
Smart Business
Networking

Scenic Spot

"

I

Smart Store;
End-point

a0
m

5 Towns around Sunmoon Lake

Source: Chih-Kung Lee: https://www.researchgate.net/figure/Concept-of-In-Joy-Life-smart-tourism-8_fig4 269666526
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Smart City Technologies
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Smart Cities

Smart Cities &
Reqgular Cities
+ Information and Communication Technology (ICT)
+ Smart Components
+ Smart Technologies

Source: S. P. Mohanty, U. Choppali, and E. Kougianos, “Everything You wanted to Know about Smart
Cities”, IEEE Consumer Electronics Magazine (CEM), Volume 5, Issue 3, July 2016, pp. 60--70.
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Smart Cities - 3 Is

|nstrumentation

The 3ls are provided
by the Internet of
Things (loT).
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Source: Mohanty EuroSimE 2016 Keynote Presentation

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty

05 Aug 2019 45

EST. 1890



Internet of Things (loT) — Concept

/ Local Network\
Can be wired or
wireless: LAN,
Body Area
Network (BAN),
Personal Area
Network (PAN),
Controller Area
Network (CAN)

GG o
\ ( ) / Global Network

Connecting bridge between the local network, cloud
services and connected consumer devices

Overall architecture:

% A configurable dynamic S " Jovi o
global network of networks mart phones, devices, cars, wearables

Connected Consumer Electronics

which are connected to the Things |

= MI@M

Electroni
Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty %«uy (S
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Source: Mohanty ICIT 2017 Keynote
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Internet of Medical Things (loMT)

Offline Data

4-}

Health Cloud

RFID Reader

m Online Data

3 ﬁ"l

“ Biobanks
Wearables Clinical Trials Desktop Manager

loMT Is a collection of medical devices and applications
that connect to healthcare IT systems through Internet.

Source: http://www.icemiller.com/ice-on-fire-insights/publications/the-internet-of-health-things-privacy-and-security/

lOCd lelelelele

Patlent

rk Hub

/_,

Source: http://internetofthingsagenda.techtarget.com/definition/loMT-Internet-of-Medical-Things
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loT = CPS - Smart Cities

loT

9

CPS (Smart
Components)

Core Network 9

= Smart Cities

Cyber Physical
System (CPS)

Energy management Home
Infrastructure

Finance Energy
Public Infrastructure

Source: Mohanty 2016, CE Magazme July 2016
£.958
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Sensor Technology - Healthcare

Airflow Sensor
Patient Position Sensor (Breathing)
(Accelerometer)

Electrocardiogram
Sensor (ECG)
Blood pressure sensor
(Sphygmomanometer)

Pulse and Oxygen in
Blood Sensor (SPO2)

Electromyography
Sensor (EMG)

e-Health Sensor Shield for
Arduino and Rasberry Pi

Galvanic Skin Response
Sensor (GSR - Sweating)

Body Temperature Sensor

Source: http://www.libelium.com/e-health-low-cost-sensors-for-early-detection-of-childhood-disease-inspire-project-hope/
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Sensor Technology — Automobiles

Combo Sensor Throttle  HVAC Steering

Steering- Position ~ Sensor Sensor Fuel Level &
vaL 7,M0.5,sep Diféerential torque Sensor : Sensor
Non-Contactin S
AngIeSensorg . ‘ \E&K - .
Motor L & % . i
Position ¢ O ,
Sensor ‘&h- 4
i
Chassis Wheel Speed
Level Sensor
Sensor Mirror
Sensor
The Need for CE e Accelerator Pedal
Automotive Integrated Angle Sensor
Technologies Pick Up Speed .
Headlight
/ Range % Transmission
Sensor Sensor
9IEEE
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loT - Communications Technology

_GB

Data rate, log scale Power consumption, indicative
1 Ghps .
- i High
_ /-OWAVE ( Wi-Fi 9
100 Mbps [ - 4G LTE ] )y

6LoWPAN

10 Mbps | I Bluetooth i
Thread (79

TMbps | b= === = == Ldlecoocacs = d
T Rl | e— tEcato |
- () e = e e
° 100 Kbps | bamm 098 ML ersesrrsesen, 1
(( )) ) . 802.11ah i
10 Kbps [ - |

Z-Wave |

Slgfux

- RRRAAREE LA R R R RARREE LARRER RAReRl LR RRE 0 DaRRl 104
OnRamp I_
10 bpg e e e = e See e e e e e e L L S Low

10m 100 m 1 km 10 km 100 km

‘Neul W Rande, lod scale
neuL . . . .

Source: https://www.postscapes.com/internet-of-things-protocols/

7, SIGFOX

—

LgRa Source: https://www.rs-online.com/designspark/eleven-

= internet-of-things-iot-protocols-you-need-to-know-about
& O 5 8
S Electronic
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Memory Technology — Car Example

SanDisk p
Automot

Transmission
Control

Racing Engine
Management

Source: T. Coughlin, "The Memory of Cars [The Art of Storage],” in IEEE Consumer Electronics Magazine, vol. 5, no. 4, pp.
121-125, Oct. 2016.
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Unmanned Ariel Vehicle (UAV)

Unmanned Arial VVehicles or
Remotely Piloted Vehicles is = GONSUumer

EU@@ [ﬁ@[ﬂlﬂ@@

an aircraft without a human
pilot on board.

MAGAZINE

= Unmanned Aerial Vehicle =
= Drone - remotely piloted
= Controlled autonomously

|

Unmanned on a Mission

New Horizons for UAVs

First used in Austria for military
purposes during 1849.
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UAV - Smart City Applications
UAV Applications - 4 Categories

Data collection & Monitoring Temporary Delivery of
surveying & Tracking Infrastructure Goods

Source: Christos Kyrkou, Stelios Timotheou, Panayiotis Kolios,
Theocharis Theocharides, and Christos Panayiotou, "Drones: Augmenting
Our Quality of Life" IEEE Potentials Magazine, IEEE Potentials, vol. 38,
no. 1, pp. 30-36, Jan.-Feb. 2019.
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EV Charging Technology

——  J1772

D Plug

EVSE

AC charging station

Grid - Monitoring function
- Communication and safety

pr— CCs1

|| s

I DC charging station

AC supply - AC-DC Off board conversion
- Monitoring Power flow
- EV to grid communication

- Safety monitoring
Source: S. K. Rastogi, A. Sankar, K. Manglik, S. K. Mishra, and S. P. Mohanty, "Toward the Vision of All-Electric Vehicles in
a Decade", IEEE Consumer Electronics Magazine (CEM), Volume 8, Issue 2, March 2019, pp. 103--107.

Electric Vehicle Supply Equipment (EVSE)
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Artificial Intelligence Technology

Electronics

Algorithms

Deep

o

Source: http://transmitter.ieee.org/impact- o, \ . Neural _
aimachine-learning-iot-various-industries/ - ( & \fetwork learning

N

A Model. ‘ Artificialge pata mining
. intelligence v

{fonr OptimizationyHaTdware

Smart City Use:
=Better analytics ing L | |
. . Pushing the Limits for Machine Learning,
mBetter decision Al, and Computer Vision ‘ A
< > <IEEE

Source: https://fsyts.com/ogle—hoe—made— .FaSter response

ai-processor-is-30x-faster-than-cpus-and-gpus/

4‘ £ .
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Cameras are Everywhere

1970 1980
= GOnsumer
Consumer Use | Communication s + Computer
‘ | Mobile Phone | : >
VOL 8, 0. 4, 1uly 2019 MAGAZINE | Electronic Still Camera '-m#-‘ Digital Camera -
: I Still Image J Digital Still Image
Video Camera =
‘ Thumb size Camera | 5 |
. G camera I ‘ Automobile Camera | i
i Industrial Use ‘ -
..... Technology ustrial I | - | >
i : | Electronic Endoscope |
istory . |
of Innovation TV Plllone Conference Camera .
Surveillance camera i I

Y. Takemura, "The Development of Video-Camera Technologies: Many Innovations Behind
Video Cameras Are Used for Digital Cameras and Smartphones," IEEE Consumer Electronics
Magazine, vol. 8, no. 4, pp. 10-16, July 2019.

CMOS image sensors -
Cameras of any size, part of any

Pt o

R PG device, and placed at any location.

In 1986: 1.3 megapixels CCD sensor Kodak camera was $13,000.
& @5 8
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Blockchain Technology

« Consumer
EIECIONIES

MAGAZINE

<
&5

h=

' W LA RlackeRAa: This Photo by Unknown Author is licensed under CC BY
w25~ _the Blockchain

."h &
s

‘ Exploring Use Cases
for Consumer; Electronic
C’( T
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https://hackernoon.com/beginners-guide-to-blockchain-explaining-it-to-a-5-years-old-772caac6ae97
https://creativecommons.org/licenses/by/3.0/

Blockchain Applications

Crypto-
Currency
Smart
Government
\ /
Blockchain
Applications
— ~~
Smart
Healthcare

/

Source: Deepak Puthal, Nisha Malk, Saraju P.
Mohanty, Elias Kougianos, and Gautam Das,
‘Everything you Wanted to Know about the
Blockchain®, IEEE Consumer Electronics Magazine,
Vol. 8, No. 4, pp. 6--14, 2018.
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Security Primitives - PUF

> I

. Challenge|
] Response |

' | /‘ |
0 : A \‘\ S oo1...0
. ! @ , I |

3)

Physical Unclonable Function (PUF) |

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: S. Joshi, S. P. Mohanty, and E. Kougianos, “Everything You Wanted to Know about PUFs”, IEEE Potentials
Magazine, Volume 36, Issue 6, November-December 2017, pp. 38--46.

;._‘J‘ \Qﬁ‘] 5: .
Sm Electronic Systems
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Physical Unclonable Functions
(PUFs) - Applications

Random
Number
/ Generator \
Memory :
Protection Device
Authentication
Software
Licensing Source: S. Joshi, S. P. Mohanty, and
E. Kougianos, “Everything You
Wanted to Know about PUFs”, IEEE
\/ Potentials Magazine, Volume 36,
Issue 6, Nov-Dec 2017, pp. 38--46.
A & 7N
:1:‘ . El:é%joni?g stems
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Challenges in Smart City
Component and Technology Design
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loT — Selected Challenges

Massive
Scaling

Design
and
Operation
Cost

loT Design Security,
and Privacy,
Operation — and IP
Selected Protection

Challenges

Creating
Knowledge
and Big
Data

Source: Mohanty ICIT 2017 Keynote
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B

2015 2017

18.2B 28 4B

2014

1428

2016

2013

11.2B —n =

ln'—\ Y /".:4[\ \ =

Lo

D .:.' / 3 l .) - _‘,q
y ] =
V /} .I: Y A )J /

N o |
2009 a=h u=y .
2 BCEETON - u Eventually Trillions of Things

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data- Iakes-O downtime
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Consumer Electronics Demand
More and More Energy

U.S. residential sector electricity

o consumption by major end uses,

Energy consumption in homes by end uses = 2016

gquadrillion Btu and percent <la space cooling
19893

18.3%

Es=pace heating  @air conditioning  Ewater heating appliances, electranics, and lighting Glavisions 4nd

related equipment refrigerators

N
5 9% and freezers e’ia\
Notes: 8.8%
Includes consumption for heat and operating furmace fans and beiler pumps.
“Includes miscellaneous appliances, clothes washers and dryers, computers

and related equipment, stoves, dishwashers, heating elements, and motors
not included in the uses listed above.

Quadrillion BTU (or quad): 1 quad = 10*> BTU = 1.055 Exa Joule (EJ). Source: U.S. Energy Information Administration.

Sou (5 21 3
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Energy Consumption

Energy Consumption by Sector (2015)

Energy Usage in the U.S. Residential Sector in 2015
Commercial Residential
4.07925':“ 6.50 QBtu 7%
4

Space Heating

27.3%
Other
20.8%
Industrial Computers
21.22 QBtu 1.6%
22% '
Cooking
2.7%
Data Center Television
P U 4.2% o
ower Usage | cloes b
ashers ers
10.52% T & Dishv;/éas[]):ars ba
7.740/0 Facebook Bank of Americ Refri t s
Googha Online Banking g??::zie?;s nght;éng
6.3%
3.27% A
YouTube 0.28%
2 530/ Google Maps
- o
—— Individual Level:
¢ ——— Ar:nazo: m -
mer - lmagine how often we
Wikipedia
| charge our portable CE!
ENERGY STAR o 0.73% g P
1.02% 0.63%
Source: Windows Live Mail Ya.hoo! News
https://www.engadget.com/2011/04/26/visualized- 0.95%
ring-around-the-world-of-data-center-power-usage/ MSN Q0L Mai
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Energy Conversion Efficiency

. Photovoltaic Cell “.“

Small solar cells in CE
systems to big solar

Photovoltaic Module

panels in smart grids.

S

Solar Cell Efficiency:
E%%E Research stage: 46%
Commercial: 18%

50%-90%

[9%-95%

~~~~~~~~

15

.
A ,“:3.'
5 ¥ - - -
bt 4 =2 B
e 3 3 S

>
.

Sun .
Source: Mohanty 2015,S|\(/]c e 2015 Battery
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Energy Storage Efficiency and Safety

S . N T
-~ — - _ ‘\‘ » s % 5 o ® &2
e =__\- Sy o . B
e O ~ ) ; B ’
\ - o i . : N
> ~ o - “.
- i £3E RSs=s,
| . -
= . o R,
! ¥ £ ot
) § 7
b b 3
_ —
SSRGS '
—
=

One 787 Battery: 12 Cells/ 32 Vv DC

Source: http://www.newairplane.com

= Boeing 787’s across the globe were grounded.

, Smartphone
f Battery

& i::‘ é
. . Smart Electronic l%s!t;e;lﬁls
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and IP Rights

Security, Privacy,

consumer
Electronics

J muxu 1’ 011f

Feeling
Secure?

Examining Hardware
IP Protection and Trojans

Counterfelt ‘
Hardware

< IEEE

Source: Mohanty ICIT 2017 Keynoté
:(:'LJ \H‘ ‘:S ]
g e
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CE Systems — Diverse Security/
Privacy/ Ownership Requirements

Medical Devices Home Devices Personal Devices Wearable Devices

-
%FID Pace p
hip maker l: - o° i

Heart écrf%er Thgr rtat Smart Phones/ --

Insulin
Pump Rate Tablets
Monitor
Business Devices Entertainment Devices Transportation Devices

% ‘ i Smart Vehicles/ Smart

Autonomous Traffic

- - Vehicles Controllers

Source: D. A. Hahn A. Munir, and S. P Mohanty Securlty and Privacy Issues in Contemporary Consumer Electronics”, IEEE

sz Qw -
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Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty tory (S
05 Aug 2019 103



Security Challenge - System ...

AHACKED
CONTROLS/STEERING

AHACKED
AIRBAGS

PHOTOAILL: SHUTTERSTOCK/CNNMONEY

/AHAGEED
ENTERTAINMENT
SYSTEM

/AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/

4‘ £ .
& W =}
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Smart Healthcare - Security and Privacy Issue

—Data Eavesdropping

—Data Confidentiality

—Data Privacy

—Location Privacy

~7

—ldentity Threats

Challclanqes

—Access Control

—Unique Identification

Selected Smart Healthcare Security/Privacy

—Data Integrity

Source: Mohanty ISES 2018 Keynote
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Implantable Medical Devices - Attacks

* The vulnerabilities affect
implantable cardiac
devices and the external
equipment used to
communicate with them.

»The devices emit RF
signals that can be
detected up to several
meters from the body.

= A malicious individual
nearby could conceivably
hack into the signal to jam
it, alter it, or snoop on it.

Source: Emily Waltz, Can "Internet-of-Body" Thwart Cyber Attacks on Implanted Medical Devices?, IEEE Spectrum, 28 Mar 2019,

https://spectrum.ieee.org/the-human-os/biomedical/devices/thwart-cyber-attacks-on-implanted-medical-devices.amp.html.
"‘:’ﬂ- ‘lr\“\ f/\
=t & =3
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CE System Security — Smart Car

Selected Attacks on Autonomous Cars

Replay Relay Jamming  Spoofing | Tracking

GPS, 802.1 Ip | —_— Light Detection and
\"T ¥/ _;:/R_é—ﬁging (LIDAR)

> - - -
7
L ~ =

Camera

IEEE . Ty - — Cars can have 100 Electronic
YO\ \ss= T\ <. Control Units (ECUs) and
/Q',/. gt - 100 million lines of code,
R g o OB T @ each from different vendors
wheel encoder 4'\ o %/ —Massive security issues.
I =

\ iy | -
Nl P \

RADAR

On-Board Unit, emaps

ultrasonic sensors

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-
hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html

Source: https://lwww.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf Source: Petit 2015: IEEE-TITS Apr 2015

& ® 2 8
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Smart Grid - Vulnerability

—— Remote terminal unit Supervisory Control and  _, meter measurement

Data Acquisition (SCADA
_—— Electric Power Flow 9 ( ) — Control command

Control Center

oK Programmable Logic
NPT controllers (PLCs)

— \’,\ac’\k
A " P~ .-~~~ Distribution
ltacy & Management System
. Substations
Generation &
Generators o
S

Transmission
Transformers Consumer

ICT components of smart grid is cyber vulnerable.

Smart Meters,
EVs

Source: (1) R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges,"
IEEE Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.
(2)https //WWW enisa.europa. eu/toplcs/crltlcal mformatlon infrastructures-and- serwces/smart -grids/smart-grids-and-

0, 0
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Smart Grid - Attacks

Threats

Security group
knowledge

Information
leakage

Access point

Vulnerabilities Source of threats Attacks
Ma:naglc(ement def|(|:|enC|es of > Phishers Stuxnet
network access rules > Nation _
*Inaccurate critical assests » Hack *Night Dragon
documentation ACKET 1> Virus
»Unencrypted services in IT + Insider +Denial of service
systems > : > Trojan horse
: , Terrorist
MWeak protection crec}enﬂals » Spammers pWorm
» Remote access deficiency /Malware = Logical bomb
brirewall filtering deficiency authors [* Phishing
»Unpatched operating system ~ Distributed DoS
+»False data

Unpatched
System

Weak cyber
security

» Unpatched third party application

Buffer overflow in control system

services
*SQL injection vulnerability

Injection attack

Impacts

» Ukraine
attack, 2015
*> Stuxnet
in Iran, 2010
+ Browns Ferry plant,
Alabama 2006

power

attack

*> Emergency shut down
of Hatch NPP, 2008

*>Slammer attack at
Davis-Besse power
plant, 2001

»Attacks at  South
Korea NPP, 2015

Source: R. K. Kaur, L. K. Singh and B. Pandey, "Security Analysis of Smart Grids: Successes and Challenges," IEEE
Consumer Electronics Magazine, vol. 8, no. 2, pp. 10-15, March 2019.
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Electromagnetic Pulse (EMP) Attack

. .U ’«

I h g
I
l

» An electromagnetic pulse (EMP) is the electric wave produced by
nuclear blasts which can knocking out electronics and the electrical grid
as far as 1,000 miles away.

» The disruption could cause catastrophic damage and loss of life if
power is not restored or backed up quickly.

Source: http://bwcentral.org/2016/06/an-electromagnetic-pulse-emp-nuclear-attack-may-end-modern-life-in- amerlca overnight/
v-O"JEﬁ_fQ
e
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Memory Attacks

Read
gonfiden_tial Snooping Replace a
information Attacks block with fake
INn memory

Embedded
Processor

Memory Splicing
Attack

Replace a block
with a block from
another location

Physical access
memory to retrieve
encryption keys

Replay
Attacks

Value of a block at a given address at one
time is written at exactly the same address
at a different times; Hardest attack.

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “TSV: A Novel Energy Efficient Memory Integrity Verification
Scheme for Embedded Systems”, Elsevier Journal of Systems Architecture, Vol. 59, No. 7, Aug 2013, pp. 400-411.

iy f\
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Side Channel Analysis Attacks

Fault Power
Attacks Dissipation
Acoustic Elapsed
Noise Time
Cache EM
Content / Radiation
Time

Source: Parameswaran Keynote iNIS-2017
P [T V\
=2 By =7
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Blockchain - Challenges

High Energy

Consumption 7 c IISIIIIIGI‘
EIGGIHONIES

MAGAZINE

[ 4

Less
Scalability

» Energy for mining of 1 bitcoin - 2 years £
consumption of a US household.

»Energy consumption for each bitcoin |
transaction -> 80,000X of energy
consumption of a credit card processing.

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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Bigdata Challenge in Smart Cities

@ Sensors, social

networks, web
pages, image and
Images Big Data

Enterprise Data

video applications,
and mobile devices
generate more
than 2.5 quintillion
bytes data per day.

Source: S. P. Mohanty, U. Choppali, and E.

Smart Cities”, IEEE Consumer Electronics Magazine
(CEM), Volume 5, Issue 3, July 2016 pp. 60--70.

%929
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Bigdata =2 Intelligence -
Deep Learning is the Key

« ‘DL at the Edge”
overlaps all of these
research areas.

= New Foundation
Technologies,
enhance data
curation, improved
Al, and Networks

Biometrics

Privacy & Securl
: of
Deep Learnlng

(Edge Implementations)

/ Internet

accuracy.
Source: Corcoran Keynote 2018
.-44 @ "‘l g;
Sm Electroni
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ML Modeling Issues

Machine  _
Learning Issues

Source: Mohanty ISCT Keynote 2019
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Deep Neural Network (DNN) -
Resource and Energy Costs

TRAIN: Iterate until you achieve satisfactory performance. Needs Significant:
» Resource

( )

ACCESS AND EXTRACT OPTIMIZE
PREPROCESS DATA FEATURES TRAIN MODEL PARAMETERS > Energy

) A—

=

PREDICT: Integrate trained models into applications.

( h 4 N s ~
CAPTURE EXTRACT
SENSOR DATA i RUN MODEL PREDICTION
= =
¢ * —_
& 8§ - --:- -, -y ([l
D .

2 %" I b

v

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html
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e Car

| | Labels
@ input Layer () Hidden Layer @ Output Layer
» DNN considers many training parameters, such as the

size, the learning rate, and initial weights.

» High computational resource and time: For sweeping
through the parameter space for optimal parameters.

» DNN needs: Multicore processors and batch processing.

» DNN training happens mostly in cloud not at edge or fog.
Source: Mohanty i‘SES‘ 2018 Keynote

g"‘\ T o .
=2 w =5 g
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Autonomous/Driverless/Self-Driving Car

Light Level O
Detection and  complete Driver Control

Smart Car
GPS, 802.1 I | = Ranging | eyel 1
B H’/TEDAR) Most functions by driver, some
«-/Cﬁlmera functions automated.
| K 7~ | ) Level 2
‘;ZL VAR e | At least one driver-assistance system
/4 A : 4 Is automated.
wheel encoder g ,-»@"" ' Level 3
o N A & Complete shift of critical safety
Oneeaard Init, smaps N\ systems to vehicle; Driver can intervene
ultrasonic sensors Radar! Level 4
Perform All Safety-Critical Functions

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black

Limited to Operational Domain

hat-euri)pe—i;-s—easy-and-costs-onIy—60—t0—hack—self—driving—car-sensors.html
“The global market of loT based , Level ) N !
ted : ted to! All Safety-Critical Functions in Al :
connectea cars IS expecte O Environments and Scenarios I
L e e e e e e e e e e e e |

reach $46 Billion by 2020.”

Datta 2017: CE Magazine Oct 2017
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DNNs are not Always Smart

s 7 S 2
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el
freight car remote control peacock African grey

DNNs can be fooled by certain “learned” (Adversarial) patterns ...

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR) 2015, pp 427-436.

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty %«m (S

EST. 1890

05 Aug 2019 139




DNNs are not Always Smart

robin cheetah armadillo lesser panda

centipede peacock jackfruit bubble

1 -

Source: A. Nguyen, J. Yosinski and J. Clune, "Deep neural networks are easily fooled: High confidence predictions for
unrecognizable images," in Proc. IEEE Conference on Computer Vision and Pattern Recognition (CVPR), 2015, pp. 427-436.
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DNNs are not Always Smart

= Why not use Fake Data?

= “Fake Data” has some interesting advantages:

= Avoids privacy issues and side-steps new regulations
(e.g. General Data Protection Regulation or GDPR)

= Significant cost reductions in data acquisition and
annotation for big datasets

Source: Corcoran Keynote 2018
v-O"JE I_Ifg '-A; ,'
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Fallure Tolerance and Resilience

APy

SINGLE POINT
OF FAILURE

Application
Server
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Public Safet
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Energy Smart

ENERGY STAR
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Energy Consumption Challenge in loT

Energy from Supply/Battery - Local
Energy consumed by —_ _ _ _ \Area
Workstations, PC, Software, %;%ég-gé%é Network

Communications (LAN)

Energy from Supply/Battery -
Energy consumed by
Communications

The Cloud

Battery Operated - Energy
consumed by Sensors,
Actuators, Microcontrollers

Internet

Energy from
Supply - Energy
consumed in
Server, Storage,
Software,
Communications

The Things

Four Main Components of |oT.

Source: Mohanty iISES 2018 Keynote
= Y V\

=04 BV =g
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Energy Efficient Electronics:

Possible Solution Fronts

[ Energy Efficient Electronic Systems ]

System | Application |(~ Energy \( Energy |[ Energy ) Smart
Efficient Efficient Efficient | Battery
Commun- _ Software _ Hardware

S Y,
\_ ications /
Topology
Routing
Protocol
Digital || Analog || Mixed-Signal || RF || Sensors

Source: Mohanty ZINC 2018 Keynote
v-zum&l@ a2 g‘e
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Smart Energy — Smart Consumption

@ R 87% @ 1234
< Q& Power management

Estimated standby time

8 hours
Tip!

Activate the power saving tools below to extend

battery lifetime
POWER SAVING MODES

STAMINA mode

Disables mobile data when the
screen is of f

Low battery mode
Disables functions in order to save
power when battery level is low

Location-based Wi-Fi

Wi-Fi activated automatically when (D)

in range of a saved Wi-Fi network

POWER INFORMATION

Status bar information
Battery level percentage

= @

Battery Saver

Smart Home

05 Aug 2019
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Sustainable |oT - Low-Power
Sensors and Efficient Routing

L Sensors (Things) Cluster
Structures’

Vibration,
Temperature, ...

Local

1 Y

] 1

1 1

| i Area
1

i E_-’ Network
! 1 LA

I‘ / i (LAN)

------------------------

» loT - sensors near the data collector drain
energy faster than other nodes.
» Solution ldea - Mobile sink in which the network
is balanced with node energy consumption.
. . [ data collector O source @ forwarding node
» Solution Need: New data routing to forward O normal node
data towards base station using mobile data Source: S. S. Roy, D. Puthal, S. Sharma, S. P. Mohanty,

collector, in which two data collectors follow a  and A. Y. Zomaya, “Building a Sustainable Internet of

predefined path. Things”, IEEE Consumer Electronics Magazine (CEM),
Volume 7, Issue 2, March 2018, pp. 42--49.
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Energy Consumption of Sensors,
Components and Systems

------

um\lmlumu ! uuwm

Digital
Signal =Y
Processor —

General Purpose

en taConverter
N Digital Processor &

g2 -

- ~
- S
e E

-

-

-

K

-

AT Wi i

-
=
-
-
-
~

R

JGsv Elcey @EErAM I Graphics
Software Eico Wl Others

Components During GSM Communications

! Baseband
Telecommunication
(GSM, CDMA)

- 4

ireless LA
Bluetooth

CJesm Elceuy EEwiri I Graphics
e W Others

Source: Mohanty 2015, During WiFi Communications

McGraw-Hill 2015
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Energy-Efficient Hardware - Dual-Voltage

. vdd1 vdd2
Original Image Watermark Image
Invisible Visible Watermarking Original Image—|
Watermarking \DCT Module\ ‘ DCT Module ‘ l\'at:e;zga;ked
T 1 Watermark Image— Low Power Chip
Edge  Perceptual Analyzer alpha—
Detection Module : for
Module v i v — — done
Scaling and +— _
ITT 3+ ¥ Embedding -2 . enable Image
o  Invisible Visible Factor .%n Pin reset —|
— Insertion Insertion Module — -Hax . clk1 —{ Watermarking [— bus
Module Module D I ag Fam : y
: , clk2 —
J‘ - i T =
“waermarked Image | Datapath Architecture = 1
Normal Voltage {1
Lower .
Voltage Edge Detection Module H ardware
Perceptual Analyzer
DCT_X Module Layout| &+ =«
Level Scaling and Embedding EreiE
Converter Factor Module

A e Physical Design Data
Slower Insertion Total Area : 16.2 sq mm

Clock Invisible Watermark

DVDF Low- Insertion No. of Transistors: 1.4 million
Power Design Normal Clock Power Consumption: 0.3 mW

Source: S. P. Mohanty, N. Ranganathan, and K. Balakrishnan, "A Dual Voltage-Frequency VLSI Chip for Image Watermarking
in DCT Domain", IEEE Transactions on Circuits and Systems Il (TCAS-II), Vol. 53, No. 5, May 2006, pp. 394-398.
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Battery-Less loT

Battery less operations can
lead to reduction of size and
weight of the edge devices.

Go Battery-Less

Source: https://www.technologyreview.com/s/529206/a-

‘ \y\‘:&mm batteryless-sensor-chip-for-the-internet-of-things/
LN D (e B A B e e e e e e o e e e e e o e e ~
L Le;
Boost Simo . VDD1§2 \I
......... W I" TR S I
e T |
p2 | 1
H MPP Boost SIMo H b U :
y i| Tracking H Controller +
* Bluetooth® Smart H Controller Controller Sops i :
* 6LOWPAN i : : - : I Cops |
. ZigBee’ ................................................... e . :
. Sub-1 GHz Boost Converter Single Inductor Power management unit 7
r'd
- RFdCE'u ——————————————————————————————————————————————————————— -

Source: http://newscenter.ti.com/2015-02-25-TI-makes- Energy HarveSting and Power Management

battery-less-loT-connectivity-possible-with-the-industrys- Source: http://rlpvisi.ece.virginia.edu/node/368
first-multi-standard-wireless-microcontroller-platform
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Energy Storage - High Capacity and Efficiency Needed

Battery Conversion Efficiency . _l

Li-ion 80% - 90% Cell2 [ Cell
- ... | Switching @ + Battery-
Lead-Acid 50% - 92% 0 Gt (I)Dpetratt)led
P — ortable
NiMH 66% Celln _| ®- System
Intelhgent Cell Array L»’_L‘

Manager

Mohanty 2010: IEEE Computer, March 2010
Mohanty 2018: ICCE 2018

EL__LL LLQL

DESCOVERREHE POWEREUL
WORLBHOF BARRERIES
v iy .

Source Mohanty MAMI 2017 Keynote
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Energy Storage - High Capacity and

(Lithium Nickel Cobalt Aluminum

1: . Cathode
(Silicon Oxide - NCA) Cathode @ Fuel Cell
Anode Anode current Cathisd PO W)
collector Cgltlegt:rcurrent Glucose . - (M FC)
or other fuel . $
Separator : : ‘
(Ceram|C) o i : CATHODE
A > 5 Oxygen
Fuel oxidizing enzymes: Oxygen reducing enzymes:
o Glucose Oxidase Laccase
' Glucose Dehydrogenases Bilirubin Oxidase
\ Source: Alcohol Dehydrogenases Ascorbate 0:!‘-0 KGR
https://iwww.electrochem.org/dl/interfa
ce/sum/sum07/su07_p28_31.pdf Enzymatlc ﬁggﬂ:
R i Biofuel Cell
Anode P H i
Cathode T R L
Backplane Backbone - it ) 2

‘ N
’

Fuel Cell
Car

0
XXX
000
000

9

IOOO0
‘4

A5
%

i

Solid Polymer Lithium
Metal Battery

https://www.nytimes.com/2016/12/11/technology/
designing-a-safer-battery-for-smartphones-that-
wont-catch-fire.html

Source:
Anode

Source: http://spectrum.ieee.org/semiconductors/design/how-to- Membrane

build-a-safer-more-energydense-lithiumion-battery

Cathode

Safer Needed

Microbial

Hydrogen
tank

Batteries

Power electronics

Electro enaine
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Energy Star Ratings

More than ‘ Since 1992, the program has
helped families and

% |
ENERGY STAR 9 0 0 businesses save

of Americans recognize the 4.6 Trillion kilowatt hoursI
ENERGY STAR® brand.

and $430 Billion
ENERGY STAR on energy costs.
partners are leading the way,

Source: https://www.breeam.com/

&S LEED

Leadership in Energy and Environmental Design

contributing to the prevention of
2.8 Billion metrictons of
GHG emissions through energy efficiency. s S

Source: https://www.energystar.gov/about/2017_energy_star_award_winners

- -
-
"

Source: https://new.usgbc.org/leed
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Security Smart
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CE Security — Selected Solutions
~ Analysis of selected approaches to security and privacy issues in CE.

Category

Current Approaches

Advantages

Disadvantages

Confidentiality

Symmetric key cryptography

Low computation overhead

Key distribution problem

Asymmetric key cryptography

Good for key distribution

High computation overhead

authentication

Integrity Message authentication Verification of message Additional computation
codes contents overhead
Availability Signature-based Avoids unnecessary Requires additional

signature computations

infrastructure and rekeying
scheme

Authentication

Physically unclonable
functions (PUFs)

High speed

Additional implementation
challenges

Message authentication
codes

Verification of sender

Computation overhead

Nonrepudiation

Digital signatures

Link message to sender

Difficult in pseudonymous
systems

Identity privacy

Pseudonym

Disguise true identity

Vulnerable to pattern analysis

Attribute-based credentials

Restrict access to
information based on
shared secrets

Require shared secrets
with all desired services

Information
privacy

Differential privacy

Limit privacy exposure of
any single data record

True user-level privacy still
chal- lenging

Public-key cryptography

Integratable with hardware

Computationally intensive

Location privacy

Location cloaking

Personalized privacy

Requires additional
infrastructure

Usage privacy

Differential privacy

Limit privacy exposure of
any single data record

Recurrent/time-series data
challenging to keep private

Source: D. A. Hahn, A. Munir, and S. P. Mohanty, S?guErll\% and Privacy Issues in Contemporary Consumer
ne :

Electronics”, IEE
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Security, Authentication, Access
Control — Home, Facilities, ...

Facial |
Recognition
‘ Fingerprint
Personal
' Security |dentification
Methods Number
‘ (Authentication) (PIN)
' Password

Touch-Screen
Pattern

Source: Mohanty ISCT 2019 Keynote
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NFC Security - Solution

Start
Fingerprint POW Supply |
Sensor Get ID from
NFC Module
fromlReceiver
Enter
Amount
NFC @ I* Stf‘”
Antenna Verify Vev;ify
aaL GSM Antenna Fmgertpnnt Fingerprint
oG _ ata
Keypad Swing Pay | Ii)ata
Approved No
pp? - Approved NO|
?
Yes
l Yes l
Send Data
over GSM Send Data over
Payer Module NFC P2P
Payee Module
Source: Mohanty 2017, CE Magazine Jan 2017
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Blockchain in Smart Healthcare

- O

The block is verified and approved.

-

Laboratory technician wants A block containing the

to attach a new medical medical data, a timestamp
referral to a patient HER. and the author is created.

The block is delivered to all the peers in the
patient’s network, such as the patient itself,
his/her family members, and general
practitioner.

The block is inserted in the chain

Source: C. Esposito, A. De Santis, G. Tortora, H. Chang and K. R. Choo, "Blockchain: A Panacea for Healthcare and linked with the previous
Cloud-Based Data Security and Privacy?," IEEE Cloud Computing, vol. 5, no. 1, pp. 31-37, Jan./Feb. 2018. blocks.
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Smart Healthcare Security —
Medical Signhal Authentication

O Physiological signals like the
electrocardiogram (EKG) are obtained
from patients, transmitted to the cloud,
and can also stored in a cloud repository.

O With increasing adoption of electronic
medical records and cloud-based
software-as-service (SaaS), advanced
security measures are necessary.

O Protection from unauthorized access to
Protected Health Information (PHI) also
protects from identity theft schemes.

O From an economic stand-point, it is
. 0.1 02 0.3 0.4 04 0.6 0.7 na 0.9 1
important to safeguard the healthcare and Tirme (sec)
insurance system from fraudulent claims. Source: Tseng 2014, Tseng Sensors Feb 2014

Driginal ECG
Watermarked ECG

Amplitude

_--‘é‘ f-,l"\‘x“
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Smart Car — Decision Chain

» Designing an AV requires decision chains.

» Human driven vehicles are controlled directly by a human.

» AV actuators controlled by algorithms.

» Decision chain involves sensor data, perception, planning
and actuation.

» Perception transforms sensory data to useful information.

» Planning involves decision making.

Data Information Decisions
(uncertainty) (probablistic) (controls) ——_
' g /,"’ ‘\\‘I
Sensors Ei Perception Planning - Actuator ,:'
‘ '\ /
N F

Source: Plathottam 2018, COMSNETS 2018

P [ R
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Autonomous Car Security —
Collision Avoidance

O Attack: Feeding of malicious sensor

3000

measurements to the control and the =
collision avoidance module. Such an s} A .
attack on a position sensor can result _ / \
in collisions between the vehicles. £ | ‘:
d Solutions: “Dynamic Watermarking” Q . '\ /
of signals to detect and stop such ~ \ Y
attacks on cyber-physical systems. 1000 } o it
 Idea: Superimpose each actuator i a 7 oy Wi
random signal e[t] (watermark) on Mw S0 0 w0 w0 s 2w
control policy-specified input. s Ko 2016, CPS-Sec 2016

P S0 N ]

c=p2 (Y f;,\ Q,

Smart Electronic Systems
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Nonvolatile Memory Security
and Protection

Hardware-based encryption
of data secured/protected
by strong password/PIN

authentication.

© o fo 2» v D B

&
-
1
3
DEF
5
JKL
7
PaRS
9
WXYZ

_ Software-based encryption
P to secure systems and
partitions of hard drive.

?

Source: http://datalocker.com

Nonvolatile / Harddrive Storage
Some performance penalty due to increase Iin latency!

& O 2 8
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Embedded Memory Security and Protection

Trusted On-Chip Boundary

Decryption

SR Ll A

Module
Update Merkle
Hash Tree

: Embedded |

| Processor |

: : Update Merkle
l , Hash Tree

|

I L1 Sensor : l

I Verify Cache Module |

' Hash Current/ |

| T — Temperature ' Update Merkle
| : I Hash Tree

I Cache Encryption/ I

| |

| |

Write Operation

On-Chip/On-Board Memory Protection

Read Decoder
(Value) and Hash
from Memory

le
<

}

Sensor Yes = Check
Attack — Hash
? Tree

lNo

Do not check hash
Proceed with read

Read Operation

Source: S. Nimgaonkar, M. Gomathisankaran, and S. P. Mohanty, “MEM-DnP: A Novel Energy Efficient Approach for
Memory Integrity Detection and Protection in Embedded Systems”, Springer Circuits, Systems, and Signal Processing

Journal (CSSP), Volume 32, Issue 6, December 2013, pp. 2581--2604.

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty

05 Aug 2019

& ® 2 8

Smart Electronic Systems
tory (S
EST. 1890




DPA Resilience Hardware Design

Hamming code based Uniform Lt L BT e
(Clyptography Algnﬁtlm)—-l- concurrent error detéctic{n and == SW:.ltC].:I:iﬂg I e
correction in Galois Field cell Library
Proposed Design Appaorach
<
Cryptography Hardware : S— _
Architecture Description Uniform SWltchlng-Act1V1ty
Module DUT Logic Cell Library - : : ——
AND U1 ... ¢ Synthesized Netlist with
XOR U2R ... Error Correction in
Adder U3 »  Gate Level Synthesis |——» Sequential Elements with
Reg U4 ... Uniformly Switching Cell
\ endmoule ) - Library J
: 232 Power Profile [of the Classical Design . °-!>JfPower Profile of the Uniform Switching Design
Z 0.061 >
5 0.04- ?9’
2 0.02- 5
0.0 Jm=

0.0 500n lu 1.5u 2u 2.5u 3u 0.0 500n Iu 1.5u  2u 2.5u 3

. - . . . - Time (s)
Source: J. Mathew, S. P. Mohanty, S. Banerjee, D. K. Pradhar,18Ad ASM. Jabir, "Attack Tolerant Cryptographic Hardware Design by Combining Galois Field

Error Correction and Uniform Switching Activity", Elsevier Computers and Electrical Engineering, Vol. 39, No. 4, May 2013, pp. 1077--1087.

;&‘)J \ ;« =5
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Copyright, Intellectual Property
(IP), Or Ownership Protection

_Media Ownership __Hardware Ownership

,

= [P cores or reusable cores
] are used as a cost effective
i8f SoC solution but sharing
poses a security and

Chip at Original  ownership issues.
Design House
Goes to Another
Design House
for Resuse

i
()
b

Hacker

=> Whose is it? O ®

=> [s it tampered with?

=»> Where was it created?
? Who Owns ?

=» Who had created it? Researcher

p at Another
= .. and more. Design House
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Secure Better Portable

Graphics (SBPG)

| 7E> 77N
]‘i.::D A.ES Encryption <_%_— m
Key (from PUF) ' Signature %
e Trusted Media
Slgmﬁcant Portion = 2

-

Host Media - Encryption and Watermarking Module

Initialization HEVC Encoder
Phase Phase

Secure
BPG

(SBPG)

_G)

Trusted Media
from Secured-BPG

%
5 1 - 4y
- re

Active Pixel Sensors

Shutter/ Mirror
! Liquid Crystal
Display I
“——

Transmitted over
network or flash
memory

I
I Encryp_tion |
| BPG | N
| Fomprelssion | » Q —
| Watermark ol |
Unit Secure Better Portable Graphics
| (SBPG) !

Secure Digital Camera

System Bus
Prediction Core Reconstruction Core BitStream Core
Reconstruction f
Memory | S
R 5 r
Integer Fractional T{gh dC]ojmp.l e ity CABAC 1
Motion Motion 0 ]; Ecision Recon struction
Estlmatlon Estimation ngine
{ 1l CABAC
Buffer Cfmtext-A.dapti‘{e
DB Binary Arithmetic
Sample Adaptive |mall Coding
Offset
. Residue Transform/ .
Intra Prediction = o o Quantization Cy VI d e O ‘

(SDC) with SBPG

Simulink Prototyping
Throughput: 44 frames/sec
Power Dissipation: 8 nW

Source: S. P. Mohanty, E. Kougianos, and P. Guturu,
‘SBPG: Secure Better Portable Graphics for Trustworthy

. . Media Communications in the loT (Invited Paper)”, IEEE
Codi ng Architecture Aaccess Journal, volume 6, 2018, pp. 5939--5953.
=92 \ Y =5
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Security Star Ratings

Open Certification Framework

CONTINUQUS MONITORING-
BASED CERTIFICATION

3RD-PARTY
ASSESSMENT-BASED —
CERTIFICATION

SELF-ASSESSMENT.

TRANSPARENCY & ASSURANCE

Source: https://cloudsecurityalliance.org/star/#_overview

Cloud Security Alliance (CSA) Security, Trust & Assurance Registry (STAR)
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Response Smart
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Smart Sensors - ceneral-Purpose/ Synthetic Sensors

Applications

USER

Monitor a large
context, without
direct instrumentation

of objects T, s

Synthetic ® Event 1 4 cvent 2 ® Event 3 ® Event 4 A Event 5
- Sensors

A A A

o “Faucet” | D T T l ] “Light Off" ’ H
@)
s
O

—
Featurization Y FEATURES

P11 te 1 Y
® ® O @ @ @ 00

BOARD

f
o

®

EMI Temp Humid. IR Light Color Mag. Baro. GridEye WIiFiRSSI

Raw Data

Source: Laput 2017, http://www.gierad.com/projects/supersensor/

N
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Systems — End Devices

[

: '
ad
Apple Siri

| found quite a number of
movies playing today near
San Francisco:

Now Playing

Fras

ask me anything U]

€« a o
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Smart Healthcare — Diet Monitoring

User takes a picture of the Nutrition
Facts using Smart Phone

Automated Food intake
Monitoring and Diet
Prediction System

=Smart plate

=Data acquisition using mobile
*ML based Future Meal Pr

b2 [ Smart-Log
=]

User scans the barcode of the product

iction Weight and Time information obtained
through Sensing Board

Feedback to the user

.

& USDA National Nutrient Database

Data logged into Cloud ~used for nutrient values of 8791 items.
8172 user instances were considered

This Work Mapping nutrition facts to a database 98.4

Source: P. Sundaravadlvel K. Kesavan L. Kesavan S. P. Mohanty, and E. Kouglanos “Smart-Log: A Deep Learnlng based

©

Camera to acquire Nutrient values
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Smart Healthcare - Activity Monitoring

ﬁ Sensor System \ / Machine Learning Y
_ Walkipg Algorithms \\'all\'inf_f__upstairs _
Frequency e 15% e
A - e Smart-Walk /i
Accelerometer
Piezo riance ‘ Walkingl_;loownstairs
\_Accelerometer / \_ 4 ) j
/4 Assistance to users B /'3 Informatig n'sharing I o s;t?l}’l/] ’
- %1 =
( .b/ * ............. b g / \‘?E
a " N\
\ % / 10291 Instances Grouped e
Automated PhyS|oIog|caI Monitoring System  Under 6 Activities - Kaggle
Research Method Features Activities Accuracy
Works (WEKA) considered (%)
This Work  Adaptive algorithm  Step detection and Walking, 97.9
based on feature Step length sitting,
extraction estimation standing, etc.

P. Sundaravadivel, S. P. Mohanty, E. Kougianos, V. P. Yanambaka, and M. K. Ganapathiraju,

“Smart-Walk: An Intelligent

Physiological Monitoring System for Smart Families”, in Proc. 36th IEEE International Conf. Consumer Electronics (ICCE), 2018.
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Smart Healthcare - stress Monitoring & Control

— S e e e e e e e =L L L I
Advise Examples: Specific Music, Shower, :
Physical Exercise, Breathing Exercise, Long- I
— Meditation, Yoga, ... Term !
Body Short-Term Advise Advise I
Temperature [\ . [ - _ _ _ I Stress :
|
Physical Activity : Efg:rl?ﬁgp Management |
Monitorin ' Jnit I -
< Based Stres * I - nternet
Sensor I I W Cloud
_ Models_ , Stress Wi-Fi | !
Sweat Sensor Level Modul :
Food Intake Stress-Level = I
Monitoring Detection Unit Automated Stress

Level Detection
and Management

Accelerometer  0-75 75-100 101-200 3

(steps/min) 4 2 \/\/\/\_\/\/
Humidity (RH%) 27-65 66-91 91-120 !

Temperature ¥ 98-100 90-97 80-90 T e 0

Source: L. Rachakonda, P. Sundaravadivel, S. P. Mohanty, E. Kougianos, and M. Ganapathiraju, “A Smart Sensor in the loMT for
Stress Level Detection”, in Proc. 4th IEEE International Symposium on Smart Electronic Systems (iISES), 2018, pp. 141--145.
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Smart Healthcare - seizure Detection & Control

;‘;"'-" EEG Slgnal > Seizure Seizure State ; —
Detecton | |, | = > —
Drug Yes [ Dosage Hospital
Injection — Information |
J DDlrug ______ > = -
eliver : xg 7\ A E
Unit Y Wireless  cioyd Storage _~-'
EEG Data ] Transfer ) Doﬁqr
ACCIUISIUOQEG s e DENSON UNIt Transmission and Storage Access Unit
T semwe || | Seizure Automated Epileptic Seizure
- Onset ; petecton |  Detection and Control System

100 -

Amplitute (pv)
(=]

U‘I
4|
Ak

o
a

)
o
=]

&
S
=]

bl

W ll:ll J’r L‘

eizure Predication -
at least 6 sec before

tency - 6 sec |
bction - 1 to 2 se

%

-400 . : :
0 10

<

Source: M. A. Sayeed, S. P. Mohanty, E. Kougianos, and H. Zaveri,
Fast and Accurate Seizure Detection System in the IoMT”,

80 70 80 S0

100

Cloud-loT 2.5 sec 98.65%
based Detection

Edge-loT based | 1.4 sec | 98.65%
Detection

“Neuro-Detect: A Machine Learning Based
IEEE Transactions on Consumer Electronics (TCE),

Volume XX, Issue YY, ZZ 2019, pp. Accepted on 16 May 2019, DOI. 10.1109/TCE.2019 2917895 .

05 Aug 2019
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Energy, Security, and
Response Smart (ESR-Smart)

05 Aug 2019
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Wearable Medical Devices (WMDs)

Fithess N Headband with
Trackers \ )l ' Embedded
\.> Neurosensors
> Embedded Skin Patch
Nk - Source:

http://www.sciencetimes.com/articles/8087/

- 20160107/ces-loreals-smart-skin-patch-
= reveals-long-exposed-sun.htm

Source: https://www.empatica.com/embrace2/

Smart watch to detect seizure

Wearable Medical Devices
(WMDs)
—> Battery Constrained

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty
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Implantable Medical Devices (IMDs)

eurostimulator
Battery Life
- 8 years

» Implantable Medical Devices (IMDs) have integrated battery to
provide energy to all their functions - Limited Battery Life
depending on functions

» Higher battery/energy usage - Lower IMD lifetime

» Battery/IMD replacement - Needs surgical risky procedures

Source: Carmen Camara, PedroPeris-Lopeza, and Juan E.Tapiadora, “Security and privacy issues in implantable medical
devices: A comprehensive survey", Elsevier Journal of Biomedical Informatics, Volume 55, June 2015, Pages 272-289.
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Security Measures in Smairt
Dewces Smart Healthcare

Collectively
(WMD+IMD):
Implantable and
Wearable Medical
Devices (IWMDs)

' Eavesdropplng \ :

e . Battery Characteristics:
Attacks Ay | y

. - Longer life

\ —> Safer

- Smaller size
- Smaller weight

- | Insulin Pump |

..-M (W '/\
Electro
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lOMT Security - PUF based Device Authentication

Communication -
between Edge Server —

and [IoMT Devic —~ J

ToMT devices on the patient ¢
‘.‘
Successful
Attack .
Vulnerable to Attacks trac Malicious code by Attacker
Impersonating Server Communication
bet Edge S
Threat Model CIWEER BO8C SEIVED

and [oMT Device

[oMT devices on
the patient

No Malicious

P U F b ased SOI utl on Malicious code by Attacker

Impersonating Server

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust and Lightweight Authentication
in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume XX, Issue YY, ZZ 2019, DOI: 10.1109/TCE.2019.2926192.
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lOMT Security - PUF based Device Authentication

End Devices Edge Router

-

-~

(W)

Local Internet

—-“""

1

P .’ Remote

J Connection

Area /3
\ Network <:> '
| »
N 7 Edge Servers , © (L)
52 - -
U

Doctor/ Nurse Remotely

Doctor / Nurse Locally

Gateway /

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based Robust
and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics (TCE), Volume
XX, Issue YY, ZZ 2019, pp. Accepted on 28 June 2019, DOI: 10.1109/TCE.2019.2926192.
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lOMT Security - PUF based Device Authentication

Challenge 1 Response 1 Challenge
—p —
PUF in the Device ——
Challenge 2 Server ~ Response 2 Response
Output
Hash ———
Sl . .
~— Authentication Phase
Enrollment Phase Secure Database
Challenge 1 Response 1 Challenge
PUF in the Device in
Challenge 2 Server Response 2 Question  Response
Output Device is
Hash Authentic
. Compare
Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal,
“‘PMsec: Physical Unclonable Function-Based Robust and Lightweight Original Device is not
. . . ) ) gina .
Authentication in the Internet of Medical Things”, IEEE Transactions on o7 Sting Authentic
Consumer Electronics (TCE), Volume XX, Issue YY, ZZ 2019, pp. Accepted -

on 28 June 2019, DOI: 10.1109/TCE.2019.2926192.
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Average Power
Overhead —
~ 200 pW

‘ PUF Module
on FPGA B

Time to Generate the Key at Server 800 ms
Time to Generate the Key at IoMT Device 800 ms
Time to Authenticate the Device 1.2 sec - 1.5 sec

Source: V. P. Yanambaka, S. P. Mohanty, E. Kougianos, and D. Puthal, “PMsec: Physical Unclonable Function-Based
Robust and Lightweight Authentication in the Internet of Medical Things”, IEEE Transactions on Consumer Electronics
(TCE), Volume XX, Issue YY, ZZ 2019, pp. Accepted on 28 June 2019, DOI: 10.1109/TCE.2019.2926192.
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Blockchain Technology
 \

Transaction Validation
(The Network of Nodes
validates the transaction as
well as status of the user who
requested transaction using a
Validation Algorithm, e.g.
blic Key Cryptograp

The requested “Transaction” is
a broadcasted to a Peer-to-Peer (P2P)
| network consisting of Computing

Machines (i.e. “Nodes™). I
A “Transaction” is

requested by a Computing Peer-to-Peer (P2P) network of “Nodes”

combined with other verified A “Verified Transaction”

Machine (i.e. “Node™). The “Verified Transaction” is Q

transactions to create a new “Block”

of data for the Blockchain. Q_ 3

A “Block” Verified Transactions

(e.g. Cryptocurrency,
Contracts, Records).

lock Validation

(Using Consensus
Algorithm, e.g.
Proof-of-Work).

A “Validated Block” is added to the
existing Blockchain in a permanent and

unalterable way. “ ‘ O

Blockchain (i.e. Ledger) The Transaction is complete.

New Block Oldest Block

Source: D. Puthal, N. Malik, S. P. Mohanty, E. Kougianos, and G. Das, “Everything you Wanted to Know about the
Blockchain”, IEEE Consumer Electronics Magazine (CEM), Volume 7, Issue 4, July 2018, pp. 06--14.
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loT Friendly Blockchain - proof-of-
Authentication (PoAh)

Blockchain

loT
L= T3
End Devices -

Source: D. Puthal and S. P. Mohanty, "Proof of Authentication: loT-Friendly Blockchains", IEEE Potentials Magazine,
Volume 38, Issue 1, January 2019, pp. 26--29.
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loT Friendly Blockchalin - proof-of-
Authentication (PoAh)

1™ Block (1i+1)® Block

High High

High High Low
High High Low
Low NA NA

Source: D. Puthal, S. P. Mohanty, P. Nanda, E. Kougianos, and G. Das, "Proof-of-Authentication for Scalable Blockchain in
Resource-Constrained Distributed Systems", in Proc. 37th IEEE International Conference on Consumer Electronics (ICCE), 2019.

2
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Smart Car Security - Latency Constrained

Protecting Communications _
Particularly any Modems for In- Over The Air (OTA) Management

vehicle Infotainment (I\V1) or in On- From the Cloud to Each Car
board Diagnostics (OBD-II)

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

: Security Mechanism Affects:
Connected cars  require |
latency of ms to communicate °* Latency |

and avoid impending crash: * Mileage

o Faster connection - Battery Life

= Lo Iatenc_y_ Car Security —
o Energy efficiency Latency Constraints

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-buiIding-security;into-cars-20150805.pdf
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UAV Security - Energ

y & Latency Constrained
Km 11..-‘&_-':!{ _ *
Comlm un*ication M|I:>S|2Ir? @ ~pplication Logic Security
rotocol
P —\‘>

Guidance
Determine
Path

‘ Control System Security

. Both

Navigation

Magnetometer

Vehic;le State
L
Controller Gl
Determine Track
Bias/ Pros. Vel. Alt. Guidance Path to Aircraft
Scale Plot Route, and Stabilize Actuator Dynamics
A Accel Aircraft
Plot/Static .
System Sensor (Adju_stable
Fusor ain
Source: http://www.secmation.com/control-desian/
Security Mechanisms Affect:

Battery Life [EGHSHGYN \Weight Aerodynamics

UAV Security — Energy and Latency Constraints

05 Aug 2019

e

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Attacks - Software Vs Hardware

Software Based _

= Software attacks via | = Hardware or physical attacks
communication channels = Maybe local
= Typically from remote = More difficult to prevent
= More frequent = Selected Hardware based:
= Selected Software based: 2 Hardware backdoors (e.g. Trojan)
o Denial-of-Service (DoS) o Inducing faults
o Routing Attacks o CE system tampering/jailbreaking
o Malicious Injection o Eavesdropping for protected memory
a Injection of fraudulent packets o Side channel attack
o Snooping attack of memory o CE hardware counterfeiting
o Spoofing attack of memory and IP address
o Password-based attacks
Source: Mohanty ICCE Panel 2018
& O35 8
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Security - Software Vs Hardware

Software Based
= Introduces latency in operation

= Flexible - Easy to use, upgrade
and update

= Wider-Use - Use for all devices in
an organization

= Higher recurring operational cost

= Tasks of encryption easy
compared to hardware -
substitution tables

= Needs general purpose processor

= Can't stop hardware reverse
engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared
to software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks

= Can't stop software reverse
engineering

Maintaining of Security of Consumer Electronics, CE Systems,
loT, CPS, etc. needs Energy and affects performance.

Energy-Security Tradeoffs - Prof./Dr. Saraju P. Mohanty
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Hardware Assisted Security

= Software based Security:

o A general purposed processor is a deterministic machine
that computes the next instruction based on the program
counter.

o Software based security approaches that rely on some form

of encryption can’t be full proof as breaking them is just
matter of time.

o It is projected that quantum computers that use different
paradigms than the existing computers will make things
waorse.

= Hardware-Assisted Security:  Security/Protection
provided by the hardware: for information being
processed by a CE system, for hardware itself, and/or
for the CE system.
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Hardware Assisted Security

= Hardware-Assisted Security: Security provided by
hardware for:

(1) information being processed, _
(2) hardware itself, ‘Security/Secure by Design (SbD)

(3) overall system
= Additional hardware components used for security.
= Hardware design modification is performed.
= System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

Hardware Trojan Protection Ifofmation Secuity, Privacy, Protection”
IR Hardware Secuity. | SHBIBOENON] Digie! Core IP Protection

Source: Mohanty ICCE 2018 Panel
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Trustworthy CE System

= A selective attributes of CE system to be trustworthy:

Q

Q

It must maintain integrity of information it is processing.

It must conceal any information about the computation
performed through any side channels such as power
analysis or timing analysis.

It must perform only the functionality it is designed for,
nothing more and nothing less.

It must not malfunction during operations In critical
applications.

It must be transparent only to its owner in terms of design
details and states.

It must be designed using components from trusted vendors.
It must be built/fabricated using trusted fabs.
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Where and How to Compute?
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Fog Vs Edge Vs Cloud Computing

Fog computing and edge computing involve pushing
Intelligence and processing capabilities closer to
where the data originates from "Things" to reduce
communication traffic and improve IoT response.

Cloud Computing

 Scalability
* Big Data Analytics
 Software as a Service (SaaS)

* Infrastructu
* Platform as a Se
» Resource Pooling
e Elastic Compute

ecure Access

» Real-Time Control

» Real-Time Analysis

» Data Ownership
Protection

» Secure Multi-Cloud
interworking

* Device

management
» Data Service
« Communication

 Dedicated App
Hosting
* Embedded OS

Fog Computing

Edge: Intelligence, Processing,
and Communication - Devices Fog: Intelligence - LAN, Processing
like Programmable Automation - fog node or 10T gateway.

Controllers (PACSs) Source: https://www.automationworld.com/fog-computing-vs-edge-computing-whats-difference
Source: https://www.nebbiolo.tech/wp-content/uploads/whitepaper-fog-vs-edge.pdf
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Edge Vs Cloud Security, Intelligence ...

M— Edge Data
Center

End,

">« Local
Area
<= __— Network
(LAN)
,1
4
\Edge Royter // Cloud
e Security/Intelligence
Sensors (Things) »Big Data
Cluster /C_;ateway > Lots of
End Devices Edge Devices Computational
End Security/Intelligence ~ Edge Security/Intelligence Resource
. »Accurate Data
» Minimal Data »Less Data -
> Minimal C onal onal Analytics
Inimal Computationa »Less Computationa Resogrce »Latency in Network
Resource »Less Accurate Data Analytics

»Energy overhead in
Communications

Source: Mohanty iISES Keynote 2018 and ICCE 2019 Panel
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Computing Technology - loT Platform

NodgMCU

Source: http://www.lattepanda.com
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Computing Technology - Current
and Emergmg

So
https://www.qualcomm.com/news/onqg/2013/1
0/10/introducing-qualcomm-zeroth-

processors-brain-inspired-computing

Source:
https://www.engadget. com/2017/1
vidia-introduces-a-computer-for-level-5-
autonomous-cars/
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ML Hardware — Cloud and Edae

Nvidia - DGX series Cloud GPU
Nvidia - Drive Edge GPU
Arm - ML Processor Edge CPU
NXP - i.MX processor Edge CPU
Xilinx - Zinq Edge Hybrid CPU/FPGA

Xilinx - Virtex Cloud FPGA
Google - TPU Cloud ASIC

Tesla - Al Chip Edge Unknown
Intel - Nervana Cloud CPU

Intel - Loihi Cloud Neuromorphic

Amazon - Echo (custom Al chip) Edge Unknown
Apple - A1l processor Edge CPU
Nokia - Reefshark Edge CPU
Huawei - Kirin 970 Edge CPU
AMD - Radeon Instinct MI25 Cloud GPU

IBM - TrueNorth Cloud Neuromorphic

IBM - Power9 Cloud CPU

Alibaba - Ali-NPU Cloud Unknown
Qualcomm Al Engine Edge CPU
Mediatek - APU Edge CPU

Source: Presutto 2018: https://www.academia.edu/37781087/Current_Atrtificial_Intelligence_Trends_Hardware_and_Software_Accelerators_2018_
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CE/loT System Multi-Objective Tradeoffs

Recurring Operational Cost

Source: Mohanty ICCE 2019 Keynote
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ESR-Smart Electronics

iPhone b
$0.41/year (3.5kWh)

Galaxy S|l
i $0.53/year (4.9 kWh)

— systems
and data.

Security
Smart

Source: https://mashable.com/2012/10/05/energy-efficient-smartphone/
Energy consumption

IS minimal and sta hange
. Sensors
adaptive for longer

battery life and lower

energy bills. M

Source: Mohanty ISES 2018 Keynote

Accurate sensing,
analytics, and fast
actuation.

Response Smart

relationships
rocesses

Source: Reis, et al. Elsevier EMS Dec 2015
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ESR-Smart — End-Device Optimization

Lens/ Active Pixel

Sht_ltter/ Sensors Liquid Crystal
Mirror - Display
£ (User Interface)
Object
: Key
Shutter -
Controller[¢---3 ~~""~""--
Encryption
V1 > Wit : ‘ DSP Better
: : Portable
Light-Weight - :
Cryptography Graphics
(LWC) ! 3 v V1 (BPG)
I""""l" ' Watermark Compression
sasszznll—— it Unit, 4" “==Contiol
Bar Code Unit V2 Flash Storage — Data

Include additional/alternative hardware/software S " d/or Pri b
components and uses DVFS like technology for DeCU” y SBD o d/nvalgb/Dy
energy and performance optimization. esign ( and/or PbD)

Source: S. P. Mohanty, “A Secure Digital Camera Architecture for Integrated Real-Time Digital Rights Management”,
Elsevier Journal of Systems Architecture (JSA), Volume 55, Issues 10-12, October-December 2009, pp. 468-480.

Source: Mohanty 2006, TCAS-II May 2006; Mohanty 2009, JSA Oct 2009; Mohanty 2016, Access 2016
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Conclusions
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Conclusions

= Privacy, security, and ownership rights are important problems in
CE systems.

= Energy dissipation and performance are also key challenges.

= Hardware-Assisted Security: Security provided by hardware for:
(1) information being processed, (2) hardware itself, (3) overall
system.

= It is low-cost and low-overhead solution as compared to software
only based.

= Many hardware based solutions exist for media copyright and
Information security.

= Many hardware design solutions exist for IP protection and
security of the CE systems that use such hardware.

= NFC and RFID security are important for loT and CE security.
= Privacy and security in smart healthcare need research.
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Future Directions

Energy-Efficient CE/IOT Is needed.

Security, Privacy, IP Protection of Information
and System need more research.

Security of the CE systems (e.g. smart
healthcare device, UAV, Smart Cars) needs
research.

Safer and efficient battery need research.

Important aspect of smart CE design: trade-offs
among energy, response latency, and security

Sustainable Smart City: needs sustainable 10T
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