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What are smart possibilities?

Challenges In the current generation CE
design

Energy Smart CE

Security Smart CE

Response Smart CE

Design Trade-offs in CE
Conclusions and Future Directions
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What iIs Common Among These?
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Does Smart Mean Small?
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Does Smart Mean Portable?

kindle

PROLOGUE

'hough 1 often looked for one, 1
finally had to admit that there could be no cure
for Paris, Part of it was the war. The world had
ended once already and could again at any
moment. The war had come and changed us by
happening when everyone said it couldn’t. No one
knew how many had died, but when you heard the
numbers—nine million or fourteen million—you
thought, Impossible. Paris was full of ghosts and
the walking wounded. Many came back to Rouen
or Oak Park, Illinois, shot through and carrying
little pieces of what they'd seen behind their
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Does Smart Mean Efficient?
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Does Smart Mean More-Features?
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Does Smart Mean Electronic?
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Does Smart Mean Electric?

J1772

o

D Plug

Grid - Monitoring function
- Communication and safety

——— ccs1

ﬁé@?’ Plug

AC charging station

I DC charging station

ACsupply - AC-DC Off board conversion
- Monitoring Power flow
- EV to grid communication
- Safety monitoring Electric Vehicle Supply Equipment (EVSE)

Source: Mishra, Mohanty 2018, CE Magazine Mar 2018
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Does Smart Mean Battery-Operated®?
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Does Smart Mean Cyber-Enabled?

firewall

internet

client

printer servers

[ S |
| network router
client
wifi router wifi router
....... p——

mobile phone tablet
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Does Smart Mean Atnomous’?
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oes Smart Mean Intelligence?
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Challenges in Current
Generation CE Design
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CE/loT — Selected Challenges

. Accurate Architecture Dependencies Sensor
Connectivity Sensing BN Growth
V= e p——
> —
Openness Security Privacy 1= Energy
p-\ L Consumption
-
gigh S‘?{?Ed Big Data Knowledge
omputing Operation Design Cost
T i ,@‘\‘ Cost
"7, N L&\"é:) A,
Human Robystnes —
In Loop \ I

Source: Sengupta and Mohanty IET 2019
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Massive Growth of Sensors/Things

BILLIONS OF DEVICES
2018

34.8B

2015 2017

18.2B 28 4B

2014

1428

2016

2013

11.2B —n =
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Lo

s / | ‘I o - Jq
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N o |
2009 a=h u=y .
2 BCEETON - u Eventually Trillions of Things

Source: https://www.linkedin.com/pulse/history-iot-industrial-internet-sensors-data- Iakes-O downtime
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Consumer Electronics Demand
More and More Energy

U.S. residential sector electricity

o consumption by major end uses,

Energy consumption in homes by end uses = 2016

gquadrillion Btu and percent <la space cooling
19893

18.3%

Es=pace heating  @air conditioning  Ewater heating appliances, electranics, and lighting BlavisiEnS 4

related equipment refrigerators

5.9% and freezers //j-
s ) 8.8% Cla

Includes consumption for heat and operating furmace fans and beiler pumps.
“Includes miscellaneous appliances, clothes washers and dryers, computers

and related equipment, stoves, dishwashers, heating elements, and motors
not included in the uses listed above.

Quadrillion BTU (or quad): 1 quad = 10'°* BTU = 1.055 Exa Joule (EJ). Source: U.S. Energy Information Administration
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Security, Privacy, and IP-Rights

= GOnsSumer
Electronics

MAGAZINE

Feeling
Secure?

Examining Hardware
IP Protection and Trojans

< IEEE

Source: Mohanty ICIT 2017 Keynote
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Security - System ...

AHACKED
AIRBAGS

AHACKED
CONTROLS/STEERING

PHOTOAILL: SHUTTERSTOCK/CNNMONEY

/AHAGEED
ENTERTAINMENT
SYSTEM

/AHAGKED
BRAKES
Source: http://money.cnn.com/2014/06/01/technology/security/car-hack/

Source: http://www.csoonline.com/article/3177209/security/why-
the-ukraine-power-grid-attacks-should-raise-alarm.html

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/
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Ware, Software

/7 JeEg

Ownership - Media, Har

FBI ,'.l- 11 F
s Film piracy cost the

,at/ﬂ/'.s'ﬁab/ r federa| lav US eCOnOmy $205
billion annually.”

>

Hardware Piracy -2
Counterfeit Hardware

Media Piracy

’ A TN @
JARE
£ X AN S
o Software %
"j:‘:-i-:-:-:. y Pi racy |  >v: /
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' . T P%"Cg/

Top counterfeits could have impact of
$300B on the semiconductor market.
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Huge Amount of Data
What Happens in an Internet Minute?

47,000 61,141

Hours of music

20 million

New victims of App downloads
identity theft
204 million $83,000 Photo views %?;gggods
Emails sent In sales
320+
’ 2 7

100,000

New Twitter accounts New tweets

| y Apps y
amazon

\

New mobile users New Linkedin Q)
Botnet infections e %
° 9
— 277,000 | 6 million
?r::lev:t:ﬁ(s’;l:d Logins Facebook views O
Estimated Data Generated per Day: ok N N
2.5 quintillion bytes oot S
g - 30 . 1.3 million /
And Future Growth is Staggering - [s8q.|1om
(’IA ® (/I- ® ‘\'\\ W o
""""""" to view all
e o T Y Ty ol e
networked devices the global networked devices o global you 5 years X hicecond
population population
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ESR-Smart Electronics

iPhone 5 Galaxy SlI
§0.A1/year (3.5kWh) | $0.53/year (4.9 kWh) Security of
= systems
and data.

o | Security
Smart

Source: https://mashable.com/2012/10/05/energy-efficient-smartphone/

Energy consumption

IS minimal and
- Sensors

adaptive for longer

battery life and lower

energy bills. ML

Source: Reis, et al. Elsevier EMS Dec 2015 processes

Accurate sensing,
analytics, and fast
actuation.

Response Smart

relationships
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Energy Smart

ENERGY STAR
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Smart Energy
bea SMart Water _

Smart
StO rag e Heater Service Provider

Generatlon

Smart Grid Home Energy P A

) Managel‘ _((( s)) (((

» Smart

—?
=

< Consumptlon, a

v : 4 T — ) -
Electric Car _! ‘
—p AC T
| ‘ L
be > H Automation lll!.l

Qqallty, sustainable, (User controlled DLNA Network
uninterrupted energy smart appliances) \ J
with  minimal carbon pp y

footprint. Source: Mohanty 2016, CE Magazine July 2016

S El
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Smart Energy — Smart Consumption

@ R 87% @ 1234
< Q& Power management

Estimated standby time
8 hours

Tip!
Activate the power saving tools below to extend
battery lifetime

POWER SAVING MODES

STAMINA mode

Disables mobile data when the
screen is of f

Low battery mode

Disables functions in order to save
power when battery level is low

Location-based Wi-Fi

WA-Fi activated automatically when (D
in range of a saved Wi-Fi network

POWER INFORMATION

Status bar information
Battery level percentage

= o Smart Home

Battery Saver

&on (W ;‘: Q,
. Smart Electronic Systems
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Energy Efficient Electronics:

Possible Solution Fronts

[ Energy Efficient Electronic Systems ]

System | Application |(" Energy (" Energy |[ Energy ) Smart
Efficient Efficient Efficient | Battery
Commun- _ Software _ Hardware

S Y,
\_ ications /
Topology
Routing
Protocol
Digital || Analog || Mixed-Signal || RF || Sensors

Source: Mohanty ZINC 2018 Keynote
v-zum&l@ a2 g‘e
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Energy Reduction in CE Systems

Digital Abstraction Levels Optimization Mechanisms  Optimization Possibilities Optimization Time
o e EE BatteryScheduing ~ ~ " T TA T —-----
- L =i g Backlight Management ;‘

‘ ystem Subsystem Shut-down L

5 {¢ Minutes
Level Variable Voltage

| oy Variable Frequency

Loop Transformation
Memory Architecture
Data Mapping
Low-Power Scheduling

Loop Transformation

Behavioral
Level

. Loop Unrolling Hours g
Arithmatic Register  pyrallelism Exploitation =
Logic Unit Transfer Pipelining ,5
Level Low-Power Binding jﬁ;
Precomputation Logic =

Adpative Body Bias %

Gate Remapping ]
Logic Pin Reorder.ing %o
Level Gate Guarfllng 2
Clock Gating g8
Input Vector Control =

Multiple Supply Voltage
Transistor Multiple Threshold Voltage
Level Variable Threshold Voltage

Multiple Oxide Thickness

Multiple Supply Voltage

Layout  Multiple Threshold Voltage

Level Variable Threshold Voltage
Virtual Power/Ground Rail Clamp
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Sustainable lIoT — Low-Power

Sensors and Efficient Routing

Sensors (Things) Cluster

Structures’
Vibration,
Temperature, ...

Civil Structure
(Bridge, Building, Strategic Locations ..

)

---------------------

Local

E ] Area
- e
;‘ e | | Ay

------------------------

» loT - sensors near the data collector drain
energy faster than other nodes.
» Solution Idea - Mobile sink in which the network

) , : O
Is balanced with node energy consumption. @

» Solution Need: New data routing to forward | O O c & % O &
data towards base station using mobile data | O © © 6 00 g @2 289
collector, in which two data collectors follow a - B  omo @licmadiog moik

predefined path. O normal node
Source: Mohanty 2018, CEM Mar 2018

v-O"J El('—fg :l gv
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Energy-Efficient Hardware - Dual-Voltage

Original Image Watermark Image vdd1 vdd2
Invisible Visible Watermarking Original Inage—
Watermarking Watermarked
Wat kl — Image
B T— alermarkimage Low Power Chip
Edge alpha—
Detection for
Module Oy I — — done
Scaling and i
T T3+ i | Embedding @=2% . enable— Image
q  Invisible IV1s1ble Factor ‘%n Pln reset —
— Insertion nsertion Module 18X . clki —|{ Watermarkin — bus
Module || | | Module Diagram J y
[ T I clk2
| watermarked Image | Datapath Architecture
Normal Voltage
Lower -
Voltage Edge Detection Module = ardware

Perceptual Analyzer

DCT_X Module Layout | :
Level Scaling and Embedding '
Converter Factor Module

Visible Watermark

Slower | Insertion Physical Design Data
Clock Invisible Watermark Total Area : 16.2 sq mm
DVDF Low- Insertion

No. of Transistors: 1.4 million

: Normal Clock .
Power Design e Power Consumption: 0.3 m\W

Source: Mohanty 2006, TCASII May 2006

& ® 5 8
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Energy Storage - High Capacity and Efficiency Needed

Battery Conversion Efficiency . _l

Li-ion 80% - 90% Cell2 [ Cell
- ... | Switching @ + Battery-
Lead-Acid 50% - 92% 0 Gt (I)Dpetratt)led
P — ortable
NiMH 66% Celln _| ®- System
I ntelhgent Cell Array L»’_L‘

Manager

Mohanty 2010: IEEE Computer, March 2010
Mohanty 2018: ICCE 2018

EL__LL LLQL

DESCOVERREHE POWEREUL
WORLBHOF BARRERIES
v iy .

Source Mohanty MAMI 2017 Keynote
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Supercapacitor based Power for CE

50
Power Consumed
= |40 by Battery
<
\B-/ 30 Fins and Fans may
@ Require to Cool Power Consumed
O .
X 3 {20 the Battery Above 10Watt | by Supercapacitor
73
AMAY 2
I I o
I =

| PV System

0 10 20 30 40 50
Wind Turbine : Current Delivered (Amp)

Supercapacitor,

7 Y,
Military Application: Fighter Jet Hybrid Vehicle

Source: Mohanty 2018, CEM Sep 2018
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CE Systems — Diverse Security/
Privacy/ Ownership Needs

Medical Devices Home Devices Personal Devices Wearable Devices

Pace ﬂ "
maker | - P
D \ e e e

Heart églllfée Themaliat Smart Phones/ --
er

Insulin

Pump Rate il Tablets
Monitor
Business Dewces Entertainment Devices Transportation Devices

X My T §
é Smart Vehicles/ Smart

Autonomous Traffic
Vehicles Controllers
Source: Munir and Mohanty 2019, CE Magazine Jan 2019
“y‘miw V\ g‘
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Selected Attacks on a CE System
— Security, Privacy, IP Right

Applications
Application and
atwork Atta
OS Atta
.(Operating SystenD Copyright Attack
Y
Output

Input —» Information
Information (Copyrighted)
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loT Security - Software Defined
Perimeter (SDP)

Connect First and then Authenticate Authenticate First and then Connect

» SDP creates a
cryptographic

_ _ perimeter from a
N I — source device to
the edges and
cloud data center.
SDP provides user-
centric security
solution by creating L.
a perimeter to&—)
enclose source and
destination  within

SDP Controller

--------------- the perimeter. Source: Puthal and Mohanty 2017, CEM Oct 2017
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Smart Healthcare - Security and Privacy Issue

—Data Eavesdropping

—Data Confidentiality

—Data Privacy

—Location Privacy

~7

—ldentity Threats

Challclanqes

—Access Control

—Unique Identification

Selected Smart Healthcare Security/Privacy

—Data Integrity

iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty

17th Dec 2018 42



Smart Healthcare Security

PDA

Goee\’ 3
/G5 ﬁ

3 ~

NV N

Glucose Meter

Insulin Delivery System

Key
Encryption
Information Bits
(i.e., control
command) Transmitted Data

Rolling Code Encoder Iin
Remote Control

Report Data/Control mm—

\ /
NG v
@)
Remote Control

Insulin Pump

Insulin Pump

' Universal

Software
- _heral

Active Attacks:

Impersonation
V

Universal Software
Remote Control Radio Peripheral

Security Attacks

Insulin Pump’s

Received Data | Sequence Counter

Comparison: Whether

2 within a Range
Key
Y
Decryption l $ N

Received Information
(i.e., control command)

Accept Drop

\ 4

Rolling Code Decoder in Insulin Pump
Source: Li and Jha 2011: HEALTH 2011
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CE System Security —

Smart Car

Selected Attacks on Autonomous Cars

|
I I | I |
Replay Relay Jamming  Spoofing | Tracking
GPS, 802.1 Ip | — Light Detection and
' ——_, ¥ <« Ranging (LIDAR)
| =0

A~ Camera

( ” Ne __ Cars can have 100 Electronic

VA | =~ —" "\ Control Units (ECUs) and

/ --,‘\ ‘
R .

wheel encoder

On-Board Unit, emaps

ultrasonic sensors

2\ 100 million
~ @ each from different vendors

lines of code,

— Massive security issues.

N

RADAR

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black-
hat-europe-it-s-easy-and-costs-only-60-to-hack-self-driving-car-sensors.html

Source: https://lwww.mcafee.com/us/resources/white-papers/wp-automotive-security.pdf

Source: Petit 2015: IEEE-TITS Apr 2015

iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty

17th Dec 2018

& O 8

Sm Elet:t:yonic l%s!t;e;lﬁls




Memory Attacks

Attacks

Embedded
Processor

Read
confidential
Information

INn memory

Replace a
block with fake

Memory Splicing
N Attack
Replace a block
Replay
Attacks

with a block from
another location
The value of a block at a given address at
one time is written at exactly the same
address at a different times: Hardest attack.

Physical access
memory to retrieve
encryption keys

Source: Mohanty 2013, Springer CSSP Dec 2013

e s f\ ‘
;ﬁ;‘mw = ga
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Embedded Memory Security and Protection

Trusted On-Chip Boundary

| Embedded
| Processor
|

' |

|

| L1

I Verify Cache

: Hash

I Hash

I Cache Encryption/
| Decryption

: Module

Update Merkle
Hash Tree

.

Sensor

Module

Current / Update Merkle
Temperature

Hash Tree

o

Update Merkle
Hash Tree

On-Chip/On-Board Memory Protection

Write Operation

Read Decoder
(Value) and Hash
from Memory

le
<

}

Sensor Yes = Check
Attack —> Hash
? Tree

lNo

Do not check hash
Proceed with read

Read Operation

Source: Mohanty 2013, Springer CSSP Aug 2013
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Trojan Secure Digital Hardware Synthesis

Trojan Detection Block
Dual Modular Redundant
(DMR) Si:heduling

Modified Allocation in
DMR based on Distinct
Vendor Rule

v

o
Low Cost Trojan Secured Datapath
Source: Sengupta, Mohanty 2017: TCAD April 2017
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How Secure is AES Encryption?
= Brute force a 128 bit key ?

= If you assume
o Every person on the planet owns 10 computers

o Each of these computers can test 1 billion key
combinations per second

o There are 7 billion people on the planet

o On average, you can crack the key after testing 50% of the
possibilities

o Then the earth's population can crack one 128 bit
encryption key in 77,000,000,000 years (77 billion years)

Age of the Earth 454 *0.05 Dbillion years
Age of the Universe 13.799 * 0.021 billion years

Source: Parameswaran Keynote iNIS-2017
& ® 2 8
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Side Channel Analysis Attacks

Fault
Attacks

Acoustic
Noise

Cache
Content /
Time

Source: Parameswaran Keynote iNIS-2017

Power
Dissipation

Elapsed

Time

EM

Radiation

17th Dec 2018
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Side Channel Attacks — Differential
and Correlation Power Analysis (DPA/CDA)

Cryptographic device Input data Input, keyguesses
(e.g., smart card and reader)

De;/;acg< UFE;’S/'; Abstract model
Control. aé} (DUA) of the DUA
Cyphertext ‘\é\a@#
"y, Mﬁ

%
Statistical
Analysis

Decision on key guess

Waveform

Oscilloscope

Computer

Source: Mohanty 2018, ZINC Keynote 2018
sz Qw 2

Electro
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DPA Resilience Hardware: Synthesis

Hamming code based Uniform Physical-Attack Tolerant
(CI'}FPtD graphy AJgnritlnnJ— =] concurrent error detection and =] switching Cryptography Hardware
correction in Galois Field cell Library

Proposed Design Appaorach

i Cryptography Hardware ) _ — —
Architecture Description Uniform SWitching-Activity
Module DUT Logic Cell Library P . . —
ANDU1 ‘ Synthesized Netlist with
XORU2R Error Correction in
Adder U3 —»  Gate Level Synthesis |——| Sequential Elements with
Reg U4 ... Uniformly Switching Cell
S IO, \_ L1brary )
0.087 0.15

Power Profile df the Classical Design Power Profile of the Uniform Switching Design

= 0.06- ~
= 0.04 -
2 0.02- 3
0.0
00 500n lu 150 2u 25uv 3 0.0 500n lu 1.5u 2u 25u 3
Source: Mohanty 2013, Elsevier CEE 2013. Time (s) Time (s)
& @ 5

Smart Electronic I!;:%s!t;e;lhs
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Copyright, Intellectual Property
(IP), Or Ownership Protection

_Media Ownership __Hardware Ownership

,

=% [P cores or reusable cores
] are used as a cost effective
i8f SoC solution but sharing
poses a security and

Chip at Original  ownership issues.
Design House
Goes to Another
Design House
for Resuse

e
i)
e

Hacker

=> Whose is it? O ®

=> [s it tampered with?

=»> Where was it created?
? Who Owns ?

= Who had created it? Researcher
Chip at Another
= .. and more. Design House
Source: Mohanty ZINC 2018 Keynote
S - Elé%?onic %?u
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Secure Better Portable Graphics (SBPG)

£ > H/ L
]'f.:”:’—> AES Encryption 4_%——
Key (from PUF) ! ~Signature

Trusted Media

- .~

I

RO

Slgmﬁcant Portion
U

Host Media - Encryption and Watermarking Module '

Initialization HEVC Encoder
Phase Phase

Trusted Media
from Secured-BPG

| Secure
BPG
(SBPG)

Shutter/ Mirror  Active Pixel Sensors
e S Liquid Crystal
" i : i | A Display
- - - R | '—A
T Scratch | w. = & 4
I — Memory | ’Ig%‘
Transmitted over
it i = network or flash
memo
| Encryption 1 v
Unit BPE |
| . ‘
| <—_’Fcampre.ssion I > Q L
| Watermark Ll |
Unit Secure Better Portable Graphics
P N (s8PG) _ _ !

System Bus
Prediction Core Reconstruction Core
Reconstruction f
Memory | S
. . ,
Integer Fractional };&gh dC]t:J)mp.l e ity
Motion Motion 0 Ee _ec1510n Recons tructlon
Estlmatlon Estimation ngime
hd v
Buffer DB
Sample Adaptive
Offset
. Residue Transform/
Intra Prediction (== Buffer Quantization

BitStream Core

CABAC1

CABAC
Context-Adaptive
Binary Arithmetic

Coding

Secure Digital Camera
(SDC) with SBPG

Simulink Prototyping
Throughput: 44 frames/sec
Power Dissipation: 8 nW

ncy Video

Coding Architecture source: Mohanty 2018, IEEE-Access 2018
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Counterfeit Hardware — |IP Attacks

2014 Analog Hardware Market (Total Shipment Revenue US $)

Source: https://www.slideshare.net/rorykingihs/ihs-electronics-conference-rory-king-october

Top counterfeits could have impact of
$300B on the semiconductor market

& @ ﬂ}
Electroni
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Digital Hardware Synthesis to Prevent
Reverse Engineering - Obfuscation

Attack e Transformation
s _ ! Perform Techniques
Euccessful og Attack Failed | Input Block ' I q
on-protecte : on Protected || Input for Proposed | Obfuscation Redundant
Design A — Design ! Structural Obfuscation i Operation
v ttacker trying to : _ N based on 5 Elimination
discover the design : CDF/DFG ™ Different HLT =
BB CDEE R G Al i Preprocessing of . Technigues Logic
0 |
w1 1 (1 i Unrolling Factors i Obfuscated Tranﬁ;‘ﬁrmat
I | Design for
I for PSO-DSE
1<l 44| 14| 34 |Perform AESESESE i nput for S_O S l Low Cost Tree Height
Obfuscation | Module Library i Solution Transformati
. 1 |
Non-Obfuscated Obfuscated Design i User Constraints + PSO based Sl
Design i _ I Design Loop
i Maximum Number of ! Unrolling
CE Devices 275 I Iteration : Space
~ - I i Exploration L
! , 1 oop
Secured DSP | Control Parameters: | Invariant
Obfuscation — Intentional modification of i e.g. Swarm Size, # ' Structurally Code
the de_scrlptlon or the structure of : lterations, etc. . Obfuscated Motion
electronic  hardware to  conceal | ' Low Cost IP
its functionality for making reverse- — ‘------oosmmmooooooooo 7 Core
engineering difficult. Source: Sengupta, Mohanty 2017, TCE November 2017
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PUF - Principle

Silicon manufacturing process variations are
turned into a feature rather than a problem.

Manufacturing Variations Challenge Inputs

(e.g. Oxide Growth, lon ( :
) : Inputs given tp PUF, Module,
ImpITtatlo[‘r, thhrgraphy) e.g. Seldct lingq of Myltiplexer)

Challenge
Response
(Outputs from a
PUF Module)

Random
Binary Output
010101 ...

PUFs don’t store keys in digital memory, rather derive a key based
on the physical characteristics of the hardware; thus secure.

Source: Mohanty 2017, Springer ALOG 2017
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Power Optlmlzed Hybrid Oscillator Arbiter PUF

Y
Y
Y
%
%
Y
Y

1 . |

| e :

i ° | | |

i >0 ‘{ H 50—{ )0—{ w—{ )o—{ )D—; .._ D Q_PUFKey | ’ J o

R E S A S S — | ?éﬁcﬁ;;fgim) | M

oo T e e e 1 DL Gat ‘ Gate |
NYNNYN. . L L

i i Source Source
PP @ voe ® p e

a : a CharmenSies | etnoiogy | Teemmology
¢ Average Power 219.34 pyW  121.3 uW
| e Hamming Distance  49.3 % 48 %

Source: Mohanty 2017, Springer ALOG 2017
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Speed Optimized Hybrid Oscillator Arbiter PUF

cravie —ID—Jpo—fpo—po—po— .. Po- “
crabie —-I—V—}o—}o—bo— Ppo-

crave —IJpo—po—pe—Ppe ..o

'FInFET Technology = DLFET Technology Source: Mohanty 2018,

| Output
Key

Average Power 250.15 mW 151 uW TSM May 2018
Hamming Distance 49.6 % 50 %

, Source: Mohanty 2017,
Time to generate key 50 ns 50 ns Springer ALOG 2017
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Response Smart

Wl
A

‘ jvnonmo ]

\ .~

y
__a' \\]
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Smart Sensors - ceneral-Purpose/ Synthetic Sensors

Applications

USER

Monitor a large
context, without
direct instrumentation

of objects T, s

Synthetic ® Event 1 4 cvent 2 ® Event 3 ® Event 4 A Event 5
- Sensors

A A A

o “Faucet” | D T T l ] “Light Off" ’ H
@)
s
O

—
Featurization Y FEATURES

P11 te 1 Y
® ® O @ @ @ 00

BOARD

f
o

®

EMI Temp Humid. IR Light Color Mag. Baro. GridEye WIiFiRSSI

Raw Data

Source: Laput 2017, http://www.gierad.com/projects/supersensor/

N
0.5 8
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Systems — End Devices

: '
ad
Apple Siri

| found quite a number of

movies playing today near

San Francisco:

! Now Playing
San NCICO

Fras

ask me anything U]

€« a o

4‘ B £ 1) { 3
&Sou (W f;\ ;,
Sm Electronic Systems

iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty atory (S

EST. 1890

17th Dec 2018




Autonomous/Driverless/Self-Driving Car

Light Level O
Detection and  complete Driver Control

Smart Car
GPS, 802.1 Ip | = Ranging | evel 1
B H’/TEDAR) Most functions by driver, some
& «-/Cﬁlmera functions automated.
| K 7~ | ) Level 2
‘;ZL VAR e | At least one driver-assistance system
/4 A : 4 Is automated.
wheel encoder g ,-»@"" ' Level 3
o N A & Complete shift of critical safety
Oneeaard Init, smaps N\ systems to vehicle; Driver can intervene
ultrasonic sensors Radar Level 4
Perform All Safety-Critical Functions

Source: http://www.computerworld.com/article/3005436/cybercrime-hacking/black

Limited to Operational Domain

hat-euri)pe—i;-s—easy-and-costs-onIy—60—t0—hack—self—driving—car-sensors.html
“The global market of loT based , Levels ) N !
ted : ted to! All Safety-Critical Functions in Al :
connectea cars IS expecte O Environments and Scenarios I
L e e e e e e e e e e e e |

reach $46 Billion by 2020.”

Datta 2017: CE Magazine Oct 2017
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Smart Healthcare — using loMT

Smart Hospital

Emergency Response Smart Home F | tness
Trackers

Wy,
58 g
LI
'.I.E-@‘ n Smart Infﬁgucture
LT
BEEE
i 001 [

Smart Gadgets

Headband with Embedded
Neurosensors

Embedded
~_ Skin Patches

‘ ‘

Technician

Quality and

sustainable healthcare

with limited resources. ooy Sensors

Source: Mohanty 2016, CE Magazine July 2016 Sethi 2017: JECE 2017
=2 Q—Q =F
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Smart Healthcare - Smart-Walk

\_Accelerometer _/

/1 sensor System N /2 Machine Learning \
_ Walki Algorithms
~ & --
Accele
Piezo rian

Walking_upstairs
15% .

N\

Walking_downstairs

13% 1

Standing
f -
7 19%

¥ et
/4 Assistance to users \ 6 Informati:n Sharing _S;t;'l;»g
A ~ %”]
A o . - :
a1 .
8 o < ———Laying
. / % / 10291 Instances Grouped o
Automated Physiological Monitoring System  Under 6 Activities - Kaggle
Research Method Features Activities Accuracy
Works considered (%)
This Work  Adaptive algorithm  Step detection and Walking, 97.9
based on feature Step length sitting,
extraction estimation standing, etc.
(WEKA) Source: Mohanty ICCE 2018
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Smart Healthcare - Smart-Log

User takes a picture of the Nutrition

Automated FOOd |ntake Facts using Smart Phone User scans the barcode of the product
Monitoring and Diet
Prediction System

=Smart plate
=Data acquisition using mobile
*ML based Future Meal Prediction

g g-&ﬁ;" = ":

Box-7

Weight and Time information obtained
through Sensing Board

Feedback to the user

. USDA National Nutrient Database
for Standard Reference is used
for nutrient values of 8791 items.

©

Camera to acquire Nutrient values

Data logged into Cloud

This Work Mapping nutrition facts to a database 98.4
8172 user instances were considered Source: Mohanty ICCE 2018
EX Y )
iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty tory (s R
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Smart Healthcare — Stress Level
- Detection and Management

i Advise Examples: Specific Music, Shower, :
! Physical Exercise, Breathlng Exercise, Long- I
1 — Meditation, Yoga, . Term I
' Body Short-Term Advise Advise |
Temperature [\ . [ _ — _ _ Stress :
i
” Physical Activity : Elflg:rr?(negp Management |
Monitorin : Unit I -
S ° IBased Stres 1 I = Internet
| ensor I I w Cloud
e | | Models_ | Stress Wi-Fi | |
e Sweat Sensor Level Moduld] !
w N Food Intake Stress-Level = i
' © & Monitoring DElalE il ~ Automated Stress
) [Wfi --------------------------------------------- Level  Detection
____ and Management
Accelerometer  0-7 75-100 101-200 g3
(steps/min) 4 2 \/\/\/\_\/\/
Humidity (RH%) 27-65 66-91 91-120 .
¢ 3.0 3:10 3 14
Temperature F  98-100 90-97 80-90 T e
Source: Mohanty iISES 2018 and Mohanty ICCE 2019

St G =
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Smart Healthcare — Seilzure
Detection and Control

EEG Signal Sejzure Seizure State . _j
Detecton | |, | = > —
ber i posage Hospital
Injection Information
J DD|rug ______ > o @
eliver : > Be =
Unit 4 V¥|rele]§s Cloud Storage Y
EEG Data 2 [ranster 3 DoTor
Acquisition Sensor Unit Transmission and Storage Access Unlt
400 [ Selz u reEEGlslgnal sz‘l ‘grand linal S‘CIZHI‘C and ISL‘llel'C dct(‘:cnon | Au to m ate d E p I I e ptl C S e I Z u re
.. Onset i gg;zeg;,eon | Detection and Control System

|
|
|
|
100 - |

(il WHH

Amplitute (pv)
(=]

. ‘

| lliw i "Wl ||l|

100 -
200+ }
AN
300 -

|
|
|
|
|
I
|

ol
6)“

ection - 1 to 2 set¢
eizure'k redlcatlon
at least 60 sec before

ency - 6 sec

400 t
48

"B

50
Time (sec)

80 70

80 S0 100

Cloud-loT 2.5 sec 98.65%
based Detection

Edge-loT based |1.4sec |98.65%
Detection

Source: Mohanty ISES 2018, IEEE Smart Cities 2018, and Mohanty ICCE 2019
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System of Systems - Smart Cities

/

L Smart Citizen

\

J

\

L Smart Governance )

i A )
& b
®
4G Optical Fiber
Smart Technology
\ y

L Smart Infrastructure J

Smart Healthcare
\ J

A smart city can have
one or more of the
smart components.

J

\

Smart Energy

J

Source: Mohanty 2016, CE Magazine July 2016
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Smart Cities - 3 Is

Instrumentation
The 3ls are provided

by the Internet of
Things (loT).

.'_;,,musz", et sfunction am{ret"r"vg':“
o b)}c.
5.element=a( ))am( href"),d=088d. replace

ed
oot 35 elatedarget:e[0] DD

mr( arfa- eypamm &)
fade"). length) . Lengthteh?g. one(“bs frans:
Ml ne:lnmzn .fn.

tion b(b){return thi =
¢ Mlel O ar coanct ot gy

iffi
thi: tbe(kl’aslt,\on() 3C.VERSION;
Starget, muump\ )
I(e+

x°),
(J(sem
> opnnns mm: lia

Interconnection

Source: Mohanty ICIT 2017 Keynote
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Data Analytics is Key to be Smart

Images

Enterprise Data

Big Data

Sensors, social
networks, web
pages, image and
video applications,
and mobile devices
generate more
than 2.5 quintillion
bytes data per day.

Source: Mohanty 2016, CE Magazme July 2016
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Artificial Intelligence Technology

Electronics

Algorithms

Deep

o

Source: http://transmitter.ieee.org/impact- o, \ . Neural _
aimachine-learning-iot-various-industries/ - ( & \fetwork learning

N

A Model. ‘ Artificialge pata mining
. intelligence v

{fonr OptimizationyHaTdware

Smart City Use:
=Better analytics ing L | |
. . Pushing the Limits for Machine Learning,
mBetter decision Al, and Computer Vision ‘ A
< > <IEEE

Source: https://fsyts.com/ogle—hoe—made— .FaSter response

ai-processor-is-30x-faster-than-cpus-and-gpus/

4‘ £ .
& W =}
Smjrt Electronic
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Edge Vs Cloud Intelligence

End Devices Edge Devices
o o Edge Data
Civil ucture A Thing Center l;'_l_? © @
“~a Local
Area
__» Network
J (LAN)
, .
/’ Cloud Intelligence
> Big Data
. Sensors (Things) / > Lots of
Environment Cluster Gateway Computational
_ Resource
> Less Data Edge Intelligence . accurate Data
» Less Computational Analytics
Resource > Latency in Network
> Less Accurate Data Analytics > Energy overhead
> Rapid Response in Communications

Source: https://lwww.iec.ch/whitepaper/pdf/IEC_WP_Edge_Intelligence.pdf
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loT, Connected, and Smart?

“An 0T product is more valuable than a connected
product or a smart product or even a smart,
connected product.”

However:
» Physical Component + loT = Smart Component?
» Product + Data + Al > Smart Product?

Source: Bruce Sinclair - https://www.iot-inc.com/the-iot-product-versus-the-smart-and-connected-product-article/
&= [T V\
=04 &V =p
Sm Electronic Systems
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Energy, Security, and
Response Smart (ESR-Smart)
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Energy Consumption in loT

Energy from Supply/Battery - Local
Energy consumed by E———— Arca
Workstations, PC, Software, LLLE | Network
Communications (LAN)

Energy from Supply/Battery -
Energy consumed by
Communications

The Cloud

Battery Operated - Energy
consumed by Sensors,
Actuators, Microcontrollers

Internet

Energy from
Supply - Energy
consumed in
Server, Storage,
Software,
Communications

The Things

Four Main Components of |oT.

Source: Mohanty 2016, EuroSimE 2016 Keynote Presentation
= Y V\

=02 &Y =g

Sm
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Energy Consumption of Sensors,
Components and Systems

------

um\lmlumu ! uuwm

Digital
Signal =Y
Processor -

3!

General Purpose

en ta Converter
N Digital Processor &

g2 -
- ~
- -~
-
-
-
-
K
-

AT Wi i

.unslll
.N“ﬂ

JGsv Elcey @EErAM I Graphics
Software Eico Wl Others

Components During GSM Communications

! Baseband
Telecommunication
(GSM, CDMA)

- 4

ireless LA
Bluetooth

CJesm Elceuy EEwiri I Graphics
e W Others

During WiFi Communications

Source: Mohanty 2015,
McGraw-Hill 2015

tﬁt‘whiﬂf;_Q
e
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Energy Consumption and Latency
In Communications

loT with Cloud: Sensor big data goes to cloud for
storage and analytics — Consumes significant energy
INn communications network

Connected cars require latency of ms to communicate
and avoid impending crash:

o Faster connection % ’?

o Low latency
o Lower power

5G for connected world: Enables all devices to be
connected seamlessly.

Source: https://www.linkedin.com/pulse/key-technologies-connected-world-cloud-computing-ioe-balakrishnan

S0 (B -
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iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty atory (S
17th Dec 2018 UNT S5y



Communications — Energy and
Data, Range Tradeoffs

= LoRa: Long Range, low-powered, low-bandwidth, loT
communications as compared to 5G or Bluetooth.

= SigFox: SigFox utillizes an ultra-narrowband wide-
reaching signal that can pass through solid objects.

ZIGBEEN ZigBee Pro 250 kbps 1 mile
802.11x 2-600 Mbps 0.06 mile
5G 1 Gbps Short - Medium
LoRa 50 kbps 3-12 miles
SigFox 6-30 miles

sigfox
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Blockchain Technology
 \

Transaction Validation
(The Network of Nodes
validates the transaction as
well as status of the user who
requested transaction using a
Validation Algorithm, e.g.

The requested “Transaction” is
broadcasted to a Peer-to-Peer (P2P)

-. network consisting of Computing

Machines (i.e. “Nodes”)
e ey (-
A “Transaction” is

requested by a Computing Peer-to-Peer (P2P) network of “Nodes”
Machine (i.e. “Node”).

The “Verified Transaction” is
combined with other verified

A “Verified Transaction”

transactions to create a new “Block”

of data for the Blockchain. Q_ 3

(e.g. Cryptocurrency,
Contracts, Records).

lock Validation
(Using Consensus

Algorithm, e.g.
Proof-of-Work).

S —

A “Block” Verified Transactions

A “Validated Block” is added to the
existing Blockchain in a permanent and

unalterable way. “ ‘ O E

Blockchain (i.e. Ledger) The Transaction is complete.

Source: Mohanty 2018, CE Magazine July 2018

New Block Oldest Block

"“’" £ \1 .
&0 (W =
Smjrt Electronic Systemns
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Blockchain — Energy Issue

(@8 S

Blockchain Challenges VIAGAZINE
Lo
r.& ’ Y “oa
\"39
.‘ 4 BuymgnntW »
Source: Mohanty 2018, CE Magazine July 2018 &w\"" the/Blockchain|

( Explormg Use Cases™
“for Consumex I?ectrong:\s S

» Energy for mining of 1 bitcoin - 2 years C’ e
consumption of a US household. Sy -
>Energy consumption for each bitcoin f“"“_" L
transaction -> 80,000X of energy "w %
consumption of a credit card processing.

Source: N. Popper, “There is Nothing Virtual About Bitcoin's Energy Appetite”, The New York Times, 21st
Jan 2018, https://www.nytimes.com/2018/01/21/technology/bitcoin-mining-energy-consumption.html.
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loT Friendly Blockchain — Proof-
of-Authentication (PoAh)

Fog

Blockchain

Edge

Trx-p

loT - =
=

End Devices
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loT Friendly Blockchain — Proof-
of-Authentication (PoAh

1™ Block (i+1)® Block

High High Low
High High Low
High High Low
Low NA NA

Source: Puthal and Mohanty 2019, IEEE Potentials Jan 2019 and ICCE 2019

958
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Security Measures in Smart
Dewces Smart Healthcare

Implantable /
Wearable Security —

| Impersonation | Energy Constraints
Attacks

e q:
o Source Mohanty 2019 IEEE TCE Under Preparation
%9358
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lOMT Security — A PUF a Device Authentication
Edge Router mg

End Devices
, . -

v
» Edge Servers
S
7

,I
v Remote

1

N
><
4

ELJ Connection

I
i

Time to Generate the Key at Server
Time to Generate the Key at loMT Device
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Secure Edge Datacenter

————— Data Communication
&——> Data uploading to Edge Data Center

—————— Load balancing between Edge Data Center

V Data uploading/downloading to/from cloud

.

)

L e e e e = — = 1

Source: Puthal, Mohanty 2018, IEEE Comm. Magazine May 2018

%0354
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Secure Edge Datacenter

| EDC-] I | EDC-I I | Cloud |
Ei' KI and KC _
Ey (E; || K;)- Broadcast
Dg (E; Il K;)
ok A (5K

e (& 1 6) W £ (£, 1 B (E))
fDKC (Ef Il D, (E; ))}
EKi(Ej l K}) 52K

ot
Ex, (i ) 5=

Die,(F: I E))

Individual EDC generate their public

(PuKi,f, )-private (PT‘KE,},V ) key pairs
I I

and broadcast the public key (PuKe/JJ

Secure edge datacenter —
» Balances load among the EDCs
» Authenticates EDCs

Source: Puthal, Mohanty 2018, IEEE Comm. Magazine May 2018
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CE System Security — Smart Car

Protecting Communications _
Particularly any Modems for In- Over The Air (OTA) Management

vehicle Infotainment (I\V1) or in On- From the Cloud to Each Car
board Diagnostics (OBD-I1)

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

: Security Mechanism Affects:
Connected cars  require
latency of ms to communicate °* Latency |

and avoid impending crash: * Mileage

o Faster connection - Battery Life

= Lo Iatenc_y_ Car Security —
o Energy efficiency Latency Constraints

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-buiIding-security;into-cars-20150805.pdf

;"—64 \ I_” 5: :
Smart Electronic Systems
iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty é«twg (s

17th Dec 2018 UNT 114




Autonomous Vehicle — Computing Need

"dC ‘b-ased eggn O

4.7‘”0
/ ¢¢

Source: https://www.engadget.com/2017/10/10/nvidia- T SE ST N _— 2755

introduces-a-computer-for-level-5-autonomous-cars/ v 4

Computing need in small server room stored in the trunk:

“ Al and data-crunching

“* Huge amounts of data coming from dozens of cameras,
LIDAR sensors, short and long-range radar

S G =

Smart Electronic System
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CE System Security — UAV
BN =

Commumcatlon
protocol

‘Application Logic Security

‘ Control System Security

. Both

Vehic;le State

Guidance
Determine
Path

o A
2

9 u-TT*

Controller

Navigation

Controller

Determine Track 0
Bias/ Pros. Vel. Alt. Guidance Path Aircraft
Magnetometer F
agnetomete Scale Plot Route, and Stabilize Actuator Dynamics
Plot/Static Accel Aﬁ!rcrtafkt) |
System Sensor (Adjustable
Fusor

Source: http://www.secmation.com/control-desian/
Security Mechanisms Affect:
Battery Life |EGHSHEYN \Weight Aerodynamics :—

SYSTEM FAI LL"

L —

UAV Security — Energy and Latency Constraints

Source: http://politicalblindspot.com/u-s-drone-hacked-and-hijacked-with-ease/

P~ oe i AN
,._‘,Q LY =3
Smj Electronics ste: s
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Attacks - Software Vs Hardware

Software Based _

= Software attacks via | = Hardware or physical attacks
communication channels = Maybe local
= Typically from remote = More difficult to prevent
= More frequent = Selected Hardware based:
= Selected Software based: 2 Hardware backdoors (e.g. Trojan)
o Denial-of-Service (DoS) o Inducing faults
o Routing Attacks o CE system tampering/jailbreaking
o Malicious Injection o Eavesdropping for protected memory
o Injection of fraudulent packets o Side channel attack
o Snooping attack of memory o CE hardware counterfeiting
o Spoofing attack of memory and IP address
o Password-based attacks
Source: Mohanty ICCE Panel 2018
& O35 8
iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty &%ﬂm'?é L
17th Dec 2018  UNT 57 117




Security - Software Vs Hardware

Software Based
= Introduces latency in operation

= Flexible - Easy to use, upgrade
and update

= Wider-Use - Use for all devices in
an organization

= Higher recurring operational cost

= Tasks of encryption easy
compared to hardware -
substitution tables

= Needs general purpose processor

= Can't stop hardware reverse
engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared
to software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks

= Can't stop software reverse
engineering

Maintaining of Security of Consumer Electronics, CE Systems,
loT, CPS, etc. needs Energy and affects performance.

iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty
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Hardware Assisted Security

Hardware-Assisted Security: Security provided by
hardware for:

(1) information being processed,

(2) hardware itself,

(3) overall system

Additional hardware components used for security.
Hardware design modification is performed.

System design modification is performed.
Source: Sengupta and Mohanty IET 2018

RF Hardware Security Digital Hardware Security — Side Channel

IR Hardware Securty. | SHSIRISSNON Dio'to! Core 1P Protecion

17th Dec 2018
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CE System Design and
Operation Tradeoffs

Security

Source: Mohanty ICCE Panel 2018

P ) B A\
=2 w =5 gv
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ESR-Smart — System Level

Lens / Active Pixel

Bar Code Unit V2 — Data

Shl_lt'[el'/ Sensors Liquid Crystal
Mirror - Display
~~~~~~ , 5 Scratch Teer Fitarn
: Memory (User Interface)
Object
. Ke
Shutter '
Controller[¢--3--="=""---
V1 Enca'l [l)ttion < Better
: : Portable
Light-Weight ¢ Sl
Cryptography (BPG)
(LWC) 1
| 111 |“ « Watermark Compression
33557211 —} hit Unit. 4" === Comntrol

Flash Storage

Include additional/alternative hardware/software components and
uses DVFS like technology for energy and performance optimization.

Source: Mohanty 2006, TCAS-II May 2006; Mohanty 2009, JSA Oct 2009; Mohanty 2016, Access 2016
;&‘)‘ \ 5 J é_
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ESR-Smart — Sensor Level

/

= Energy-intensive - Not Secure

I—P

Encryption+Hashing

0T Sensor

—

=

-

Base Station/Cloud

= Smart/Secure/Energy-efficient

~

:| User-side Applications

7Y
L> Compression + Machine Learning Inference

No

Yes

|

’

Encryption+Hashing

Accumulated Inference Outputs A

/)

Traditional'oT sensor

Scenarios in 10T sensor data processing

Sensor node

Smart, secure, and energy-efficient IoT sensor architecture
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(0T Compression Feature
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Converter
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Source: Akmandor and Jha 2018: CICC 2018
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Challenges in Making Smart
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Artificial Neural Networks

Model of a Neuron
z=(Z (I)E. xI. - G)O)

Types of Activation Functions

)
Output from the Neuron (3)
Inputs to the X, — T'hreshold
Neuron (x,) Input to ' :
Activation "Activation y=,= (—)
Y Layer Function  Function () Fypction I+ exp(- hz)
(Weighted Sum Function) 1)
Neuron || Piccewise
Linear
Multi-Layct\{c.g. 2-Laycr) I'cedlorward Architceiure &
b, b
1 Necuron 121 9 Neuron
—  Sigmoid
}’I
. M Output = ]
N In.put. o Figures-of-Merit Gaussian
Design/luning ¥, (FoM)
or Process 2{
Variables {

M

Hidden Layer Qutput Layer

(a) Archilcelurc ol Neural Network (NN)
Source: Mohanty McGraw-Hill 2015

Input Layer
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» Type of architecture?

» Number of layers?

» Type of activation function?

» Datasets: training and verification?
» Training algorithm?

» Accuracy metric?
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Various Options for ANN Models

A mostly complete chart of

©2016 Fjodor van Veen - asimovinstitute.org

Neural Networks ........

Perceptron (P)

Recurrent Neural Network (RNN)
z Q -

9,9
TARIARS

Auto Encoder (AE)

o Backfed Input Cell

 Input Cell

é Noisy Input Cell

@ Hidden cell

© ~rrobablistic Hidden Cell

@ spiking Hidden Cell

@ outputceu

Feed Forward (FF)

SRR
NN

Variational AE (VAE)

Radial Basis Network (RBF)

e B

Long / Short Term Memory (LSTM)  Gated Recurrent Unit (GRU)
) ) - -

A

Denoising AE (DAE)

'I/
AR N
,;’?."\.‘;«

A0
/\)

LR
WAL IAN

Sparse AE (SAE)

@ watch input Output Celt

. Recurrent Cell

. Memory Cell

Kernel

‘ Different Memory Cell

Q Convolution or Pool

Markov Chain (MC) Hopfield Network (HN) Boltzmann Machine (BM) Restricted BM (RBM)

o

Generative Adversarial Network (GAN)

N/
l‘\ l‘\ l‘( ;:gA}:
QR

Deep Residual Network (DRN)

Deep Belief Network (DBN)

o %a® o %ea® o
0, 0y ¢

0.0 0
e o

Deconvolutional Network (DN) Deep Convolutional Inverse Graphics Network (DCIGN)

_e et GNP o=
-\/Q\,-. < - \_,\.\‘/QO O_\, \/—,
‘-\-‘n/Q\/n ,—~X»~/Q\.~». -‘/Q\.
o o 9. 9 O "

i O 0.5 il @

Liquid State Machine (LSM) Extreme Learning Machine (ELM)

Kohonen Network (KN)  Support Vector Machine (SVM)  Neural Turing Machine (NTM)

Source: https://towardsdatascience.com/the-mostly-complete-chart-of-neural-networks-explained-3fb6f2367464
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Deep Learning is the Key

« ‘DL at the Edge”
overlaps all of these

research areas. aging
= New Foundation Privacy & Securl

Technologies,
enhance data
curation, improved
Al, and Networks
accuracy.

Biometrics

/ Internet
. v of
Deep Learning :

(Edge Implementations)

Source: Corcoran Keynote 2018
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Deep Neural Network (DNN) -
Resource and Energy Costs

TRAIN: Iterate until you achieve satisfactory performance. Needs Significant:
» Resource

( )

ACCESS AND EXTRACT OPTIMIZE
PREPROCESS DATA FEATURES TRAIN MODEL PARAMETERS > Energy

) A—

N

PREDICT: Integrate trained models into applications.

( h " N s ~
CAPTURE EXTRACT
SENSOR DATA i RUN MODEL PREDICTION
= =
‘ * —_
&8 - --:- -, -y ([l
) :

=5 & I 77

v

Source: https://www.mathworks.com/campaigns/offers/mastering-machine-learning-with-matlab.html
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» DNN considers many training parameters, such as the
size, the learning rate, and initial weights.

» High computational resource and time: For sweeping
through the parameter space for optimal parameters.

» DNN needs: Multicore processors and batch processing.

» DNN training happens mostly in cloud not at edge or fog.
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DNN - Overfitting or Inflation Issue

DNN Is overfitted or inflated - If the accuracy of
DNN model is better than the training dataset

DNN architecture may be more complex than it is
required for a specific problem.

= Solutions: Different datasets, reduce complexity

) —

Data || Fitting ||Overfitting

Source: www.algotradingl101.com
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DNN - Class Imbalance Issue

= Class imbalance is a classification problems where
the classes are not represented equally.

= Solutions: Use Precision, Recall, F-measure metrics
Not only RMSE like accuracy metrics

El
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DNNs are not Always Smart

DNNSs can learn to But often they learn
recognize complex Input | features that don’t
objects with high : make sense to a

confidence ... : human ...

-
—
o
=
.-
o
=
e
>
]
=
a
o
o
o

OQutput

Source: Nguyen, et al. 2014 - Deep Neural Networks are Easily Fooled: High Confidence Predictions
for Unrecognizable Images Source: Corcoran Keynote 2018
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DNNs are not Always Smart
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freight car remote control peacock African grey

DNNs can be fooled by certain “learned” (Adversarial) patterns ...

Source: Nguyen, et al. 2014 - Deep Neural Networks are Easily Fooled: High Confidence Predictions
for Unrecognizable Images Source: Corcoran Keynote 2018
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DNNs are not Always Smart

robin cheetah armadillo lesser panda

centipede peacock jackfruit bubble

* -

Source: Nguyen, et al. 2014 - Deep Neural Networks are Easily Fooled: High Confidence Predictions
for Unrecognizable Images Source: Corcoran Keynote 2018
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DNNs are not Always Smart

= Why not use Fake Data?

= "Fake Data” has some interesting advantages:

= Avoids privacy issues and side-steps new regulations
(e.g. General Data Protection Regulation or GDPR)

= Significant cost reductions in data acquisition and
annotation for big datasets

Source: Corcoran Keynote 2018
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ML Hardware — Cloud and Edae

Nvidia - DGX series Cloud GPU
Nvidia - Drive Edge GPU
Arm - ML Processor Edge CPU
NXP - i.MX processor Edge CPU
Xilinx - Zinq Edge Hybrid CPU/FPGA

Xilinx - Virtex Cloud FPGA
Google - TPU Cloud ASIC

Tesla - Al Chip Edge Unknown
Intel - Nervana Cloud CPU

Intel - Loihi Cloud Neuromorphic

Amazon - Echo (custom Al chip) Edge Unknown
Apple - A1l processor Edge CPU
Nokia - Reefshark Edge CPU
Huawei - Kirin 970 Edge CPU
AMD - Radeon Instinct MI25 Cloud GPU

IBM - TrueNorth Cloud Neuromorphic

IBM - Power9 Cloud CPU

Alibaba - Ali-NPU Cloud Unknown
Qualcomm Al Engine Edge CPU
Mediatek - APU Edge CPU

Source: Presutto 2018: https://www.academia.edu/37781087/Current_Atrtificial_Intelligence_Trends_Hardware_and_Software_Accelerators_2018_
& fn A B
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ML Hardware Accelerators — Field-
Programmable System-On-Chip (FPSoC)

ADC Memory DSP SD-EEC Transceivers
Blocks Blocks Memory
DAC Reconfigurable Logic: B
LEs and Interconnect
FPGA
CP FPSoCs feature a hard
FPGA-to-HPS | HPS-to-FPGA (C:;Z FPGA-to-SDRAM .
Bridges Bridges Access) Bridges processing system (HPS)
— and FPGA fabric on the
Application .
ok [ Processor same chip.
2%
m_ Main Switch e—] Real-Time
TEO Processor
ge= e
2 Z e X ~
558 | SDRAM Controller
o 5 T T ¥
ol
= DMA
x
= SR Controller e

External SDRAM
Source: Molanes 2018: IEEE IEM Jun 2018
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Neuromorphic Computing or
Brain-lnspired Computlng

AER Inputs (Dendrites)

Neuromorphic N YA N &2
P Do ,endrite<’ ®

W shor | wng |3 g Architecture I soma
T Term Term SEEES
% Plasticity | Plasticity 3 ‘E 5 Axon
S B Synapse | Synapse E § g \)
= Array Array & « Neuronall' i
& a = .i
- Circuits . . ‘ Synapses
STPS-Control LTPS-Control -
Processing Powers MIT Technical Review
Types of Chips Functions Applications
Traditional Chips | Reliably make | Any numerical problem,
(von Neumann precision Complex problems require
Architecture) calculations more amount of energy
Neuromorphic Detect and Applications with
Chips Predict Patterns | significant visual/ auditory
in complex data | data requiring a system to
using minimal adjust its behavior as it
energy interacts with the world

Source: https://www.qualcomm.com/news/ong/2013/10/10/introducing-qualcomm-zeroth-processors-brain- inspired computing
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Neuromorphic Computing or
Brain-Inspired Computin

)

e .

Application 1: Integrate into assistive
glasses for visually impaired people for
navigating through complex
environments, even without the need for
a WiFi connection.

Application  2:  Neuromorphic-based,

solar-powered “sensor leaves” equipped
with sensors for sight, smell or sound
can help to monitor natural disasters.

Source: https://blogs.scientificamerican.com/observations/brain-inspired-computing-reaches-a-new-milestone/
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Smart Electronics -
Applications
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The Problem - The Big Picture

= Uncontrolled
growth of urban

= Limited natural GEERaRES SohEg
and man-made .5 1 ‘
resources fend g

= Rapid urbanization |

= Demand for better
quality of life
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Air Pollution Management

> Pollutions
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Water Pollution Management

w——amy
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> Water crisis
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Traffic and Transportation
Management

Car

A

> Traffic
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Population Trend Management
= Smart Cities: For S —

IEEE
effective management
of limited resource to Eleclronlcm§
serve largest possible ’

population to improve:
a Livability
o Workabllity

o Sustainabllity

“Cities around the world could spend
as much as $41 trillion on smart tech
over the next 20 years.”

Source: http://www.cnbc.com/2016/10/25/spending-on-smart-cities-
around-the-world-could-reach-41-trillion.html
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Conclusions
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Smart and Intelligence —
Dictionary Meaning

Smart:
1 (of a person) clean, tidy, and well dressed.
‘you look very smart’
2.1 (of a device) programmed so as to be capable of some
Independent action.
‘hi-tech smart weapons’

Intelligence:
The ability to acquire and apply knowledge and skills.

Source: https://en.oxforddictionaries.com
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Smartness

= Ability to take decisions based on the data,
circumstances, situations?

= Analytics + Responses
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Conclusions

“‘Smart” terms is used to present a variety of
characteristics of CE.

Energy smart is important for battery and energy costs
point of view.

Security smart is important for connected CE.

Response smart iIs making decisions based on ML data
analytics.

ML has its own cost in terms of training and execution.

ESR-smart is the trade-offs of energy, security, and
response in the design of CE.
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17th Dec 2018

Future Directions

Security, Privacy, IP Protection of Information
and System need more research.

Security of the CE systems (e.g. smart
healthcare device, UAV, Smart Cars) needs
research.

Important aspect of smart CE design: trade-offs
among energy, response latency, and security.

Edge computing Involving data curation,
learning, and security at the edge Is an
Important research direction.
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Can Any Smartness/Intelligence
Solve?

Source: https://www.wilsoncenter.org/article/building-slum-free-mumbai
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IP Core Protection and Hardware-Assisted
Security for Consumer Electronics

1P Core Protection and Hardware-Assisted Security for Consumer Efectronics preserits
established and novel soluticns for security and protection problems related to IP cores
(especially those based on DSP/multimedia applications) in consumer electrenics. The topic
is important to researchars in various areas of specialization, encompassing overlapping
lopics such as EDA-CAD, hardware design sccurily. VLS| design, [P core proleclion,
optimization using evolutionary computing, system-on-chip design and application specific
processorfhardware acceleralor design.

The book begins by introducing the concepts of sccurity, privacy and [P protection in
information systems. Later chapters focus specifically on hardware-assisted IP security in
consurner electronics, with coverage including essential topics such as hardware Trojan
security, robust watarmarking, fingerprinting, structural and tunctional obtuscation,
encryption, loT security, forensic engineering based protection, JPEG obfuscation design,
hardware assisted media protection, PUF and side-channel attack resistance.

About the Authors

Anirban Sengupta is an Associate Professor in Computer Science and Engineering at Indian
Instilute of Technology (IIT) Indore. He is the author of 172 peer-reviewed publications. He is
a recipient of honors such as IEEE Distinguished Lecturer by CESoc in 2017, IEEE Computer
Socicty TCVLSI Editor Award in 2017 and IEEE Computer Socicty TCVLSI Best Paper Award in
iNIS 2017. He holds around 12 Editorial positions. He is the Editor-in-Chief of IEEE VCAL
(IEEE CS- TCVLSI) and General Chair of 37th IEEE Internaticnal Conference on Consumer
Electronics 2019, Las Vegas

Saraju P. Mohanty is a tenured full Professor at the University of North Texas (UNT). He has
authored 280 research articles, 3 books, and invented 4 LS patents. He has received various
awards and honors, including the IEEE-CS-TCVLSI Distinguished Leadership Award in 2018,
|EEE Distinguished Lecturer by the Consumer Electronics Society (CESoc) in 2017, and the
PROSE Award for best Textbook in Physical Sciences & Mathemalics in 2016, He is the
Editar-in-Chief of the IEEE Cansumer Electronics Magazine (CEM). He has received 4 best
paper awards and has delivered mulliple keynoles.
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These offers apply to full conference and full conference attendees during the conference

only

Free CE Saciety memberships are open to all current IEEE members. Membership

periods end Dec 31 2018 and must be renewed by the member through IEEE
Incomplete or illegible applications cannot be processed. Write leqibly

Enter your name as you want it to appear on you membership card and |[EEE
cormespondence.

Your Contact information

Male @ Female @ Dale of Birth (DDMMYYYY) /]

2018 IEEE CONSUMER ELECTRONICS SOCIETY
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| have graduated from a three-to-five-year academic program with a university-level degree.
This academic institution or program is accredited in the country where the institution is located.
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managing within the following field:
Engineering
Computer Sciences and Information Technologies

Physical Sciences

Title First!Given Name Middle Mame LastfFamily Surname

Home

Biological and Medical Sciences
Mathematics

Technical Communications, Education, Management, Law and Policy
Other (please specify)

Street Address

Are you or were you ever a member of the IEEE? Yes o
If Yes, provide, if known:

Membership Number

City State/Province

Grade

Year of Expiration if no longer a member

Postal Code Country

Select Your Membership

Home Phone

[ Students, IEEE Members, Joining CE Society

Home Email

CJIEEE Member, joining CE Society
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The IEEE Consumer Electronics Magazine (CEM) is the flagship award-
winning magazine of the consumer electronics (CE) society of IEEE. From
2018, the magazine is published on a bimonthly basis and features a range
of topical content on state-of-art consumer electronics systems, services
and devices, and associated technologies.

The CEM won an Apex Grand Award for excellence in writing in 2013. The CEM is the winner in the
Regional 2016 STC Technical Communication Awards - Award of Excellence! The CEM is indexed in
Clarivate Analytics (formerly IP Science of Thomson Reuters). The 2017 impact factor of CEM is 1.434.

Aim and Scope Editorial Board

* Consumer electronics magazine covers the areas or topics that are - Saraju P. Mohanty, University of North Texas, Editor-in-Chicf (Ei€)
@ e * Peter Corcoran, National University of Ireland Galway, Emeritus FiC
related to “consumer electronics”. - 4 o
; » _ . + Katina Michael, University of Wollongong
* Articles should be broadly scoped - typically review and tutorial - pallabChatterjee, Media & Entertainment Technologies

articles are well fit for a magazine flavor. : /5\"{ I}iP"quv P Am“’]‘ ‘?“ﬂ;‘“ LLC B U
. . . 4 « Anirban Sengupta, Indian Institute of Technology Indore
Tl'echmcal artlcles. may.be sulta.tble but these should be of general « Tom Coughlin, Coughlin Associates
interest to an engineering audience and of broader scope than + Stephen Dukes, Imaginary Universes LLC
archival technical papers. + Helen (11ai) Li, Duke University

* Himanshu Thapliyal, University of Kentucky
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g q a 5 9 * Robin Bradbeer, Pearl Technologies Ltd, Hong Kong
devices, Fitness devices, Home automation and networking « Konstantin Glasman, Saint Petersburg State Univ. of Film & TV

devices, Consumer solar technology, Home theater, Digital imaging, - Bernard Fong, Automotive Parts and Accessory Systems R&D Centre

In-vehicle technology, Wireless technology, Cable and satellite + Animesh Kumar, Indian Institute of Technology Bombay

technology. H itv. Domestic lichting. HL interf. - VinceniWang, DTS Inc., Singapore Technology Center
€C ; r-lol Og.y, o:l'ne security, Dome: 1(.: 1ghting, ffuman interrace, * Euce S. Jang, Hanyang University

Artificial intelligence, Home computing, Video Technology, + Petronel Bigioi, FotoNation Ltd.

Consumer storage technology. Studies or opinion pieces on the * Hyoungshick Kim, Sungkyunkwan University

* Jong-Hyouk Lee, Sangmyung University

+ Shiyan Hu, Michigan Technological University
1 o e - .+ Theocharis Theocharides, University of Cyprus
Have questions on submissions or ideas for special - Niranjan Ray, KIIT University, Bhubaneswar

+ Xavier Fernando, Ryerson University

societal impacts of consumer electronics are also welcome.

issues, contact EiC at: saraju.mohanty@unt.edu BT i, Frankston o
- R = * Sergio Saponara, University of Pisa
Submission Instructions + Arslan Munir, Kansas State University

.. « Hitten Zaveri, Yale University
Submission should follow IEEE standard template and should . pyhammad K. Khan, King ;:ml University

consist of the following: + Deepak Puthal, University of Technology Sydney
. . * Fatemeh Tehranipoor, San Francisco State University
. A manuscript of maximum 6-page length: A pdf of the + Sudeep Pasricha, Colorado State University
cqm_plete manuscript layout with figures, tables placed . .3!;@333&:5 }‘mgﬂ;ﬁml Taiwan University of Science &
within the text, and * Santanu Mishra, Indian Institute of Technology Kanpur

0 . n + Bijaya K. Panigrahi, Indian Institute of Technology Delhi
Il.  Source files: Text should be provided separately from  Madhavi Ganpathiraju, University of Pittsburgh

photos and graphics and may be in Word or LaTeX format. - Amit K. Mishra, University of Cape Town

H £ - H : * Dhruva Ghai, Oriental University
3 H|gh' resolutlor) o_nglnal photos and graphics are required for [ /hee e o di, Algonquin College
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0 De submitied online a e = * Mike Borowczak, University of Wyoming

http://mc.manuscriptcentral.com/cemag + Abdullah §. Almuttiri, Nokia Al-Saudia, Riyadh

17th Dec 2018

* Ezendu Ariwa, University of Bedfordshire

< IEEE

WINNER

More Information at:

http://cesoc.ieee.org/publications/
ce-magazine.html P N




Thank You !!!

Slides Avallable at: http://www.smohanty.org

Hardwares are the drivers of the
civilization, even softwares need them.

abg¢ tory (S
DEPARTMENT OF COMPUTER
A 2> SCIENCE & ENGINEERING ¥
N >~ College of Eng (] ]
> =

EST. 1890 |

iSES 2018 Keynote Prof./Dr. Saraju P. Mohanty
17th Dec 2018



