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Selected Attacks on a Typical
CE System - Security, Privacy, IP Right
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CE System Security — Smart Car

Protecting Communications _
Particularly any Modems for In- Over The Air (OTA) Management

vehicle Infotainment (IV1) or in On- From the Cloud to Each Car
board Diagnostics (OBD-II)

Cars can have 100 Electronic Control Units (ECUs) and
100 million lines of code, each from different vendors
— Massive security issues.

Protecting Each Module

Sensors, Actuators, and Anything Mitigating Advanced Threats
with an Microcontroller Unit (MCU) Analytics in the Car and in the Cloud

Connected cars require latency

of ms to communicate and Security Mechanism Affects:
avoid impending crash: . Latency

o Faster connection « Mileage

0 Low latency - Battery Life

o Energy efficiency

Source: http://www.symantec.com/content/en/us/enterprise/white_papers/public-building-security-into-cars-20150805.pdf
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CE System Security

Selected Attacks on UAV
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Tracking Eavesdropping

"Denial of | '
Service RERY Relay Jamlmlhg Spoomg

Communication
protocol

Guidance
Determine

Navigation Controller

Determine to
Bias/ Pros. Vel. Alt. Guidance Path
Magnetometer Scale Plot Route, and Stabilize Actuator
. Accel Aircraft i
Plot/Static Sansor (Adjustable

System

Fusor

Source: http://www.secmation.com/control-desian/
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Source: http://politicalblindspot.com/u-s-
drone-hacked-and-hijacked-with-ease/
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Smart Healthcare - Security and Privacy Issue

—Data Eavesdropping

—Data Confidentiality

—Data Privacy

—Location Privacy

~7

Challclanqes

—ldentity Threats

—Access Control

—Unique Identification

Selected Smart Healthcare Security/Privacy

—Data Integrity
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NFC Security - Attacks

Selected NFC Attacks
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Source: http://resources.infosecinstitute.com/near-field-communication-
nfc-technology-vulnerabilities-and-principal-attack-schema/
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steal-money-credit-cards-anytime-your-phone-near-445497 Source: https://www.slideshare.net/cgvwzg/on-relaying-nfc-
payment-transactions-using-android-devices
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Memory Attacks

Attacks

Embedded
Processor

Read
confidential
Information

INn memory

Replace a
block with fake

Memory Splicing
N Attacks
Replace a block
Replay
Attacks

with a block from
another location
The value of a block at a given address at
one time is written at exactly the same
address at a different times: Hardest attack.

Physical access
memory to retrieve
encryption keys

Source: Mohanty 2013, Springer CSSP Dec 2013
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Counterfeit Hardware — |IP Attacks

2014 Analog Hardware Market (Total Shipment Revenue US $)

Source: https://www.slideshare.net/rorykingihs/ihs-electronics-conference-rory-king-october

Top counterfeits could have impact of
$300B on the semiconductor market.
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Attacks - Software Vs Hardware

Software Based _

= Software attacks via | = Hardware or physical attacks
communication channels = Maybe local

= Typically from remote = More difficult to prevent

= More frequent = Selected Hardware based:

Hardware backdoors (e.g. Trojan)
Inducing faults

CE system tampering/jailbreaking
Eavesdropping for protected memory
Side channel attack

CE hardware counterfeiting

= Selected Software based:
Denial-of-Service (DoS)

Routing Attacks

Malicious Injection

Injection of fraudulent packets

Snooping attack of memory

Spoofing attack of memory and IP address
Password-based attacks

a
a
a
a
a
g

O O 0O 0O 0O O O

7;'\ - 7 3
& @5 8
S ectronic Syste;
ICCE 2018 - Panel - 2 by Prof./Dr. Saraju P. Mohanty %—«oﬂ (S
P UNT

EST. 1891

19

13th Jan 2018




Security - Software Vs Hardware

Software Based

= Flexible - Easy to use, upgrade
and update

= Wider-Use - Use for all devices in
an organization

= Higher recurring operational cost

= Tasks of encryption easy
compared to hardware -
substitution tables

= Needs general purpose processor

= Can’t stop hardware reverse
engineering

= High-Speed operation
= Energy-Efficient operation
= Low-cost using ASIC and FPGA

= Tasks of encryption easy compared
to software — bit permutation

= Easy integration in CE systems

= Possible security at source-end like
sensors, better suitable for 0T

= Susceptible to side-channel attacks

= Can't stop software reverse
engineering

Maintaining of Security of Consumer Electronics, CE Systems,
loT, CPS, etc. needs Energy and affects performance.

13th Jan 2018
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Hardware Assisted Security

= Software based Security:

o A general purposed processor is a deterministic machine
that computes the next instruction based on the program
counter.

o Software based security approaches that rely on some form

of encryption can’t be full proof as breaking them is just
matter of time.

o It is projected that quantum computers that use different
paradigms than the existing computers will make things
waorse.

= Hardware-Assisted  Security:  Security/Protection
provided by the hardware: for information being
processed by a CE system, for hardware itself, and/or
for the CE system.
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Hardware Assisted Security

Hardware-Assisted Security: Security provided by
hardware for:

(1) information being processed,

(2) hardware itself,

(3) overall system

Additional hardware components used for security.
Hardware design modification is performed.
System design modification is performed.

RF Hardware Security Digital Hardware Security — Side Channel

RS N 001 o P Proctor
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CE System Design and
Operation Tradeoffs

Security

Energy Consumption, Battery Life
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CE System Energy & Security
Tradeoff — System Level

Lens/ Active Pixel
Shl.ltter/ Sensors Liquid Crystal
Mirror p Display
: g Scratch User Tntett
: Mt (User Interface)
Object : TA
Shiltter
Controller
V1 Better
. . Portable
Light-Weight / Graphics
Cryptography (BPG)
(LWC)
wsl:!s'!!!!"_’ Wa%l?irtlark Com&ﬁfsmz il - - Control
Bar Code Unit V2 Flash Storage —=ata

Include additional/alternative hardware/software components and

uses DVFS like technology for energy and performance optimization.
Source: Mohanty 2006, TCAS-II May 2006; Mohanty 2009, JSA Oct 2009; Mohanty 2016, Access 2016
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Embedded Memory Security and Protection

Trusted On-Chip Boundary

- “I Read Decoder
| Embedded | Update Merkle (Value) and Hash
| Processor I Hash Tree from Memory
| | |
[ | <
: [ | - |
|
, | L1 Sensor | Update Merkle Sensor Yes Check
I Verify Cache Module ! Hash Tree Attack —> Hash
: Hash Current/ | ? Tree
| Hash Temperature |
I Cache Encryption/ I \ No
: Decryption |
Module I Update Merkle
L e e e e e — - c———===-- - Hash Tree Do not check hash

Proceed with read

Write Operation _
Read Operation

On-Chip/On-Board Memory Protection

Source: Mohanty 2013 and Springer CSSP Aug 2013
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Trojan Secure Digital Hardware Synthesis

N\ 4

Trojan Detection Block
DMR Scheduling

}

Modified Allocation in
DMR based on Distinct
Vendor Rule

«

v
Low Cost Trojan Secured Datapath
Source: Sengupta, Mohanty 2017: TCAD April 2017
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Digital Hardware Synthesis to Prevent
Reverse Engineering

Control Parameters:

: : L Invariant
Obfuscation — Intentional modification of e.g. Swarm Size, # Structurally Code
the description or the structure of lterations, etc. Obfuscated Motion

electronic hardware to conceal
its functionality for making reverse- s
engineering difficult.

Low Cost IP

Core
Source: Sengupta, Mohanty 2017, TCE November 2017
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Thank You !!!

Slides Avallable at: http://www.smohanty.org

Hardwares are the drivers of the
civilization, even softwares need them.
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