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Internet of Things

= Every electronic device Iin an

environment communicates with

each other.

= Human interaction will become

IoT Environment
Secured using

= Such network of devices Is 4]
Internet of Things (1oT). O
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Security In Internet of Things
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Secure Network

_© under lock and key
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Lock for Security

= Earliest mechanical lock found dates back 4000 years.

= Even today, we keep things under LOCK and KEY -
But Digitally.

= Digital keys are stored in Non — Volatile Memory (NVM)

for cryptographic applications.
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PUF vs Encryption
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Physical Unclonable Function (PUF)

= Physical Unclonable Functions are simple
primitives for security.

= PUFs are easy to build and impossible to
duplicate (Theoretically).

= Input and Output are called Challenge
Response Pair (CRP).

Challenge (C) Response (R)
(100111....0) (0011101....1)

Only an authentic hardware can produce a correct Response
for a Challenge.
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Technology Scaling
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CMOS
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PUF Principle

Manufacturing
Variations

e i e i{f

Transistors Silicon wafer with Different PUF ICs with
manufacturing manufacturing
variations variations
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How PUF Works?

Different
Output

Same Circuit

Same Input

With the same circuit and the same input, we get different output due

to process variations.
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How PUF Works?

Same Input

Different Output

Same Input

Same Output

With the same circuit and the same input, we get different output due

to process variations.
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Speed Optimized Hybrid Oscillator
Arbiter PUF
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Power Optimized Hybrid Oscillator
Arbiter PUF
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Performance Metrics ...

Can any circuit become PUF?
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Performance Metrics
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Reliability and Uniqueness

Research Technology Architecture Reliability Uniqueness
Works Used (Hamming (Hamming
Distance%) Distance%)
Rahmanetal. 90nm CMOS -- 0.92 50
[4]
Maiti et al. 180nm CMOS Ring Oscillator -- 50.72
3]
S.R. Sahooet 90nm CMOS Ring Oscillator -- 45.78
al. [2]
This Design 14 nm FInFET Speed Optimized 1.25 47.31
[1] Design
This Design 14 nm FInFET Power Optimized 2.3 52.04
[1] Design
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Conclusion and Future Research

= PUF Is a promising Hardware Security Solution.
= Design a Side Channel Resilient PUF.

= Implementation Iin |oT require Low Power

Consumption Designs.

= Implementation In  Network requires  High

Performance Designs.
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