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Summary and Conclusions

An attacker can retrieve confidential information from
cryptographic hardware by introducing internal faults.

Error detection/correction (EDC), through fault tolerance, Is
an effective way to mitigate such fault attacks In
cryptographic hardware.

We analyze the area, delay, and power overhead for
designing the S-Box, one of the main complex blocks in the
AES, with error detection and correction capabillity.

The S-Box, GF(p), and Parity Predictions (PPs) circuits are
synthesized from the specifications and the decoding and
correction circuits are combined.

The analysis shows a comparison of the different
approaches characterized by their error detection capabillity.
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Abstract

e Recent studies have shown that an attacker can retrieve confidential information from
cryptographic hardware (e.g. the secret key) by introducing internal faults.

¢ A secure cryptographic implementation must detect/correct such a malicious attacks.
Error detection /correction (EDC) is an effective way to mitigate such fault attacks in
cryptographic hardware and further soft error problem in logic.

e To this end, we analayse the area, delay, and power overhead for designing of S-box
which is one of the main complex blocks in the Advanced Encryption Standard(AES),
with error detection and correction capability.

e We use multiple Parity Predictions (PPs), based on various error correcting codes, to
detect and correct errors. Different coding techniques are presented, which include
simple parity prediction, split parity codes, Hamming, Hsiao, and LDPC codes. The
S-box, GF(P), and PP circuits are synthesized from the specifications and the decoding
and correction circuits are combined to form the complete designs. The analysis shows
a comparison of thedifferent approaches characterized by their error detection
capability,
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Circuit with concurrent Error Detection and Correction

Design Procedure

e Determine the number of parity bits (r) required.

e Construct the H matrix, with (m + r) non-zero r-bit column vectors. The dimension of the resulting matrix is r*
(m-+r).

¢ A column vector with a single 1 is assigned to parity Pi.

e The column vector with all 1s is assigned to output bit cm-1.

e The remaining m columns are assigned the output bits ci, without any constraints.

e Generate predicted parity expressions in terms of ci s. Next, generate the predicted output parities from the inputs.

e For Hsiao code, choose the parity check matrix such that the output bits are assigned to the columns with odd
number of ones. In this case additional parity bits maybe required.

e Finally, combine the multiplier, PP, output encoder, decoder, andthe correction logic as shown in figure.

Experimental Results
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eWe consider the technique for synthesis and optimization of the
multiple-output, multivariate polynomials over GF(2”m) based on[1].

eThe circuits with and without the error correction schemes have been
represented in terms of these polynomials, which we have synthesized
with this technique. The polynomials are represented as the Shared
Galois Polynomial Decision Diagrams (SGPDDs).
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Figure shows area, power and delay Analysis

Conclusion

The paper has aimed at comparing the performance of different error
detection and correction techniques, which are used to mitigate
malicious attacks. We presented an overhead analysis for designing S-
Box and GF(P) arithmetic blocks. We used a heuristic gate as well as
word-level synthesis and optimization technique for the analysis.
Moreover, with regards to several performance index parameters, such
as area, delay, and power a large set of experimental circuits has been
designed. In conclusion, what clearly comes out from the experiments is,
as evident, there is a linear increase in overhead as the number of error
detection features increases. The performance figures also closely match
those of the structural technique.
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