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Summary and Conclusions
An attacker can retrieve confidential information from

cryptographic hardware by introducing internal faults.
Error detection/correction (EDC), through fault tolerance, is

an effective way to mitigate such fault attacks in
cryptographic hardware.

We analyze the area, delay, and power overhead for
designing the S-Box, one of the main complex blocks in the
AES, with error detection and correction capability.

The S-Box, GF(p), and Parity Predictions (PPs) circuits are
synthesized from the specifications and the decoding and
correction circuits are combined.

The analysis shows a comparison of the different
approaches characterized by their error detection capability.
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Broad Comparison of various Error Detection Schemes

Example of Soft 
error in a inverter 

circuit.
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